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I. INTRODUCTION

Cloud storage is a fundamental component of the Cloud
infrastructure. Storage reliability is critical because many
applications are built around persistent data of various forms.
For a major cloud provider, a single data center storage
solution thus poses a danger. A data center is more fragile
than many developers realize and can suffer damage from
power failure [1], [2], accidental fires [3], natural disasters [4],
[5], or even unexpected events [6]. Mistakes by administrators
that cause damage are rarely discussed, yet are undoubtedly a
significant factor as well. Thus for projects in which Failure is
Not an Option. [7], [8], cross data-site replication is needed.

Replication data in multiple data centers is a distinct ap-
proach to high reliability for Cloud storage and yet is surpris-
ingly poorly supported. One reason is that the relatively high
communication latency between data centers, as compared to
within a single center, can create a tension between data con-
sistency and system performance. Some systems adopt a bias
in favor of performance even at the expense of consistency, by
adopting asynchronous replication without addressing consis-
tency aspects [9]–[16]. Those system push the complexity into
the application (programs might see inconsistent data), making
applications harder to design. Another group of solutions
accepts performance loss for strong consistency [17]–[20].
They adopt expensive consensus protocols, such as the ones in
the Paxos families [21]–[23]. However, the problem is speed:
typical transaction latencies in such systems can be as high
as several hundred milliseconds in a cross-country or global
deployment.

II. WIDE AREA NETWORK CHALLENGES

Data replication performance is sensitive to network la-
tency and throughput. The speed of light in optical fiber is
∼ 2×108m/s or five microseconds per kilometer, which limits
the lower bound of network latencies between geographically
distributed data centers. Other sources of latency include
the network device buffering and operating system overhead.
Unlike the high-speed data center network, the communica-
tion infrastructure connecting geographically distributed data
centers are generally expensive fiber cables maintained with a
lot of efforts and shared by multiple tenants [24]. This shared
nature constrains the throughput between the data centers.

As the first step to an extensive measurement of wide are
network properties, we run measurement in fourteen Amazon

EC2 Regions to understand the latency and throughput in the
public cloud, since we believe most of the geographically
distributed applications are going to run in public cloud in
future.

A. Network Latency

We launched fourteen t2.small instances in different
Amazon EC2 regions and measured the latencies between each
pair of instances. Round Trip Time(RTT) measured with ping
is widely used. We are however more interested in the one-
sided latency because an application may experience different
performance if messages are passed through different paths
with asymmetric links, like delivering packages in a city with
heavy commuter traffics.

Measuring one-sided latency requires a globally synchro-
nized clock. Although there is no perfect global synchronized
clock, we can rely on the timing facilities available in the
public Cloud. For example, Amazon EC2 has GPS and atomic
clock sources in its regions and allows the instances synchro-
nizing with NTP [25]. A GPS Receiver can synchronize to
the satellites within tens of nanoseconds and the time skew
between NTP synchronized hosts is about several milliseconds
inside a data center [18]. Therefore, we assume a globally
synchronized clock with a precision of milliseconds. This
precision is enough because the latencies in wide area network
are of tens or hundreds of milliseconds.

In figure 1a, we show the one-sided latencies between
instances in various regions. We can see that the latencies are
consistent with half of the RTT measured by ping as shown
in figure 1b. The average difference between the latencies in
both directions is 1.4 milliseconds, which is in NTP precision
range and negligible compared to the WAN latency. We ran
the same experiment with instances in both Google Cloud and
Amazon EC2 for multiple times and get similar results with
some occasional exceptions.

We also tested the latency fluctuation over time between
two instances in Amazon EC2 North Virginia and Singapore
regions. The latencies are sampled 100 times during a five
seconds period every half an hour. The results are shown
in figure 1d. At 2.5 hours, some packets take up to six
seconds traveling from North Virginia to Singapore. And at 13
hours, some packets take up to 220 milliseconds in the same
direction. Except for those cases, the latency is stable around
120 milliseconds in both directions. Therefore, we argue
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(a) Measured One Way Latency
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(b) Half Round Trip Time
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(c) Ideal One-Way Latency
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Fig. 1: Latency between Amazon EC2 Data Centers

that the network latency between geographically distributed
data centers are symmetric. Occasional bursty delays occur
presumably due to congestion.

In figure 1c, we also show the ideal latencies between
instances in various regions by dividing the great-circle dis-
tances by the speed of light in the optical fiber. We found
the measured latencies are generally less than two times of
the ideal ones. The real distance is a good estimation of the
latency between data centers.

B. Throughput

In the same setup in the last section, we use the iperf
tool to measure the TCP throughput between instances across
data centers. Figure 2a shows the average throughput of ten
iperf runs. Each run lasts for ten seconds. The throughput
in both directions roughly agrees with each other showing

less symmetry than network latency. This is because the
throughput test is sensitive to the traffic in shared links. As
shown in figure 2b, we monitored the throughput between
two instances in North Virginia region and Singapore region.
Although the average throughput is statistically comparable in
both directions, it fluctuates dramatically over time.

The numbers in figure 2a are throughput values in Mbits per
second. We can see the cross-region throughput is magnitudes
lower than inside the data center, which limits the speed of
data propagation to multiple data centers. An interesting phe-
nomenon is that closer data centers can get higher throughput
in between. We are going to explore this aspect with more
experiment since our current experiment is far from extensive.

C. Challenges to Data Replication
The latency is challenging with running consensus protocols

across data centers, because a process has to block for the
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Fig. 2: Throughput between Amazon EC2 Data Centers

message from the other side. Prior to the introduction of the
Paxos suite of protocols, the consensus was generally realized
by total-ordering the commands applied to some form of
replicated state machine, atomic broadcasts [21]. Systems of
this kind dynamically track membership, and in the event of
node failure, a view reconfiguration is triggered to remove the
failed node and restart execution with only healthy members.
Paxos protocols avoid this reconfiguration by instead using a
quorum-overlap approach. The result is that a Paxos protocol
can avoid reconfiguration for any failure that is expected to
be transient in duration. However, Paxos requires two round
trips of one-to-many and many-to-one message passing to
decide a value [22]. To solve this problem, previous work
suggested that when running a stream of Paxos protocols, it
would be useful to explore piggybacking the prepare phase in
last accept phase [26], or electing a stable leader to avoid the
prepare phase for multiple log entries [19]. Fast Paxos goes
further by dynamically adjusting the size of the quorum so
that decisions can be made in one round trip [27]. Along with
other optimizations like batching and separate data and control
planes, todays consensus protocols are generally considered
practical for use within a single data center. But geo-replicated
replication is still a challenge.

Some applications like Facebook and Instagram can work
without strong consistency, where data operations do not
block until it reaches the remote data center. However, a
replica may wait until all dependencies arrived before exposes
an update to clients. Data archiving applications can work
with only eventual consistency. In geo-replication setup, those
applications require that the network bandwidth be able to
catch up with their throughput.

Fortunately, WAN optimizations are available to explore
now. BBR, the new TCP congestion control algorithm, allows
fast adaption to an optimal point of latency and through-

put [28]. Besides BBR compatibility and security, a new
transport layer protocol called QUIC optimized the connection
latency with fewer round-trips [29]. Introducing relays can
reduce the network latency in WAN [30]. We are going to
explore those directions in future work.
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