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How can we he|p users

to balance the benefits and risks of information

disclosure

N a user-Frienc”y manner,

so that Jrhey can make good privacy decisions”




Outline

Show that existing solutions to make privacy

Jrechno\ogies more usable do not work
Argue that we must either design for elaboration...

...and/or design persono\ized orivacy decision

support



Usable Privacy Technologies

A tale of transparency and control




W hat are privacy Jrec:h]nologies?

sma r’rphone
permissions

cookie
notices

privacy
po|icies

VPN
PGP Tor
2F A

social

loT

systems

pe rsonalized

C]dS

Seasons (2022) Privacy-Enhancing Technologies’
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quing privacy usable?

Nowodoys: several conferences / tracks that cover

usable porivacy

Symposium On Usable Privocy and Securi+y (SOUPS)
Privacy Enhancing Technologies Symposium (PETS)

Dri\/c>|cy track ot the ACM conference on Human Factors in

Computing Systems (CHI) and the ACM conference on
Compu’rer—SupporJred Collaborative Work and Social Computing

(CSCW)



Ex 1. privacy nutrition labels

e r\y academic work:

Kelly et al. (2009) "A "Nutrition Label

for Privacy”

Implementation in iOS and
Android in 2020 rather
disqppoinﬁng:

Cranor (2022) "Mobile-App Privacy
Nutrition Labels Missing Key |ngreo|ien+s

](O I S u CCQSS”

B

App Privacy

The devebper, Ubisoft, irdicated that the app’s privacy practices
may nciude handling of daa a5 descrived below. For mone
infornation, se¢ the developer's privacy policy,

following dit edd 10
wels y otl
@ Purchases 9 Location
By User Content BB dentiie

lowing da
@ Purchases 4 Location
PR User Contont M wentiie
sl UsageData £ Diagnostics

Data Not Linked w0 You

o Health & Fitwss O Diagnostics

Privacy practices may vary, for example, tased on the fesures you
use or your age. Lean Mcre



Ex. 2: privacy policy comics

LET'S SAY YOU WOULP LIKE TO ZEMEW AN2
CONTROL ALL THNGS THAT ARE TEP
TQ YCUR BOQBLE ACCOUNT,
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= . & o] onmEacosL nerosw
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Knijnenburg and Cherry (2016) "Comics as a Medium for Privacy Notices’

Tam KR
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HAR THROLUGH 8MAL.
4% LET'S

GET RIP OF ALL OF THE
APPS | DON'T USE ANYMORE.

T PIP HAVE GMAL FOR
2 WHILE NOw, ., .,




Privacy screensavers

This design shows the
total numbes of shares,
brocen down per app

1 1 o O The center dial iscoloc
coded to ald srocessing of
[ ) 5

Information and & is
Wed, Nov 7

poditioned fer attontion

Pos cach data tyje, the
visialization displays
how many times eachapp
has shared it. Position of
total doss nct comrelate
with tine

The date sype that is
beling displayed isplaced
promineatly in the certer
for easy proorssing

This desbgn shows the mos:
reont tme 5 cortain plece
of informaticn is shared by

& cartaln apy

Showo thwe numbor of thimes
that data tyye was shared
DY IBAL ApP. TNe position
of the Item correlates (o
thetim« of the mest recent

ahwre

ine desgn ms visual
Indicatcrs for the thme
offering granulardata to
asddet with comporehension

T
-
&

Th s serves » sallent
reninder of :he curreat
e o el e guiee,

COMPArisons

-
4

Vi

Wilkinson et al. (2020) "Privacy at a Glance’



Ex 4: social circles

“ Post Audience

Most social networks allow you fo
Who can see your post?

define “circles” and share se|ec+ive|y

Your defzult s.dience is set o0 Friends

dience ol this speailic poslt.

Public

on or off FaC2 DOOK

Most peop|e don't do this
SJrrOJrer & Lip]corc] (QOOB) “SJrroJregies cmc] = Pm'd"

Friends except...

s+rugg|es with orivacy in an online socidal a e

cept: Accuantances, Nna Shi

ne+worl<ing commu nier"

Only me

Watson et al. (2012) "+Your circles: sharing Specific frsnds

n nly show to some frends
behavior on Goog|e+ |

Custom
Inchide and sxclude tnaenas and | sts

Acquaintances

Doesn't reduce threat of overshoring

Knijnenburg & Kobsa (2014) “Increasing
Sharing Tendency Without Reducing

Satisfaction”

Close friendls




From the US. Privacy directive

Transparency (consent)

“componies should provide

C|egr dQSC rip‘l‘ions O]C I::I Why CONSUMER DATA PRIVACY
INANETWORKED WORLD:;
H’]Qy need Jrhe dO'I'CJ, l’]OW '|'|’]€y A FRAMEWORK FOR PROTECTING
, PRIVACY AND PROMOTING INNOVATION
WIH use |-|- IN THE GLORAL DICITAL ECONOMY

Control (empowerment)

\kcomponies should offer
consumers clear and simp|e

choices |..] about persono|

data collection, use, and

disclosure”



Death to the Privacy Calculus?

Why transparency and control

don't actually work




Transparency and control

Privacy CGlCLIlLIS: PQOP‘Q We|gh 'H’]Q I’iSkS Oﬂd

benefits of disclosure

PrerequisiJres of pri\/ocy calculus are:

-~ being able to control the decision;

- hoving QdequaJre information about the decision.

TI’OHSPOI’QHCY Oﬂd CONTro empower uscers To

regu\oﬂre their orivacy at the desired level.



B2k
o) g .

Quiz #1]

After what |eng’rh of time is the privacy po|icy no |onger taken

intfo account?



VERSIONA -12.8%  vs. VERSIONB

First Name:~ | ‘ First Name:

Last Name:" ; Last Name:"

Email:" | Email:”

ZIP/Postal Code:’ ZIP/Postal Code:’
Primary Telephone:’t | Primary Telephone:

N TRUSTe | sbet

Quiz #92

W hich version leads to more submitted forms?

With TRUSTe logo to without logo?



Please send me Vortrex Newsletters and information.

information.

B Please do not send me Vortrex Newsletters and
C X Please send me Vortrex Newsletters and information.

] Please do not send me Vortrex Newsletters and
information.

25%
37 %
53%
0%

Figure 4: Subjects were assigned one of the following conditions

in the registration page.

Quiz #3

W hich version leads to more newsletter subscrip’rions?

Opt-in or opt-out? Negative or positive framing?



Why is this happening?

Transparency paradox (Nissenbaum, 2011):

Privocy notices that are suﬁcicienﬂy detailed to have an impact
are often too |ong for peop|e to read

Control paradox (Compafio and Lusoli, 2010):

W hile users claim to want full control over their data, Jrhey avoid
the hassle of QchuoHy exp|oi’ring this control



Privacy Nudging
An alternative solution

(that also doesn't reaﬂy work)



We can influence people!

Justification nudge

A succinct reason to disclose (or not disclose) information

Qrder nudge

Chonge request order to increase disclosure (foot-in-the-door,

door-in-the-face)

DefouH/]Cermg nudge

Set the default and/or {roming in such o way that it increases or

o|ec redses CIiSC|OSU re



Nudge 1: justification

Mobile app recommender Ceeni

Applause
Asks 31 questions o e
(12 context, 19

demographics)

My income is:

Gives recommendations

bOSQd on USQI’S’ aAnswers

e

Users are allowed to

withhold information




Nudge 1: justification

How useful is this for

21 X ¥R
me ? Applause

May we know your
household income?
We can recommend apps that

How many others are are popular among paople

disc‘osing 'ans? with the same income.

My income is:

How useful was it for
them”?

) e

W hat are you gonna do
with it?




Nucige 2: Request order

LOCATION,
ETC.

LOCATION,
ETC.




Asked first = more disclosure

Disclosure behavior

Demographics disclosure Context disclosure

Context first Demographics first Context first Demograpics first
100% A

90% -
80% -
70% A
60% 1
50% A
40% -
30% T
20% A
10% A
0% -




Justifications don't work

100% A
90% -
80% -
70% -
60% 1
50% -
40% -
30% T
20% A
10% A

0%

Onone Buseful for you O# of others Buseful for others Oexplanation



Justifications don't work

Satisfaction with
the system

1,00 o
0,75 A
0,50 T

0,25 A

0,00

-0,25

-0,50 o

% %k % %

-0,75 A

% %k 3k

-1,00 -
Onone Buseful for you O# of others Buseful for others Oexplanation

Knijnenburg & Kobsa (2013) "Making Decisions About Privacy’



Nudge 3: Defaults/framing

Data: 14,729 household loT-related scenarios +

decisions from 1133 participants

Manipu\oﬂre scenarios o\ong 5 dimensions

Fxample scenario: "Your smart TV (Who) uses a camera
(W hat) to give you Jrime|y alerts (Pu rpose), the data is stored
|oco||y (SJrorOge) and used to optimize the service (Action).



Nudge 3: Defaults/framing

Behavior: AHOW/rejech decision (see next s\ide)

Attitudes:

oW expeded/u nexpec’red is this scenario?

TOW risky or safe is this scenario?

How useful/useless is this scenario to you?

How comfortable/uncomfortable do you feel about this scenario?

—OW opproprio+e/in0pproprioﬂre do you consider this situation?



Nudge 3: Defaults/framing

Framing:
None: What would you do with this feature? (enable/disable)
Pos: Would you enable this feature”? (yes/no)
Neg: Would you disable this feature? (no/yes)

Default option:
None: Q enable Q disable

Pos: @ cnoble () disable
None: Q enable @ disable



Disclosure can be influenced

Defaults influence disclosure!

Negative default: 1.37 times less likely to enable(p = .006)

Positive default: 2.57 times more likely to enable (p < .001)

Framing too (but less)
Negative framing: 1.31 times more likely to enable (p = .0205)

No signhcicon’r decrease for positive framing



Decision process deteriorates

Interaction of Attitudes with Defaults

However, they also make
people’s decisions less nuanced!

Defaults reduce the effect of

attitudes on disclosure

0.8
0.6
0.4
0.2

0
-0.2

B Neutral M Positive M Negative

Interaction of Attitudes with Framing

Froming also (kind 01()

Negoﬁve Froming reduces the effect of

attitudes

Positive froming: certain attitudes have o _I II II. I
L

stronger effect, others have a weaker

ffect
e e C Expected Risk Approp Useful Comfort

B Neutral ® Positive M Negative



Com]oining them?

Face-tagger found that has 5 photos of you that you have never opened.

¢ Automatically tag me in those pictures (Note: Auto-tagged photos will show up on your wall, where
your friends can see them. Beware that you may not want others (family, boss) to see some of these
photos, because they could be embarrassing!)

Adding juerhCicoJrions to Valence Negative-_Positive - - NA —

No Justification Normative Justification Rationale-based Justification

defaults ano Froming
exacerbates their effect! g o
In other words: justifications G050 % :
= g

make peop|e €|ObOI’O+€ even

s o7 /s
0.25 { %

0.00
Don'’t Tag Tag Don’t Tag Tag Don’t Tag Tag

Default

|€SS



Nuciging does not work!

Conclusion: Nudges have unwanted side-effects

PQOp|€ are ei"her omnoyed by Jrhem

...Or Jrhey influence the decision process in unwanted ways.

/A\|SO, hOW ShOU|d we nudge peop‘e?

Towards more pri\/dcy?

‘owards more benefits?

"he answer depends on the person and the context!



Design for elaboration
Making people think about privacy.



Dual-route processing

Audience Processing Persuasion
Factors Approach Outcome
Persuasion focused on the quality ~ thatresists

Attempt

Atk ab | ~ ofthe m e 'E fading and
AL : ‘ argument :.'|
\ i
— " ’ !' AN

LT N EAN WA

:
é
A

Temporary
~ change that is
§ susceptible
E—' to fading and
% counterattacks

FUis

Kahneman (2013) "Thinking, fast and slow’

it we want |Qs+ing chonge, we must improve motivation and

se|1c—e1c1cicocy



Design for elaboration

Modern browsers offer an
au’ro-comp|e’rion feature

that reduces the effort of

Fi||ing out web forms

These tools may cause
users to comp|e+e more

fields than Jrhey infended

They make it so easy to
submit a fu||y comp|e+eo|
form that users may s|<ip

weighing benefits and risk

® O 6

“ ~ W \Q'] | \ | J AOJ | + www.quantumgateway.com

(10 3 Mijn ING Wells Fargo Google+ Facebook Twitter GCoogle Scholar bitly Hulu
"1 Sample Web Form | 4

Billing info

Shipping Info

First Name Bart

Last Name 2

Address
City
State
Zip
Country
Phone

Email

First Name
Last Name
Address
City

State

Lip
Country

AutoF |l your contact info
Bart Knijnenburg



ormFiller

Create a Profile

Please create your profile by entering your information below.
Note that FormFiller will store the information locally on your device, and only for the duration of
this study. We will never submit any forms automatically or disclose this information to others

without your active involvement.

About you:
First name: Last name:
Gender:
Age:
Address:
City: State: : Zip:

E-mail:



About you:

First name:

Gender: |

Ak

Age:

Last name:

Address:

City:

State: [:]

Zip:

E-mail:

Phone:

Tastes and Preferences:

Favorite movie:

Favorite band/artist:

Favorite food:

Favorite weekend

pastime:

Last holiday location:

Political views: [

ik
o




Work and education:

Current/previous job:
Employment status:

Work experience (yrs):

Income level:

Highest completed
degree:

Computer skills

Health and lifestyle:
Overall health:

Dietary restrictions:

Number of doctor visits
last month:

Weight (Ibs):

Birth control usage
(you or your partner):

Medical conditions:

Diabetes
Respiratory (COPD etc.)

VoY

Sector:

Hypertension

High cholesterol

w Y



Study Procedures

O’ZWLSZE Z:e’z

Create a Profile

Please create your profile by entering your information below.

Note that FormFiller will store the information locally on your device, and only for the duration of
this study. We will never submit any forms automatically or disclose this information to others
without your active involvement.

About you:
First name: Lastname:

Gender:

Age:
Address:

City: State:

Zip:
E-mail:

Phone:

Tastes and Preferences:
Favorite movie:
Favorite band/artist:

Favorite food:

Favorite weekend
pastime:

T - 1 -1 1.1 - _¢*

23 o)

leader board log in )

gH e ro e S conquer the web with your blogging-guild!

7

“The first job search site that truly
cares about work-life balance”

. ~Financial Times Y,
NY

coda+care call now: 877-123-CODA

Enter your details, please

Your personal Codacare health insurance policy will be based on the
information you provide. Please note that none of the items are
required, but the insurance will be better tailored to your needs if you
provide more information.



Study Procedures

Fach site corresponds o @ porﬁcu\ar type of info:
|o|ogging community = persono| inferest items
job search website = job skills items

health insurer = health record items

They requested all the info, not just the relevant stuff!

leader board J login

BlogHeroeS conquer the web with your blogging-guild!

L4 b “ coda+care call now: 877-123-CODA

“The first job search site that truly
cares about work-life balance”
: - Financial Times

Enter your details, please

Your personal Codacare health insurance policy will be based on the
information you provide. Please note that none of the items are
| required, but the insurance will be better tailored to your needs if you
| provide more information.

pASE

N > For employers
s § \e) Please enter your information General information
‘A\ ‘A\ > For investors IOWRK will find jobs based on the information you enter on this form. Please provide your general information.
None of the items on the form are required, but if you provide more :
Please te" us more about yourself > Contact information the jobs will be a better match. Name (first): (tast):
> About us : I

BlogHeroes will assign a "guild" to you based on the information you provide below. Note that none

of the fields are required, but our classification will be better if you provide more information. GENERAL AND CONTACT INFO Address:

General info about me General and contact information City: State: Zip: ? fill
Please provide some background info to get our matching process started. FIRST NAME LAST NAME .
i P
Name (first): John (ast):  smith Jobn smith Gonder:
E-mail address: john@smith.com AGE ? fill
%
Gender: Male : =
Age:
Age (years): 23 GENDER 4 il
Address: 123 Main St. i
E-mail:
City: New York State: NY ¢| Zip: 12345 E-MAIL ADDRESS -
& fill
What I do for a living ADDRESS amv STATE 20
1 1 | S —— T —— L=l



Research

We introduce two new

efficacy-increasing designs

We compare three tools:

— Auto FormFiller: auto-fills

fie|o|s, users can remove

monuo”y

— Remove FormFiller: click to

remove each field

— Add FormFiller: click to fill
each field

outline

John (last): Smith
john@smith.com
Male
23
123 Main St.
New York State: NY = Zip: 12345
FIRST NAME LAST NAME
John Smith
AGE
2
GENDER
Name (first): (last):
Address:
City: State: Zip
Gender:

& fil




Design for elaboration

Disclosure was not purpose-specific for users of the Auto FormFiller

Disclosure was purpose-specific for users of the Remove and Add

FormFillers.

B Contact info BInterests BJob skills OHealth record B Contact info B Interests BJob skills OHealth record
N Auto N7 Remove
100% 1 100% * *

T

|

95% 1 95% 1

90% 1 90% 1

85% 1 85% 1

80% b 80% o

75% 1 75%

BlogHeroes IOWRK Codacare BlogHeroes IO WRK Codacare

Knijnenburg et al. (2013) "Counteracting the Negative Effect of Form

Au+o—comp|e+ion on the Privacy Caleulus’



Privacy decisions are too hard!

Problem: Most systems are much too Comp\ex

Privocy po|icies are increasing N |eng+h

Facebook's privacy controls are “Lobyrin’rhian"

t's easy to fall back on heuristic decision—moking

0 ractices

W hich makes us fall prey fo external influences such as defaults
and Froming



this system?

Gulf of @ Gulf of
Evaluation Execution
What’s the current How do | use
system state? @

nngroup.com N N/g



The Two UX Gulfs

(Hutchins, Hollan & Norman 1986)
Users have difficulties frans]ah’ng their

goa]s (desired privacy) into actions ( seHings).



User-Tailored Privacy

Privacy recommendations: Figure out what

people want, then help them do that.




User-Tailored Privacy

S—

Knijnenburg et al. (2022) "User-Tailored Privacy’




US€ case.

Facebook privacy management practices

392 individual orivacy behaviors that Facebook users

could pen(orm using the native Facebook interface



Create privacy profﬂes

Privacy Maximizers Selective Sharers Privacy Balancers Time Savers/Consumers Self-Censors Privacy Minimalists

Limiting Access Control

Block Apps/Events Restricting Chat

Block People Altering News Feed

Reputation Mgmt Friend List Mgmt

Withholding Contact Info Withholding Basic Info

Selective Sharing Timeline/Wall Moderation

Wisniewski et al. (2017) "Making Privacy Personal’

see www.usabart.nl/chart



Aciap’c the interface

'8 PhotoVideo = PhotoVideo Album

. What's on your mind?

D g only me ;;&5 Friends (1 {} Other m

Serverless is the ney

Multitsnancy was the single-
allowad for Yigher gross marg

More prominen’r

More prominen’r

audience selection timeline moderation

(time savers)

(selective sharers)

Wilkinson et al. (2017) "User-Tailored Privacy by Design’



Give recommendations

A Web Pegs

O Q x 0 {1tiptinrabaak com

O Q x Q [htis Hokebock com ) @

- P Past
!j% Jim Fiw
-’

Boston Red Sex win!
Tre Boston Red S0z have won

1 think you should set this post to
be shared only with frends

ol ek aucrral cely
trred off for 0/ Cconosts
oo sk Drom

= Au’roma’rica”y turn

off chat

Audience suggestion

(selective sharers) :
(time savers)

Namara et al. (2018) "The Potential for User-Tailored Privacy on Facebook”
Namara et al. (2022) "The Effectiveness of Adaptation Methods in Improving User

Engagement and Privacy Protfection on Social Network Sites”



Other qolap’rq’cions

/\dap’r the nudge

Adoer the available options

May we know your
household income?

The recommendations will be
about 80% better for you
when you tell us your
household income.

Adoer the order of requests

My income is:

May we know your
household income?

85% of our users told us
their household income.

Knijnenburg and Kobsa (2013)
"Helping users with

information disclosure
decisions: po+en+io| for

adaptation”



Other qolap’rq’cions

AdeJr the nudge

Adapt the available options N e s

1 X

| HotSpots '

Evaluate this activity

Select a sharing option
Adapt the order of requests [ = w=m=

Recommended cptions:
. Full use: post to Facebook
is excting

and get recommendations
IS Interesting for others or

Restrict Facebook posts
makes me look interesting nearby friends

More options...
needs 3 recommendation

IS private or may have
unintended consequences
when shared

embarrasses me or doesn't
reflect who ] am

Isn't wseful for everyone to

Knijnenburg and Jin (2013)
"The persuasive effect of privacy

recommendations for location

sha ring services



Other adap’ca’rions

d h d Moftware-QCoaches com Healthy Living Coach®*
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Knijnenburg (2015) "A user- " i be<a
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lo] privacy

An example of user-tailored privacy to inspire
interface olesign and smart profiles.




US€ case.

2,800 public loT-related scenarios + decisions from

200 participants

Manipu‘a’re scenarios a‘ong 5 dimensions

Exomp\e: "A device of a friend (Wh@) records your

video to detect your presence (what). This hoppens
conﬁnuous\y (when), while you are atf someone

1)

else’s p\dce (where), for your sonCeer (Why)

Choice to allow or reject this scenario



Let's say

W har

W hat has t

Results

we create a \oyerec se’r’rings interface

- parameter should be at the top?

he most influence on the user’s decision?

Regression mode\ing to determine parameter order

Result: who > what > Why > when > where

Bahirat et al.

(2018) "A data-driven approach to developing

loT privacy-setting interfaces’



9:00 AM 9:00 AM 9:00 AM

< Settinge

Friends’ devices < Friends Voice - age

o Drofiles

Which devices may collect your personal information?

loT Settings

For what purpoge may your friende” devices record your voice

What type of data may your friends” devices collect? fo defermine your age?

My own deviceg

Friends’ deviceg

Colleagues’ devices

Devices of nearby buginesges
My employer’s deviceg
Government deviceg

Unknown deviceg

more »
more >
more >
more >
more >
more >

more )

Voice, to determine my...

age
identity
gender
mood
pregence

(other)

Photos, to determine my...

age

identity

more
more
more >
more >
more )

more

Safety
never
once

continuougly

Health
never
once

continuougly

Convenience

never




Results

W hat about the default se’r’ring?
—verything on |oy default: 28% correct

Every"qing off |oy default: 72% correct

W hat if we make our best guess?

Predict based on who, what, where, when, Why:
/5% correct

Unknown: NO
Colleague: NO
Friend: NO

WHO Own device: WHAT



Results

Divide participants based on overall attitudes?
Two profi\es: Correct 77% of the timel

Unknown: NO
Colleague: NO
Friend: WHAT
Cluster 0 (89 users): WHO Own device: YES
CLUSTER Business: NO
Cluster 1 (111 users): NO Employer: WHAT

Government: NO



Results

W hat if we divide participants on the ﬂy?
Three profiles: Correct 82% of the timel

Cluster 0 (74 users): NO
Cluster 1 (77 users): WHO Own device: WHAT
CLUSTER
Colleague: REASON
Cluster 2 (49 users): WHO

Unknown: NO
Colleague: NO
Friend: NO

Business: NO
Employer: NO
Government: NO

Unknown: NO

Friend: YES

Own device: YES
Business: YES
Employer: YES
Government: NO

PhonelD: YES
PhonelD>identity: YES
Location: PERSISTENCE
Location>presence: YES
Voice: NO
Voice>gender: YES
Voice>age : YES
Voice>identity: YES
Voice>presence: YES
Voice>mood: YES
Photo: YES
Photo>gender: WHERE
Photo>age: NO
Photo>identity: YES
Photo>presence: NO
Photo>mood: NO

Video: NO
Video>gender: NO
Video>age: YES
Video>presence: NO
Video>mood: YES
Video>looking at: PERSISTENCE
Gaze: PERSISTENCE
Gaze>looking at: YES

Safety purposes: YES
Commercial purposes: NO
Social-related purposes: YES
Your Convenience: YES
Health-related purposes: WHERE
None: NO



S’rep l: choose a

profi|e

eoee \/ 9:00 AM 0o m] [eeeee v 9:00 AM oo mm] [eeeee v 9:00 AM 100% M |
Default profiles < Drofies loT Settings & Settinge  Friends’ devices < Friende Voice - age
Pleage select a profile \hich devi | information? h Iy fond dou loat? For what purpoge may your friends” devices record your voice
(4ou can change individual settinge on the next sereen) ich devices may collect your pergonal intormation’s at type ot data may your trienas” devices collect’ fo defermine your age?
Limited collection v My own devices more > | | Voice, to determine my... Safety
Thig profile allows the collection of:
- any data by the your own devices, your friends’ devices, Friende’ devices more > age more > never v
your employer/school’s devices, and devices of nearby
businesses Colleagueg’ devicee more > | | identity more > | | once
- any data by your colleagueg’ devices, but only for certain
reasons . . ;
Devices of nearby buginesges more > | | gender more > | | continuously
learn more...
i , , My employer's devices more > 1 1 mood more > | | Health
Limited collection, personal devices only
Thig profile allows the collection of: RGovernment deviceg more > pregence more never
- certain types of data by the your own devices
Unknown devices more > | | (other) more > | | once v
No collection Photog, to determine my... continuougly
Thig profile prevents the collection of any data .
age more » | | Convenience
identity more > | | never v

next >

more 2> § Lonco

Step 2: adjust the

default settings
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Conclusion

Next steps in usable privacy research.




My contribution

| Qrgued that orivacy scholars need to move beyond the “one-

size-fits-all’ Qpproach to privacy

| presented the idea of "design for elaboration’, which:

Aims to increase motivation and se|1c-e1cficqcy, Jrhereloy encouraging peop|e To

think slow

Nudges peop|e to take control of their own orivacy

| preserﬁed the idea of “user-tailored privacy", w hich:

Provides realistic empowerment |oy re|ieving some of the burden of corﬁro”ing

orivacy, while at the same time respecting each individual's preferences

Refrains from making moral judgmerﬁs about what the “righjr" level of privacy

should be



Future research questions

IM- :
Passive or
PLE- :
MEN- \ Proactive?
TATION
TRADEOFF
Compensatory or not?
RISK BENEFIT
Subjective or objective measures?
CONTEXT
How much is needed?

Knijnenburg et al. (2017) "Death to the Privacy Calculus’




