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Big Data’s End Run around
Anonymity and Consent

Solon Barocas and Helen Nissenbaum

Introduction

Big data promises to deliver analytic insights that will add to the stock of
scientific and social scientific knowledge, significantly improve decision
makinginboth the publicand private sector, and greatly enhance individual
self~knowledge and understanding. They have already led to entirely new
classes of goods and services, many of which have been embraced enthu-
siastically by institutions and individuals alike. And yet, where these data
commit to record details about human behavior, they have been perceived
as a threat to fundamental values, including everything from autonomy, to
fairness, justice, due process, property, solidarity, and, perhaps most of all,
privacy.! Given this apparent conflict, some have taken to calling for out-
right prohibitions on various big data practices, while others have found
good reason to finally throw caution (and privacy) to the wind in the belief
that big data will more than compensate for its potential costs. Still others,
of course, are searching for a principled stance on privacy that offers the
flexibility necessary for these promises to be realized while respecting the
important values that privacy promotes.

This is a familiar situation because it rehearses many of the long-standing
tensions that have characterized each successive wave of technological
innovation over the past half-century and their inevitable disruption of
constraints on information flows through which privacy had been assured.
It should come as no surprise that attempts to deal with new threats
draw from the toolbox assembled to address earlier upheavals. Ready-
to-hand, anonymity and informed consent remain the most popular tools
for relieving these tensions — tensions that we accept, from the outset, as
genuine and, in many cases, acute. Taking as a given that big data implicates
important ethical and political values,> we direct our focus instead on
attempts to avoid or mitigate the conflicts that may arise. We do so because
the familiar pair of anonymity and informed consent continues to strike
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Big Data’s End Run around Anonymity and Consent 45

many as the best and perhaps only way to escape the need to actually resolve
these conflicts one way or the other.

Anonymity and informed consent emerged as panaceas because they
presented ways to ‘have it all’; they would open the data floodgates while
ensuring that no one was unexpectedly swept up or away by the del-
uge. Now, as then, conscientious industry practitioners, policymakers,
advocates, and researchers across the disciplines look to anonymity and
informed consent as counters to the worrisome aspects of emerging appli-
cations of big data. We can see why anonymity and consent arc [ GHNS:
anonymization seems to take data [IGCIMGIREOR: Of privacy, as it no
longer maps onto identifiable subjects, while allowing information sub-
jects to give or withhold consent maps onto the dominant conception of
privacy as control over information about oneself. In practice, however,
anonymity and consent have proven elusive, as time and again critics have
revealed fundamental problems in implementing both.?

The argument that we develop in this chapter goes further. Those com-
mitted to anonymity and consent do not deny the practical challenges;
their solution is to try harder, to be more creative, to utilize more sophis-
ticated mathematical and statistical techniques, and to become astute to
the cognitive and motivational contours of users. Although we accept that
improvements can result and have resulted from these efforts (e.g. more
digestible privacy policies, more robust guarantees of anonymity, more
usable choice architectures, and more supple policy), the transition to big
data has turned definitional and practical fault lines that have worried
policymakers, pundits, practitioners, and scholars into impassable chasms.
After tracing progressive difficulties for anonymity and informed consent,
respectively, we reveal virtually intractable challenges to both. In the case
of anonymity, where important work has already shown it to be rather
elusive, we argue that, even where strong guarantees of anonymity can
be achieved, common applications of big data undermine the values that
anonymity traditionally had protected. Even when individuals are not
identifiable’, they may still be EHGHABIE . may still be comprehensibly
represented in records that detail their attributes and activities, and may be
subject to consequential inferences and predictions taken on that basis. In
the case of consent, too, commonly perceived operational challenges have
distracted from the ultimate inefticacy of consent as a matter of individual
choice and the absurdity of believing that notice and consent can fully

specify the terms of interaction between data collector and data sub-
ject. Both, we argue, lead to the inescapable conclusion that_
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46  Barocas and Nissenbaum

approaches cannot replace policies based on substantive moral and political
principles that serve specific contextual goals and values.

Definitions and Background Theory

Many of the terms in this chapter have ambiguous and often contested
meanings. To avoid disagreements originating in terminological difter-
ences, we specify the interpretations of two key terms — big data and
privacy — assumed throughout the rest of this chapter. We have reason to
believe that these interpretations contribute positively to the substantive
clarity, but, for the most part, we set these out as starting assumptions.

Big Data

Taking into consideration wide-ranging uses of ‘big data’ in public discus-
sions, specialized applications,* government initiatives,’ research agendas,®
and diverse scientific,” critical,® and popular publications, we find that the
term better reflects a paradigm than a particular technology, method, or
practice. There are, of course, characteristic techniques and tools asso-
ciated with it,” but, more than the sum of these parts, big data, the
paradigm, 1s a way of thinking about knowledge through data and a frame-
work for supporting decision making, rationalizing action, and guiding
practice.'’ For better or worse, it is challenging entrenched epistemic and
decision-making traditions across various domains, from climate science
to medicine, from finance to marketing, from resource management to
urban planning, and from security to governance.!! Statistics, computer
science, and information technology are crucial enablers and supporters of
i oz, oo
in the power of finely observed patterns, structures, and models drawn
inductively from massive datasets. -

Privacy as Contextual Integrity

There is some disagreement over how important privacy is among the var-
ious ethical and political issues raised by big data."* Downplaying privacy,
the argument is that real problems include how we use the data, whether
it is fair to treat people as part of a group, whether data is representative,
whether we diminish the range of choices we make about their own lives
and fates, whether data about us and the data that we generate belong
to us, invoking thereby justice, fairness, autonomy, and property rights.
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Big Data’s End Run around Anonymity and Consent 47

Revealing these wide-ranging ethical dimensions of big data is impor-
tant, but an impoverished working conception of privacy can result in the
failure to appreciate the crucial ways that these other values and privacy
interact.

The conception we adopt here gives privacy a wider berth. To begin,
we take privacy to be the requirement that information about people (‘per-
sonal information’) flows appropriately, where appropriateness means in
accordance with informational norms. According to the theory of contex-
tual integrity, from which this conception is drawn, informational norms
prescribe information flows according to key actors, types of information,
and constraints under which flow occurs (‘transmission principles’). Key
actors include recipients, information subjects, and senders, where the last
two are often one and the same. Social contexts form the backdrop for this
approach to privacy, accounting for the range over which the parameters
of actors, information types, and transmission principles vary. Put more
concretely, informational norms for a health care context would govern
flow between and about people in their context-specific capacities, such
as physicians, patients, nurses, insurance companies, pharmacists, and so
forth. Types of information would range over relevant fields, including,
say, symptoms, diagnoses, prescriptions, as well as biographical informa-
tion. And notable among transmission principles, confidentiality is likely
to be a prominent constraint on the terms under which information types
flow from, say, patients to physicians. In drawing comparisons between
contextual integrity and other theories of privacy, one key ditference is
that control over information about oneself is merely one in an indefi-
nitely large class of transmission principles, not presumed unless the other
parameters — (context specific) actors and information types — warrant it. '

Contextual informational norms, like other social norms, generally, are
not fixed and static, but may shift, fade, evolve, and even reverse at varying
rates, slowly or suddenly, sometimes due to deliberate cultural, legal, and
societal alterations and other times in response to contingencies beyond
human or societal control. Science and technology is a significant agent of
change; in particular, computing and information technologies have been
radically disruptive, enabling information practices that frequently diverge
from entrenched informational norms. To explain why such disruptions
are morally problematic — or rather to distinguish between those that are
and are not—anorm-based account of privacy, such as contextual integrity,
must offer a basis for drawing such distinctions. This enables a systematic
critical perspective on informational norms in flux. For the theory of
contextual integrity, the touchstones of moral legitimacy include interests
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and general moral and political values (and associated rights), commonly
cited in accounts of privacy. Beyond these, however, a further distinctive set
of considerations are context-specific ends, purposes, and values. Although
this is not the place to elaborate in detail, consider as a quick illustration
the rules limiting access to results of an [[llf test. Generally, we might
consider embarrassment, job security, danger to sexual partners, autonomy,
various freedoms, and so on. Beyond these, however, contextual integrity
further considers how the shape of access rules may affect whether people
choose to undergo testing at all. As such, access rules could influence how
effectively the purposes and values of the health care context are achieved.
Ideal norms, therefore, are those that promote relevant ends, purposes,
and values. And since the world is a messy place, rife with conflict and
uncertainty, it is usually on the basis of partial knowledge only that we seek
to optimize on these factors. In concrete circumstances where science and
technology enable disruptions of entrenched norms, a heuristic supported
by contextual integrity sets entrenched norms as default but allows that
if novel practices are more effective in promoting interests, general moral
and political values, and context-specific ends, purposes, and values, they
should be favored over the status quo.

Now we are ready to weave together the disparate threads thus far spun.
[BigJaE nvolves practices that have radically disrupted entrenched infor-
mation flows. From modes of acquiring to aggregation, analysis, and appli-
cation, these disruptions affect actors, information types, and transmis-
sion principles. Accordingly, privacy, understood as contextual integrity,
1s fundamentally part of the big data story for it immediately alerts us to
the ways any practice conflicts with the expectations we may have based
on entrenched information-flow norms. But that is merely the beginning.
Evaluating disruptive practices means judging whether they move us closer
or farther from ideal informational flows, thatis, whether they are more or
less effective in promoting interests, general moral and political values, and
context-specific ends, purposes, and values. In other words, we proceed
from observing disruptive flows to assessing their comparative impacts on
ethical and political values, such as fairness, justice, freedom, autonomy,
welfare, and others more specific to the context in question. Take, for

samp e an applicant who s denied admission to college based on pre-

including many that have not traditionally featured into admissions deci-
sions. Imagine further that these additional sources allowed the college
to discriminate — perhaps unwittingly — against applicants on the basis of
criteria that happen to correlate with socioeconomic status and thus with
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Big Data’s End Run around Anonymity and Consent 49

the likely need for financial aid.'® While the outcome of such decisions
may be judged unfair for many reasons worth discussing, it is the role of
privacy — the role of disruptive informational flow — that we wish to note
in this case.

Why, one may ask, insist on the centrality of privacy? First, doing so
deepens our understanding of privacy and its instrumental value and at
the same time highlights the distinctive ways that other ethical values are
impinged and sustained, specifically, by the ways information does and does
not flow. Privacy is important, in part, because it implicates these other
values. Second, doing so also allows us to better formulate interventions,
regulations, or remediation for the sake of these values. By keeping in
view connections with specific information flows, certain options become
salient that might otherwise not have been. Parsing cases in which big data
gives rise to discrimination in terms of contextual integrity forces us to be
much more specific about the source of that unfairness because it compels
us to account for the disruption that made such discrimination possible.'”
And it likewise allows us to ask if anonymity and informed consent limit or
mitigate the potential consequences of such disruptions — that is, whether
they actually protect the values at stake when novel applications of big data
(threaten to) violate contextual integrity.

Anonymity

Anonymity obliterates the link between data and a specific person not so
much to protect privacy but, in a sense, to bypass it entirely. '® Anonymity is
an attractive solution to challenges big data poses to privacy when identities
associated with information in a dataset are not necessary for the analysis
to proceed. For those in search of group-level regularities, anonymity may
allow for relatively unfettered access to databases. The greatest consensus
around the utility of anonymization seems to have emerged in the sciences,
including medicine, public and population health, urban planning, and
education, to name a few, with exciting prospects foradvancing knowledge,
diminishing risk, and improving decision making.!” But incumbents in
many other sectors have begun to stake out this moral high ground by
claiming that their analytics apply only to anonymized datasets, particularly
those in marketing and other commercial sectors.>"

As we well know, however, anonymity is not unassailable. One of the
carliest public demonstrations of its limits came with |[DISIECISRE of 2
large set of anonymized search queries with the stated purpose of facili-
tating academic research. This well-intended act backfired when a pair of
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50 Barocas and Nissenbaum

enterprising news reporters identified a number of individuals based on
the content of searches.?! Following these revelations, efforts to anonymize
search query data, which were not particularly persuasive,?? have more or
less fizzled out. The promise of anonymization was further chipped away
by rigorous demonstrations by

2 with implications further
drawn by Ohm and others in areas of law and policy, where debates rage
on.?

It is impossible, within the scope of this article, to render anything close
to a thorough account of the contemporary debate around anonymity;
we merely mention key positions on threats to anonymity and attempts to
defend it that are relevant to the general argument that we wish to develop.
According to the literature, the promise of anonymity is impossible to fulfill
ifindividual records happen to contain information —information that falls
outside the scope of the commonly defined set of personally identifiable
information — that nevertheless uniquely distinguishes a person enough to
associate those records to a specific individual. So-called ‘vanity searches’
are an obvious example of this problem,25 as AOL discovered,?® but so, too,
are records that contain extremely rich (e.g. location) data that necessarily
map onto specific individuals.?” The literature has also demonstrated many
less obvious ways in which anonymity cannot be guaranteed due to the
threat of so-called re-identification attacks.”® These attacks depend on
a variety of methods: overlaying an anonymized dataset with a separate
dataset that includes identifying information, looking for areas of overlap
(commonly described as a linkage attack)?’ or performing a sequence of
queries on an anonymized dataset that allow the attacker to deduce thata
specific person must be in the dataset because only one person has all of the
queried attributes (differencing attack).>” R esponding to these challenges,
computer scientists have developed a number of approaches to limit, if
not eliminate, the chances of deducing identity, such as k-anonymity*!
and differential privacy,>* which work in certain settings by abstracting or
perturbing data to a level or degree set by data controllers. At the time of
writing, this area of research is burgeoning, even though few real-world
applications have been successfully implemented.

Let us review the main threads of this argument: anonymity is an attrac-
tive solution to challenges big data poses to privacy when identities asso-
ciated with information in a dataset are not necessary for the analysis to
proceed. Scientific and policy debates have swirled around whether robust
anonymization is possible and whether the impact of intractable challenges
is a fringe phenomenon of little practical importance (and thus merely of
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Big Data’s End Run around Anonymity and Consent 51

academic interest) or fatal to the entire enterprise. The concerns we have are
neither about whether anonymization is possible nor about how serious a problem
it poses for practical purposes; they are whether, in the first place, anonymization
addresses privacy and related ethical issues of big data. In so saying, we wish to
shift the locus of attention away from the usual debates — conceding, at
the same time, that they are extremely important and significant — to a
different set of questions, where, for the sake of argument, we assume that
the problem of anonymization, classically speaking, has been solved.

In order to see why anonymity does not solve ethical problems relating
to privacy in a big data age, we should ask why we believe it does. And to
do that, we need to ask not only whether in this age we are able to preserve
the present-day equivalent of a traditional understanding of anonymity
as namelessness, but whether this equivalent preserves what is at stake in
protecting anonymity. In short, we need to ask whether it is worthwhile
to protect whatever is being protected when, today, we turn to anonymity
to avoid the ethical concerns raised by the big data paradigm.

Scholarship, judicial opinions, and legislative arguments have articulated
the importance of anonymity in preserving and promoting liberal demo-
cratic values. We summarized these in earlier work, where we wrote that
anonymity

offers a safe way for people to act, transact, and participate without accountability,
without others ‘getting at’ them, tracking them down, or even punishing them.
[As such, it] may encourage freedom of thought and expression by promising a
possibility to express opinions, and develop arguments, about positions that for
fear of reprisal or ridicule they would not or dare not do otherwise. Anonymity
may enable people to reach out for help, especially for socially stigmatized prob-
lems like domestic violence, fear of HIV or other sexually transmitted infection,
emotional problems, suicidal thoughts. It offers the possibility of a protective
cloak for children, enabling them to engage in internet communication without
fear of social predation or — perhaps less ominous but nevertheless unwanted —
overtures from commercial marketers. Anonymity may also provide respite to
adults from [commercial and other solicitations. It supports socially valuable insti-
tutions like peer review, whistle-blowing and voting.*

In this work, we argued that the value of anonymity inheres not in name-
lessness, and not even in the extension of the previous value of namelessness
to all uniquely identifying information, but instead to something we called
‘reachability’, the possibility of knocking on your door, hauling you out of
bed, calling your phone number, threatening you with sanction, holding

you accountable — with or without access to identifying information.**
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54  Barocas and Nissenbaum

names and hound them”,** they certainly fall short of any common under-

standing of the value of anonymity. They place no inherent limits on an
institution’s ability to recognize the same person in subsequent encoun-
ters, to associate, amass, and aggregate facts on that basis, and to draw on
these facts in choosing if and how to act on that person. The question
is whether, in the big data era, this still constitutes a meaningful form of
unreachability.

Comprehensiveness

A further worry is that the comprehensiveness of the records main-
tained by especially large institutions — records that contain no identifying
information — may become so rich that they subvert the very meaning
of anonymity.* Turow, for instance, has asked, “[i]f a company knows
100 data points about me in the digital environment, and that affects how
that company treats me in the digital world, what’s the difference if they
know my name or not?”’* The answer from industry is that it seems to
matter very little indeed: “The beauty of what we do is we don’t know who
you are [ ... ] We don’t want to know anybody’s name. We don’t want to
know anything recognizable about them. All we want to dois [ . .. ] have
these attributes associated with them.”*’ This better accounts for the com-
mon refrain that companies have no particular interest in who someone is
because their ability to tailor their ofterings and services to individuals is in
no way limited by the absence of such information. And it helps to explain
the otherwise bizarre statement by Facebook’s Chief Privacy Officer that
they “serve ads to you based on your identity [ . . . | but that doesn’t mean
you're identifiable.”*® On this account, your legal or real-world identity
is of no significance. What matters are the properties and behaviors that
your identity comprises — the kinds of details that can be associated with a
pseudonym assigned to you without revealing your actual identity. Where
these details are sufficiently extensive, as is the case with platforms that
deal in big data, and where all of these details can be brought to bear in
deciding how to treat people, the protections offered by ‘anonymity’ or
‘pseudonymity’ may amount to very little.*” They may enable holders of
large datasets to act on individuals, under the cover of anonymity, in pre-
cisely the ways anonymity has long promised to defend against. And to the
extent that results in differential treatment that limits available choices and
interferes with identity construction, it threatens individual autonomy and
social justice. For these reasons, Serge Gutwirth and Paul Hert have warned
that if'it is “possible to control and steer individuals without the need to
identify them, the time has probably come to explore the possibility of
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must first understand how their assent plays out in terms of specific com-
mitments, beliefs, needs, goals, and desires. Thus, where anonymity is
unachievable or simply does not make sense, informed consent often is the
mechanism sought out by conscientious collectors and users of personal
information.

Understood as a crucial mechanism for ensuring privacy, informed
consent is a natural corollary of the idea that privacy means control over
information aboutoneself. Forsome, these are the roots of privacy that must
be respected in all environments and against all threats. Its central place in
the regulation of privacy, however, was solidified with the articulation and
spread of the Fair Information Practice Principles (FIPPs) in the domains of
privacy law and countless data protection and privacy regulation schemes
around the world. These principles, in broad brushstrokes, demand that
data subjects be given notice, that is to say, informed who is collecting,
what is being collected, how information is being used and shared, and
whether information collection is voluntary or required.>®

The Internet challenged the ‘level playing field’ embodied in FIPPS.> It
opened unprecedented modalities for collecting, disseminating, and using
personal information, serving and inspiring a diverse array of interests.
Mobile devices, location-based services, the Internet of things, and ubig-
uitous sensors have expanded the scope even more. For many, the need
to protect privacy meant and continues to mean finding a way to support
notice and choice without bringing this vibrant ecology to a grinding halt.
This need has long been answered by online privacy policies offered to
individuals as unilateral terms-of-service contracts (often dubbed ‘trans-
parency and choice’ or ‘notice and consent’). Inso doing, privacy questions
have been turned into practical matters of implementation. As in the arena
of human subjects research, the practical challenge has been how to design
protocols for embedding informed consent into interactions of data sub-
jects and research subjects with online actors and researchers, respectively.
In both cases, the challenge is to come up with protocols that appropriately
model both notice and consent. What has emerged online are privacy
policies similar to those already practiced in hard copy by actors in the
financial sector, following the Gramm-Leach-Bliley privacy rules.®’

Over the course of roughly a decade and a half, privacy policies have
remained the linchpin of privacy protection online, despite overwhelming
evidence that most of us neither read nor understand them.®! Sensitive
to this reality, regulatory agencies, such as the Federal Trade Commission,
have demanded improvements focusing attention on (1) ways privacy poli-
cies are expressed and communicated so that they furnish more effective
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users’ undisclosed major, graduation year, and dorm.”> Other — more
widely reported — research has also shown that homosexuality can be
inferred with some reliability from the fact that a user holds a number of
relationships and interacts with an otherwise disproportionate number of
‘out’ users.”® Yet another study, building on this earlier work, has even
shown that it is possible to make inferences about people who are not even
a part of an online social network (i.e. to learn things about obviously
absent nonmembers).”’

These demonstrations have tended to focus on cases of explicit asso-
ciation and the drawing of inferences based on confirmed relations, but,
when we move away from discussions of online social networking, we find
that no such explicit associations are necessary to engage in this same kind
of guesswork. More significantly, similar inferences can be made about an
entire population even if only a small fraction of people who share no ties
are willing to disclose. This describes the dynamics of the Target preg-
nancy prediction score.”® In this case, Target did not infer the likelihood of
a woman giving birth by looking at her group of friends; rather, the com-
pany looked over the records from its baby shower registry to find women
who had actively disclosed the fact that they had given birth and then went
about trying to figure out if these women’s shopping habits, leading up to
the baby shower, seemed to differ from other customers’ habits such that
Target could then recognize the telltale signs in the future shopping habits
of other women.” Which is to say that Target was able to infer a rule about
the relationship between purchases and pregnancy from what must have
been a tiny proportion of all its customers who actually decided to tell the
company that they recently had a baby. Not only is this the tyranny of the
minority, itis a choice forced upon the majority by a minority with whom
they have no meaningful or recognized relations.®”

Computer science researchers are tackling this question head-on: what
proportion of people need to disclose that they possess a certain attribute
for an adversary to then be able to identify all the other members in
the population who also have this attribute? The findings from Mislove
etal.sstudy are ratherstartling: “multiple attributes can be inferred globally
when as few as 20% of the users reveal their attribute information.”®! Of
course, reaching this minimum threshold is really just a matter of arriving
atasufficiently representative sample whose analysis generates findings that
are generalizable to an entire population. As such, the value of any partic-
ular individual’s withheld consent diminishes incrementally the closer the
dataset of those who granted consent approaches representativeness — a
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limited and selective waiver of rights that subjects normally would expect
to be respected. In other words, individuals understand that

obligations and expectations are presupposed by informed consent practices.
When they are waived by giving consent, they are not discarded or marginal-
ized: they are merely waived in limited ways, for a limited time, for a limited
purpose. In consenting to an appendectomy I do not consent to other irrelevant
incisions, or to incisions by persons other than the relevant surgeon. In consenting
to take part in a clinical trial I do not consent to swallow other novel medicines,
let alone medicines that are irrelevant to my condition. Informed consent matters
because it offers a standard and controllable way of setting aside obligations and
prohibitions for limited and specific purposes.®

According to O’Neill and Manson, consent is not required for acceptable,
expected behaviors, but only for those that depart from it. The burden on
notice, therefore, is to describe clearly the violations of norms, standards,
and expectations for which a waiver is being asked and not to describe
everything that will be done and not done in the course of treatment
or research, which both the researcher and the subjects can safely pre-
sume. Manson and O’Neill decline to produce a general or universal list
of legal and ethical claims that applies to all treatment and research sce-
narios because, while all would surely include a common set of obvious
prohibitions on, say, killing, stealing, injury, torture, fraud, deception,
manipulations, and so forth, each would further include prohibitions and
prescriptions relevant to the particular treatment or study in which sub-
jects are engaged. For example, subjects may reasonably expect physicians,
researchers, and others to perform in accordance with the training and
professional commitments required in their respective fields, for example,
to prescribe only the treatment and medication they believe to be the best
and necessary for a patient’s condition.

It is not sufficient for researchers to provide assurances that subjects are
given a choice to waive or not to waive; they must be able to justify “actions
that otherwise violate important norms, standards or expectations.”®’
According to O’Neill and Manson, “[a]ny justification of informed con-
sent has therefore to start from a recognition of the underlying legal and
ethical claims and legitimate expectations that are selectively waived by
consent transactions, and the reasons individuals may have for waiving
them in particular cases.”®® In other words, selective waivers may not
be requested for just anything but are acceptable under two conditions,
either concerning actions for which individuals are presumed to have rea-
sons to waive rights and obligations, or concerning actions that promise
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legitimate the action in question. A burden is upon the collector and user
of data to explain why a subject has good reason to consent, even if con-
senting to data practices that lie outside the norm. That, or there should
be excellent reasons why social and contextual ends are served by these
practices.

We have argued that background and context-driven rights and obli-
gations have been neglected in favor of anonymity and consent to the
detriment of individuals and social integrity. Although our chapter will
be deeply vexing to those who have placed anonymization and consent
at the foundation of privacy protection, we welcome the shift in focus to
the purposes to which data practices are being put and how these comport
with individual interests as well as ethical, political, and context-driven

values.
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