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“It turns out that there are 1.3 million of these.
Each sentence in the faked comments looks like
it was generated by a computer program. A mail
mail merge swapped in a synonym for each term
To generate unique-sounding comments. It was
like mad-libs, except for astroturf.”



“Astroturfing”

• Wikipedia:

Astroturfing is the use of fake grassroots efforts that primarily focus 
on influencing public opinion and typically are funded by 
corporations and governmental entities to form opinions. On the 
Internet, astroturfers use software to mask their identity. 
Sometimes one individual operates through many personas to give 
the impression of widespread support for their client's agenda.
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“Sybill Attack”

• (“pseudospoofing”)

• Wikipedia:
• the attacker subverts the reputation system of a peer-to-peer network by 

creating a large number of pseudonymous identities, using them to gain a 
disproportionately large influence. 



“Sybill Attack”

• (“pseudospoofing”)

• Wikipedia:
• the attacker subverts the reputation system of a peer-to-peer network by 

creating a large number of pseudonymous identities, using them to gain a 
disproportionately large influence.

• A reputation system's vulnerability to a Sybil attack depends on how cheaply 
identities can be generated, the degree to which the reputation system 
accepts inputs from entities that do not have a chain of trust linking them to a 
trusted entity, and whether the reputation system treats all entities 
identically.





“[Update on 11–25–2017: I’ve posted an initial dataset
and my EDA notebook containing part of the analysis.
Please share with the rest of us what else you find —
*gets on soapbox* — a free internet will always be filled
with competing narratives, but well-researched, reproducible
data analyses can establish a ground truth and help cut
through all of that. Look forward to seeing your analyses &
there will be more data to come!]”









Rossoni was convicted in October of hauling in $717,000 from more than 5,500 eBay 
buyers, by creating at least 260 different auction accounts, and using dozens of e-mail 
addresses with Yahoo, Google and AOL, as well as nearly 60 private postal boxes.
…
From 2003-08, the father auctioned thousands of products, from horse saddles to 
rotisserie grills, without delivering anything to the winning bidders. He maintained a 
legitimate reputation by fabricating positive feedback.
…
He also insisted that his buyers use cashiers checks or money orders, not PayPal. The 
anti-fraud protection services at eBay are designed to help people who only use PayPal 
online to purchase their merchandise.
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• Image 14: 





2004 Harvard-Yale Game









Dark Side of Crowdsourcing
and Human Computation

• Worker experience 

• Undermining crowds

• Using crowds for nefarious purposes

• Crowd failures

How  would you protect against these?



Worker Experience

• Refer to last lecture









Hello everybody.

I typed pretty well. And fortunately, 

kolotibablo offers a job that can make 
money from typing.

Since knowing kolotibablo I have earned 
some decent money.





Antigate charges clients 70 cents to 
$1 for each batch of 1,000 
CAPTCHAs solved, with the price 
influenced heavily by volume. 
KolotiBablo says employees can 
expect to earn between $0.35 to $1 
for every thousand CAPTCHAs they 
solve.





























































Bogdan Ghirda is paid £70 a month to do what most bosses 
would fire him for. From the moment he arrives at work he 
plays computer games on the internet.

With only a few short breaks Ghirda, 20, goes on playing 
furiously for 10 hours in the backroom of a run-down 
apartment block in Caracal, Romania. The moment he leaves 
his desk a member of an evening shift takes over the 
computer and continues the same game with equal 
determination.

Between them, the company's 11 employees keep a dozen or 
so computers running 24 hours a day, seven days a week.



Worker Experience
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“Sock Puppet”

• Wikipedia:
• A sockpuppet is an online identity used for purposes of deception. The term, 

a reference to the manipulation of a simple hand puppet made from a sock, 
originally referred to a false identity assumed by a member of an Internet 
community who spoke to, or about, themselves while pretending to be 
another person.

• The term now includes other misleading uses of online identities, such as 
those created to praise, defend or support a person or organization, to 
manipulate public opinion, or to circumvent a suspension or ban from a 
website. A significant difference between the use of a pseudonym and the 
creation of a sockpuppet is that the sockpuppet poses as an independent 
third-party unaffiliated with the puppeteer. Sockpuppets are unwelcome in 
many online communities and may be blocked.



“Sock Puppet”

• “Meat puppet” – using another person (such as a naïve newbie in 
some community) to do the job
























