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Chapter 1

Intr oduction

This thesisis aboutcommunicatiorsupportfor parallel-programmingsystems
A parallel-programmingystem(PPS)is a systemthat aids programmersvho
wish to exploit multiple processorgo solve a single, computationallyintensive
problem. PPSscomein mary flavors, dependingon the programmingparadigm
they provide andthe type of hardwarethey run on. This thesisconcentratesn
PPSsfor clustes of computers. By a clusterwe meana collection of off-the-
shelf computersinterconnectedy an off-the-shelfnetwork. Clustersare easy
to build, easyto extend,scaleto large numbersof processorsandarerelatively
inexpensve.

Theperformancef aPPSdependsritically onefficientcommunicationmech-
anisms.At presentuserlevel communicatiorsystemsffer the bestcommunica-
tion performance Suchsystemdypasshe operatingsystemon all critical com-
municationpathssothatuserprogramscanbenefitfrom the high performanceof
modernnetwork technology This thesisconcentratesn theinteractiondbetween
PPSsanduserlevel communicatiorsystemsWe focuson threequestions:

1. Which mechanismshoulda userlevel communicatiorsystemprovide?
2. How shouldparallel-programmingystemsisethe mechanismgrovided?

3. How shouldthesemechanisméeimplemented?

The relevanceof thesequestionsfollows from the following obsenations.
First, thefunctionality providedby userlevel communicatiorsystemssariescon-
siderably(seeChapter2). Systemdliffer in the typesof datatransferprimitives
they offer (point-to-pointmessaganulticastmessageyr remote-memorgccess),
the way incomingdatais detectedpolling or interrupts),andthe way incoming
datais handled(explicit receve, upcall,or popupthread).

1



2 Introduction

Secondmostuserlevel communicatiorsystemsrovide low-level interfaces
that often do not matchthe needsof the developersof a PPS.This is not a prob-
lem aslong ashigherlevel abstractionganbe layeredefficiently on top of those
interfaces.Unfortunately mary systemsgnorethisissue(seeSectionl.3).

Third, wheresystemsdo provide similar functionality, they implementit in
differentways(seeChapter2). Many systemsfor example,usea programmable
network interface(NI) to executepartof the communicatiomprotocol. However,
systemddiffer greatly in the type and amountof work that they off-load to the
NI. Somesystemaminimize the amountof work performedon the NI —on the
accountthat the NI processolis much slower than the host processer while
othersrun a completereliability protocolon the NI.

This chapterproceedsasfollows. Sectionl.1 discusse$PSsn moredetail
andexplainswhich typesof PPSave addres®xactly. Sectionl.2 discussesiser
level architecturesindintroduceghe differentlayersof communicatiorsoftware
we study Sectionl.3introduceghe specificproblemsthatthis thesisaddresses.
Sectionl.4 statesour contributionstowardssolving theseproblems.Section1.5
discussethesoftwarecomponents whichwe haveimplementedurideas.Sec-
tion 1.6 describeghe ervironmentin which we developedandevaluatedour so-
lutions. Finally, Sectionl.7 describeshe structureof thethesis.

1.1 Parallel-Programming Systems

The useof parallelismin andbetweencomputerds by now the rule ratherthan
the exception. Within a modernprocessarwe find a pipelinedCPU with multi-
ple functionalunits, nonblockingcachesandwrite buffers. Surprisingly this in-
traprocessoparallelismis largely hiddenfrom the programmeby instructionset
architectureshat provide a moreor lesssequentiaprogrammingmodel. Where
parallelismdoesbecomevisible (e.g.,in VLIW architectures)compilershide it
oncemorefrom mostapplicationprogrammersThis way, applicationprogram-
mershave enjoyed advancesin computerarchitecturewithout having to change
theway they write their programs.

Programmersvho want to exploit parallelismbetweenprocessorsiave not
beenso fortunate. In specificapplicationdomains,or for specifictypesof pro-
gramscompilerscanautomaticallydetectandexploit parallelismof a sufficiently
largegrainto employ multiple computersfficiently. In mostcaseshowever, pro-
grammersmust guide compilersby meansof annotationsor write an explicitly
parallelprogram.Unfortunatelywriting efficient parallelprogramss notoriously
difficult. At thealgorithmiclevel, programmersnustfind acompromisebetween
locality and load balance. To achiese both, nontrivial techniquessuchas data
replication,datamigration, work stealing,load balancing,etc., may have to be
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employed. At alower level, programmersnustdeal with raceconditions,mes-
sageinterrupts,messagerdering,andmemoryconsisteny.

To simplify the programmes task,mary parallel-programmingystemsave
beendeveloped,eachof which implementsits own programmingmodel. The
mostimportantprogrammingmodelsare:

e Sharedmemory
e Messagepassing
e Data-paralleprogramming

e Sharedbjects

In the shared-memorynodel, multiple threadssharean addressspaceand
communicatdy writing andreadingshared-memoriocations.Threadssynchro-
nizeby meansf atomicmemoryoperationandhigherlevel primitivesbuilt upon
theseatomicoperationge.g.,locksandconditionvariables).Multiprocessorsli-
rectly supportthis programmingmodelin hardware.

In the message-passingodel, processesommunicateby exchangingmes-
sages.Implementation®f this model (e.g., PVM [137] and MPI [53]) usually
provide severalflavors of sendandreceve methodswhich differ, for example,in
whenthe sendemay continueandhow the recever selectshe next messagéo
receve.

In the shared-memorgnd message-passingodels,the programmerhasto
dealwith multiple threadsor processes.A data-paralleprogramhasonly one
threadof control andin mary waysresemblesa sequentiabrogram. For effi-
cieng/, however, the programmeiprovidesannotationghatindicatewhich loops
canbeexecutedn parallelandhow datamustbedistributed.

In the shared-objectnodel [7], processesan sharedata, provided that this
datais encapsulateth anobject. The datais accessetly invoking methodf the
objects class.While this modelis not aswidely usedin practiceasthe previous
models,it hasreceved a fair amountof attentionin the parallel-programming
researcltommunity

Parallel-programmingnodelsusedto beidentifiedwith a specifictypeof par
allel hardware. Today mostvendorsof parallelhardware supportmultiple pro-
grammingmodels. The shared-memorynodel, for example,is a more natural
matchto a multiprocessotthanthe message-passingodel, yet multiprocessor
vendorsalsoprovide implementation®f message-passisandardsuchasMPI.

At presentiwo typesof hardwaredominateboththecommerciaimarketplace
andparallel-programmingesearchin academiamultiprocessorandworkstation
clusters.In a multiprocessarthe hardwareimplementsa single,sharedmemory
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Programming model | Multipr ocessor | Cluster implementations
implementations

Sharednemory Pthread$110| Shastd125], Tempes{119],
TreadMarkg78]

Messageassing MPI [53, 140] MPI [53, 61], PVM [137]

Data-parallel OpenMP[42] HPF[81]

Sharedbbjects Java[60] Orcal7, 9], CRL [74],
Java/RMI[99]

Table 1.1. Classificatiorof parallel-programmingystems.

that canbe accessedby all processorshroughmemoryaccessnstructions. In

a workstationcluster eachprocessomhasits own memory Accessto another
processos memoryis nottransparenandcanonly be achiazedby someform of

explicit messag@assing.

All four programmingmodelsmentionedabove have beenimplementedon
both typesof hardware (seeTable 1.1). Implementationson cluster hardware
tendto be more complex than multiprocessormplementation$ecausesfficient
statesharingis more difficult on a clusterthanon a multiprocessar This thesis
addresse®nly communicationsupportfor clusters. On clusters,modelssuch
asthe shared-objecimodel canbe implementedonly by softwarethat hidesthe
hardwares distributednature.

All PPSdiscussedn this thesis(exceptMultigame[122], which we discuss
only briefly) requirethe programmerto write a parallel program. With some
systemshowever, this is easierthan with others. The Orcashared-objecsys-
tem(7, 9], for example,is language-basedProgrammerghereforeneednotwrite
ary codeto marshabbjectsor parametersf operationdecausehis codeis either
generatedby thecompileror hiddenin thelanguageuntimesystem.In alibrary-
basedsystemsuchasMPI, in contrastprogrammersnusteitherwrite their own
marshalingcodeor createtype descriptors.

At a higherlevel, considerlocality and load balancing. Distributed shared
memorysystemdike CRL [74] andOrcareplicatedatatransparentlyo optimize
readaccesseghusimproving locality. SystemssuchasCilk [55] andMultigame
usea work-stealingruntime systemthat automaticallybalanceghe load among
all processors.An MPI programmemwho wishesto replicatea dataitem must
do so explicitly, without any help from the systemto keepthe replicasconsis-
tent. Similarly, MP1 programmersave to implementtheir own load balancing
schemes.

Thecornvenience®f high-level programmingsystemsio notcomefor free. In
arecentstudy[97], for example,Lu etal. showv that parallelapplicationswritten
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for the TreadMarks[78] distributed shared-memorgystem(DSM) sendmore
dataandmoremessagethanequivalentmessage-passimgograms.Thereasons
arethatTreadMarkscannotcombinedatatransferandsynchronizationn asingle
messagédransfer cannottransferdatafrom multiple memorypagesin a single
messagendsuffersfrom falsesharinganddiff accumulation(Diff accumulation
is specificto the consisteng protocol usedby TreadMarks. The result of diff
accumulations thatprocessorsommunicateo obtainold versionsof sharedlata
thathave alreadybeenoverwrittenby newer versions.)

Orcaprovides a secondexample. Although Orca’s shared-objecprogram-
mingmodelis closerto messag@assinghanTreadMarkss shared-memorgnodel,
Orcaprogramsalsosendmoremessagethanis strictly needed.The currentim-
plementatiorof Orca[9], for example,broadcasteperationon a replicatedob-
ject to all processorsevenif the objectis replicatedon only a few processors.
Also, operation®nnonreplicatesbjectsarealwaysexecutedoy meansof remote
proceduresalls. Eachsuchoperatiorresultsn arequestaindareply messagegven
if noreplyis needed.

Theseexampledllustratethat,with high-level PPSsapplicationprogrammers
no longer control the implementationof high-level functionsand mustrely on
genericimplementations.This resultsin increasednessageatesandincreased
messagesizes. In addition, high-level PPSsadd message-processirayerheads
in the form of marshalingandmessage-handlelispatch.Consequentlyefficient
communicatiorsupportis of primeimportanceo thesesystems.

1.2 Communication architecturesfor
parallel-pr ogramming systems

To achieve efficientcommunicationye needbothefficient hardwareandefficient

software. While high-bandwidth Jow-lateng, and scalablenetwork hardwareis

still expensve, suchhardwareis availableandcanbe usedreadily outsidesuper

computercabinets.Examplesof suchhardwareinclude GigaNet[130], Memory
Channel[57], and Myrinet [27]. On thesesystemsnetwork bandwidthis mea-
suredin Gigabitspersecondandnetwork lateng in microsecondsMost of these
networks have low bit-errorrates.Finally, network interfaceshave becomemore
flexible andaresometimegprogrammable.

In mary ways,softwae is the main obstacleon the roadto efficient commu-
nication. Softwareoverheadcomesin mary forms: systemcalls, copying, inter-
rupts, threadswitches,etc. Part of the software problemhasbeensolved by the
introductionof userlevel communicatiorarchitectureswhich give userprocesses
direct accesdo the network. In mostuserlevel communicationsystemsusers



6 Introduction

PPS-specific

Parallel applications (compiler and/or runtime system)

Communication software . . .
Communication libraries

Network hardware

Network interface protocols

Fig. 1.1. Communicatiorlayersstudiedin this thesis.

mustinitialize communicatiorsegmentsandchanneldy meansof systemcalls.
After this initialization phasehowever, kernelmediationis no longerneededpr
needednly in exceptionalcases.

Communicatiorsupportfor aPPScanbedividedinto threelayersof software
(seeFigure 1.1). At the bottom, above the network hardware, we find network
interfaceprotocols Theseprotocolsperformtwo functions:they controlthe net-
work device andimplementalow-level communicatiorabstractiorthatis usedby
all higherlayers.

SinceNI protocolsareoftenlow-level, most(but not all) PPSsusea commu-
nicationlibrary thatimplementsnessagabstractionsandhigherlevel communi-
cationprimitives(e.g.,remoteprocedurecall).

Thetop layerimplementsa PPSs programmingmodel. In generalthis layer
consistsof a compileranda runtime system. Not all PPSsare basedon a pro-
gramminglanguagehowever, sonot all PPSsusea compiler In principle, PPSs
basedon a programminganguagedo not needa runtimesystem:a compilercan
generatall codethatneeddo be executed.In practice though,PPSsalwaysuse
someruntimesupport.

Sincecommunicatioreventsfrequentlycut throughall theselayers,applica-
tion-level performances determinedy theway thesdayerscooperateln partic-
ular, high performancetonelayeris of no useif thislayeroffersanincorvenient
interfaceto higherlayers.Our goalin this thesisis to find mechanismsindinter-
faceghatwork well atall layers.

1.3 Problems
Thisthesisaddressethreeproblems:

1. The datatransfermethodsprovided by userlevel communicatiorsystems
oftendo not matchthe needsof PPSs.

2. The control transfermethodsprovided by userlevel communicationsys-
temsdo not matchthe needsof PPSs.
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3. Designalternatves for reliable point-to-pointand multicastimplementa-
tionsfor modernnetworksarepoorly understood.

1.3.1 Data-Transfer Mismatches

Achieving efficient datatransferat all layersin a PPSis hard. A datatransfer
problemthathasreceved muchattentionis the high costof memorycopiesthat
take placeas datatravels from onelayer to another Sinceredundantmemory
copiesdecreasapplication-to-applicatiothroughpuiseeChapter2), muchuser

level communicationwork hasfocusedon avoiding unnecessargopies[13, 24,

32, 49]. Most solutionsinvolve the useof DMA transfersbetweenthe users
addressspaceandthe NI. Unfortunately thesesolutionscannotalways be used
effectively by PPSs.

At the sendingside,somesystemge.g.,U-Net [147] andHamlyn[32]) can
transferdataefficiently (usingDMA) whenit is storedin a specialsendsegment
in thesenders hostmemory For a specificapplicationit maybefeasibleto store
the datathat needsto be communicatedin a certainperiod of time) in a send
segment.A PPS however, would have to do this for all applications|f thisis not
possible sendersnustfirst copy their datainto the sendsegment.With this extra
copy, theadwantageof alow-level high-speediatatransfermechanisms lost.

To improve performanceat the receving side,several systemge.g.,Hamlyn
andSHRIMP [24]) offer aninterfacethatallows a sendeito specifya destination
addressn arecever's addresspace.This allows the communicatiorsystemto
move incomingdatadirectly from the NI to its destinatioraddress A message-
passingsystem,on the other hand, would first copy the datato somenetwork
buffer andwould later, whenthereceiverspecifiesadestinatioraddressgopy the
datato its final destination. This may appearnefficient, but in mary caseshe
sendersimply doesnot know the destinationaddresf the datathat needsto be
sent. In suchcaseshigherlayers(e.g.,PPSs)areforcedto negotiatea destina-
tion addresdeforethe actualdatatransfertakesplace. Sucha negotiationmay
introduceup to two extramessageperdatatransferandis thereforeexpensve for
small datatransfers. (Alternatively, the sendercantransferthe datato a default
buffer with aknown addressandhave therecever copy the datafrom thatbuffer.
Sucha schemecanbe extendedso thatthe recever canposta destinatiorbuffer
thatreplaceghe default buffer [49]. If the destinatiorbuffer is postedn time, no
extracopy is needed.)

The needto avoid copying shouldbe balancedagainstthe cost of manag-
ing asynchronoudatatransfemechanismandnegotiatingdestinatioraddresses.
Also, not all communicatioroverheadesultsfrom a lack of bandwidth.In their
studyof split-C applicationd102], Martin etal. foundthatapplicationsaresensi-
tive to sendandreceve overheadput toleratelower bandwidthdairly well.
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A datatransferproblemthathasreceved lessattention,but thatis important
in mary PPSsi,is the efficient transferof datafrom a single senderto multiple
recevers. Most existing userlevel communicatiorsystemsocuson high-speed
datatransferdrom asinglesendeto asinglereceveranddonotsupporimulticast
or supportit poorly. Thisis unfortunatepecausenulticastplaysanimportantrole
in mary PPSs.

MPICH [61], a widely usedimplementationMPI, for example,usesmulti-
castin its implementationof collectivecommunicatioroperationge.g.,reduce,
gather scatter). Collective communicatioroperationsare usedin mary parallel
algorithms. Efficient multicastprimitiveshave alsoprovedtheir valuein theim-
plementatiorof DSMssuchasOrca[9, 75] andBrazog131], whichusemulticast
to updatereplicateddata.

Thelack of efficientmulticastprimitivesin userlevel communicatiorsystems
forcesPPSqor underlyingcommunicatioribraries)to implementheir own mul-
ticaston top of point-to-pointprimitives. Thisis frequentlyinefficient. Naive im-
plementationdet the sendersenda singlemessagéo eachrecever, which turns
the sendelinto a serialbottleneck. Smarterimplementationsre basedon span-
ning trees. In theseimplementationsthe sendertransmitsa messageo a few
nodes(its children)which thenforward the messagéo their children,andsoon
until all nodeshave beenreached.This stratgy allows the messageo travel be-
tweendifferentsendetrecever pairsin parallel.

Evenatree-basednulticastcanbeinefficientif it is layeredon point-to-point
primitives.At theforwardingnodesdatatravelsup from theNI to thehost.If the
hostdoesnot poll, forwardingwill eitherbe delayedor the datawill bedelivered
by meansof anexpensve interrupt. To forward the data,the hosthasto reinject
thedatainto the network. This datatransferis unnecessarypecausehe datawas
alreadypresenbntheNI.

1.3.2 Control-Transfer Mismatches

Controltransferhastwo componentsdetectingncomingmessageandexecuting
handlersfor incoming messagesMost userlevel communicatiorsystemsallow
their clientsto poll for incomingmessagedecauseeceving amessagehrough
polling is muchmoreefficientthanreceving it throughaninterrupt. The problem
for aPPSis to decidewhento poll, especiallyif the processingf incomingmes-
sagess not alwaystied to an explicit receve call by the application. Again, for
a specificapplicationthis neednot be a hardproblem,but gettingit right for all
applicationgs difficult.

In DSMs, for example,processesdo notinteractwith eachotherdirectly, but
only throughshareddataitems. Whena processaccessea shareddataitem that
is storedremotely it typically sendsan accesgequestto the remoteprocessar
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The remoteprocessomustrespondo the requestevenif noneof its processes
areaccessinghe dataitem. If the remoteprocessois not polling the network
whentherequestrrives,thereply will be delayed.This canbe solved by using
interrupts but theseareexpensve.

Oncea messagdiasbeendetected,t needsto be handled. An interesting
problemis in which executioncontext messageshouldbe handled.Allocating a
threadto eachmessages conceptuallyclean,but potentially expensve, bothin
time and space. Moreover, dispatchingmessage$o multiple threadscan cause
messaget beprocesseth adifferentorderthanthey werereceved. Sometimes
thisis necessaryat othertimes, it shouldbe avoided. Executingapplicationcode
andmessagdandlergan the samethreadgivesgoodperformancebut canleadto
deadlockwhenmessagé&andlerdlock.

1.3.3 DesignAlter nativesfor UserLevel Communication
Ar chitectures

Thelow-level communicatiorprotocolsof userlevel architecturesliffer substan-
tially from traditional protocolssuchas TCP/IP For example, mary protocols
now usethe NI to implementreliability [37, 49], multicast[16, 56, 146], network
mapping[100], performancamonitoring[93, 103, andaddresdranslationsand
(remote)memoryacces$13, 24,32, 51, 83, 126. Currentuserlevel communica-
tion systemsnale differentdesigndecisionsn theseareas Specifically different
systemsdivide similar protocol tasksbetweenthe hostand the NI in different
ways. In somesystemsfor example,the NI is responsibldor implementingreli-
ablecommunicationln othersystemsthis taskis left to the hostprocessar

The impactof differentdesignchoiceson the performanceof PPSsand ap-
plicationshashardlybeeninvestigated Suchaninvestigationis difficult, because
existing architectureamplementdifferentfunctionalityandprovide differentpro-
gramminginterfaces. Moreover, mary studiesuseonly low-level microbench-
marksthatignoreperformancet higherlayers[5].

1.4 Contributions

The main contributions of this thesistowardssolving the problemspresentedn
the previoussectionareasfollows:

1. We show thata smallsetof simple,low-level communicatiormechanisms
canbeemployedeffectively to obtainefficient PPSimplementationshatdo
not suffer from the dataand control-transfemismatcheglescribedn the
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previous section. Someof thesecommunicationrmechanismsely on NI
support(seebelow).

2. We have designecandimplementech new, efficient, andreliablemulticast
algorithmthatusesthe NI insteadof the hostto forward multicasttraffic.

3. To gaininsightin the tradeofs involvedin choosingbetweendifferentNI
protocolimplementationsye have implementeda single userlevel com-
municationinterfacein multiple ways. Theseimplementationdiffer in
whetherthe hostor the NI is responsibldor reliability and multicastfor-
warding.Usingthesemplementationsye have systematicallynvestigated
the impactof differentdesignchoiceson the performanceof higherlevel
systemgonecommunicatioribrary andmultiple PPSsandapplications.

The communicationmechanismsnentionedhave beenimplementedin a new,
userlevel communicatiorsystemcalledLFC. LFC andits mechanismaresum-
marizedin Sectionl.5anddescribedn detailin Chapters3to 5. Ontop of LFC
we have implementedca communicatioribrary, Panda that

e providesanefficient (stream)messagabstraction

e transparentlgwitchesetweerusingpolling andinterruptsto detecincom-
ing messages

e implementsanefficienttotally-orderedoroadcasprimitive

Using LFC and Pandawe have implementedand portedvariousPPSs(seeSec-
tion 1.5). We describehow we modifiedsomeof thesePPSgo benefitfrom LFC’s
andPandas communicatiorsupport.

1.5 Implementation

We have implementedur solutionsin variouscommunicatiorsystemgseeFig-
ure 1.2). Thesesystemscover all communicatiodayersshovn in Figure1.1: NI
protocol,communicatioribrary, and PPS.The following sectionintroducesthe
individual systemslayerby layer, bottom-up.

1.5.1 LFC Implementations

We have developedanew NI protocolcalledLFC[17, 18]. LFC providesreliable
point-to-pointandmulticastcommunicatiorandrunson Myrinet [27], amodern,
switched high-speedetwork.
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Parallel applications (Ch. 8)

Orca MPI Parallel Java] Multigame CRL
(Ch.7) (Ch.7) |(Ch.7) (Ch. 8) (Ch.7)

Panda (Ch. 6)

LFC (Chs. 3-5)

Myrinet (Ch. 1)

Fig. 1.2. Structureof this thesis.

LFC hasa low-level, paclet-basednterface. By exposingnetwork paclets,
LFC allows its clientsto avoid mostredundantmemorycopies. Packetscanbe
recevedthroughpolling or interruptsandclientscandynamicallyswitchbetween
thetwo. LFC deliversincomingpacletsby meansof upcalls,asin Active Mes-
sageg149].

We have implemented_FC’s point-to-pointand multicastprimitivesin five
differentways. The implementationgliffer in their reliability assumptiongand
in how they divide protocolwork betweenthe NI andthe host. Chapters3 to 5
describethe mostaggressie of theseimplementationsn detail. Thisimplemen-
tationexploits Myrinet’s programmablé| to implementthefollowing:

1. Reliablepoint-to-pointcommunication.

2. An efficient, reliablemulticastprimitive.

3. A mechanisno reducenterruptoverheada polling watchdog).
4. A fetch-and-adgbrimitive for globalsynchronization.

This implementationachieses reliable point-to-pointcommunicationby means
of an Nl-level flow control protocol that assumeshat the network hardware is
reliable. A simpleextensionof this flow control protocolallows usto implement
anefficient, reliable,NI-level multicast.In this multicastimplementationpaclets
neednot travel to the hostand back beforethey areforwarded. Instead,the NI
recognizesnulticastpacletsandforwardsthemto childrenin the multicasttree
without hostintervention.

The implementationdescribedabore performsmuch protocol work on the
programmableNl andassumeshat the network hardware doesnot drop or cor-
rupt network paclkets. Our otherimplementationsgescribedn Chapter8, differ
mainly in whereand how they implementreliability and multicastforwarding.
Ourmostconserativeimplementationfor example assumesnreliablehardware
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andimplementdothreliability (includingretransmissionandmulticastforward-
ing onthehost.

LFC hasbeenusedto implementor portseveralsystemsincludingCRL [74],
FastSoclets[120], Parallel Java [99], MPICH [61], Multigame[122], Orcal9],
Panda[19, 124],andTreadMarkq78]. Sereralof thesesystemsaredescribedn
thisthesis;they areintroducedn the sectionsbelow.

1.5.2 Panda

Pandais a portablecommunicatiorlibrary that providesthreadsmessageseli-
ablemessaggassing RemoteProcedureCall (RPC),andtotally-orderedgroup
communicationUsing Pandawe have implementedrariousPPSqseebelow).

To implementits abstractiongfficiently, Pandaexploits LFC’s paclet-based
interfaceandits efficientmulticast fetch-and-addandinterrupt-managemeptim-
itives. PandausesLFC'’s paclet interfaceto implementan efficient messageab-
stractionwhich allows end-to-endpipelining of messagealataandwhich allows
applicationgo delay messag@rocessingvithout copying messagelata. All in-
comingmessagearehandledby a single,dedicatedhread which solvespart of
the blocking-upcallproblem. To automaticallyswitch betweenpolling and in-
terrupts,Pandaintegratesthreadmanagemenand communicatiorsuchthat the
network is automaticallypolled when all threadsareidle. Finally, Pandauses
LFC’sNI-level multicastandsynchronizatiomprimitivesto implementanefficient
totally-orderedmulticastprimitive.

1.5.3 Parallel-Programming Systems

In this thesis,we usefive PPSsto testour ideas: Orca, CRL, MPI, Manta,and
Multigame.

Orcais a DSM systembasedon the notion of userdefinedsharedobjects.
Jointly, theOrcacompilerandruntimesystemautomaticallyreplicateandmigrate
sharedbjectsto improve locality. To performoperationson sharedobjects,Orca
usesPandas threadsRPC,andtotally-orderedyroupcommunication.

Like Orca,CRL is a DSM system.CRL processesharechunksof memory
which they can map into their addressspace. Applications must braclet their
accessem theseregionsby library callssothatthe CRL runtimesystencankeep
the sharedregionsin a consistentstate. Unlike Orca, which updatesreplicated
sharedbjects,CRL usesnvalidationto maintainregion-level coherence.

MPI is a message-passirgjandard Parallelapplicationsare often developed
directly on top of MPI, but MPI is alsousedasa compilertarget. Our imple-
mentationof MPI is basedon MPICH [61] andPanda.MPICH is a portableand
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PPS Communication patterns | Messageadetection | # contexts
Orca Roundtrip+ broadcast Polling + interrupts 1
CRL Roundtrip Polling + interrupts 0

MPI One-way + broadcast Polling 0
Manta Roundtrip Polling + interrupts >1
Multigame | One-way Polling 0

Table 1.2. Communicatiorcharacteristicef parallel-programmingystems.

widely usedpublic-domainmplementatiorof MPI thatis beingdevelopedointly
by ArgonneNationalLaboratoriesandMississippiStateUniversity.

Mantais a PPSthat allows Java [60] threadsto communicateby invoking
methodson sharedobjects,asin Orca. Superficially Mantahassimplercommu-
nicationrequirementshanOrca,becausé/lantadoesnot replicatesharedbjects
andthereforerequiresonly RPC-stylecommunication.In reality, however, sev-
eralfeaturef Javathatarenot presenin Orca—specifically garbagecollection
andconditionsynchronizatioratarbitraryprogrampoints—leadto morecomplec
interactionswith thecommunicatiorsystem.

Multigameis a declaratve parallelgame-playingsystem. Giventhe rules of
aboardgameanda boardevaluationfunction, Multigameautomaticallysearches
for goodmoves,usingoneof severalsearclstratgies(e.g.,IDA* or alpha-beta).
During a searchprocessorpushsearchobsto eachother(usingone-way mes-
sages).A job consistsof (recursvely) evaluatinga boardposition. To avoid re-
searchingpositions positionsarecachedn adistributedhashtable.

Not only dothesePPSscover arangeof programmingmodels they alsohave
differentcommunicatiomequirementsTablel.2 summarizeshemaincommuni-
cationcharacteristicsf all five PPSs(A moredetaileddiscussiorof thesecharac-
teristicsappearsn Chapters’ and8.) The secondcolumnlists themostcommon
type of communicatiorpatternusedin eachPPS.The third columnshavs how
eachPPSdetectancomingmessagesAll DSMs (Orca,CRL, andManta)usea
combinationof polling andinterrupts.The fourth columnshonvs how mary inde-
pendentmessage-handl@ontects canbe actve in eachPPS.In CRL, MPI, and
Multigame,all incomingmessageareprocessetby handlerghatrunin thesame
context asthemaincomputation(i.e.,asprocedurecalls),sotherearenoindepen-
denthandlercontexts. In Orca,all handlersarerun by a dedicatedhread.Finally,
Mantacreatesa new threadfor eachincomingmessage.
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1.6 Experimental Environment

For mostof the experimentgdescribedn this thesis,we usea clusterthatconsists
of 128 computerswhich areinterconnectedby a Myrinet [27] network. Before
describingthe hardwarein detail, we first positionour clusterarchitecture.

1.6.1 Cluster Position

The clusterusedin this thesisis a compromisebetweena traditional supercom-
puterandLAN technologyUnlikeatraditionalsupercomputetheNI connectdo
thehosts|/O busandis thereforefar away from thehostprocessarThisis atypi-
calorganizatiorfor commodityhardware,but aggressie supercomputearchitec-
turesintegratethe NI moretightly with the hostsystemby placingit onthemem-
ory bus or integratingit with the cachecontroller Thesearchitecturesllow for
very low network accesdatenciesandsimplerprotectionscheme$24, 85, 10§.
In this thesis,however, we focuson architectureshat useoff-the-shelfhardware
andrely on advancedsoftwaretechniquego achieve efficient userlevel network
accessThistypeof architecturd(i.e., with the NI residingon the host’s I/O bus)
is now alsofoundin severalcommerciaparallelmachinege.g.,theIBM SP/2).

The clusters network, Myrinet, is not aswidely usedasthe ubiquitousEth-
ernetLAN. As aparallel-processinglatform, however, Myrinet is usedin mary
placespothin academiandindustry

Myrinet’sNI containsaprogrammablesustomRISCprocessoandfastSRAM
memory The network consistsof high-bandwidthlinks and switches;network
pacletsare cut-through-routedhroughtheselinks and switches. Thesefeatures
malke Myrinet (andsimilar productsimuchmoreexpensve thanEthernetthetra-
ditional bus-based_.AN technology While Ethernetcanbe switchedto obtain
high bandwidthmostEthernetNIs arenot programmable.

Our main reasonfor using Myrinet is that its programmableN| enablesex-
perimentatiorwith differentprotocols,mechanismsandinterfaces.This type of
experimentations notspecificto Myrinet andhasalsobeenperformedwith other
programmabléNis [34, 147]. The main problemis oftenthe vendors’reluctance
to releasanformationthat allows other partiesto programtheir NIs. Myricom,
thecompaly thatdevelopsandsellsMyrinet, doesprovide thedocumentatiomand
toolsthatenablecustomergo programthe NI.

1.6.2 Hardware Details

Eachclusternodecontainsa single Siemens-NixdorD983 motherboardan Intel
440FXPCI chipset,andanIntel PentiumPro[70] processarThe nodesarecon-
nectedvia 32 8-portMyrinet switcheswhichareorganizedn athree-dimensional
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Fig. 1.3. Myrinet switchtopology
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Fig. 1.4. Switchesandclusternodes. Eachnodehasits own network interface
which connectgo a crossbaswitch. Switchesconnecto network interfacesand
otherswitches.

grid topology Figurel.3shavsthe switchtopology Figurel.4 shovs oneverti-
cal planeof the switch topology Eachswitch connectdo 4 clusternodesandto
neighboringswitches.(Figure 1.4 showvs only the connectiongo switchesin the
sameverticalplane.)The clusternodescanalsocommunicatehrougha FastEth-
ernetnetwork (notshowvn in Figuresl.3and1.4). FastEtherneis usedfor process
startup file transfersandterminaltraffic.

The architectureof a single clusternodeis illustratedin Figure 1.5. Each
node containsa single PentiumPro processorand 128 Mbyte of DRAM. The
PentiumProis a 200 MHz, three-vay superscalaprocessar It hastwo on-chip
first-level caches:an 8 Kbyte, 2-way set-associate datacacheandan 8 Kbyte,
4-way set-associate instructioncache.ln addition,a unified, 256 KByte, 4-way
set-associate second-lgel cacheas packagedlongwith the processocore.The
cachdine sizeis 32 bytes.Theprocessememorybusis 64 bits wide andclocked
at66 MHz. Thel/O busis a33 MHz, 32-bit PCl bus. TheMyrinet NI is attached
to thel/O bus.
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Fig. 1.5. Clusternodearchitecture.

To obtainaccuratdimingsin our performanceneasurementsye usethe Pen-
tium Pro’s 64-bittimestampounter[71]. Thetimestampcounteris a clock with
clock cycle (5 ns) resolution. A simple pseudodevice driver makesthis clock
availableto unprivileged users. The countercan be read (from userspace)us-
ing asingleinstruction,sothe useof this fine-grainclock imposedittle overhead
(approximately0.17 ps).

Myrinet is a high-speedswitchedLAN technology{27]. Switchedtechnolo-
giesscalewell to a large numberof hosts,becausdandwidthincreasessmore
hostsand switchesareaddedto the network. Unlike Ethernet Myrinet provides
no hardware supportfor multicast. General-purposenulticastingfor wormhole-
routednetworksis a complex problemandanareaof active researcj136, 135.

Unlike traditional NIs, Myrinet’s NI is programmablejt containsa custom
processowhich canbe programmedn C or assemblyThe processqra 33 MHz
LANai4.1, is controlledby the LANai control program. The processois effec-
tively anorderof magnitudeslowerthanthe200MHz, superscalanostprocessar

The NI is equippedwith 1 Mbyte of SRAM memorywhich holds both the
codeandthe datafor the control program. The currently available Myrinet NlIs
requirethatall network pacletsbestagedhroughthismemory bothatthesending
andthereceving side. SRAM is fast, but expensve, so the amountof memory
is relatively small. Othernetworks allow datato be transferreddirectly between
hostmemoryandthe network (e.g.,usingmemory-mappeé&IFOsor DMA).

The NI containsthreeDMA engines. The host DMA enginetransfersdata
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betweenhostmemoryand NI memory Host memorybuffers that are accessed
by this DMA engineshouldbe pinned(i.e., marked unswappable)o preventthe
operatingsystemfrom pagingthesepagesto disk duringa DMA transfer The
sendDMA enginetransferspaclets from NI memoryto the outgoing network
link; thereceiveDMA enginetransferancomingpaclketsfrom the network link to
NI memory The DMA enginescanrun in parallel,but the NI's memoryallows
atmosttwo memoryaccesseper cycle, oneto or from the PCl busandoneto or
from theNI processqrthe sendDMA engine or thereceve DMA engine.

Myrinet NIs connectto eachother via 8-port crossbarswitchesand high-
speedinks (1.28 Gbit/s in eachdirection). The Myrinet hardware usesrouting
and switching techniquessimilar to thoseusedin massvely parallel processors
(MPPs)suchasthe Thinking MachinesCM-5, the Cray T3D and T3E, andthe
Intel Paragon.Network pacletsare cut-through-routedrom a sourceto a desti-
nationnetwork interface.Eachpaclet startswith asequencef routingbytes,one
byte per switch on the pathfrom sourceto destination. Eachswitch consumes
one routing byte and usesthe byte’s value to decideon which output port the
paclet mustbe forwarded.Myrinet implementsa hardwareflow control protocol
betweenpairsof communicatingNIs which makespaclet lossvery unlikely. If
all senderon the network agreeon a deadlock-fregoutingschemeandthe NIs’
controlprogramgemove incomingpacletsin atimely mannerthenthe network
canbeconsideredeliable(seealsoSection3.9 andChapter8).

While in transit, a packet may becomeblocked, either becausepart of the
pathit follows is occupiedby anotherpaclet, or becausehe destinatiorNI fails
to drainthe network. In the first case,Myrinet will kill the paclet if it remains
blockedfor morethan50 milliseconds.In the secondcase the Myrinet hardware
sendsaresetsignalto the destinationNI afteratimeoutinterval haselapsed.The
lengthof this interval canbe setin software. Both measuresreneededo break
deadlocksn the network. If the network did not do this, a maliciousor faulty
programcouldblock anothemprograms paclets.

1.7 ThesisOutline

This chapterintroducedour areaof researchcommunicationsupportfor PPSs.
We sketchedthe problemsin this areaandour approacho solvingthem. Chap-
ter 2 surweys the main designissuesfor userlevel communicatiorarchitectures
and shaws that existing systemsresolhe theseissuesin widely differentways,
which illustratesthat the tradeofs arestill unclear Chapter3 describeghe de-
signandimplementatiorof our mostoptimistic LFC implementation.Chapter4
givesa detaileddescriptionof the NI-level protocolsemployed by this LFC im-
plementation.Chapters evaluateghe implementatiors performance Chapter6
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describe$’andaandits interactionsvith LFC. Chapter7 describesheimplemen-
tationof four PPSs:Orca,CRL, MPI, andManta. We shov how LFC andPanda
enableefficient implementationf thesesystemsand describeadditional opti-

mizationsusedwithin thesesystemsChapter8 comparesheperformancef five

LFC implementationsit multiple levels: the NI protocollevel, the PPSlevel, and
theapplicationlevel. Finally, in Chapter9, we drav conclusions.



Chapter 2

Network Interface Protocols

High-speednetworks suchas Myrinet offer greatpotentialfor communication-
intensie applications. Unfortunately traditional communicatiorprotocolssuch
asTCP/IPareunableto realizethis potential. In the commonimplementatiorof
theseprotocols,all network accesss throughthe operatingsystem which adds
significantoverheaddo both the transmissiorpath (typically a systemcall and
a datacopy) andthe receve path (typically an interruptand a datacopy). In
respons€o this performanceproblem, several userlevel communicationarchi-
tectureshave beendevelopedthat remove the operatingsystemfrom the critical
communicatiorpath[48, 147]. Thischapteprovidesinsightinto thedesignissues
for communicationprotocolsfor thesearchitectures.We concentrateon issues
that determinethe performanceand semanticof a communicatiorsystem:data
transfer addresdranslation protection controltransfey reliability, andmulticast.

In this chapter we usethe following systemdo illustrate the designissues:
Active Messagesl (AM-II) [37], BIP [118], lllinois FastMessagegFM) [112,
113, FM/MC [10, 146], Hamlyn[32], PM [141, 142, U-Net[13, 147], VMMC
[24], VMMC-2 [49,50], andTrapezg154]. All systemsimfor highperformance
andall except Trapezeoffer a userlevel communicationservice. Interestingly
however, they differ significantlyin how they resole the differentdesignissues.
It is this varietythatmotivatesour study

This chapteris structuredasfollows. Section2.1 explainsthe basicprinciples
of NI protocolsby describinga simple,unreliable,userlevel protocol. Next, in
Section.2t0 2.7,wediscusghesix protocoldesignssueghatdeterminesystem
performanceandsemanticsWe illustratethesassuedy giving performancealata
obtainedon our Myrinet cluster

19
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Fig. 2.1. Operationof the basicprotocol. The dashecdarrows arebuffer pointers.
The numberedarrowns representhe following steps. (1) Host copiesuserdata
into DMA area.(2) Hostwrites paclet descriptorto sendring. (3) NI processor
readgpacletdescriptor (4) NI DMAs pacletto NI memory (5) Network transfer

(6) NI readsrecevering to find emptybufferin DMA area.(7) NI DMAs paclet

to DMA area.(8) Optionalmemorycopy to userbuffer by the hostprocessar

2.1 A BasicNetwork Interface Protocol

The goal of this sectionis to explain the basicsof NI protocolsandto introduce
the mostimportantdesignissues. To structureour discussionwe first describe
the designof a simple,userlevel NI protocolfor Myrinet. The protocolignores
severalimportantproblemswhich we addressn subsequergections.

To avoid the costof kernelcalls for eachnetwork accessthe basicprotocol
mapsall NI memoryinto userspace. User processesvrite their sendrequests
directly to NI memory without operatingsystem(OS) involvement. The basic
protocol providesno protection,so the network device cannotbe sharedamong
multiple processes.

User processesnvoke a simple sendprimitive to senda datapaclet. The
basicprotocolsendspacletswith a maximumpayloadof 256 bytesandrequires
thatusersragmenttheir datasothateachfragmentfits in a paclet. Thesignature
of thesendprimitiveis asfollows:

void send(int destination, void *data, unsigned size);

Send) performstwo actions(seeFigure2.1). First, it copiestheuserdatato a
paclet buffer in a specialstagingareain hostmemory(stepl). The NI will later
fetchthe pacletfrom this DMA areaby meansof aDMA transfer Unlike normal
userpagespagesn theDMA areaarenever swappedo disk by the OS.By only
DMAIng to andfrom suchpinnedpagesthe protocolavoids corruptionof user
memoryandusermessagedueto pagingactity of the OS.
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Secondthehostwritesasendrequesinto adescriptoin NI memory(step?2).
Thesedescriptorarestoredin acircularbuffer calledthesendring. Send) stores
theidentifier of the destinatiormachinethe sizeof the paclet’s payload,andthe
paclet’s offsetin the DMA areainto the next available descriptorin this send
ring. To inform the NI of this event, send) alsosetsa DescriptorReadylag in
the descriptor This flag preventsracesbetweenthe hostandthe NI: the NI will
not readary otherdescriptorfields until this flag hasbeenset. The descriptons
written usingprogrammed/O; sincethe descriptoris small, DMA would have a
high overhead.

The NI repeatedlypolls the DescriptorReadyflag of the first descriptorin
the sendring. As soonasthis flag is setby the host,the NI readsthe offsetin
the descriptorand addsit to the physicaladdressof the startof the DMA area,
resultingin the physicaladdresof the paclet (step3). Next, the NI initiatesa
DMA transferover the /O busto copy the paclet’s payloadfrom hostmemory
to NI memory(step4). Subsequentlyit readsthe destinationmachinein the
descriptorandlooksup theroutefor thepacletin aroutingtable. Therouteanda
paclet headethatcontainsthe paclet’s sizeareprependedo the paclet. Finally,
theNI startsa secondDMA to transmitthe paclet (step5).

Whenthe sendingNI detectsthat the network DMA for a given paclet has
completedit setsa Descriptorfreeflagto releasehedescriptoyandpollsthenext
free descriptorin thering. If the hostwantsto senda paclet while no descriptor
is available, it busy-waits by polling the Descriptorfreeflag of the descriptorat
thetail of thering.

NIs usereceve DMAs to storeincomingpacletsin their memory EachNI
containsa receivering with descriptorsthat point to free buffersin the hosts
DMA area. The NI usesthe receve ring’s descriptorsto determinewhere (in
hostmemory)to storeincoming paclets. After receving a paclet, the NI tries
to acquirea descriptorfrom thereceve ring (step6). Eachdescriptorcontainsa
flag bit thatis usedin a similar way asfor the sendring. If no free hostbuffer
is available, the paclet is simply dropped. Otherwise,the NI startsa DMA to
transferthe paclet to hostmemory(step7). Eachhostbuffer alsocontainsaflag
thatis setby the NI asthelastpartof its NI-to-hostDMA transfer The hostcan
checkif thereis a pacletavailableby polling theflag of thenext unprocessetiost
receve buffer. Oncethe flag hasbeenset,the receving processcansafelyread
thebuffer andoptionally copy its contentdo a userbuffer (step8).

Thedatatransferan stepsl, 4, 5, 7, and8 canall be performedconcurrently
For example,if thehostsendsalong, multipacket messagepnepaclet’s network
DMA canbeoverlappedwith the next paclet’s host-to-NIDMA. Exploiting this
concurreng is essentiafor achiezing high throughput.

Sincethe delivery of network interruptsto userlevel processess expensve
on currentOSs,the basicprotocoldoesnot useinterrupts,but requiresusersto
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poll for incomingmessagesA successfutall to poll() resultsin theinvocationof
auserfunction,handlepadet(), thathandlesaninboundpaclet:

void poll(void);
void handle _packet(void *data, unsigned size);

Our (unoptimized)implementatiorof the basicprotocolachievesa one-way
host-to-hostiateny of 11 us and a throughputof 33 Mbyte/s (using 256-byte
paclets). For comparisonpn the samehardware the highly optimizedBIP sys-
tem[118], achiavesa minimum lateng of 4 us andcansaturatehel/O bus (127
Mbyte/s). For large datatransfers BIP usesDMA, both at the sendingandthe
receving side. In contrastwith the basicprotocol,however, BIP doesnot stage
datathroughDMA areas.Section2.3 discusseslifferenttechniquedo eliminate
theuseof DMA areas.

Thebasicprotocolavoidsall OSoverheadkeepsheNI codesimple,anduses
little NI memory It is clear however, thatthe protocolhasseveralshortcomings:

All inboundand outboundnetwork transfersare stagedthrougha DMA
area.For applicationghatneedio sendandreceve from arbitrarylocations,
thisintroducesextra memaorycopies.

The protocolprovidesno protection.|If the basicprotocolallowedmultiple
usersto accesghe NI, theseuserscouldreadandmodify eachothers data
in NI memory Userscaneven modify the NI's control programanduseit

to accessrny hostmemorylocation.

The recever-side control transfermechanismpolling, is simple, but not
alwayseffective. For mary applicationst is difficult to determinea good
polling rate. If the hostpollstoo frequently it will have a high overheadif
it pollstoolate,it will notreply quickly enoughto incomingpaclets.

The protocolis unreliable eventhoughthe Myrinet hardwareis highly re-
liable. If the sendersendpacletsfasterthantherecever canhandlethem,
thereceving hostwill runoutof buffer spaceandtheNI will dropincoming
paclets.

The protocol supportsonly point-to-pointmessages.Although multicast
canbe implementedon top of point-to-pointmessagesjoing so may be
inefficient. Multicastis animportantserviceby itself and a fundamental
componenbf collectve communicatioroperationsuchasthosesupported
by the message-passirggandardvPlI.

Below, we will discusstheseproblemsin more detail andlook at betterdesign
alternatves.
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2.2 Data Transfers

OnMyrinet, atleastthreestepsareneededo communicata pacletfrom oneuser
procesgo another:the packet mustbe movedfrom the senders memoryto its Nl
(host-NlItransfer),from this NI to therecever’'s NI (NI-NI transfer),andthento
the receving processs addressspace(NI-host transfer). Network technologies
thatdo notrequiredatato be stagedhroughNI memoryuseonly two steps:host-
to-network and network-to-host. Below, we discussthe Myrinet case,but most
issueqprogrammed/O versusDMA, pinning, alignment,andmaximumpacket
size)alsoapplyto thetwo-stepcase.

The datatransfershave a significantimpact on the lateny and throughput
obtainedby a protocol, so optimizing themis essentiafor obtaininghigh per
formance.As shown in Figure 2.1, the basicprotocolusesfive datatransfersto
communicatea paclet, becauset stagesall pacletsthroughDMA areas.Below,
we discussalternatve designgor implementingthe host-NI, NI-NI, andNI-host
transfers.

2.2.1 From Hostto Network Interface

On Myrinet, the host-to-NI transfercan use either DMA or Programmed/O
(P10). Steenkistagivesa detaileddescriptionof both mechanism$133]. With
P10, the hostprocessorreadsthe datafrom hostmemoryandwritesit into NI
memory typically oneor two wordsat a time, which resultsin mary bustransac-
tions. DMA usesspecialhardware (a DMA engine)to transferthe entire paclet
in large burstsand asynchronouslyso that the datatransfercanproceedin par
allel with hostcomputationsOnethusmight expectDMA to alwaysoutperform
P10. The optimal choice,however, dependson the type of hostCPU andon the
paclet size. The PentiumPro, for example, supportswrite combiningbuffers,
which allow memorywrites to the samecacheline to be meigedinto a single
32-bytebus transaction.We canthus boostthe performanceof host-to-NIPI1O
transfersby applyingwrite combiningto NI memory (This useof the Pentium
Pro’s write combiningfacility wassuggestedo usby the FastMessagegroupof
the Universityof Illinois at Urbana-Champaigf81].)

Figure 2.2 shaws the throughputobtainedby PI1O (with and without write
combining)and cache-coherelDMA, for copying datafrom a PentiumPro to
a Myrinet NI card. P10 with write combiningquickly outperformsP10 without
write combining. For buffer sizesup to 1024 bytes, PIO with write combining
evenoutperform®DMA (which suffersfrom a startupcost).

For small messagesP1O with write combiningis slower than PIO without
write combining. This is dueto an expensve extra instruction(a serializingin-
struction)that our benchmarkexecutesafter eachhost-to-NImemorycopy with
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Fig. 2.2. Host-to-NIthroughputusingdifferentdatatransfermechanisms.

write combining.We usethis instructionto modelthe commonsituationin which
adatacopy to NI memoryis followed by anothemwrite that signalsthe presence
of thedata.Clearly, theNI shouldnotobsenrethelatterwrite beforethe datacopy
hascompleted With write combining,however, writesmaybereorderedandit is
necessaryo separatehe datacopy andthe write thatfollows it by a serializing
instruction.

In userlevel communicatiorsystemsPMA transferscanbe startedeitherby
auserprocesr by the network interfacewithout ary operatingsysteminvolve-
ment. SinceDMA transfersareperformedasynchronouslythe operatingsystem
may decideto swap out the pagethathappengo be the sourceor destinatiorof a
runningDMA transfer If this happenspartof the destinatiorof the transferwill
be corrupted. To avoid this, operatingsystemsallow applicationsto pin a lim-
ited numberpagesdn their addresspace Pinnedpagesarenever swappedout by
theoperatingsystem.Unfortunately pinninga pagerequiresa systencall andthe
amountof memorythatcanbe pinnedis limited by theavailablephysicalmemory
andby OSpolicies.In thebestcase all pageghatanapplicationtransfersdatato
or from needto bepinnedonly once.In this casethe costof pinningthepagesan
beamortizedover mary datatransfers.n theworstcase anapplicationtransfers
datato or from morepageshancanbe pinnedsimultaneouslyIn this case two
systemcallsareneededor every datatransfer.oneto unpina previously pinned
pageand oneto pin the pageinvolvedin the next datatransfer SHRIMP pro-
videsspecialhardwarethatallows userprocesse$o startDMA transferswithout
pinning [25]. This userlevel DMA mechanismhowever, works only for host-
initiated transfersnot for Nl-initiated transfersso pinningis still requiredat the
receving side.
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NI protocolsthatuseDMA oftenchooséo copy thedatainto aresered(and
pinned)DMA areawhich costsanextramemorycopy andthusmaydecreas¢he
throughput.Figure2.2, shaovs thata DMA transferprecededy a memorycopy
is consistentlyslower thanPIO with write combining. On processorshatdo not
supportcache-cohereridMAs, the DMA areaneeddo beallocatedin uncached
memory which alsodecreaseperformance (Most modernCPUs,includingthe
PentiumPro, supportcache-cohererlMA, however) With PIO, pinningis not
necessaryEvenif theOSswappedoutthe pageduringthetransferthehost's next
memoryreferencevould generatea pagefault, causingthe OS to swapthe page
backin. In practice mary protocolsuseDMA; otherprotocols(AM-II, Hamlyn,
BIP) usePIO for smallmessageandDMA for large messagesFM usesPI10O for
all messages.

With bothDMA andPIO, datatransferdetweerunaligneddatabufferscanbe
muchslower thanbetweeralignedbuffers. This problemis aggraatedwhenthe
NI’'sDMA enginegequirethatsourceanddestinatiorbuffersbe properlyaligned.
In thatcase extracopying is neededo align unalignedbuffers.

Anotherimportantdesignchoiceis the maximumpaclet size. Large paclets
yield betterthroughput,becauseerpaclet overheadsare incurredfewer times
thanwith small paclets. The throughputof our basicprotocol, for example,in-
creasedrom 33 Mbyte/sto 48 Mbyte/sby using 1024-byteinsteadof 256-byte
paclets. The choiceof the maximumpaclet sizeis influencedby the systems
pagesize,memoryspaceconsiderationsandhardwarerestrictions.

2.2.2 From Network Interface to Network Interface

The NI-to-NI transfertraverseshe Myrinet links andswitches.All Myrinet pro-
tocolsusetheNI’s DMA engineto sendandreceve network data.Iln theory PIO
could be used,but DMA transfersare alwaysfaster To sendor receve a data
word by meansof P10, the processomustalwaysmove thatdataitem througha
processoregister which costsat leasttwo cycles. A DMA enginecantransfer
oneword percycle. Moreover, usingDMA freesthe processoto do otherwork
duringdatatransfers.

To preventnetwork congestionthereceving NI shouldextractincomingdata
from the network fastenough. On Myrinet, the hardware usesbadkpressue to
stall the sendingNlI if the recever doesnot extract datafastenough. To pre-
ventdeadlockhowever, thereis atime limit on the backpressurenechanismlf
therecever doesnot drainthe network within a certaintime period,the network
hardwarewill resetthe NI or truncatea blocked paclet. Many Myrinet control
programsdealwith this real-timeconstraintby copying datafastenoughto pre-
ventresets.Otherprotocolsavoid the problemby usinga softwareflow control
schemeaswe will discusdater.
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2.2.3 From Network Interface to Host

The transferfrom NI to hostat the receving side canagainuseeitherDMA or
P10.On Myrinet, however, only the host(nottheNI) canusePIO, makingDMA
themethodof choicefor mostprotocols.Somesystemge.g.,AM-II) usePIOon
the hostto receve small messageskor large messagesll protocolsuseDMA,
becauseeadsover the I/O bus aretypically much slower than DMA transfers.
Whetherwe use DMA or PIO, in both casesthe bottleneckfor the NI-to-host
transferis thel/O bus.

Usingmicrobenchmarksye measuretheattainablehroughpubntheimpor-
tantdatapathsof our PentiumPro/Myrinetcluster usingDMA andP10. Table2.1
summarizeshe resultsandalsogivesthe hardware bandwidthof the bottleneck
componenton eachdatapath. For transfersbetweenthe hostand the NI, the
bottleneckis the 33.33MHz PCI bus; both main memoryandthe memorybus
allow higherthroughputsWith DMA transfersthe microbenchmarksanalmost
saturatethe I/0 bus. Our throughputis slightly lessthanthe I/O bus bandwidth
becausen ourbenchmarkshe NI acknavledgesevery DMA transferwith aone-
word NI-to-hostDMA transfer For network transfersfrom one NI's memory
to anotherNI’s memory the bottleneckis the NIs’ memory The sendandre-
ceive DMA enginescanaccessat mostoneword per I/O bus clock cycle (i.e.,
127 Mbyte/s). The bandwidthof the network links is higher 153 Mbyte/s. Fi-
nally, for local hostmemorycopiesthe bottleneckcomponents mainmemory

An interestingobsenation is that a local memorycopy on a single Pentium
Pro obtainsa lower throughputthan a remotememory copy over Myrinet (52
Mbyte/sversus127 Mbyte/s). This problemis largely dueto the poor memory
write performancef the PentiumPro[29]; ona450 MHz Pentiumlll platform,
we measure@d memory-to-memorygopy throughputof 157 Mbyte/s. Neverthe-
less,memorycopieshave animportantimpacton performance For comparison,
recallthatthe basicprotocolachiezesa throughputof only 33 Mbyte/s. Therea-
sonis thatthe basicprotocolusesfairly small paclets (256 bytes)andperforms
memorycopiesto andfrom DMA areaswhich interfereswith DMA transfers.
Several systemge.g., BIP and VMMC-2) cansaturatethe I/O bus: the key is-
sueis to avoid the copying to andfrom DMA areas. The next sectiondescribes
techniquego achieve this.

2.3 AddressTranslation

Theuseof DMA transferdetweerhostandNI memoryintroducegwo problems.
First, mostsystemsequirethatevery hostmemorypageinvolvedin aDMA trans-
fer be pinnedto preventthe operatingsystemfrom replacingthatpage.Pinning,
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Source Destination | Method Hardware | Measured
bandwidth | throughput
Hostmemory | Hostmemory| P1O 170 52
Hostmemory | NI memory | PIO 127 25
PIO+WC 127 84
DMA 127 117
NI memory | Hostmemory| PIO 127 7
DMA 127 117
NI memory | NI memory | DMA 127 127

Table 2.1. Bandwidthsand measuredthroughputs(in Mbyte/s) on a Pen-
tium Pro/Myrinetcluster WC meansarite combining.

however, requiresan expensve systemcall which shouldbe keptoff the critical

path. The secondproblemis that, on mostarchitecturesthe NI's DMA engine
needdo know the physicaladdressesf eachpagethatit transferslatato or from.

Operatingsystemshowever, do not export virtual-to-physicaimappingso user

level programssousersnormally cannotpassphysicaladdresseto the NI. Even
if they could,the NI would have to checkthosephysicaladdressegp ensurethat
usergpassonly addressesf pageghatthey have accesgo.

We considerthreeapproacheso solve theseproblems.The first approachs
to avoid all DMA transferdoy usingprogrammed/O. Dueto the high costof 1/0
busreadshowever, thisis only arealisticsolutionat the sendingside.

The secondapproach,usedby the basic protocol, requiresthat userscopy
their datainto andout of speciaDMA areaqseeFigure2.1). This way, only the
DMA areasneedto be pinned. This is doneonce,whenthe applicationopens
the device, andnot during sendandreceve operations.The addresdranslation
problemis thensolved asfollows. The operatingsystemallocatesor eachDMA
areaa contiguouschunkof physicalmemoryandpasseshe areas physicalbase
addresdgo the NI. Usersspecifysendandreceve buffersby meansof anoffsetin
their DMA area.The NI only needsto addthis offsetto the areas baseaddress
to obtainthe buffer’s physicaladdress.Sereral systemge.g., AM-II, Hamlyn)
usethis approachacceptingthe extra copying costs. As shavn in Figure 2.2,
however, the extra copy reduceghroughputsignificantly

In the third approachthe copying to andfrom DMA areasis eliminatedby
dynamicallypinningandunpinninguserpagessothatDMA transferscanbeper
formeddirectly to thosepages.Systemghat usethis approach(e.g.,VMMC-2,
PM, andBIP) cantrackthe’DMA’ curwve in Figure2.2. The mainimplementa-
tion problemis thatthe NI needdo know thecurrentvirtual-to-physicaimappings
of individual pages.SinceNIs areusuallyequippedwith only a smallamountof
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memoryandsincetheir processorsreslow, they do not storeinformationfor ev-

ery singlevirtual page.Somesystemge.g.,BIP) provide a simplekernelmodule
thattranslatesvirtual addresse$o physicaladdressesUsersare responsibldor

pinning their pagesandobtainingthe physicaladdressesf thesepagesrom the
kernelmodule. The disadwantageof this approachs thatthe NI cannotcheckif

thephysicaladdresse# recevesarevalid andif they referto pinnedpages.

An alternatve approachs to let the kernelandNI cooperatesuchthatthe NI
cankeeptrack of valid addresdranslationgeitherin hardware or in software).
Systemdike VMMC-2 andU-Net/MM [13] (an extensionof U-Net) let the NI
cadealimited numberof valid addresgranslationsvhich referto pinnedpages
(this invariantmustbe maintainedcooperatrely by the NI andthe operatingsys-
tem). This cachingworks well for applicationsthat exhibit locality in the pages
they usefor sendingandreceving data. Whenthe translationof a userspecified
addresss foundin thecachetheNI canaccesshataddressisingaDMA transfer
In thecaseof amiss,specialactionmustbetaken. In U-Net/MM, for example the
NI generateaninterruptwhenit cannottiranslateanaddressThekernelreceves
theinterrupt,looksup the addressn its pagetable, pinsthe page,andpasseshe
translationto the NI.

In VMMC-2, addresdranslationgor userbuffers are managedy a library.
Thisuserlevel library mapsusers'virtual addresset refeencedo addressrans-
lations which userscan passto the NI. The library createshesereferencedy
invoking a kernelmodule. This moduletranslatewvirtual addresseginsthe cor-
respondingpagesandstoresthe translationsn a Usermanayed TLB (UTLB) in
kernelmemory

To avoid invokingtheoperatingsystemeverytime areferences neededtheli-
brarymaintainsauserlevel lookupdatastructurehatkeepdrackof theaddresses
for whichavalid UTLB entryexists. Thelibrary invokesthe UTLB kernelmod-
ule only whenit cannotfind the addressn its lookup datastructure. Whenthe
NI recevesa referencejt canfind the translationusinga DMA transferto the
kernelmodules datastructure.To avoid suchDMA transferson thecritical path,
the NI maintainsits own cacheof referencesThe’on-demandpinning’ curve in
Figure2.2 shaws the throughputobtainedby a benchmarkhatimitatesthe miss
behaior of aUTLB. To simulatea missin its lookup datastructure the hostin-
vokes,for eachpagethatis transferreda systemcall to pin thatpage.To simulate
amissin the NI cachethe NI fetchesa singleword from hostmemorybeforeit
transferghedata.
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2.4 Protection

Sinceuserlevel architecturegyive usersdirect accesgo the NI, the OS canno
longercheckevery network transfer Multiplexing anddemultiplexing mustnow
be performedby the NI andspecialmeasuresreneededo presere the integrity
of the OSandto isolatethe datastreamsf differentprocessefrom oneanother

In a protectedsystem,no userprocessshouldbe given unrestrictecaccesgo
NI memory With unrestrictedacces4o NI memory a userprocesstan modify
the NI control programanduseit to reador write ary locationin hostmemory
NI memoryaccesanustalso be restrictedto implementprotectedmultiplexing
anddemultiplexing. In the basicprotocol, for example,userprocesseslirectly
write to NI memoryto initialize senddescriptors.If multiple processeshared
the NI, one processcould corruptanotherprocesss senddescriptors.Similarly,
no processshouldbe ableto readincomingnetwork pacletsthataredestinedor
anotherprocess.The basicprotocol preventstheseproblemsby providing user
level network accesdo at mostone userat a time, but this limitation is clearly
undesirablen a multi-userandmultiprogrammingervironment.

A straightforvardsolutionto theseproblemss to usethevirtual-memorysys-
tem to give eachuseraccesdo a differentpart of NI memory[48]. Whenthe
useropensthe network device, the operatingsystemmapssucha partinto the
users addresspace. Oncethe mappinghasbeenestablishedall useraccesses
outsidethe mappedareawill betrappedby the virtual-memoryhardware. Users
write theircommandsandnetwork datato their own pagesn NI memory It isthe
responsibilityof the NI to checkeachusers pagefor new request@andto process
only legalrequests.

SinceNI memoryis typically small, only a limited numberof processesan
be givendirectaccesgo the NI this way. To solve this problem,AM-II virtual-
izesnetwork endpointsn thefollowing way. Part of NI memoryactsasa cache
for actve communicatiorendpoints;inactive endpointsare storedin hostmem-
ory. WhenanNI recevesa messagédor aninactive endpointor whena process
triesto senda messageia aninactive endpointthe NI andthe operatingsystem
cooperateo activatethe endpoint. Activation consistsof moving the endpoints
state(sendandreceve buffers, protocolstatus)}o NI memory possiblyreplacing
anotherendpointwhich is thenswappedoutto hostmemory

The sharingproblemalsoexists on the host,for the DMA areas.To maintain
protection,eachuserprocesseedsts own DMA area.Sincethe useof aDMA
areaintroducesan extra copy, somesystemsliminateit andstoreaddresgrans-
lationsonthe NI. VMMC-2 andU-Net/MM do thisin a protectedvay, eitherby
letting the kernelwrite the translationsto the NI or by letting the NI fetch the
translationsrom kernelmemory BIP, on the other hand, eliminatesthe DMA
area,but doesnot maintainprotection.
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2.5 Control Transfers

The control transfermechanisndetermineshow a receving hostis notified of
messagarrivals. The optionsareto useinterrupts,polling, or a combinationof
these.

Interruptsare notoriouslyexpensve. With mostoperatingsystemsthe time
to deliver an interrupt (asa signal) to a userprocesseven exceedsthe network
latengy. On a 200 MHz PentiumPro runningLinux, dispatchingan interruptto
a kernelinterrupthandlercostsapproximately8 ps. Dispatchingto a userlevel
signalhandlercostsevenmore,approximatelyl?7 ps. This exceedghe lateng of
our basicprotocol(11 ps).

Giventhe high costsof interrupts,all userlevel architecturesupportsome
form of polling. Thegoalof polling is to give the hosta fastmechanisnio check
if a messageéhasarrived. This checkmustbe inexpensve, becausat may be
executedoften. A simpleapproachs to let the NI setaflagin its memoryandto
letthehostcheckthisflag. Thisapproachhowever, is inefficient, sinceevery poll
now resultsin anl/O bustransfer In addition,this polling traffic will slow down
otherl/O traffic, includingnetwork paclettransferdetweerNl andhostmemory

A very efficient solutionis to usea specialdevice statusregisterthatis shared
betweerthe NI andthe host[107]. Currenthardware,however, doesnot provide
thesesharedegisters.

On architecturesvith cache-coheredDMA, a practicalsolutionis to let the
NI write aflagin cachechostmemory(usingDMA) whenamessagés available.
This approachs usedby our basicprotocol. The hostpolls by readingits local
memory; sincepolls are executedfrequently the flag will usuallyresidein the
datacache,so failed polls are cheapanddo not generatememoryor I/O traffic.
Whenthe NI writesthe flag, the hostwill incur a cachemissandreadtheflag’s
new valuefrom memory Ona200MHz PentiumPro, the schemgust described
costs5 nanosecondfor a failed poll (i.e., a cachehit) and 74 nanosecondéor
a successfupoll (i.e., a cachemiss). For comparisongachpoll in the simple
schemdi.e.,anl/O bustransfer)costs467nanoseconds.

Evenif the polling mechanisnis efficient, polling is a mixed blessing. In-
sertingpolls manuallyis tediousanderrorprone.Several systemghereforeusea
compileror abinaryrewriting tool to insertpollsin loopsandfunctions[114,125.
The problemof finding theright polling frequeng remainsthough[89]. In mul-
tiprocessoarchitectureshis problemcanbe solvedby dedicatingoneof the pro-
cessorgo polling andmessagéandling.

SeveralsystemgAM-II, FM/MC, Hamlyn, TrapezelJ-Net, VMMC, VMMC-
2) supportboth interruptsand polling. Interruptsusually canbe enabledor dis-
abledby therecever; sometimeghe sendeicanalsosetaflagin eachpacletthat
determinesvhetheraninterruptis to be generatedvhenthe paclet arrives.
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Assume Myrinet is reliable?

Yes No

Reliability strategy Reliability protocol?
Prevent buffer overflow

Yes No (unreliable interface)
Locus of flow control Recovery

Application

Fig. 2.3. Designdecisiondor reliability.

2.6 Reliability

Existing Myrinet protocolsdiffer widely in the way they addresseliability. Fig-
ure 2.3 shavs the choicesmadeby varioussystems.The mostimportantchoice
is whetheror not to assumehatthe network is reliable. Myrinet hasa very low
bit-error rate (lessthan101° on shieldedcablesup to 25 m long [27]). Conse-
quently therisk of a paclet gettinglost or corruptedis smallenoughto consider
it a’fatalevent’ (muchlike a memoryparity erroror an OS crash). Suchevents
canbe handledoby higherlevel software(e.g.,usingcheckpointing)pr elsecause
theapplicationto crash.

Many Myrinet protocolsindeedassumehatthe hardwareis reliable,solet us
look attheseprotocolsfirst. Theadwantageof this approachs efficiency, because
no retransmissiorotocolor time-outmechanisms needed Evenif the network
is fully reliable,however, the softwareprotocolmaystill drop packetsdueto lack
of buffer space. In fact, this is the most commoncauseof paclet loss. Each
protocolneedscommunicatiorbuffers on both the hostandthe NI, andboth are
ascarceresource.The basicprotocoldescribedn Section2.1, for example,will
drop paclkets whenit runsout of receve buffers. This problemcan be solved
in one of two ways: eitherrecover from buffer overflov or preventoverflow to
happen.

Thefirst idea(recovery) is usedin PM. Therecever simply discardasncom-
ing pacletsif it hasno roomfor them. It returnsan acknavledgemen{ACK or
NACK) to the sendetto indicatewhetheror not it acceptedhe paclet. A NACK
indicatesa pacletwasdiscardedthesendewill laterretransmithatpaclet. This
procescontinuesuntil an ACK is receved, in which casethe sendercanrelease
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the buffer spacefor the messageThis protocolis fairly simple;the main disad-
vantagesretheextraacknavledgemenmessageandtheincreasedetwork load
whenretransmissionsccur

A key propertyof theprotocolis thatit neverdropsacknavledgementsBy as-
sumption,Myrinet is reliable,sothe network hardwarealwaysdeliversacknavl-
edgementso their destination.Whenan acknavledgementarrives, the recever
processest completelybeforeit acceptsa new paclet from the network, so at
mostoneacknavledgemenneeddo be buffered. (Myrinet’s hardwareflow con-
trol ensureghatpendingnetwork pacletsarenotdropped.)

Unlike anacknavledgementa datapaclet cannotalwaysbe processed¢om-
pletelyonceit hasbeenreceved. A datapaclet needso betransferredrom the
NI to the host,which requiressereralresourcesat leasta free hostbuffer anda
DMA engine.If the wait time for oneof theseresourcege.g.,a free hostbuffer)
is unboundedthenthe NI cannotsafelywait for thatresourcewithout receving
pendingpaclets,because¢he network hardwaremaythenkill blocked paclets.

The secondapproachis to prevent buffer overflowv by using a flow control
schemehatblocksthe senderif therecever is runningout of buffer space.For
large messageBIP requiresthe applicationto dealwith flow control by means
of arendezwousmechanismtherecever mustpostareceve requestindprovide
a buffer beforea messagenay be sent. Thatis, alarge-messagsendnever com-
pletesbeforeareceve hasbeenposted.FM andFM/MC implementflow control
using a host-level credit scheme Before a host can senda paclet, it needsto
have acreditfor therecever; thecreditrepresenta packet buffer in therecever’s
memory Creditscanbe handedoutin advanceby pre-allocatingouffersfor spe-
cific sendersput if a senderunsout of creditsit mustblock until the recever
returnsnew credits.

A host-level credit schemepreventsoverflonv of hostbuffers, but not of NI
buffers, which areusuallyeven scarcer(becauséNl memoryis smallerthanhost
memory). With someprotocols,the NI temporarilystopsreceving messages
the NI buffers overflon. Suchprotocolsrely on Myrinet's hardware, link-level,
flow controlmechanisn{backpressurdp stallthesendelin suchacase.

The protocolsdescribedso far implementa reliable interfaceby depending
on the reliability of the hardware. Sereral other protocolsdo not assumethe
network to be reliable, and either presentan unreliableprogramminginterface
or implementa retransmissiorprotocol. U-Net and Trapezepresentan unreli-
able interfaceand expect higher software layers(e.g., MPI, TCP) to retransmit
lost messagesOthersystemsdo provide a reliableinterface,by implementinga
timeout-retransmissiomechanismeitheron the hostor the NI. The costof set-
ting timersandprocessingicknaviedgementss modesttypically no morethana
few microseconds.
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Fig. 2.4. Repeatedendversusa tree-basednulticast.

2.7 Multicast

Multicasting occursin mary communicationpatterns,rangingfrom a straight-
forward broadcasto the more complicatedall-to-all exchange[84]. Message-
passingsystemdik e MPI [45] directly supportsuchpatterndoy meansof collec-
tive communicatiorservicesandthusrely on an efficient multicastimplementa-
tion. In addition, varioushigherlevel systemsuse multicastingto updaterepli-
catedshareddata[9].

Today’s wormhole-routechetworks, including Myrinet, do not supportreli-
ablemulticastingatthe hardwarelevel; multicastin wormhole-switcheaetworks
is a hardproblemandthe subjectof ongoingresearch{56, 128,136 135. The
simplestway to implementa multicastin software is to let the sendersenda
point-to-pointmessagéo eachmulticastdestination.This solutionis inefficient,
becausehe point-to-pointstartupcostis incurredfor every multicastdestination;
this costincludesthe datacopy to NI memory(possiblyprecededoy a copy to
a DMA area). With someNI support,the repeateccopying canbe avoided by
passingall multicastdestinationdo the NI, which thenrepeatediytransmitsthe
samepacletto eachdestination Sucha’multisend’ primitiveis providedby PM.

Although more efficient than a repeatedsendon the host, a multisendstill
leavesthe network interfaceasa serialbottleneck. A moreefficient approachs
to organizethe senderandreceversinto a multicasttree. The sendetis the root
of the treeandtransmitseachmulticastpaclet to all its children (a subsef the
recevers). Thesechildren,in turn, forward eachpaclet to their children,andso
on. Figure2.4 contrastgherepeated-sendndthe tree-basednulticaststratayies.
Tree-basegrotocolsallow pacletsto travel in parallelalongthe brancheof the
treeandthereforeusuallyhave logarithmicratherthanlinearcompleity.

Tree-basegrotocolscan be implementedefficiently by performingthe for-
warding of multicastpacketson the NI insteadof on the host[56, 68, 80, 146].
Verstoepetal. implementedsuchan Nl-level spanningreemulticastasanexten-
sion of the lllinois FastMessage$113] substratethe resultingsystemis called
FM/MC (FastMessagesAultiCast)[146].
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An importantissuein the designof a multicastprotocolis flow control. Mul-
ticastflow controlis morecomplex thanpoint-to-pointflow control, becausehe
senderof amulticastpaclet needgo obtainbuffer spaceon all receving NIs and
hosts. FM/MC usesa centralbuffer managerimplementedon one of the NIs)
to keeptrack of the availablebuffer spaceat all recevers. This managehandles
all requestdor multicastbuffers andallows sendergo prefetchbuffer spacefor
future multicasts. An advantageof this schemas thatit avoids deadlockby ac-
quiring buffer spacan adwance;a disadantages thatit employs a centralbuffer
manager An alternatve schemes to acquirebuffers on thefly: the senderof a
multicastpacletis responsiblenly for acquiringbuffer spaceatits childrenin the
multicasttree. A moredetaileddiscussiorof FM/MC is givenin Sectior4.5.4.

2.8 Classificationof UserLevel Communication Sys-
tems

Table 2.2 classifiesten userlevel communicationsystemsand shavs how each
systemdealswith the designissuesdiscussedn this chapter Thesesystems
all aim for high performanceandall provide a lean,low-level, andmoreor less
genericcommunicatiorfacility. All systemsxceptVMMC andU-Netwerede-
velopedfirst on a Myrinet platform.

Most systemsmplementa straightforvard message-passingodel. The sys-
temsdiffer mainly in their reliability andprotectionguaranteeandtheir support
for multicast. Several systemauseactivemessges[148]. With actve messages,
the senderof a messagespecifiesnot only the message’ destination but alsoa
handlerfunction whichis invokedat the destinationrwhenthe messagarrives.

VMMC, VMMC-2, andHamlynprovide virtual memory-mappedndsender
basedcommunicationinsteadof messageassing. In both modelsthe sender
specifieswherein the recever’s addressspacethe communicatedlatamust be
deposited.This modelallows datato be moveddirectly to its destinatiorwithout
ary unnecessargopying.

In additionto the researctprojectslisted in Table 2.2, industry hasrecently
createdadraft standardor userlevel communicationn clusterervironmentg51,
149. Implementation®f this Virtual Interface(VI) architecturehave beencon-
structedby UC Berkeley, GigaNet,Intel, and Tandem.Giganetsellsa hardware
VI implementation. The othersimplementVI in device driver software,in NI
firmware,or both. Speightetal. discusghe performancef onehardwareandone
softwareimplementatiorj130].
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2.9 Summary

This chaptehasdiscussedeveraldesignissuesandtradeofs for NI protocols,n
particular:

e how to transferdatabetweerhostsandNIs (DMA or programmed/O);

how to avoid copying to andfrom DMA areasy meansof addresdransla-
tion techniques;

how to achieve protecteduserlevel network accessn a multi-usererviron-
ment;

e how to transfercontrol (interrupts polling, or both);
¢ how andwhereto implementreliability (application hosts,NIs);

e whetherto implementadditionalfunctionalityontheNIs, suchasmulticast.

An interestingobsenationis thatmary novel techniqueexploit the programma-
ble NI processoi(e.g.,for addresdranslation). ProgrammabléNis areflexible,
which compensatefor thelack of hardwaresupporipresenin themoreadwanced
interfacesusedby MPPs. Eventually hardwareimplementationsnay be more
efficient, but the availability of a programmabléNl hasenabledastandeasyex-
perimentationwith differentprotocolsfor commaoditynetwork interfaces. As a
result, the performanceof theseprotocolshassubstantiallyincreased.In com-
binationwith the economicadwvantage®f commoditynetworks, this makessuch
networksa key technologyfor parallelclustercomputing.

An efficientnetwork interfaceprotocol,however, doesnotsuffice; whatcounts
is applicationperformance.As discussedn Sectionl.1, mostapplicationpro-
grammersuseaparallel-programmingystento developtheirapplications.There
is alarge gapbetweerthe high-level abstractionprovidedby theseprogramming
systemsandthelow-levelinterfacesof thecommunicatiorarchitecturesliscussed
in this chapter It is not a priori clearthatall typesof programmingsystemscan
beimplementecefficiently on all of theselow-level systems.



Chapter 3

The LFC UserLevel
Communication System

This chapterdescribed FC, a new userlevel communicatiorsystem. LFC dis-
tinguishestself from othersystemdoy theway it dividesprotocoltasksbetween
thehostprocessoandthenetwork interface(NI). In contrastvith communication
systemghat minimize the amountof protocolcodeexecutedon the NI, LFC ex-
ploits the NI to implementflow control,to forward multicasttraffic, to reducethe
overheadof network interrupts,andto performsynchronizatioroperations.This
chapterdescribes FC’s userinterfaceandgivesanoverview of LFC’'simplemen-
tationonthe computerclusterdescribedn Sectionl.6. LFC’s Nl-level protocols
aredescribedseparatelyn Chapterd.

This chapteris structuredasfollows. Section3.1 described. FC’s program-
ming interface. Section3.2 statesthe key assumptionghat we madein LFC’s
implementation. Section3.3 givesan overviev of the main componentf the
implementationSubsequergectionslescribeFC’s pacletformat(Section3.4),
datatransfermechanismgSection3.5), host buffer managemen{Section3.6),
the implementatiorof messageletectionanddispatch(Section3.7), andtheim-
plementationof a fetch-and-addgrimitive (Section3.8). Section3.9 discusses
limitations of theimplementationFinally, Section3.10discusseselatedwork.

3.1 Programming Interface

LFC aimsto supportthe developmentof parallelruntimesystemgatherthanthe
developmentof parallelapplications.Therefore LFC providesan efficient, low-
level interfaceratherthana high-level, userfriendly interface.In particular LFC
doesnot fragmentlarge messageanddoesnot provide a demultiplexing mecha-
nism. As aresult,theuserof LFC hasto write codefor fragmentingreassembling,

37
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anddemultiplexing messagesThis interfacerequiresextra programmingeffort,
but at the sametime offers high performanceo all clients. The mostimportant
functionsof theinterfacearelistedin Table3.1.

3.1.1 Addressing

LFC’s addressingschemeis simple. Each participatingprocessis assigneda
uniqueprocessdentifie; anumberin therang€0. .. P— 1], whereP is thenumber
of participatingprocessesThis numberis determinecat applicationstartuptime
andremainsfixed duringthe applications lifetime. LFC mapsprocessdentifiers
to hostaddresseandnetwork routes.

3.1.2 Packets

LFC clientsusepacletsto sendandreceve data. Packetshave a maximumsize
(1 Kbyte by default); messagetarger thanthis size mustbe fragmentecby the
client. LFC deliberatelydoesnot provide a higherlevel abstractiorthat allows
clientsto constructmessagesf arbitrary sizes. Suchabstractionsmposeover-
headandoftenintroducea copy atthereceving sidewhendataarrivesin packet
buffersthatarenot contiguousn memory Clientsthatneedonly sequentiabc-
cesgo messagéragmentsanavoid this copy by usingstreammessges[90]. An
efficientimplementatiorof streammessagesn top of LFC is describedn Sec-
tion 6.3. Evenwith streanmessagesowever, someoverheademaingn theform
of procedurecalls, auxiliary datastructures and headeffields that someclients
simply do not need. Our implementationof CRL, for example,is constructed
directly on LFC’s pacletinterface,withoutintermediatenessagabstractions.

LFC distinguishedetweensendpadketsandreceivepadkets Sendpaclets
residein NI memory Clientscanallocatea sendpaclketandstoredatainto it using
normalmemorywrites (i.e., usingprogrammed/O). At thereceving side,LFC
usesthe DMA areaapproactdescribedn Section2.1, soreceve pacletsreside
in pinnedhostmemory

Both sendandreceve pacletsform ascarceesourcefor whichonly alimited
amountof memoryis available. Sendpacletsarestoredin NI memory whichis
typically small: the memorysizesof currentNIs rangefrom a few hundredkilo-
bytesto a few megabytes. Receve buffers are storedin pinnedhost memory
In a multiprogrammingervironment,whereuserprocessesompetefor CPU cy-
clesandmemory mostoperatingsystemsdo not allow a singleuserto pin large
amountsof memory
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3.1.3 SendingPackets

LFC providesthreesendroutines:lfc_ucastlaund() sendsapoint-to-pointpaclet,
Ifc_bcastlaundh() broadcastsa paclet to all processesand Ifc_mcastlaund()
sendsapacletto all processes amulticastgroup. Eachmulticastgroupcontains
afixedsubsebf all processesMulticastgroupsarecreateconceandfor all atini-
tializationtime, so processesannotjoin or leave a multicastgroupdynamically
For reasongslescribedn AppendixA, multicastgroupsmay notoverlap.

To senddata,a clientmustperformthreesteps:

1. Allocate a sendpaclet with Ifc_sendalloc(). Lfc_sendalloc() returnsa
pointerto a free sendpacletin NI memoryandtransfersownershipof the
pacletfrom LFC to theclient.

2. Fill thesendpaclet, usuallywith a client-specificheadeanddata.

3. Launchthepacletwith Ifc_ucastlaund(), Ifc_mcastlauna(), or Ifc_bcast-
laundh(). Thesefunctionstransmitthe paclet to one, multiple, or all des-
tinations, respectiely. LFC transmitsas mary bytesasindicatedby the
client. Ownershipof the paclet is transferredbackto LFC. This implies
thattheallocationstep(stepl) mustbe performedor eachpacletthatis to
betransmitted No paclet canbetransmittednultiple times.

Stepsl and3 may block dueto the finite numberof sendpaclet buffersandthe
finite lengthof the NI's commandqueue. To avoid deadlock,LFC continuesto
receve pacletswhile it waitsfor resourcegseeSection3.1.4).
Thesendprocedureavoidsintermediatecopying: clientscangatherdatafrom
variousplaces(registers,differentmemoryregions) and useprogrammed/O to
storethat datadirectly into sendpaclets. An alternatve is to use DMA trans-
fers,which consumdewer processocyclesandrequirefewer bustransfers.For
messagesizesup to 1 Kbyte, however, programmed/O movesdatafrom host
memoryto NI memoryfasterthanthe NI’'s DMA engine(seeFigure2.2). Fur
thermore programmed/O caneasilymove datafrom ary virtual addressn the
client'saddresspaceo the NI, while DMA canbeusedonly for pinnedpages.
Thesendprocedureseparatepaclet allocationandpaclet transmissionThis
allows clientsto hidetheoverheadf pacletallocation.The CRL implementation
on LFC, for example,allocatesa new sendpaclketimmediatelyafterit hassenta
paclet. Sincethe CRL runtimefrequentlywaitsfor areply messageaftersending
arequesmmessaget canoftenhidethe costof allocatinga sendpaclet.
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3.1.4 Receving Packets

LFC copiesincoming network paclets from the NI to receve pacletsin host
memory LFC deliversreceve pacletsto the receving processhy meansof an
upcall [38]. An upcallis a function that is definedin one software layer and
that is invoked from lowerlevel software layers. Upcalls are usedto perform
application-specifiprocessingat timesthat cannotbe predictedby the applica-
tion. SinceLFC doesnotknow whata clientaimsto dowith its incomingpaclets,
theclientmustsupplyanupcallfunction. This function,namedfc_upcall), is in-
vokedby LFC eachtimeapacletarrives;it transfersownershipof areceve paclet
from LFC to theclient. Usually, this functioneithercopiesthe paclet or performs
a computationusing the paclet’s contents. (The computationcan be as simple
asincrementinga counter) The upcall’s returnvalue determinesvhetheror not
ownershipof the paclet is returnedto LFC. If the client keepsthe paclet, then
the paclet mustlaterbereleasedxplicitly by calling Ifc_padet fred), otherwise
LFC regyclesthe paclet immediately The main adwantageof this interfaceis
thatit doesnot forcetheclientto copy pacletsthatcannotbe processedmnmedi-
ately. Pandaexploit this propertyin its implementatiorof streammessageésee
Section6.3).

Many systemsbasedon actve messages[148], invoke messagehandlers
while drainingthe network. (Drainingthe network consistsof moving paclets
from the network to hostmemoryandis necessaryo avoid congestioranddead-
lock.) Theclientsof suchsystemsanustbe preparedo handlepacletswheneer
draining can occut Unfortunately draining sometimesoccursat incorvenient
times. Consideyfor example,the casein which amessagéandlersendsa mes-
sage.If the systemdrainsthe network while sendingthis messageit may recur
sively activatethe samemessagéandler(for anotherincomingmessage)Since
the systemdoesnot guaranteeatomic handlerexecution,the programmemust
protectglobal dataagainstinterleared accesseby multiple handlers. Using a
lock to turn the entirehandlerinto a critical region leadsto deadlock.Therecur
siveinvocationwill blockwhenit triesto enterthecritical sectionoccupiedoy the
firstinvocation.Thefirst invocation,however, cannotcontinue becausd is wait-
ing for therecursve invocationto finish. Chapter6 studiesthis upcall problemin
moredetailandcompareseveralsolutions.

LFC separatesetwork drainingandhandlerinvocation[28]. Drainingoccurs
whene&eranLFC routinewaitsfor resourcege.g.,afreeentryin thesendqueue),
when the userpolls, or whenthe NI generatesan interrupt. During draining,
however, LFC will invoke Ifc_upcall() only if oneof the following conditionsis
satisfied:

1. Theclienthasnotdisablednetwork interrupts.
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2. Theclientinvokeslfc_poll().

3. Theclientinvokesan LFC primitive with its upcalls allowedparameteset
to true (nonzero).

All LFC callsthat potentiallyneedto drain the network take an extra parameter
namedupcallsallowed If the clientinvokesa routinewith upcallsallowed set
to false(zero),thenLFC will drainthe network if it needsto, but will not make
ary upcalls. If the parameteis true, thenLFC will drainthe network and make
upcalls.

Separatinglrainingandhandlerinvocationis no panacealf a client enables
draining but disablesupcalls, LFC mustbuffer incoming network paclets. To
preventLFC from runningout of receve pacletsthe client mustimplementflow
control. This is crucial, becausehereis nothing LFC, or any communication
systemcando againstclientsthatsendan unboundedmountof dataanddo not
consumehatdata.Thesystermwill eitherrunoutof memoryor deadlockbecause
it stopsdrainingthe network. SinceLFC’s currentclientsdo notimplementflow
control—atleast,notfor all theircommunicatiorprimitives—they cannotisable
upcallsandmustthereforealwaysbe preparedo handleincomingpaclets.

With the currentinterface, clients cannotspecify that the network must be
drainedasynchronouslyusinginterrupts,without LFC makingupcalls. If a pro-
cessentersa phasein which it cannotprocessupcallsandin which it doesnot
invoke LFC primitives,thenthenetwork will notbedrained. TheMPI implemen-
tation describedn Section7.4, for example,doesnot useinterrupts. Draining
occursonly during the invocationof LFC primitives. Sincetheseprimitivesare
invoked only whenthe applicationinvokesan MPI primitive, thereis no guaran-
teethat a processwill frequentlydrainthe network. If a processsendsa large
messagéo aprocesengagedn along-runningcomputation—i.e.,aprocesshat
doesnot drain—then LFC’s internal flow-control mechanisnm(seeSection4.1)
will eventuallystall the senderevenif the recever hasspaceto storeincoming
paclets.

3.1.5 Synchronization

LFC providesanefficient fetch-and-adqF&A) primitive [127]. A fetch-and-add
operationfetchesthe currentvalueof alogically sharedntegervariableandthen
incrementghis variable. Sincetheseactionsare performedatomically processes
canusethe F&A primitive to synchronizetheir actions(e.g.,to obtainthe next
freeslotin asharedjueue).

LFC storesF&A variablesin NI memory The implementatiorprovidesone
F&A variableperNI andinitializesall F&A variablego zero.Thereis nofunction
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to setor resetF&A variablesto a specificvalue,but sucha function could easily
beadded.

Pandausesa single F&A variableto implementtotally-orderedoroadcasting
(seeChapter6). Totally-orderedoroadcastingin turn, is usedby the Orcarun-
time systemto updatereplicatedobjectsin a consistentnanner(seeSection7.1).
Karamchetiet al. describeanotherinterestinguse of fetch-and-addn their pa-
per on pull-basedmessaging76]. In pull-basedmessagingendersio not push
messagelatato recevers. Instead,a sendertransmitsonly a messaggointerto
therecever. Therecever pullsin the messagelatawhenit is readyto receve.
Pull-basednessagingeducesontention.

3.1.6 Statistics

Besideghefunctionslistedin Table3.1,LFC providesvariousstatisticsroutines.
LFC can be compiledsuchthat it countseventssuchas paclet transmissions,
DMA transfers,etc. The statisticsroutinesare usedto reset,collect, and print
statistics.

3.2 Keylmplementation Assumptions

We have implemented_FC onthe computerclusterdescribedn Sectionl.6. The
implementatiormakesthe following key assumptions:

1. Thenetwork hardwareis reliable.

2. Multicastandbroadcasarenot supportedn hardware.
3. Eachhostis equippedwith anintelligentNI.

4. Interruptprocessings expensve.

Assumptionsl—-3pertainto network architecture Amongthesethree thefirst
assumptionteliablenetwork hardware,is the mostcontroversial. We assumehat
thenetwork hardwareneitherdropsnor corruptsnetwork paclets. With theexcep-
tion of customsupercomputenetworks (e.g.,the CM-5 network [91]), however,
network hardwareis usually consideredinreliable. This may be dueto the net-
work material(e.g., insufficient shieldingfrom electricalinterference)or to the
network architecturge.g.,lack of flow controlin the network switches).

The secondassumptionno hardware multicast,is satisfiedoy mostswitched
networks(e.g.,ATM), but notby tokenringsandbus-baseaetworks(e.g.,Ether-
net). We assumeéhat multicastand broadcasservicesmustbe implementedn
software. Efficient software multicastschemesause spanningtree protocolsin
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which network nodesforward the messagethey receve to their childrenin the
spanningree(seeSection2.7).

Thethird assumptionthe presencef anintelligentNI, enableghe execution
of nontrivial protocolcodeon the NI. IntelligentNIs areusedbothin supercom-
puters(e.g.,FLASH [85] andthe IBM SP/2[129]) andin clusterarchitectures
(e.g.,Myrinet and ATM clusters). NI-level protocolsform animportantpart of
LFC’simplementatior(seeChapter4).

The fourth assumptiongxpensve interrupts,is relatedto host-processoar-
chitectureandoperatingsystemimplementations Modernprocessorsave deep
pipelineswhich mustbeflushedwhenaninterruptis raised.In addition,commer
cial operatingsystemslonotdispatchnterruptsefficiently to usemprocessefl43].
We thereforeassumehatinterruptprocessings slow andthatinterruptsshould
beusedonly asalastresort.

3.3 Implementation Overview

LFC consistsof alibrary thatimplementd FC's interfaceanda control program
thatrunsonthe NI andtakescareof paclettransmissionteceipt,forwarding,and
flow control. The controlprogramimplementghe NlI-level protocolsdescribedn
Chapter4. In addition,several device driversare usedto obtainefficient access
to thenetwork device. Thelibrary, the NI controlprogram,andthedevice drivers
areall writtenin C.

3.3.1 Myrinet

Myrinet implementshardware flow control on the network links betweencom-
municatingNIs and hasa very low bit-error rate [27]. If all NIs usea single,
deadlock-fregouting algorithmandarealwaysreadyto processncomingpack-
ets,thenMyrinet will notdropary paclets. In a singleadministratve domainof
modestsize,suchasour Myrinet cluster theseconditionscanbe satisfied.Con-
sequently LFC assumeghat Myrinet neitherdropsnor corruptspaclets. The
limitations of this approacharediscussedn moredetailin Section3.9.

3.3.2 Operating SystemExtensions

All clusternodesruntheLinux operatingsystem(RedHatdistribution 5.2, kernel
version2.0.36). To supportuserlevel communicationwe addedsereral device
driversto the operatingsystem.

Myricom’s Myrinet device driver was modified so that at most one userat
a time can openthe Myrinet network device. When a userprocessopensthe
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device, the driver mapsthe NI's memory contiguouslyinto the users address
spacesotheuserprocescanreadandwrite NI memoryusingnormalload and
storeinstructions(i.e., programmed/O). Thedriver alsoprocessesll interrupts
generatedy the NI. Eachtime the driver recevesaninterrupt,it sendsa SIGIO
softwaresignalto the procesghatopenedhedevice.

At initializationtime, LFC’s library allocatesa fixed numberof receve pack-
etsfrom theclient'sheap.The pagesonwhichthesepacletsarestoredarepinned
by meanf themlod() systemcall. Theclient canspecifythe numberof receve
pacletsthatthelibrary is to allocate. To transferdatafrom its memoryinto the
receve pacletsin hostmemory the NI's control programneedshe physicalad-
dresse®f thereceve paclets. To obtaintheseaddressesye implementeda small
pseudadevice driver thattranslates pages virtual addresgo the corresponding
physicaladdress(A pseudadevice driveris akernelmodulewith adevice driver
interface but without associatedhardware.) LFC’s library invokesthis driver at
initialization time to computeeachpaclet’s physicaladdress.

Writes to device memory(e.g.,NI memory)are normally not cachedby the
writing processqrbecausedhe datawritten to device memoryis unlikely to be
readbackagainby the processar Moreover, in the caseof write-backcaching,
the device will not obsene the writes until they happento be flushedfrom the
cache By disablingcachingfor device memory however, performances reduced
becausabustransactiomustbesetupfor eachwordthatis writtento thedevice.
Write-backcachesjn contrast,write completecachelinesto memory which is
beneficiawhenalarge contiguouschunkof datais written.

To speedupwritesto NI memory LFC useghePentiumPro’s ability to setthe
cachingpropertiesf specificvirtual memoryrangeq71]. A smallpseudalevice
driver enableswrite combiningfor the virtual memoryrangeto which the NI's
memoryis mapped.The PentiumPro combinesall writes to a write-combining
memoryregion in on-processowrite buffers. Writes aredelayeduntil the write
buffer is full or until a serializinginstructionis issued.By aggr@atingwritesto
NI memory the processocantransferthesewritesin largerburststo thel/O bus,
which reduceghe numberof I/0O busarbitrations.

As discussedn Section2.2, the useof write combiningconsiderablyspeeds
up programmed/O datatransfersfrom hostmemoryto NI memory The main
disadantageof applyingwrite combiningto a memoryregion is that writes to
thatregion maybereorderedTwo sucessie writesareexecutedn programorder
only if they areseparatetby a serializinginstruction.Whennecessaryve usethe
PentiumPro’s atomicincrementinstructionto orderwrites.
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Type Resource Description
Hardware | SendDMA engine Transfergpacletsfrom NI memoryto the
network.
Receve DMA engine| Transfergacletsfromthenetworkto NI
memory

Host/NIDMA engine| Mainly usedto transferpacletsfrom NI
memoryto hostmemory Also usedto
retrieve andupdatestatusnformation.
Software | Sendcredits A sendcredit representsa data paclet
buffer in someNI’s memory For each
destinationNlI, there is a separatere-
sourcequeue.

Hostreceve buffer A receve buffer in hostmemory

Table 3.2. Resourcesisedby the NI controlprogram.

3.3.3 Library

LFC’s library implementsall routineslisted in Table3.1. The library manages
sendandreceve buffers,communicatesvith theNI controlprogram anddelivers

pacletsto clients. Host-NI communicatiortakesplacethroughsharedvariables
in NI memorythroughDMA transferdoetweerhostandNI memory andthrough

signalsgeneratedby thekernelin responséo NI interrupts.

3.3.4 NI Control Program

Themaintaskof theNI controlprogramis to sendandreceve paclets. Outgoing
andincomingpacletsusevarioushardwareandsoftwareresourcessthey travel
throughthe NI. The controlprogramacquiresandactvatestheseresourcesn the
right orderfor eachpaclet. If thecontrolprogramcannotacquirethenext resource
that a paclet needsthenit queueghe paclet on a resource-specifi¢software)
resouce queue All resourcedistedin Table3.2, exceptthe hostreceve buffers,
have anassociatedesourcegueue.

Threehardware resourcesare available for paclet transfers:the sendDMA
engine,the receve DMA engine,andthe host/NIDMA engine. Theseengines
operateasynchronouslytypically, the NI processoistartsa DMA transferand
continueswith otherwork, periodicallycheckingif the DMA enginehasfinished
its transfer (Alternatively, a DMA enginecangeneratean interruptwhenit has
completedatransfer LFC’s controlprogram however, doesnot useinterrupts.)

Softwareresourcegreusedto implementlow control,bothbetweercommu-
nicatingNIs andbetweeman NI andits host. Sendcreditsrepresenbuffer space
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in someNI’s memoryandareusedto implementNI-to-NI flow control (seeSec-
tion4.1). BeforeanNI cansendadatapacletto anotheml, it mustacquireasend
creditfor thatNI. Similarly, beforeanNI cancopy adatapacletto hostmemory
it mustobtaina hostbuffer. Hostbuffer managemens describedn Section3.6.
To utilize all resourcegfficiently, LFC’s controlprogramis structuredaround
resourcesatherthanpaclets. The programs mainloop polls severalwork queues
andcheckdsf resourcesreidle. Whenthe controlprogramfindsataskon oneof
its work queuesit executeshetaskupto thepointwherethetaskneedsaresource
thatis notavailable. Thetaskis thenappendedo the appropriateesourcejueue.
Whenthe control programfinds that a resourceis idle, it checksthe resources
gueuefor new work. If thequeudas nonemptyataskis dequeue@ndtheresource
Is put backto useagain.
Theresource-centristructureoptimizesresourceutilization. In particular all
DMA enginesanbeactive simultaneouslyBy allowing thereceve DMA of one
pacletto proceedconcurrentlywith thehostDMA of anotherpaclet, we pipeline
paclet transfersandobtainbetterthroughput A paclet-centricporogramstructure
would guidea singlepaclket completelythroughthe NI beforestartingto work on
anotherpaclet. With this approachthe control programusesat mostone DMA
engineatatime,leaving theotherDMA engineddle.
Theresource-centriapproachncreasefateng, becaus@acletsareenqueued
anddequeueckachtime they usesomeresource.To attackthis problem,LFC’s
controlprogramcontainsa fastpathat the sendingside,which skipsall queueing
operationsf all resourceshata pacletneedsareavailable.We alsoexperimented
with arecever-sidefastpath,but foundthatthe lateng gainswith this extra fast
pathweresmall. To avoid codeduplication,we thereforeremovedthis fastpath.
The control programactsin responseo threeeventtypes:

1. sendrequests
2. DMA transfercompletions
3. timerexpiration

The controlprograms mainloop polls for theseeventsandprocessethem.

Sendrequestarecreatedoy thehostlibrary in responséo aclientinvocation
of one of the paclet launchroutines. Eachsendrequestis stored(using pro-
grammed/O) in aqueuein NI memory The control programs mainloop polls
this queuefor new requests.

DMA transfersare usedto sendandreceve paclets andto move receved
pacletsto hostmemory DMA transfercompletionis signaledby meansof bits
in the NI’ sinterruptstatusregister Whena paclet transfercompletesthe control
programmovesthe paclet to its next processingstageand checksif it can put
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Fig. 3.1. LFC’s paclet format.

the DMA engineto work again. The control programalwaysrestartshereceve
DMA enginesothatit is alwayspreparedor incomingpaclets.

Myrinet’sNI containsatimerwith agranularityof 0.5us. Thecontrolprogram
usesthis timer to delayinterrupts(seeSection4.4). Timer expirationis signaled
by meansf certainbits in the NI’ sinterruptstatusregister

3.4 Packet Anatomy

LFC usesseveral paclet typesto carry userandcontrol dataacrosshe network.
As shavnin Figure3.1,eachpaclet consistof a 12-byteheademlanda 1024-byte
userdatabuffer. The buffer storesthe datathata client wishesto transfer LFC
doesnot interpretthe contentsof this buffer. WhenLFC allocatesa sendpaclet
(in Ifc_sendalloc()) or passesireceve pacletto Ifc_upcall(), theclientrecevesa
pointerto the databuffer. Clientsmustneitherreadnor write the paclet header
but thisis notenforced.

The headers tag field consistsof a 2-byte Myrinet tag. Every Myrinet com-
municationsystemcanobtainits own tag rangefrom Myricom. Thistagrangeis
differentfrom thetagrangesassignedo otherregisteredMyrinet communication
systems.NIs canusethe Myrinet tag to recognizeand discardmisroutedpack-



3.4 Packet Anatomy 49

Packet class| LFC tag Function

Control CREDIT Explicit creditupdate
CHANNEL_CLEAR | Deadlockrecovery
FA_REPLY Fetch-and-addeply

Data UCAST Unicastpaclet
MCAST Multicastpaclet
FA_REQUEST Fetch-and-addequest

Table 3.3. LFC’s paclettags.

etsfrom differentcommunicationsystems. All LFC paclets carry Myrinet tag
0x0450.

LFC usesan additionaltag field to identify differenttypesof LFC paclets.
Unicastandmulticastpaclets,for example,usedifferenttags,becausehecontrol
programtreatsunicastand multicast paclets differently; multicast paclets are
forwarded,whereasunicastpaclets are not. Table 3.3 lists the mostimportant
paclettags.

We distinguishbetweencontrol paclets and datapaclets. Control paclets
requireonly a smallamountof Nl-level processingUnlike datapaclets,control
paclets are never queued;whenthe NI receves a control paclet, it processes
it immediatelyand then releaseghe buffer in which the paclet arrived. Two
pacletbufferssufficeto receve andprocesall controlpaclets. A secondoufferis
neededecause¢hecontrolprogramalwaysrestartghereceve DMA enging(with
afreepaclet buffer asthe destinatioraddresspeforeit processethe paclet just
receved.

DatapacletsgothroughmoreprocessingtagesandusemoreresourcesEach
UNICAST paclet, for example,needdo be copiedto hostmemory but this canbe
doneonly whenafreehostbuffer andthe DMA engineareavailable.Wheneither
resourceas unavailable,the controlprogramqueueghe paclet andstartsworking
on anotherpaclet. Sincesomeresourcege.g.,hostbuffers) may be unavailable
for anunpredictablamountof time, thecontrolprogrammayhave to buffer mary
datapaclets. Thetotal numberof pacletsthatneeddo be bufferedis boundedoy
LFC’s flow control protocol,which stallssendersvhenreceving NIs run out of
free paclet buffers.

Thesourcefield in the pacletheadeidentifiesthe sendeiof apaclet. At LFC
initialization time, the client passeto eachLFC processhe numberof partici-
pating processesind assignsa unique processdentifier to eachprocess.Since
LFC allows only oneprocesger processarthis processdentifier alsoidentifies
theprocessoandtheNI. Eachtime anNI transmitsa paclet, LFC storesheNI's
identifierin the sourcefield.
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Host Sender’s address space Host
Receiver’s address space
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2. Network send and receive DMA transfers
3. DMA transfer to host memory

Fig. 3.2. LFC’s datatransferpath.

The userdata part of sendpaclets hasa maximumsize of 1024 bytes, but
clientsneednot fill the entiredatapart. The sizefield specifieshow mary bytes
have beenwritten into the userdatapart of a paclet. Thesebytesarecalledthe
valid userbytesandthey mustbestoredcontiguouslyatthe beginningof a paclet.
When LFC transfersa paclet, it transfersthe paclet headerandthe valid user
bytes,but not the unusedbytesat the endof the paclet. This yieldslow lateng
for smallmessageandhigh throughpufor large messages.

Theremainingheadeffields aredescribedn detailin Chapter4. The credits
field is usedto piggybackflow control informationto the paclet's destination.
Thetreefield identifiesmulticasttrees.Thedeadlo& channelfield is usedduring
deadlockrecovery.

LFC’s outgoingpacletsaretagged(in hardware)with a CRC thatis checled
(in software) by LFC’s control programat the receving side. CRC errorsare
treatedascatastrophi@andcause.FC to abort.Lost pacletsarenot detected.

3.5 Data Transfer

LFC transferdatain pacletswhich areallocatedfrom threepaclet buffer pools.
EachNI maintainsa sendbuffer pool anda receve buffer pool. Hostsmaintain
only a receve buffer pool; all buffersin this pool are storedin pinnedmemory
The datatransferpathin Figure 3.2 for unicastpaclets shovs how thesethree
poolsareused.

At thesendingside,theclientallocatessendpacletsfrom the sendbuffer pool
in NI memory(transferl in Figure3.2). Programmed/O is usedto copy client
datadirectly, withoutoperatingsystemntervention,into asendpaclet. Theclient
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Fig. 3.3. LFC’s sendpathanddatastructures.

callsoneof LFC’s launchroutines,which writes a senddescriptorinto the NI's

sendqueue(seeFigure 3.3). The senddescriptorcontainsthe paclet’s destina-
tion anda referenceo the paclet. The NI, which polls the sendqueue jnspects
the senddescriptor Whencreditsare availablefor the specifieddestinationthe

descriptoris moved to the transmitqueue the paclet will be transmittedwhen

the descriptorreacheshe headof this queue(transfer2 in Figure 3.2). After the

paclet hasbeentransmittedit is returnedto the NI’ s sendpaclet pool.

Whenno sendcreditsareavailable,the descriptoris addedo a blodked-sends
queueassociateavith thepaclet’'s destination Whencreditsflow backfrom some
destinationdescriptorsaremovedfrom thatdestination$ blocked-sendsjueueto
thetransmitqueue.Thedetailsof the creditalgorithmaredescribedn Chapter4.

ThedestinatiorNI recevestheincomingpacletinto afreepaclet buffer allo-
catedfrom its receve buffer pool. This pool is partitionedevenly amongall NIs:
eachNI ownsa fixed numberof the buffersin the receve pool andcanfill these
buffers—andno more—by sendingpaclets. Eachbuffer correspondso onesend
creditandfilling abuffer correspond$o consuminga sendcredit.

Eachhostis responsibldor passinghe addressesf free hostreceve buffers
to its NI. Theseaddresseare storedin a sharedqueuein NI memory(seeSec-
tion 3.6). As soonasa free hostreceve buffer is available, the NI copiesthe
paclet to hostmemory(transfer3 in Figure3.2). After this copy, the NI receve
buffer is returnedto its pool. Whenno hostreceve buffers areavailable,the NI
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Fig. 3.4. Two waysto transferthe payloadand statusflag of a network paclet.
The dashedarrows illustrate a simple, but expensve manner The solid arrow
indicatesthe optimizedtransfer

simply doesnot copy pacletsto the hostanddoesnot releaseary of its receve
buffers. Eventually senderwill be stalledandremainstalleduntil thereceving
hostpostsnew buffers.

Eachhostreceve buffer containsa statusfield thatindicateswhetherthe con-
trol programhascopieddatainto the buffer. The hostusesthis field to detect
incoming messages.Copying a paclet from an NI receve buffer to a hostre-
ceive buffer involvestwo actions: copying the paclet’s payloadto host mem-
ory and settingthe statusfield in the hostbuffer to FuLL. For efficiengy, LFC
folds both actionsinto a single DMA transfer This is illustratedin Figure 3.4,
which alsoshows a nave implementatiorthat usestwo DMA transfersto copy
the paclet’s payloadandstatusfield. To avoid transferringthe unusedpartof the
receve paclet’s datafield, the statusfield mustbe storedright afterthe paclet’s
payload.(If it werestoredin front of thedata,the hostcouldbelieveit receveda
pacletbeforeall of thatpaclet'sdatahadarrived.) The positionof theFuLL word
thereforedepend®nthesizeof the paclet’s payload.Thehost,however, needdo
know in advancewhereto poll for the statusfield. The control programtherefore
transfersthe paclet’s payloadandthe FuLL word to the endof the hostreceve
buffer. In addition,the control programtransfersa word thatholdsthe payloads
displacementelative to the beginning of the host’s receve buffer.

Oncefilled, thehostbuffer is passedo theclient-suppliecupcallroutine. The
clientdecidesnvhenit releaseshis buffer. Oncereleasedthe buffer is returnedo
the hostreceve buffer pool.
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Fig. 3.5. LFC’sreceve datastructures.

Multicast pacletsfollow the samepathasunicastpaclets, but may addition-
ally beforwardedby receving Nlis to otherdestinationsAn NI receve buffer that
containsamulticastpacletis notreturnedo its pooluntil themulticastpaclethas
beenforwardedto all forwardingdestinations.

3.6 Host Receve Buffer Management

Eachhosthasa pool of free hostreceve buffers. The client specifiesthe ini-
tial numberof buffersin this pool. At initialization time, the library obtainsthe
physical addresof eachbuffer in the pool andstoresthis addressn the buffer’'s
descriptor

Besideghe pool, the library manages receivequeueof hostreceve buffers
(seeFigure3.5). Thelibrary maintainsthreequeuepointers. Head pointsto the
first FULL, but unprocessegaclet buffer. This is the next buffer that will be
passedo Ifc_upcall(). Emptypointsto thefirst EMPTY receve buffer. Thisis the
next buffer that the library expectsto befilled by the NI. Tail pointsto the last
buffer in thequeue Whenthelibrary allocatesnew receve buffersfrom the pool,
it appendshemto thereceve queueandadvancedail.

Eachtime the library appendsa buffer to its receve queue,it alsoappends
the physicaladdressof the buffer to a sharedqueuein NI memory Whenthe
NI control programreceves a network paclet, it tries to fetch an addresfrom

1To be precise,we obtain the bus address. This is a device’s addresdor a particularhost
memorylocation. On somearchitecturesthis addressanbe differentfrom the physicaladdress
usedby the host’s CPU, but on Intel's x86 architectureghe bus addressandthe physicaladdress
areidentical.
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the sharedqueueandcopy the paclet to this address Whenthe sharedqueueis
empty the control programdefersthe transferuntil the queueis refilled by the
hostlibrary.

It is notnecessarjo separat¢hereceve queueandthepool,but doingsooften
reducegshe memoryfootprint of the hostreceve buffers. In mostcaseswe keep
only asmallnumberof bufferson thereceve queue.As long astheclientis able
to useandreusethesebuffers, only a small portion of the processos datacache
is polluted by hostreceve buffers. In somecaseshowever, clientsneedmore
buffers,which arethenallocatedrom the poolandaddedo thereceve queue.ln
thosecasesa largerportionof the cachewill be pollutedby hostreceve buffers.

Whenthelibrary needgo drain (seeSection3.1.4),it performstwo actions:

1. If thepacletpointedto by emptyhasbeertfilled, thelibrary advancesempty
If emptycannotbe advanced(becausall pacletsarefull) and upcallsare
not allowed, thenthe library appendsa new buffer from the pool to both
queues.

2. If headdoesnot equalemptyandupcallsareallowed,thelibrary dequeues
headandcallslIfc_upcall), passingheadasa parameterHeadis thenad-
vanced.f thereareno buffersleft in thereceve queuethenthelibrary ap-
pendsa new buffer from the poolto bothqueuedeforecalling lfc_upcall().

Pacletsfreedby clientsareappendedio bothqueuesunlesghequeuealready
containsa sufficient numberof empty paclets. In the latter case,the paclet is
returnedto the buffer pool.

3.7 MessageDetectionand Handler Invocation

LFC deliverspacletsto areceving processy invoking Ifc_upcall(). Thisroutine
is eitherinvoked sychronouslyin the contet of a client call to a drainingLFC
routine,or asynchronouslyin the context of a signalhandler Here,we discuss
theimplementatiorof bothmechanisms.

Eachinvocationof Ifc_poll() checksif the control programhascopieda nen
paclet to hostmemory If Ifc_poll() finds a new paclet, it invokeslfc_upcall(),
passinghepacletasaparameterTo allow fair schedulingof the clientcomputa-
tion andthe paclet handler Ifc_poll() deliversat mostonenetwork paclet.

Thecheckfor thenext pacletis implementedy readingthe statudield of the
next undelveredpaclet buffer (emptyin Figure3.5). Whenthis buffer's address
was passedo the control program,its statusfield is setto EMPTY. The poll
succeedsvhenthe hostdetectshatthis field hasbeensetto FULL. This polling
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stratayy is efficient, becausdhe statusfield residesin hostmemoryandwill be
cachedseeSection2.5).

Asynchronougpacletdeliveryis implementectooperatrely by LFC’s control
program,the Myrinet device driver, andLFC’s library. In principle, LFC’s con-
trol programgeneratesn interruptafter it hascopieda paclet to hostmemory
However, sincethereceving processnay poll, the controlprogramdelaysits in-
terrupts. Myrinet NIs containan on-boardtimer with 0.5 ps granularity When
a paclet arrives, the control programsetsthis timer to a userspecifiedtimeout
value (unlessthe timer is alreadyrunning). An interruptis generateanly if the
hostfails to processa paclet beforethe timer expires. The detailsof this polling
watdhdog mechanisnaredescribedn Chapter4.

Interruptsgeneratedby the controlprogramarerecevedby the operatingsys-
temkernel,which passeshemto theMyrinet device driver. Thedrivertransforms
theinterruptinto a userlevel softwaresignalandsendshis networksignalto the
clientprocessThesesignalsarenormallycaughtoy theLFC library. Thelibrary’s
signalhandlerchecksf theclientis runningwith interruptsenabledlf thisis the
casethesignalhandlerinvokeslfc_poll() to procesgpendingpaclets;otherwisat
returnsimmediately

Recall that clients may dynamically disableand enablenetwork interrupts.
For efficiengy, the interrupt statusmanipulationfunctions are implementedby
toggling aninterruptstatusflag in hostmemory without any communicatioror
synchronizatiorwith the control program. Before sendingan interrupt,the con-
trol programfetches(usinga DMA transfer)the interrupt statusflag from host
memory No interruptis generatedvhentheflagindicateshatthe clientdisabled
interrupts.

Sincethelibrary doesnot synchronizewith the control programwhenit ma-
nipulatestheinterruptstatusflag, two racescanoccur:

1. The control programmay raise an interrupt just after the client disabled
interrupts. Unlessprecautionsaretaken, the signalhandlerwill invoke the
paclethandlereventhoughtheclientexplicitly disablednterrupts.To solve
this problem,LFC’s signalhandleralways checksthe interruptstatusflag
beforeinvoking Ifc_poll() andignoresthe signalif the raceoccurred. In
practice thisracedoesnotoccurvery often,sotheadvantageof inexpensve
interruptmanipulationoutweighsthe costof spuriousinterrupts.

2. Thecontrolprogrammaydecidenotto raiseaninterruptjustaftertheclient
(re-)enablednterrupts. This raceis fatal for clientsthatrely on interrupts
for correctness.To avoid lost interrupts,the control programcontinuesto
generatgoeriodicinterruptsfor a paclet until the hosthasprocessedhat
paclet (seeChapter).
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3.8 Fetch-and-Add

The F&A implementatioris straightforvard. Every NI storesoneF&A variable,
which is identified by the var agumentin Ifc_fetch.and .add() (seeTable 3.1).
Lfc_fetcdh.and.add() performsa remoteprocedurecall to the NI that storesthe
F&A variable. The processhat invoked Ifc_fetch_.and add() allocatesa request
paclet, tagsit with tagFA_REQUEST, andappendst to theNI’'s hostsendqueue.

Whenthe destinationNI recevestherequestjt incrementdts F&A variable
andstoresthepreviousvaluein areply paclet. Thereply paclet, acontrol paclet
taggedrA _REPLY, is thenappendedo the NI’ s transmitqueue.

Theimplementatiorassumeshateachparticipatingprocessanissueat most
one F&A requestat a time. To allow multiple outstandingrequestswe need
a form of flow control that preventsthe NI that processeshoserequestsdrom
runningout of memoryasit createandqueuesA_REPLY paclkets. FA_REQUEST
pacletsconsumecredits,but thosecreditsarereturnedassoonastherequeshas
beenrecevedandpossiblybeforeareply hasbeengenerated.

Whenthe reply arrives at the requesting\Nl, the control programcopiesthe
F&A resultfrom thereplyto alocationin NI memorythatis polledby Ifc_fetch_-
and.add(). Whenlfc_fetch_and.add() findstheresult,it returnsit to theclient.

This implementations simpleandefficient. The FA_REQUEST pacletis han-
dled entirely by the receving NI, without ary involvementof the hostto which
theNl is attachedThisis particularlyimportantwhenprocessessuemary F&A
requestsMany of theserequestsvould eitherbe delayedor generatenterruptsif
they hadto behandledby the host.

Theimplementatiorusesadatapacletfor therequestinda controlpaclet for
thereply. Therequesis adatapacletonly becaus¢he currentimplementatiorof
LFC doesnotallow hoststo sendcontrol paclets. Althoughthisis easyto add,it
will increaseéhe sendoverheador all paclets,becausehe NI will haveto check
if thehostsendsa dataor a controlpaclet.

3.9 Limitations

Theimplementatiorof LFC on Myrinet makesa numberof simplifying assump-
tions, someof which limit its applicabilityin a productionervironment. We dis-
tinguishbetweerfunctionallimitations andsecurityviolations.

3.9.1 Functional Limitations

LFC’s functional limitations are all relatedto the assumptiorthat LFC will be
usedin ahomogeneousjedicateccomputingernvironment.
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HomogeneoudHosts

LFC assumeghatall hostprocessorsisethe samebyte order Adding byte swap-
ping for paclet headerss straightforvard andwill addlittle overhead.(lt is the
client'sresponsibilityto corvertthedatacontainedn network paclets;LFC does
notknow whattype of dataclientsstorein their paclets.) Sinceour clusters host
processorsre little-endianandthe NI is big-endian,somebyte swappingis al-
readyusedfor datathat needsto be interpretedboth by the host processoland
the NI. This concernsmainly shareddescriptorsand paclket headers;userdata
containedn pacletsis notinterpretedoy LFC andis never byte-swapped.

Device Sharing

LFC canserviceatmostoneuserprocesgerhost,mainly becausé.FC’s control
programdoesnot separatehe pacletsfrom differentusers.In our currentervi-
ronment(DAS), the Myrinet device driverreturnsanerrorif asecondisertriesto
obtainaccesgo the Myrinet device.

Multiple userscanbe supportedoy giving differentusersaccesgo different
partsof the NI's memory This canbe achiered by settingup appropriatepage
mappingsbetweenthe users virtual addresspaceandthe NI's memory If this
is done theNI’s control programmustpoll multiple commandjueuegocatedon
differentmemorypageswhichis likely to have someimpacton performance.

Newer Myrinet network interfacesprovide adoorbellmechanismThis mech-
anismdetectshostprocessomrites to certainregionsandappendghe target ad-
dressandvaluewritten to a FIFO queue.With this doorbellmechanismthe NI
neednot poll all the pageshatdifferentprocessesanwrite to; it needonly poll
the FIFO queue.

Recallthat LFC patrtitionsthe available receve buffer spacein NI memory
amongall participatingnodes.If the NI’'s memoryis alsopartitionedto support
multiprogrammingthenthe available buffer spaceper processwill decreaseo-
ticeably Eachprocesswill be givenfewer sendcreditsper destinationprocess,
which reducesperformance. A simple, but expensve solutionis to buy more
memory However, this mayonly bepossibleto alimited extent. A lessexpensve
andmorescalablesolutionis to employ swappingtechniquesuchasdescribedn
Section2.4.

Fixed ProcessConfiguration

LFC assumethatall of anapplications processeareknown atapplicationstartup
time; userscannotadd or remove processeso the initial setof processesThe
main obstacleto addingprocesseslynamicallyis that LFC evenly dividesall NI
receve buffers (or rather the sendcreditsthatrepresenthem)amongthe initial
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setof processesWhena processs added sendcreditsmustbe reallocatedn a
safeway.

Reliable Network

LFC assumeshatthe network hardware never dropsor corruptspaclets. While
LFC testsfor CRC errorsin incoming paclets, it doesnot recover from such
errors.Lost pacletsarenotdetectedatall.

A retransmissiomechanisnwould allow anLFC applicationto toleratetran-
sientnetwork failures. In addition, retransmissiorallows communicatiorproto-
colsto drop pacletswhenthey run out of resources.With retransmissionl.FC
would not needto partition NI receve buffersamongall sendersChapter8 con-
sidersalternatve implementationswvhich do retransmitdroppedand corrupted
paclets.

3.9.2 Security Violations

LFC doesnot limit a userprocesss accesgo the NI andis thereforenot secure.
Any userprocesswith NI accessancrashary otherprocessor eventhe kernel.
With alittle kernelsupport,though,LFC canbe madesecure;the techniquedo
achieve secureuserlevel communicatiorarewell-known. Moreover, LFC’s send
andreceve methodsrequirerelatively simple andinexpensve security mecha-
nisms.Below, we describeghesecurityproblemsn moredetail. Wherenecessary
we alsoprovide solutions.Thesesolutionshave not beenimplemented.

Network Interface Access

LFC (or rathertheMyrinet devicedriverusedby LFC) allowsanarbitraryprocess
to mapall NI memoryinto its addresspaceanddoesnot restrictaccesdo this
memory As a result, userscan freely modify the NI control program. Once
modified,the controlprogramcanbothreadandwrite all hostmemorylocations.

Accessto the NI canbe restrictedby mappingonly partof the NI's memory
into a processs addressspace. The processds not given ary accesdo the con-
trol programor to anotherprocesss pages.LFC caneasilybe modifiedto work
with a device driver thatimplementshis type of protectionandthe expectedthe
performancempactis small. The pagemappingscanbe setup at applicationini-
tializationtime sothatthe costof settingup thesemappingss notincurredonthe
critical communicatiorpath.
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Addr essTranslation

TheLFC library passeshe physicalimemoryaddressesf freehostreceve buffers
to the control program. Sincethe control programdoesnot checkif thesead-
dressesrevalid, amaliciousprogramcanpassanillegal addresswhich the con-
trol programwill useasthedestinatiorof a DMA transfer

A simple solutionis to have all hostreceve buffers allocatedby a trusted
kernelmodule.This moduleassigngo eachbuffer anindex (asmallinteger)and
mapsthisindex to the buffer’s physicaladdressThe mappingis passedo the NI,
but not to the userprocess.The userprocessj.e., the LFC library, is only given
eachbuffer’s virtual addressandits index. Insteadof passinga buffer’s physical
addresgo theNl, thelibrary will passhebuffer’'sindex. TheNI controlprogram
caneasilycheckif theindex it recevesis valid. Thisway, DMA transferdo host
memorycanonly targetthe buffersallocatedoy thetrustedkernelmodule.

Another solutionis to usea secureaddresgranslationmechanismsuch as
VMMC-2's usermanagedlLB [49] (seeSection2.3). This schemds morein-
volved, but supportsdynamicpinning and unpinningof ary pagein the users
addresspacewhereaghe schemeabove would pin all hostreceve buffersonce
andfor all.

Foreign Packets

LFC’s control programmakes no seriousattemptto rejectnetwork pacletsthat
originatefrom anotherapplication. LFC rejectsonly pacletsthat do not carry
LFC’s Myrinet tag or that carry an out-of-rangeLFC tag. Consequentlymali-
ciousor faulty programscansenda pacletto any otherapplicationaslong asthe
paclet carriestagsknown by LFC. TheHamlynsystem[32] provideseachparal-
lel applications proceswith asharedandombit patternthatis appendedo each
messageandverified by the recever. The bit patternis sufficiently long thatan
exhaustve searcHor its valueis computationallyinfeasible.

3.10 RelatedWork

Thedesignof LFC wasmotivatedin partby the shortcoming®f existing systems.
Sincemary of thesesystemswverediscussedn Chapter2, we will nottreatthem
all againhere.

LFC usesoptimisticinterrupt protection[134] to achieve atomicity with re-
spectto network signals. This techniquewasusedin the Mach operatingsystem
kernelto reducetheoverheadf hardwareinterrupt-masknanipulation With this
techniquejnterrupt-maskingoutinesdo nottruly disableinterrupts,but manipu-
late a softwareflag thatrepresentshe currentinterruptmask. It is the responsi-
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bility of theinterrupthandlerto checkthisflag. If theflagindicateghatinterrupts
arenotallowed,theinterrupthandlercreatesaninterrupt continuation somestate
thatallows the interrupt-handlingcodeto be executedat a latertime. LFC uses
the sametechnique put doesnot needto createinterruptcontinuationspecause
the NI will automaticallyregenerateéheinterrupt.

Somesystemsmulateasynchronousotificationusinga backgroundhread
that periodically polls the network [54]. The problemis to find a good polling
frequeng. Also, addingathreadto anotherwisesingle-threadedoftwaresystem
is oftendifficult.

A similar ideais usedin the Message-&ssingLibrary (MPL) for the IBM
SP/2.Thislibrary usegeriodictimerinterruptsto allow thenetwork to bedrained
evenif sendersandrecevers are engagedn long-runningcomputationg129].
The main differenceis that MPL's timeout handlerdoesnot invoke usercode,
becauséMPL doesnot provide anasynchronousotificationinterface.

Anotheremulationapproachs to usea compileror binary rewriter to insert
polls automaticallyinto applications Shastd125], afine-grainDSM, usesbinary
instrumentationlIn a simulationstudy[114], Perlovic andKelehercompareau-
tomaticinsertionof polls by abinaryrewriter andthe polling-watchdogapproach.
Their simulationresults, performedin the contet of the CVM DSM, indicate
that both approachesvork well and performbetterthanan approachthatrelies
exclusively on polling duringmessagsends.

3.11 Summary

In this chaptey we have presentedhe interfaceand implementationof LFC, a
new userlevel communicationsystemdesignedto supportthe developmentof
parallelprogrammingystemsLFC providesreliablepoint-to-pointandmulticast
communicationjnterrupt managementand synchronizatiorthroughfetch-and-
add. LFC’sinterfaceis low-level. In particular thereis no messageabstraction:
clientsoperateon sendandreceve paclets.

This chapterhasdescribedhe key component®f LFC’s implementatioron
Myrinet (library, device drivers,and NI control program). We have described
LFC’s datatransferpath, buffer managementontrol transfer and synchroniza-
tion. The NI-level communicatiorprotocols which form animportantpartof the
implementationaredescribedn thenext chapter



Chapter 4

Core Protocolsfor Intelligent
Network Interfaces

This chaptergivesa detaileddescriptionof LFC’s NI-level protocols: UCAST,
MCAST, RECOV, andINTR. The UCAST protocolimplementsreliable point-
to-point communicationbetweenNlIs. UCAST assumeseliable network hard-
wareandpreseresthis reliability usingsoftwareflow controlimplementedatthe
datalink level, betweenNlIs. LFC is namedafterthis property: Link-level Flow
Control.

Link-level flow controlalsoformsthe basisof MCAST, anNI-level spanning
treemulticastprotocol. MCAST forwardsmulticastpacletson the NI ratherthan
onthehost;this preventsunnecessargeinjectionof pacletsinto the network and
removeshostprocessing—in particularinterruptprocessingandcopying— from
thecritical multicastpath.

MCAST works for a limited, but widely usedclassof multicasttrees(e.g.,
binary and binomial trees). For treesnot in this class,MCAST may deadlock.
The RECOV protocol extendsMCAST with a deadlockrecovery protocol that
allows the useof arbitrarymulticasttrees.

UCAST, MCAST, andRECOQV areconcernedvith datatransferbetweernls.
The last protocol describedn this chaptey INTR, dealswith NI-to-hostcontrol
transfer INTR reduceghe overheadof network interruptsby delayingnetwork
interrupts.

This chapteris structuredasfollows. Sections4.1 through4.4 discuss,re-
spectvely, UCAST, MCAST, RECOV, andINTR. Section4.5 discusseselated
work.

61



62 CoreProtocoldfor IntelligentNetwork Interfaces

4.1 UCAST: ReliablePoint-to-Point Communication

The UCAST protocolimplementsreliable and FIFO point-to-pointtransfersof
padetsbetweerNIs. Sincewe assumehatthe hardwaredoesnotdropor corrupt
paclets(seeSection3.2), the only causeof pacletlossis lack of buffer spaceon
receving nodegbothNIs andhosts).This chapterdealsonly with NI-level buffer
overflow; host-level buffering wasdiscussedn Section3.6.

UCAST usesa variantof sliding window flow control betweeneachpair of
NIs to preventNI-level buffer overflows. The protocolguaranteethatno NI will
senda pacletto anothemI beforeit knowsthereceving NI canstorethe paclet.
To achiese this, eachNI assignsaanequalnumberof its receve buffersto eachNI
in thesystem.An NI Sthatneeddo transmita pacletto anotheMNI R maydo so
only whenit hasat leastonesendcredit for R. Eachsendcredit correspondso
oneof R'sfreereceve buffersfor S. Eachtime Ssendsapacletto R, Sconsumes
oneof its sendcreditsfor R. OnceS hasconsumedill its sendcreditsfor R, S
mustwait until R freessomeof its receve buffers for S andreturnsnew send
creditsto S. Sendcreditsarereturnedoy meansof explicit acknavledgementsr
by piggybackingthemon application-leel returntraffic.

4.1.1 Protocol Data Structures

Figure4.1 shows the typesandvariablesusedby UCAST. All variablesare be
storedin NI memory UCAST usestwo typesof network paclets: UNICAST
pacletscarryuserdata;CREDIT packetsareusedonly to returncreditsto asender
anddo not carry ary data. Eachpaclet carriesa headerof type PacketTypethat
identifiesthe paclet’s type (tag) andsender(src). In addition,the protocolusesa
creditsfield in theheadetto returnsendcreditsto anNI.

Transmissiorrequestsare storedin senddescriptorsof type SendDeschat
identify thepacletto betransmitted padcet) andthedestinatiorNI (des). Multi-
ple senddescriptorganreferto thesamepaclet; thisis importantfor themulticast
protocol,which canforwarda singlepaclket to multiple destinations.

EachNI maintainsprotocol statefor eachotherNI. This stateis storedin a
protocolcontrol block of type ProtocolCtrIBlok. The protocolstatefor a given
NI consistsof the numberof remainingsendcreditsfor that NI (sendcredity, a
gueueof blockedtransmissiomequestgblodked send$, andthenumberof credits
thatcanbereturnedo thatNI (freecredity.

Finally, eachNI maintainsseveralglobalvariables.EachNI storesits unique
id in LOCAL.ID, thenumberof Nis in thesystemin NRNODES anda creditre-
freshthresholdn CREDIT.REFRESHTherefreshthresholds usedby recevers
to determinevhencreditsmustbereturnedo thesendethatconsumedhem.The
protocol control blocks are storedin array pcbtab Variablenr_receivedcounts
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typedef enum {UNICAST, CREDIT} PacketType;

typedef struct {
PacketType tag;  /x packet type */
unsigned src; /% sender of packet x/
unsigned credits;  /x piggybacked credits */
} PacketHeader;

typedef struct {

PacketHeader hdr;

Byte data|[PACKET_SIZE];
} Packet;

typedef struct {
unsigned dest;
Packet xpacket;
} SendDesc;

typedef struct {
unsigned send_credits;
SendDescQueue blocked_sends;
unsigned free_credits;

} ProtocolCtriBlock;

unsigned LOCAL_ID, NR_NODES, CREDIT_REFRESH;  /x runtime constants x/

ProtocolCtrIBlock pcbtab[lMAX_NODES];  /x per-node protocol state x/
unsigned nr_pkts_received;

Fig. 4.1. Protocoldatastructuredor UCAST.
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void event_unicast(unsigned dest, Packet xpkt) {
SendDesc xdesc = alloc_send_desc();

pkt—hdr.tag = UNICAST;
desc—dest = dest;
desc—packet = pkt;
credit_send(desc);

}

void credit_send(SendDesc xdesc) {
ProtocolCtrIBlock xpcb = &pcbtab[desc—dest];

if (opcb—send_credits > 0) {
pcb—send_credits——;  /x consume a credit x/
send_packet(desc);
return;

}

enqueue(&pcb—blocked_sends, desc);  /x wait for a credit x/

}

void send_packet(SendDesc xdesc) {
ProtocolCtriBlock xpcb = &pcbtab[desc—dest];
Packet xpkt = desc—packet;

pkt—hdr.src = LOCAL_ID;
pkt—hdr.credits = pch—free_credits;  /x piggyback credits */
pcb—free_credits = 0;

transmit(desc—dest, pkt);

Fig. 4.2. Sendessideof the UCAST protocol.

how mary pacletsanNI hasreceved;this variableis usedby the INTR protocol
(seeSection4.4).

4.1.2 SenderSideProtocol

Figure4.2shavsthereliability protocolexecutedoy eachsending\Nl. All protocol
codeis event-driven; this part of the protocolis activatedin responsdo unicast
eventswhich are generatedvhen the NI's hostlaunchesa paclet. How LFC
generateshis eventwasdiscussedn Chapter3.

Eachunicasteventis dispatchedo eventunicast). Thisroutinecreatesasend
descriptoandpasseshis descriptotto credit send), which checkdf asendcredit
is availablefor the destinatiorspecifiedin the senddescriptor If thisis the case,
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the pacletis transmittedptherwisethe senddescriptolis queuedntheblocked-
sendgjueuefor the destinationNI. It will remainqueueduntil the destinationN|
hasreturneda sufficient numberof sendcredits.

Packets are transmittedby sendpadket(). This routine is also usedto re-
turn sendcreditsto the destinationNI. In the protocol control block of eachNI
we counthow mary creditscanbe returnedto thatNI; sendpadket() copiesthe
counterinto the creditsfield of the paclet headeandthenresetghecounter This
way, ary paclet travelling to an NI will automaticallyreturnary availablesend
creditsto thatNI.

Sendpacletscanbereturnedo theNI sendouffer poolassoonastransmission
hascompleted. We do not shav sendpaclet deallocation,becausat doesnot
triggerary significantprotocolactions.

4.1.3 Recever-SideProtocol

Thereceversideof thereliability protocolis shovn in Figure4.3. This partof the
protocolhandlestwo events: paclet arrival and paclet release.lncoming pack-
etsaredispatchedo eventpadet received). This routineacceptsarny newv send
creditsthat the sendemay have returnedandthen processeshe paclet. If the
pacletis a UNICAST datapaclet, it is deliveredto the host. In this protocolde-
scription,we arenot concernedvith the detailsof NI-to-hostdelivery. CREDIT
pacletssene only to sendcreditsto an NI; they do not requireary further pro-
cessingandarediscardedmmediately

Routine acceptnew_credity) addsthe creditsreturnedin paclet pkt to the
sendcreditsfor NI src. Next, this routinewalkstheblocked-sendsjueueto trans-
mit to src asmary blocked pacletsaspossible.Sincethe blocked-sendgjueues
checledimmediatelywhencreditsarereturned pacletsarealwaystransmittedn
FIFO ordet

Although UCAST is not concernedvith the exactway in which pacletsare
deliveredto the host, it needsto know when a paclet buffer can be reusedfor
new incoming paclets. The sendcredit consumedoy the paclet’s sendercan-
not be returneduntil the paclet is availablefor reuse. We thereforerequirethat
a padet releaseevent be generatedvhen a receve paclet is released. This
event is dispatchedto eventpadet released), which returnsa sendcredit to
the paclet’'s senderandthendeallocateshe paclet. Creditsare returnedby re-
turn_credit_to(), which incrementsa counter(free creditg in the protocolcontrol
block of the paclet’s sender If this counterreacheghe creditrefreshthreshold,
return.credit to() sendsan explicit CREDIT packet to the sender This happens
only if datapacletsflow mainly in onedirection.If thereis sufficient returntraf-
fic freecreditswill never reachtherefreshthreshold becausesendpadet() will
alreadyhave piggybacledall free creditson anoutgoinguNICAST paclet.
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void event_packet_received(Packet xpkt) {
accept_new_credits(pkt);

switch(pkt—hdr.tag) {

case UNICAST:
deliver_to_host(pkt);
nr_pkts_received++;
break;

case CREDIT:
break;

}

}

void accept_new_credits(Packet xpkt) {
ProtocolCtrIBlock xpcb = &pcbtab[pkt—hdr.src];
SendDesc xdesc;

/+ Retrieve (piggybacked) credits and unblock blocked senders. «/
pcb—send_credits += pkt—hdr.credits;
while (! queue_empty(&pcb—blocked_sends) && pcb—send_credits > 0) {
desc = dequeue(&pcb—blocked_sends);
credit_send(desc);

}

void event_packet_released(Packet xpkt) {
return_credit_to(pkt—hdr.src);
}

void return_credit_to(unsigned sender) {
ProtocolCtrIBlock xpcb = &pcbtab[sender];

pcb—free_credits++;

if (pcb—free_credits > CREDIT_REFRESH) {
Packet credit_packet;
SendDesc xdesc = alloc_send_desc();

credit_packet.hdr.tag = CREDIT;  /x send explicit credit packet x/
desc—dest = sender;

desc—packet = &credit_packet;

send_packet(desc);

Fig. 4.3. Recever sideof the UCAST protocol.
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Fig. 4.4. Host-level (left) andinterface-level (right) multicastforwarding.

UCAST is simpleandefficient. Sincethe protocolpreseresthe reliability of
the underlyinghardware by avoiding recever buffer overruns,senderseednot
buffer pacletsfor retransmissionnor needthey manageary timers. The main
disadwantageof UCAST is thatit staticallypartitionsthe availablereceve buffer
spaceamongall senderssoit needsmoreNI memoryasthenumberof processors
isincreasedChapterB studiesthis issuein moredetalil.

4.2 MCAST: Reliable Multicast Communication

Sincewe assumehat multicastis not supportedn hardware,we provide a soft-
warespanning-treenulticastprotocol. This protocol, MCAST, implementsareli-
ableandFIFO-orderednulticast.BeforedescribinglCAST, we discusglifferent
multicastforwardingstratgiesandtheimportanceof multicasttreetopology

4.2.1 Multicast Forwarding

Most spanning-tre@rotocolsusehostlevel forwarding. With host-level forward-
ing, the sendeiis theroot of a multicasttreeandsendsa multicastpacletto each
of its children. Eachchild’s NI passeghe paclet to its host,which reinjectsthe
pacletto forwardit to the next level in the multicasttree(seeFigure4.4).

Host-level forwardinghasthreedravbacks.First, sinceeachreinjectedoaclet
wasalreadyavailablein NI memory host-level forwardingresultsin anunneces-
saryhost-to-NlIdatatransferat eachinternaltreenodeof the multicasttree,which
wastesbhus bandwidthandprocessotime. Secondno forwardingtakesplaceun-
lessthe hostprocessemcomingpaclets. If onehostdoesnot poll the network in
atimely mannerall its childrenwill beaffected.Insteadof relyingon polling, the
NI canraiseaninterrupt,but interruptsareexpensve. Third, the critical sender
recever pathincludesthe host-Nlinteractionf all thenodeshetweerthesender
andtherecever. For eachmulticastpaclet, theseinteractionsconsistof copying
thepacletto the host,hostprocessingandreinjectingthe paclet.
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MCAST addressetheseproblemshy meansof Ni-level forwarding: multicast
pacletsareforwardedby the NI withoutinterventionby hostprocessors.

4.2.2 Multicast TreeTopology

Multicasttreetopology mattersin two ways. First, differenttreeshave different
performancecharacteristicsMany differenttreetopologieshave beendescribed
in theliterature[30, 77, 80]. Deeptrees(i.e., treeswith alow fanout),for exam-
ple, give goodthroughputbecausenternalnodesneedto forward pacletsfewer
times, sothey uselesstime per multicast. Lateng increase$ecauseanore for-
wardingactionsare neededeforethe lastdestinations reached.Dependingon
thetypeof multicasttraffic generatedby anapplication,onetopologygivesbetter
performancehananother Our goalis notto inventor analyzea particulartopol-
ogythatis optimalin somesenseNo topologyis optimalunderall circumstances.
It is important,however, thata multicastprotocoldoesnot prohibittopologieghat
areappropriatdor theapplicationat hand.

Second,with MCAST’s paclet forwarding scheme(describedlater), some
treescan induce buffer deadlocks. A multicastpaclket requiresbuffer spaceat
all its destinationsThis buffer spacecanbe obtainedbefole the pacletis sentor
it canbe obtainedmore dynamically asthe paclet travels from onenodein the
spanningreeto another Thefirst approachs conceptuallysimple,but requiresa
global protocolto resene buffersat all destinatiomodes.The secondapproach,
takenby MCAST, introduceghedangerof buffer deadlocksA sendemayknow
thatits multicastpaclet canreachthe next nodein the spanningree,but doesnot
know if the paclet cantravel further onceit hasreachedhatnode. Section4.3
givesanexampleof sucha deadlock.

MCAST avoidsbuffer deadlocksy restrictingthetopologyof multicasttrees.
An alternatve approachs to detectdeadlocksandrecover from them. This ap-
proachis takenby RECQOV, an extensionof MCAST thatallows the useof arbi-
trary multicasttrees.

4.2.3 Protocol Data Structures

In MCAST, NIs multicastinsidemulticastgroupsthatarecreatedatinitialization
time; MCAST doesnot includea groupjoin or leave protocol. Eachmemberof
a multicastgroup hasits own spanningtree which it usesto forward multicast
pacletsto the othergroupmembers.

Figure4.5 shovs MCAST's datastructures.MCAST builds on UCAST, so
we reuseandextend UCAST’s datastructuresandroutines. MCAST introduces
a new paclet type, MULTICAST, andextendthe paclet headerwith a treefield.
Eachprocesss givena uniqueindex for eachmulticastgroupthatit is amember



4.2 MCAST: ReliableMulticastCommunication 69

typedef enum {UNICAST, MULTICAST, CREDIT} PacketType;

typedef struct {

... Ix as before x/

unsigned tree;  /x identifies multicast tree x/
} PacketHeader;

typedef struct {

unsigned parent;

unsigned nr_children;

unsigned children]MAX_FORWARD];

/x MAX_FORWARD depends on tree size and shape x/
} Tree;

Tree treetab[MAX_TREES];

Fig. 4.5. Protocoldatastructuregor MCAST.

of. Thisindex identifiesthe processs multicasttreefor that particularmulticast
group.Whentheprocesdransmitsa pacletto the othermemberof thatmulticast
group,it storesthetreeidentifierin the paclet’s treefield (seeFigure3.1). Each
NI storesa multicastforwardingtable (treetal) thatis indexed by this treefield.
Thetableentryfor agiventreespecifieshow mary childrentheNI hasin thattree
andlists thosechildren.

4.2.4 SenderSideProtocol

An NI initiates a multicastin responseo multicast eventswhich are handled
by eventmulticas{). This routine marksthe paclet to be multicastasa MuL-

TICAST paclet, storesthe multicasttreeidentifierin the paclet headerandtries
to transmitthe paclet to all first-level childrenin the multicasttree by calling
forward_padcet().

Routineforward() looksupthetableentryfor themulticasttreethatthe paclet
was senton and createsa senddescriptorfor eachforwarding destinationlisted
in thetableentry. Fromthenon, exactly the sameproceduras followed asfor a
unicastpaclet. The pacletwill betransmittedo a forwardingdestinatioronly if
creditsareavailablefor thatdestination,otherwise the senddescriptoris moved
to the destinatiorns blocked-sendsgjueue.
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void event_multicast(unsigned tree, Packet xpkt) {
pkt—hdr.tag = MULTICAST;
pkt—hdr.tree = tree;
forward_packet(pkt);

}

void forward_packet(Packet xpkt) {
Tree xtree = &treetab[pkt—hdr.tree];
SendDesc xdesc;
unsigned i;

for (i = 0; i < tree—nr_children; i++) {
desc = alloc_send_desc();
desc—dest = tree—children[i];
desc—packet = pkt;

credit_send(desc);

Fig. 4.6. Sendersideprotocolfor MCAST.

4.2.5 Recever-SideProtocol

Figure4.7 shaws the receving side of MCAST. Whena multicastpaclet is re-
ceived, it is deliveredto thehost,justlike aunicastpaclet. In addition,the paclet
is forwardedto all of thereceving NI’ s childrenin themulticasttree. Thisis done
usingthe sameforwardingroutinedescribedabove (forward_padket()).

An NI receve buffer that holds a multicastpaclet is releasedwhenit has
beendeliveredto the hostand whenit hasbeenforwardedto all childrenin the
multicasttree. At that point, eventpadet released) is called. As before,this
routinereturnsa sendcreditto the (immediate)senderof the paclet. In the case
of a multicastpaclet, the immediatesenderis the receving NI's parentin the
multicasttree. We do not usethe paclet headers sourcefield (src) to determine
thepaclet’'s senderbecausehisfield is overwrittenduringpaclet forwarding(by
sendpadket()). Insteadwe usethetreefield to find this NI's parent;this field is
never modifiedduring paclet forwarding.

To make thismodifiedpacletreleaseoutinework for unicastpaclets,we also
defineunicasttrees Thesetreesconsistof two nodesasendemlndarecever;the
sendeiis the parentof the recever. Oneunicasttreeis definedfor eachsender
recever pair. UNICAST is modifiedsothatit writesthe unicasttreeidentifierin
eachoutgoingunicastpaclket. Unicasttreesare not definedonly to make paclet
releasevork smoothly but arealsoimportantin the RECOV protocol.
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void event_packet_received(Packet xpkt) {
accept_new_credits(pkt);

switch(pkt—hdr.tag) {
case UNICAST: ...; break /x as before =/
case CREDIT: ...; break /x as before x/
case MULTICAST:
deliver_to_host(pkt);
nr_pkts_received++;
forward_packet(pkt);
break;

}

void event_packet_released(Packet xpkt) {
return_credit_to(treetab[pkt—hdr.tree].parent);
}

Fig. 4.7. Receve procedurdor the multicastprotocol.

4.2.6 Deadlock

MCAST’s simplicity resultsfrom building on reliable communicationchannels
betweenNIs. Unfortunately MCAST is susceptibleo deadlockif an arbitrary
topologyis used.Figure4.8illustratesa deadlockscenario.Thefigureshonsfour

NlIs, eachwith its own sendandreceve pool. RecallthattheNI receve buffer pool

is partitioned.In this scenariogachprocessois theroot of adegeneratenulticast
tree,alinear chain. Initially, eachNI owns one sendcreditfor eachdestination
NI. All processorgnot shavn in the figure) have injecteda multicastpaclet and

eachmulticastpaclet hasbeenforwardedto the next NI in the senders multicast
chain. Thatis, eachNI hasspentits sendcreditfor the next NI in the multicast
chain. Now every paclet needso be forwardedagainto reachthe next NI in its

chain, but no packet canmake progresspecausehe targetreceve buffer on the

next NI is occupiedby anotherblocked paclet. EachNI hasfreereceve buffers,

but UCAST’s flow control schemedoesnot allow onesendingNI to useanother
sendingNI’sreceve buffers.

This deadlocks theresultof the specificmulticasttreesusedto forward pack-
ets(linearchains).By default, LFC usesinarytreesto forwardmulticastpaclets.
Figure 4.9 shaws the binary multicasttreefor processof in a 16-nodesystem.
The multicasttreefor processorp is obtainedby renumberingeachtreenoden
in the multicasttree of processo0 to (n+ p) mod P, whereP is the numberof
processorsWith thesebinarytreesiit is impossibleto constructa deadlockcycle
(seeAppendixA).
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Fig. 4.8. MCAST deadlockscenario.

Fig. 4.9. A binarytree.
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To avoid buffer deadlocksMCAST imposegwo restrictions:
1. Multicastgroupsmay notoverlap.
2. Not all multicasttreetopologiesarevalid.

Thefirstrestrictionimpliesthatwe cannotusebroadcasandmulticastatthesame
time, becausehe broadcasgroupoverlapswith every multicastgroup. Therea-
sonsfor theserestrictionsanda precisecharacterizatiorof valid multicasttrees
aregivenin AppendixA.

4.3 RECOV: DeadlockDetectionand Recovery

MCAST srestrictionson multicasttreetopologyarepotentiallycumbersomehe-
causesometopologiesthat are not deadlock-freeare more efficient than other
combinationg80]. For large messagedpr example,linear chainsgive the best
throughputput asillustratedin the previoussectionchainsarenotdeadlock-free.
Several sophisticatednulticast protocolsbuild treesthat contain short chains.
Thesdreesarenotdeadlock-freeither yetwe wouldlik eto usethemif deadlock
is unlikely.

To solve this problem,we have extendedMCAST with a deadlockrecovery
mechanismThe extendedprotocol, RECQOV, switchesto a slower, but deadlock-
free protocolwhena deadlockis suspectedIn this section,we first give a high-
level overview of RECOV’s deadlockdetectionandrecovery protocol. Next, we
give a detaileddescriptionof the protocol.

4.3.1 DeadlockDetection

RECOQV usesthe feedbackirom UCAST's flow control schemeto detectpoten-
tial deadlocks.In the caseof a buffer deadlock,eachNI in the deadlockcycle
hasconsumedall sendcreditsfor the next NI in the cycle. In RECOV, an NI
thereforesignalsa potentialdeadlockwhenit hasrun out of sendcreditsfor a
destinationthat it needsto senda paclet to. Thatis, nonemptyblocked-sends
queuessignaldeadlock.With this triggermechanisnanNI cansignala potential
deadlockunnecessarilypbecausean NI may run out of sendcreditsevenif there
is no deadlock.The advantageof this detectionmechanismhowever, is thatNIs
needonly localinformation(the stateof their blocked-sendsjueuesjo detectpo-
tentialdeadlocksNo communications neededo detectadeadlockwhich keeps
the detectiomalgorithmsimpleandefficient.

Sinceadeadlockneednotinvolveall NIs, eachNI mustmonitorall its blocked-
sendgjueue;progreson some but not all queuesioesnot guarantedreedomof
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deadlock. Checkingfor a nonemptyblocked-sendsjueueis efficient, but may
signaldeadlocksoonerthanatimeout-baseanechanism.

Whenan NI hassignaleda potentialdeadlockiit initiatesa recovery action.
No new recoveriesmay be startedoy that NI while a previousrecovery is still in
progressWhenarecovery terminatesthe NI thatinitiatedit will searchor other
nonemptyblocked-sendgjueuesandstartanew recoveryif it findsone. To avoid
livelock,the blocked-sendgjueuesaresenedin around-robinfashion.

Multiple NIs candetectandrecoverfrom adeadlocksimultaneouslySimulta-
neousrecoveriesdo notinterfere,but canbeinefficient. In adeadlockcycle, only
one NI needsto usethe slower escapeprotocol to guarantedorward progress.
With simultaneougecoveries,all Nis that detectdeadlockwill startusingthe
slower escapgrotocol[96].

4.3.2 DeadlockRecovery

To ensurdorward progressvhena deadlockis suspectedRECOV requiresP — 1
extra buffers on eachNI, whereP is the numberof NiIs usedby the application.
EachNI N owns one buffer on every other NI. Thesebuffers form a dedicated
recovery channelfor N. Communicatioron this recovery channelcanresultonly
from arecoveryinitiatedby N.

WhenanNI suspectsleadlockit will useits recoserychanneto make progress
on one multicastor unicasttree. (Recallthat we have definedboth unicastand
multicasttree,sothat every datapaclet travels alongsometree.) OtherNIs will
usethischannebnly whenthey receve a pacletthatwastransmittecdbnthechan-
nel. Specifically whenan NI receves,on recovery channelC, a paclet p trans-
mittedalongtreeT, thenthatNI mayforwardonepacletto eachof its childrenin
T. Theforwardedpacletsmustalsobelongto T. This guaranteethatwe cannot
constructcyclewithin arecorery channelpecausall communicationinks used
in therecovery channeform asubtreeof T.

Oncean NI hasinitiated a recovery on its recovery channel it may not initi-
ateanothemrecovery until therecovery channels completelyclear Therecovery
channels clearedbottom-up.Whenaleafin therecovery treereleaseds escape
buffer (becausét hasdeliveredthe pacletto its host),it sendsa specialacknavl-
edgemento its parentn therecoverytree.Whenthe parentasreleasedts escape
buffer andwhenit hasrecevedacknaviedgement$rom all its childrenin there-
covery tree,thenit will propagatean acknavledgemento its parent. Whenthe
root of the recovery treereceves an acknavledgementthe recovery channelis
clear

EachNI caninitiate at mostonerecovery atatime, but differentNIs canstart
a recovery simultaneouslyeven in a single multicasttree. Suchsimultaneous
recoveriesdo not interferewith eachother becausehey usedifferentrecovery
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Recovery tree |,

Fig. 4.10. Subtreecoveredby the deadlockrecovery algorithm.

channelseachrecovery usesthe recovery channelownedby the NI thatinitiates
therecovery.

The protocol's operationis illustratedin Figure4.10. In this figure, vertices
represeniNIs and the edgesshov how theseNIs are organizedin a particular
spanningree.Dashededgedetweera parentanda child indicatethatthe parent
hasno sendcreditsleft for thechild.

NI Rtriggersarecoverybecausé hasnosendcreditsfor its child D. Rselects
ablockedpaclet p atthe headof oneof its blocked-sendgjueuesanddetermines
thetreeT thatthis paclet is beingforwardedon. R now becomeghe root of a
recoverytreeandwill useits recovery channeto forward p. R marksp andsends
p to D. D thenbecomegpartof therecoverytree.If D hasary childrenfor which
it hasno sendcredits,thenD may further extendthe recovery treeby usingR's
recovery channelto forward p. If p canbeforwardedto an NI usingthe normal
creditmechanism(e.g.,to F), thenD will do so, andthe recovery treewill not
includethatNI. (If F cannotforward p to its child, thenF will initiate arecovery
onits own recovery channel.)

4.3.3 Protocol Data Structures

We now presentthe RECOV protocolas an extensionof MCAST. Figure4.11
shavsthenew andmodifieddatastructuresandvariablesusedoy RECOV. A new
type of paclet, CHANNEL_CLEAR, is usedto cleara recovery channel. CHAN-
NEL _CLEAR pacletstravel from theleavesto theroot of arecoverytree.

The paclet headercontainstwo new fields. (In reality LFC combinesthese
two fieldsin a singledeadlo& channelfield (seeSection3.4)). Field deadlo&ed
is setto TRUE whena paclet needso usea recovery channel.The channelfield
identifiesthe recovery channel.This field containsa valid valuefor all UNICAST
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typedef enum {UNICAST, MULTICAST, CREDIT, CHANNEL_CLEAR} PacketType;

typedef struct {
... Ix as before x/
int deadlocked;  /x TRUE iff transmitted over recovery channel x/
unsigned channel;  /x identifies owner of the recovery channel x/
} PacketHeader;

typedef struct {
... Ix as before */
int deadlocked;  /x saves deadlocked field of incoming packets %/
unsigned channel;  /x saves channel field of incoming packets x/
} SendDesc;

typedef struct {

... Ix as before «/

unsigned nr_acks;  /x need to receive this many recovery acks x/
} ProtocolCtriBlock;

typedef struct {

... Ix as before «/

UnsignedQueue active_channels;  /x active recovery channels in this tree */
} Tree;

int recovery_active;  /x TRUE iff the local node initiated a recovery */

Fig. 4.11.Deadlockrecovery datastructures.
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void forward_packet(Packet xpkt) {
Tree xtree = &treetab[pkt—hdr.tree];
int deadlocked = pkt—hdr.deadlocked;  /x save! %/
unsigned channel = pkt—hdr.channel;  /x save! /
SendDesc xdesc;
unsigned i;

for (i=0; i < tree—nr_children; i++) {
desc = alloc_send_desc();
desc—dest = tree—children[i];
desc—packet = pkt;
desc—deadlocked = deadlocked;
desc—channel = channel;

credit_send(desc);

Fig. 4.12. Multicastforwardingin the deadlockrecovery protocol.

andMULTICAST pacletsthattravel acrossa recovery channel(i.e., pacletsthat
have deadlo&ed setto TRUE) andfor all CHANNEL_CLEAR paclets. The same
fieldsareaddedo senddescriptors.

The protocol control block is extendedwith a counter(nr_adks) that counts
how mary CHANNEL _CLEAR pacletsremainto berecevedbeforeachannel-clear
acknavledgementanbe propagatedip therecoverytree.

The Treedatastructureis extendedwith a queueof active recovery channels
(activechannel3. Eachtime an NI participatesn arecovery on somerecovery
channelC for sometreeT, it addsC to thequeueof treeT.

4.3.4 SenderSideProtocol

The sendersideof RECOV consistof severalmodificationsto the MCAST and
UCAST routines. The modified multicastforwarding routineis shovn in Fig-
ure4.12. For eachchild, RECOV mustknow whetherthe paclet to beforwarded
arrived on a deadlockrecorery channel.At the time the paclet is forwardedto a
specificchild, we canno longertrustall informationin the pacletheaderbecause
thisinformationmayhave beenoverwrittenwhenthe paclket wasforwardedto an-
otherchild. Thereforewe have modifiedforward_padket() to save thedeadlo&ed
andchannelfieldsof theincomingmulticastpacletin thesenddescriptordor the
forwardingdestinations.

The sareddeadlo&edfield is usedby credit send) (seeFigure4.13). As be-
fore, this routinefirst triesto consumea sendcredit. If all sendcreditshave been
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consumedhowever, sendcredit() no longerimmediatelyenqueueshe paclet—
or rather the descriptorthat referenceghe paclet— on a blocked-sendgjueue.
Insteadwe first checkif thepacletarrivedonarecovery channe(usingthesaved
deadloged field). If this is the case,we forward a paclet that belongsto the
sametree on the samerecovery channel. We cannotalwaysforward the paclet
referencedvy des¢ becausether packets may be waiting to travel to the same
destination.If we bypasshesepacletsandoneof themarrived on the sametree
asthe bypassingpaclet, thenwe violate FIFOnessTo preventthis, next.in_tred)
(not shawn) first appendsiescto the blocked-sendsjueuefor the paclet’s desti-
nation. Next, it removesfrom this queuethe first paclet thatis travelling along
the sametreeasthe paclet referencedy descandit returnsthe senddescriptor
for this paclet. This pacletis transmittedon therecovery channel.

If the paclet that credit send)) tries to transmitdid not arrive on a deadlock
recovery channelthencredit send) will startanew recovery onthis NI's recov-
ery channel.However, it cando soonly if it is not alreadyworking on anearlier
recovery. If this NI hasalreadyinitiated a recovery andthis recovery is still ac-
tive,thenthepacletis simply enqueuedn its destinations blocked-sendsgjueue.
Otherwisethe NI startsa new recovery onits own recovery channel.

For completenessye alsoshown the modifiedsendpadket() routine. Thisrou-
tine now also copiesthe deadlo&ed field and the channelfield into the paclet
header

4.3.5 Recever-SideProtocol

Therecever-sidecodeof RECOV is shavnin Figure4.14andFigure4.15.0nly
afew modificationsto event padcet received) areneeded.

First,specialactionmustbetakenwhenapacletarrivesonarecoverychannel.
In thatcasethereceving NI createsomestatefor therecoverythatthis pacletis
partof. In the protocolcontrolblock of therecovery channels owner, the NI sets
the channel-cleacounterto 1. This counteris usedwhenthe recovery channel
is clearedandindicateshow mary partiesneedto agreethatthe channelis clear
beforeachannel-cleaacknavledgementanbesentuptherecoverytree.Aslong
asthereceving NI doesnot extendtherecovery tree,only it needdo saythatthe
channelis clear hencethe counteris setto 1. If, however, the recovery treeis
extendedby forwardingthepacletonits recosery channelthencredit send) will
increasdhe counterto indicatethatanadditionalchannel-cleaacknavledgement
is neededrom the child thatthe paclet wasforwardedto.

Routineeventpadet received) alsostorestheidentity of therecovery chan-
nel'sowner(theNI thatinitiatedtherecovery) onaqueueassociatedavith thetree
thattheincomingpaclet travelledon. Thisinformationis usedwhenpacletsare
released.
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void credit_send(SendDesc xdesc) {
ProtocolCtrIBlock xpcb = &pcbtab[desc—dest];

if (pcb—send_credits > 0) {
desc—deadlocked = FALSE;
pcb—send_credits——;  /x consume a credit x/
send_packet(dest);
return;

}

if (desc—deadlocked) {
/+ desc—packet arrived on a deadlock channel. We forward desc—packet,
* Or a predecessor in the same tree, on the same channel.
x/
pcbtab[desc—channel].nr_acks++;
desc = next_in_tree(pch, desc);  /x preserve FIFOness in tree x/
send_packet(desc);  /x no credit consumed by this send x/
} else if (recovery_active) {
/* Cannot do more than one recovery at a time. */
enqueue(&pcb—blocked_sends, desc);
} else {
/* Initiate recovery on my deadlock channel %/
recovery_active = TRUE;
pcbtab[LOCAL _ID].nr_acks = 1;
desc—deadlocked = TRUE;
desc—channel = LOCAL_ID;  /«x my recovery channel %/
send_packet(desc);  /x no credit consumed by this send x/

}

void send_packet(SendDesc xdesc) {
ProtocolCtriBlock xpcb = &pcbtab[desc—dest];
Packet xpkt = desc—packet;

pkt—hdr.src = LOCAL_ID;

pkt—hdr.credits = pcb—free_credits;  /x piggyback credits */
pkt—hdr.deadlocked = desc—deadlocked;

pkt—hdr.channel = desc—channel;

pcb—free_credits = 0; /% we returned all credits to dest %/

transmit(desc—dest, pkt);

Fig. 4.13. Packettransmissionn thedeadlockrecovery protocol.
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void event_packet_received(Packet xpkt) {
accept_new_credits(pkt);

if (pkt—hdr.deadlocked) {
ProtocolCtrIBlock xchannel_owner = &pcbtab[pkt—hdr.channel];
Tree xtree = &treetab[pkt—hdr.tree];

/x Register my state for this recovery in the pcb of the node that
x initiated the recovery. Add the owner’s id to a queue of ids

x that is maintained for the tree that the packet belongs to.

*/

channel_owner—nr_acks =1;  /x one 'ack’ for local delivery x/
enqueue(&tree—active_channels, pkt—hdr.channel);

}

switch(pkt—tag) {

case UNICAST: ...; break; /x as before */

case MULTICAST: ...; break; /x as before */

case CREDIT: ...; break; /x as before */

case CHANNEL_CLEAR:
release_recovery_channel(pkt—channel);
break;

Fig. 4.14.Receve procedurdor thedeadlockrecovery protocol.
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void release_recovery_channel(unsigned channel) {
ProtocolCtrIBlock xchannel_owner = &pcbtab[channel];

channel_owner—nr_acks——;
if (channel_owner—nr_acks > 0) return;  /x channel not clear yet x/

/x Below and at this tree node, the recovery channel is clear. */
if (channel == LOCAL_ID) {
/x Recovery completed; the entire recovery channel is clear. */
recovery_active = FALSE;
try_new_recovery();  /x search for new nonempty blocked-sends queue x/
} else {
Packet deadlock_ack;
SendDesc xdesc = alloc_send_desc();

/x Propagate channel-clear ack to parent x/
deadlock_ack.hdr.tag = CHANNEL_CLEAR;
desc—dest = pcb—parent;

desc—packet = &deadlock_ack;
desc—deadlocked = FALSE;
desc—channel = channel,
send_packet(desc);

}

void event_packet_released(Packet xpkt) {
Tree xtree = &treetab[pkt—hdr.tree];

if (queue_empty(&tree—active_channels)) {
return_credit_to(tree—parent);

} else {
/x Do not return a credit, but try to clear a deadlock channel x/
unsigned channel = dequeue(&tree—active_channels);
release_recovery_channel(channel);

Fig. 4.15. Packet releasgrocedurdor the deadlockrecovery protocol.



82 CoreProtocoldfor IntelligentNetwork Interfaces

Secondwe mustprocessncomingchannel-cleaacknavledgementsThisis
doneby releaserecovery channe() (seeFigure 4.15). This routine propagates
channel-cleaacknavledgementsip the recovery treeanddetectsrecovery com-
pletion. If the channel-cleacounterdoesnotdropto zero,thenthis routinedoes
nothing. If the counterdropsto zero,therearetwo possibilities. If the channel-
clearacknavledgemenhasreachedherootof therecoverytree thentherecovery
is complete. The owner of the recovery channelknows thatthe entirerecovery
channelis free and will try to initiate a new recovery on its recovery channel.
This is doneby try_new_recorery() (not shonvn), which scansall blocked-sends
gueuedor a blocked paclet. If sucha queueis found,a new recovery is started.
If the channel-cleaacknavledgementdave not yet reachedhe recovery chan-
nel’'s owner (the root of the recovery tree), thenwe createa new channel-clear
acknavledgementandsendit uptherecoverytree.

We have now describedhow a recovery is initiated, how a recovery treeis
built, andhow channel-cleaacknaviedgementsravel backup therecovery tree,
but we have notexplainedhow theclearingof arecovery channels initiated. This
is doneby theleavesof therecoverytreewhenthey releaseapaclet. Themodified
eventpadet released) first checksif this NI is participatingin any recovery in
thetreethatthe pacletarrivedon. If it is, thenit will have storedtheidentitiesof
therecovery channebwnersin theactive channelsqjueueassociateavith thetree.
If this queueis not empty eventpadketrelease) dequeue®ne channelowner
andreturnsthepacletto thatowner’'srecovery channel.lf, onthe otherhand,this
NI is not participatingin arecovery on thetreethatthe paclet arrived on, thenit
will simply returna sendcreditto the paclet’s lastsendei(asbefore).

4.4 INTR: Control Transfer

Sinceinterruptsare expensve, LFC triesto avoid generatingnterruptsunneces-
sarily by meansof a polling watchdog [101]. This is a mechanisnthat delays
interruptsin the hopethatthetargetprocesswill soonpoll the network. Theidea

is to starta watchdogtimer whena paclet arrivesatthe NI. The NI generatesin

interruptonly if thehostdoesnot poll beforethetimer expires,

Wherethe original polling watchdogproposalby Maquelinet al. is a hard-
waredesign,LFC usesthe programmableéN| processoto implementa software
polling watchdog. In addition, LFC refinesthe original designin the following
way. Whenthe watchdogtimer expires,LFC doesnot immediatelygeneratean
interruptif the hosthasnot yet processedall pacletsdeliveredto it. Insteadthe
NI performstwo additionalchecksto determinewhetherit shouldgeneratean
interrupt: aninterruptstatuscheckanda client progressheck.

Thepurposef theinterruptstatuscheckis to avoid generatingnterruptswhen
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the receving processrunswith network interruptsdisabled. Recall that clients
may dynamicallydisableandenablenetwork interrupts.For efficiency, theinter-

ruptstatusmanipulatiorfunctionsareimplementedy togglinganinterruptstatus
flagin hostmemory withoutany communicatioror synchronizatiorwith thecon-
trol program(seeSection3.7). Beforesendinganinterrupt,the control program
fetches(usinga DMA transfer)the interruptstatusflag from hostmemory No

interruptis generatedvhentheflag indicateshatthe client disablednterrupts.

Thegoalof theclientprogressheckis to avoid generatingnterruptswhenthe
receving procesgecentlyprocessedome(but not necessarilyall) of the paclets
deliveredto it. The hostmaintainsa countof the numberof pacletsthatit has
processed.Whenthe watchdogtimer expires, the control programfetchesthis
counter No interruptis generatedf the hostprocessedt leastonepaclet since
the previouswatchdogiimeout.

INTR startsthe watchdogtimer eachtime a paclet arrivesandthe timer is
not alreadyrunningon behalfof anearlierpaclet. Figure4.16shavs how INTR
handlespolling watchdogtimeouts. The NI fetchesthe hosts interruptflag and
paclet counterusinga single DMA transfer;both are storedinto host The NI
thenperformsthefirst partof theclientprogressheck:if theclienthasprocessed
all (nr_pktsreceived pacletsdeliveredby the NI, thenthe NI cancelghepolling
watchdogtimer. In this case,the hostprocessedll pacletsthat weredelivered
to it andthereis no needto keepthe timer running. If this checkfails, the NI
performsboththeinterruptstatuscheckandthe secondpartof theclientprogress
check. If the hostrecentlydisabledinterruptsor if the hostconsumedsomeof
the pacletsdeliveredto it, thenthe NI doesnot generateaninterrupt,but restarts
the polling watchdogtimer. If all checksfail, the NI generatesn interruptand
restartghetimer. Finally, theNI saresthehost’s pacletcounterin last processed
sothatonthenext timeoutit cancheckif theclient madeprogress.

4.5 RelatedWork

LFC’s NI-level protocolsimplementreliability, interruptmanagemengndmulti-
castforwarding.We discusgelatedwork in all threeareas.

4.5.1 Reliability

LFC assumeghat the network hardware is reliable and preseres this reliabil-
ity by meansof its link-level flow control protocol (UCAST). Several othersys-
tems(BIP [118], Hamlyn[32], lllinois FastMessage$112, 113, FM/MC [146],
VMMC [24], andPM [141]) make the samehardwarereliability assumptior{see
Figure2.3). Thesesystemshowever, implementflow controlin a differentway.
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typedef struct {
unsigned nr_pkts_processed,;
int intr_disabled,;

} HostStatus;

unsigned last_processed;

void event_watchdog_timeout(void) {
HostStatus host;

fetch_from_host(&host);
if (host.nr_pkts_processed == nr_pkts_received) {
timer_cancel();  /x client processed all packets x/
} else if (host.intr_disabled || host.nr_pkts_processed > last_processed) {
timer_restart();  /x client disabled interrupts or polled recently */
} else {
send_interrupt_to_host();
timer_restart();

}

last_processed = host.nr_pkts_processed;

Fig. 4.16. Timeouthandlingin INTR.

With the exceptionof PM (seeSection2.6) noneof thesesystemsmplements
link-level flow control. Insteadthey assumehatthe NI cancopy datato the host
sufficiently fastto preventbuffer overflons (seeSectionl.6).

With theexceptionof FM/MC, noneof theabove systemsupportsacomplete
NI-level multicast.With Ni-level forwarding,multicastpacletsoccugy NI receve
buffersfor alongertime. As aresult,the pressuren thesebuffersincreasesand
speciaimeasuresreneededo preventblocked-pacletresets FM/MC treatshigh
NI receve buffer pressuresarareeventandswapsbuffersto hostmemorywhen
the problemoccurs.For applicationghat multicastvery heavily, however, swap-
ping occursfrequentlyanddegradegperformancdl15]. LFC is moreconserative
andusesNI-level flow controlto solve the problem.

4.5.2 Interrupt Management

LFC supportsboth polling andinterruptsas control-transfemechanismsSome
communicatiorsystemsrovide only a polling primitive. The mainproblemwith
thisapproachs thatmary parallel-programmingystemsnotablyDSM systems,
cannotrely on polling by the application.Interruptsprovide asynchronousotifi-
cation,but areexpensve on commercialarchitecturegndoperatingsystemsthe
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time to field aninterruptoften exceedshe lateng of a smallmessageResearch
systemssuchasthe Alewife [2] andthe J-maching132] supportfastinterrupts,
but the mechanismsisedin thesemachineshave not found their way into com-
mercial processomrchitectures.Even without hardware support,operatingsys-
temscan,in principle,dispatchinterruptsefficiently [94, 143. Thekey ideais to
save minimal processostate,andleave the rest(e.g., floating-pointstate)up to
theapplicationprogram.In practice however, interruptprocessinggpn commodity
operatingsystemdasremainedexpensve.

LFC doesnot attackthe overheadof individual interrupts,but aimsto re-
ducethe interruptfrequeng by optimistically delayinginterrupts. Maquelin et
al. proposedhe polling watchdog a hardwareimplementatiorof thisidea[101].
We augmentedhe polling watchdogwith the interrupt-statusndclient-progress
checksdescribedn Section4.4. Thesetwo checksfurther reducethe numberof
spuriousinterrupts.

4.5.3 Multicast

Several researcherfiave proposedto usethe NI insteadof the host processor
to forward multicastpaclets [56, 68, 80, 146. Our Nl-level protocolis origi-
nal, however, in thatit integratesunicastand multicastflow control and usesa
deadlock-receery schemdo avoid routingrestrictions.

Verstoepet al. describea system FM/MC, thatimplementsan NlI-level mul-
ticastfor Myrinet [146]. FM/MC runson the samehardwareasLFC, but imple-
mentsbuffer managemenandreliability in a very differentway. Section4.5.4
compares. FC andFM/MC in moredetail.

Huangand McKinley proposeto exploit ATM Nls to implementcollective
communicatioroperationsincludingmulticast{68]. In theirsymmetricbroadcast
protocol,NIs useanATM multicastchanneto forwardmessageto theirchildren;
multicastacknavledgementsare also collectedvia the NIs. The sendinghost
maintainsa sliding window; it appearshata singlewindow is usedperbroadcast
group. LFC, in contrast,usessliding windows betweeneachpair of NiIs. This
allows LFC to integrateunicastandmulticastflow control; HuangandMcKinley
do notdiscusaunicastflow controlandpresensimulationresultsonly.

Gerlaetal. [56] alsodiscusausingNIs for multicastpaclket forwarding. They
proposea deadlockavoidanceschemehatdividesreceve buffersin two classes.
Thefirst classis usedwhenmessagetravel to highernumbered\ls, the second
whengoing to lower-numberedNIs. This schemerequiresbuffer resourcegper
multicasttree,whichis problematidn asystemwith mary smallmulticastgroups.

KesaanandPandastudiedoptimalmulticasttreeshapesor systemswith pro-
grammableNls [80]. They describetwo paclket-forwardingschemesfirst-child-
first-senedandfirst-paclet-first-sered (FPFS),andshow thatthelatter performs
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Fig. 4.17.LFC’sandFM/MC'’s buffering strateyies.

best. The paperdoesnot discussflow controlissues. MCAST integratesFPFS
with UCAST's flow control scheme. MCAST usually forwards paclets to all
childrenasthesepacletsarrive, just like in FPFS.Whenan NI hasto forward a
paclet to a destinationfor which no sendcreditsare available, however, the NI
will queuethatpaclet andstartworking on anothermpaclet.

All spanning-treenulticastprotocolsmustdealwith the possibility of dead-
lock. Deadlockis often avoidedby meansof a deadlock-fregouting algorithm;
the literatureon suchalgorithmsis alundant. Most researchin this area,how-
ever, appliesto routing at the hardwarelevel. Also, aspointedout by Anjan and
Pinkston4], mostprotocolsavoiddeadlockoy imposingroutingrestrictiond43].
Thisis theapproachtakenby MCAST. RECOV wasinspiredby the DISHA pro-
tocol for wormhole-routechetworks [4]. DISHA, however, is a deadlockrecor-
ery schemdor unicastworms,whereasRECOV dealswith buffer deadlocksn a
store-and-fonard multicastprotocol.

4.5.4 FM/MC

FM/MC implementsa reliable NI-level multicastfor Myrinet, but doessoin a
very differentway thanLFC. The mostimportantdifferencesrerelatedto buffer
managemerandthereliability protocol.

Figure4.17 shonvs how LFC and FM/MC allocatereceve buffers. FM/MC
usesa single queueof NI buffersfor all inboundnetwork paclets. LFC, on the
otherhand,staticallypartitionsits NI buffersamongall senderspnesendeican-
notuseanotheisenders receve buffers. At thehostlevel, thesituationhasalmost
beenreversed. FM/MC allocatesa fixed numberof unicastbuffers per sender
Theseunicastbuffers are managedy a standardsliding-window protocol that
runson the host. In addition, FM/MC hasanothey separateclassof multicast
bufferswhich arenot partitionedstaticallyamongsenders LFC doesnot distin-
guishbetweerunicastandmulticastbuffersandusesa singlepool of hostreceve
buffers.

FM/MC’s multicastbuffers are allocatedto sendersdy a centralcredit man-
agerthatrunson oneof the NIs. A multicastcreditrepresents buffer on every
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receving host. Beforea processcanmulticasta messageit mustobtaincredits
from the creditmanager To avoid the overheadof a creditrequest-replhypair for
every multicastpaclet, hostscanrequesimultiple creditsandcachethem. Credits
thathave beenconsumedrereturnedto the creditmanageby meansof a token
thatrotatesamongall Nis.

At the NI level, no softwareflow controlis presentEachNI containsasingle
receve queuefor all inboundpaclets. Underconditionsof high load, this queue
fills up. FM/MC thenmovespart of the receve queueto hostmemoryto make
spacefor inboundpaclets. Eventually senderswill run out of creditsandthe
memorypressureon receving NIs will drop; paclets canthen be copiedback
to NI memoryand processedurther. The ideais thatthis type of swappingto
hostmemorywill occuronly underexceptionalconditions,andit is assumedhat
swappingwill not take too muchtime. Eventually however, FM/MC relieson
hardwareback-pressurto stall sendingNlIs.

By default, FM/MC usesthe samebinary treesasLFC to forward multicast
paclets. The protocol, however, allows the useof arbitrary multicasttrees,be-
causehe creditandswappingmechanisnavoid buffer deadlocksat the NI level.
WhenNI buffersfill up, they arecopiedto hostmemory The centralizedcredit
mechanisnguaranteethatbuffer spacds availableonthehost. Sincepacletsare
not forwardedfrom hostmemory thereis no risk of buffer deadlockat the host
level.

Both LFC and FM/MC have their strengthsand weaknessesAn important
advantageof LFC over FM/MC is its simplicity. A singleflow controlschemas
usedfor unicastandmulticasttraffic. Thereis noneedto communicatavith asep-
aratecreditmanagerNo requesimessageareneededo obtaincredits:recevers
know whensendersarelow on creditsandsendcredit updatemessagegvithout
receving ary requests.Finally, sinceLFC implementsNI-level flow control, it
doesnot needto swap buffersbackandforth betweerhostandNI memory The
pricewe payfor this simplicity is therestrictionon thetreetopologieshatcanbe
usedby MCAST. FM/MC canusearbitrarymulticasttrees.

LFC andFM/MC alsodifferin theway creditsareobtainedor multicastpack-
ets.LFC is optimisticin thata sendemvaitsonly for creditsfor its childrenin the
multicasttree. In FM/MC, a sendemwaits until every recever hasspacebefore
sendingthe next multicastpaclet(s). On the otherhand,hostbuffers are not as
scarcearesourceasNI buffers,sowaitingin FM/MC mayoccurlessfrequently

Both protocolshave potentialscalabilityproblems.LFC partitionsNI receve
buffersamongall senders.FM/MC, in contrastallows NI buffersto be shared,
which is attractve whenthe amountof NI memoryis small and the numberof
nodesin the systemlarge. Givenareasonabl@amountof memoryon the NI and
a modestnumberof nodes,however, LFC’s partitioningof NI buffers posesno
problemsandobviatesthe needfor FM/MC’s buffer swappingmechanism.



88 CoreProtocoldfor IntelligentNetwork Interfaces

FM/MC hasotherscalabilityproblems.First, all creditrequestareprocessed
by asingleNI, whichintroducesa potentialbottleneck.Secondto recorer multi-
castcredits,FM/MC usesa rotatingtoken. The creditmanagemay have to wait
for acompletetokenrotationuntil it cansatisfyarequesfor credits.

4.6 Summary

This chaptemasgivenadetaileddescriptionof LFC’s Ni-level protocolsfor reli-
ablepoint-to-pointcommunicationyeliablemulticastcommunicationandfor in-
terruptmanagementThe UCAST protocolprovidesreliablepoint-to-pointcom-
municationbetweenNIs. MCAST extendsUCAST with multicastsupport,but
is not deadlock-fredor all multicasttrees.RECO/ extendsMCAST with dead-
lock recovery andthe resultingprotocolis deadlock-fredor all multicasttrees.
Finally, INTR is arefinedsoftware polling watchdogprotocol. INTR delaysthe
generatiorof network interruptsasmuchaspossibleby monitoringthe behaior
of thehost.



Chapter 5

The Performanceof LFC

Thischapterevaluategheperformancef LFC’sunicastfetch-and-addandbroad-
castprimitivesusing microbenchmarksThe performanceof client systemsand
applicationswhichis whatmatterdan theend,will bestudiedin subsequenthap-
ters.

5.1 UnicastPerformance

First we discussthe lateny and throughputof LFC’s point-to-pointmessage-
passingorimitive, lfc_ucastlaund(). Next, we describeLFC’s point-to-pointper
formancein termsof the LogGP[3] parameters.

5.1.1 Latencyand Throughput

Figure5.1shovs LFC’s one-way lateng for differentreceve methods.All mes-
sagedit in asinglepacletandarerecevedthroughpolling. We usedthefollowing
receve methods:

1. No-touch. The receving processs notified of a paclet’s arrival (in host
memory),but never readghe paclet’'s contents Thistypeof receve beha-
ior is frequentlyusedin lateny benchmarksindgivesa goodindicationof
theoverheadsmposedby LFC.

2. Read-only Thereceving procesausesa for loop to readthe paclet’s con-
tentsinto registers(one 32-bit word perloop iteration), but doesnot write
the paclet’s contentsto memory This type of behaior canbe expected
for small control messagesyhich canimmediatelybe interpretedby the
receving processar

89
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Fig. 5.1. LFC’s unicastlateng.

3. Copy. Thereceving processopiesthe paclet’s contentdo memory (This
is doneusingan efficient string-maove instruction.) This is the typical be-
havior for larger messagethatneedto be copiedto a datastructurein the
receving processs addresspace.

The one-vay lateny of an empty paclet is 11.6 ps (for all receve stratgies).
This doesnotincludethe costof paclet allocationat the sendingsideandpaclet
deallocationat the receving side,becausdoth canbe performedoff the critical
path.Sendpacletallocationcosts0.4 us, receve paclet deallocatiorcosts0.7 s.

As expected,the read-onlyand copy latenciesare higherthanthe no-touch
latencies,becausédhe receving processincurs cachemisseswhenit readsthe
paclet’s contents.Surprisingly however, the copy variantis fasterthanthe read-
only variant. This hastwo causeskFirst, the copy variantalwayscopiesincoming
pacletsto the samewrite-backcacheddestinatiorbuffer, sothewritesthatresult
from the copy do not generateany memorytraffic (aslong asthe buffer fits in the
cache).Secondthe read-onlyvariantaccessethe databy meansof a for loop,
while the copy variantusesa faststring-coyy instruction.

Figure5.2 shavsthe one-way unicastthroughputusingthe samethreereceve
methods(Notethatthe messagsizeaxishasalogarithmicscale.)The savtooth
shapeof the curvesis causedoby fragmentation. Messagedarger than 1 Kbyte
aresplit into multiple paclets. If the last of thesepacletsis not full, the overall
efficiengy of themessagéransferdecreasesr his effectis strongestvhenthelast
fragments nearlyempty

With the no-touchreceve stratgy, the maximumthroughpuis 72.0Mbyte/s.
Readingthe datareduceshe throughputsignificantly For messagesizesup to
128Kbyte, copying thedatais fasterthanjustreadingit, for thereasonslescribed
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above (write-backcachinganda fastcopy instruction).For large messagesjow-
ever, thethroughputof thecopy variantdropsnoticeably(e.g.,from 63.2Mbyte/s
for 1 Kbyte messagew 33.2Mbyte/sfor 1 Mbyte messages)-or messagespto
256 Kbyte, the receve buffer usedby the copy variantoughtto fit in the proces-
sor's second-lgel datacache.Sincethe L2 caches physicallyindexed, however,
someof the buffer's memorypagesmay mapto the samecachelines as other
pages.Theexactpagemappingsvary from runto run, but for largerbuffers,con-
flicts aremorelik ely to occur Conflictingpagemappinggesultin conflictmisses
duringthe copy operationandthesemissesgeneratanemorytraffic. This traffic
competedor busandmemorybandwidthwith incomingnetwork pacletsandre-
ducesgheoverallthroughput Messageargerthan256 Kbyte no longerfit in the
L2 cache.Cachemissesareguaranteedo occurwhensucha messagés copied.

AlthoughLFC achievesgoodthroughputit is notableto saturatehehardware
bottleneckthel/O bus,which hasa bandwidthof 127 Mbyte/s. The mainreason
is thatLFC usesprogrammed/O (with write combining)atthe sendingside. As
shown in Figure 2.2, this datatransfermechanisncannotsaturatethe 1/0 bus.
This problemcan be alleviated by switchingto DMA, but DMA introducesits
own problems(seeSection2.2).

5.1.2 LogGP Parameters

While the throughputand lateng graphsare useful, additionalinsight can be
gainedby measurind_-FC’s LogGPparametersLogGP[3, 107 is anextensionof
theLogPmodel[40, 41], which characterizeacommunicatiorsystemn termsof
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four parameterstateng (L), overheado), gap(g), andthe numberof processors
(P).

Latencyis thetimeneededy asmallmessagéo propagatérom onecomputer
to anothermeasuredrom themomenthesendingprocessors nolongerinvolved
in thetransmissiono themomentthereceving processocanstartprocessinghe
messagelLateny includesthe time consumedy the sendingNI to transmitthe
messag@andthetime consumedy thereceving NI to deliverthe messagéo the
receving host. This definition of lateng is differentfrom the sendetto-recever
lateng discusse@dbove. Thesendeitto-receverlatengy includessendandreceve
overheaddescribeelow), which arenotincludedin L.

Overheadis the time a processospendson transmittingor receving a mes-
sage.We will make the usualdistinctionbetweersendoverheados) andreceve
overhead(o;). Overheaddoesnot include the time spenton the NI and on the
wire. Unlike lateng, overheadcannotbe hidden.

The gapis thereciprocalof the systems small-messagbandwidth. Succes-
sive paclets sentbetweena given sendeirecever pair are alwaysat leastg mi-
crosecondsapartfrom eachother

The LogP model assumeghat messagesarry at mosta few words. Large
messagedhowever, arecommonin mary parallel programsand mary commu-
nicationsystemscantransfera single large messagenore efficiently thanmary
smallmessaged.ogGPthereforeextendsLogPwith aparameterG, thatcaptures
the bandwidthfor large messagest-or LFC, we defineG asthe peakthroughput
underthe no-touchreceve stratayy.

To measurehevaluesof theLogGPparameterfor LFC, we usedoenchmarks
similar to thosedescribedy lannelloetal [69]. Theresultingvaluesaregivenin
Table5.1. All valuesexceptthevalueof G, weremeasuredisingmessagewith
apayloadof 16 bytes.

Thesenderto-receverlatencieseportedn Figure5.1larerelatedto theLogGP
parameterasfollows:

sendeito-recever lateny = os+ L + 0y.

Thesendeito-receverlatengy of a16-bytemessagés thusl.6 +8.2 +2.2 =
12.0 ps, slightly more thanthe lateny of a zero-bytemessagg11.6 us). The
largestpart (L) of the sendeito-recever lateng is spenton the sendingandre-
ceiving Nls; this partcanin principle be overlappedwith usefulwork on the host
processar

5.1.3 Interrupt Overhead

All previousmeasurementsereperformedwith network interruptsdisabled We
now briefly considerinterrupt-drven messagedelivery. As explainedin Sec-
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LogGP parameter Value
Sendoverheados) 1.6pus
Receve overheadoy) 2.2us
Lateny (L) 8.2us
Gap(9) 5.6ps
Big gap(G) 72.0Mbyte/s

Table 5.1. Valuesof the LogGPparametersor LFC.

tion 3.7, LFC delaysinterruptsin the hopethat the destinationprocesswill poll
beforethe interruptneedsto be raised. The default delayis 70 ys. This value,
approximatelytwice theinterruptoverheadseebelon), wasdeterminedafter ex-
perimentingwith someof theapplicationdescribedn Chapter8.

To measurdhe overheadof interrupt-drvenmessagelelivery, we setthe de-
lay to O ps andmeasurdhe null unicastlateng in two differentways: first, us-
ing a programthatdoesnot poll for incomingmessageandthat usesinterrupts
to receve messagessecond,using a programthat doespoll and that doesnot
useinterrupts. The differencein latenyy measuredy thesetwo programsstems
from interruptoverhead. Using this method,we measurean interruptoverhead
of 31 ps, which is morethantwice the unicastnull lateng. This time includes
contet-switchingfrom usermodeto kernelmode,interruptprocessingnsidethe
kernelandthe Myrinet device driver, dispatchingthe userlevel signal handler
andreturningfrom the signalhandler(usingthe sigreturn() systemcall). Notice
that the last overheadcomponentthe signal handlerreturn, neednot be on the
critical communicatiorpath: a messageanbe processe@ndareply canbe sent
beforereturningfrom the signalhandler

This largeinterruptoverheads not uncommorfor commercialoperatingsys-
tems. In userlevel communicationsystemswith low-latengy communication,
however, the high cost of usinginterruptsshouldclearly be avoided wheneer
possible.lt is exactly this high costthatmotivatedthe additionof a polling watch-
dogmechanisnto LFC.

5.2 Fetch-and-Add Performance

A contention-fredetch-and-ad@perationon avariablein local NI memorycosts
20.7 ps. Sincewe have not optimizedthis local case,an FA_REQUEST andan
FA_REPLY messagavill be sentacrosshe network. Eachmessagéravelsto the
switch to which the sendingNI is attachedjhis switch then sendsthe message
backto thesameNIl.

A contention-fred=&A operationon a remoteF&A variablecosts19.8 s,
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whichis slightly lessexpensve thanthe local case.To detectthe F&A reply, the

hostthat issuedthe operationpolls a locationin its NI’'s memory In the local

case this polling stealsmemorycyclesfrom thelocal NI processomwhich needs
to procesgsheF&A requesaindsendthe F&A reply (to itself). In theremotecase,
receving therequestprocessingt, andsendingthe reply areall performedby a

remoteNI, without interferencdrom a polling host.

Figure5.3shaovshow F&A latenciesncreasaindercontention.In thisbench-
mark, eachprocessqrexceptthe processowherethe F&A variableis stored ex-
ecutesa tight loop in which an F&A operationis issued. With asfew asthree
processorgseeinset),the NI thatservicesthe F&A variablesbecomes bottle-
neckandthelatenciesncreaseapidly.

5.3 Multicast Performance

The multicastperformancesvaluationis organizedasfollows. First, we present
lateng, throughput,and forwarding overheadresultsfor LFC’s basicprotocol.
Next, we evaluatethe deadlockrecovery protocolundervariousconditions. In
Chapte8 we will alsocompareheperformancef LFC’s multicastprotocolwith
protocolsthatusehost-lesel forwarding.

5.3.1 Performance of the Basic Multicast Protocol

We first examinethe lateng, throughput,andforwardingoverheadof LFC’s ba-
sic multicastprotocol. The basicprotocol usesbinary treesand thereforedoes
not needthe deadlockrecorery mechanismlIn the following measurementshe
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maximumpaclet sizeis 1 Kbyte andeachsendeis allocated[%zj sendcredits,
whereP is the numberof processorsAll pacletsarereceved throughpolling.
We usethe copy receve stratgy describedn Section5.1.

Figure 5.4 shows the broadcastiatenciesof the basic protocol. We define
broadcastateny asthe lateny betweenthe senderandthe last recever of the
broadcastpaclet. As expected,the lateny increasedinearly with increasing
messagesize and logarithmically with increasingnumbersof processors.With
a4-nodeconfigurationwe obtaina null lateng of 22 ps; with 64 nodesthe null
lateng is 72 ps.

Figure 5.5 shaws the throughputof the basicprotocol. Throughputis mea-
suredusinga straightforward blasttestin which the sendeitransmitsmary mes-
sagesf a given size andthenwaits for an (empty) acknavledgemenimessage
from all recevers.We reportthethroughputobsenedby the sender

All curvesdeclinefor large messagesrThisis dueto the samecacheeffectas
describedn Section5.1. For messagethatfit in the cache the maximummulti-
castthroughput(41 Mbyte/sfor 4 processorsjs lessthanthe maximumunicast
throughput(63 Mbyte/s) and decreasess the numberof processorsncreases.
Theseeffectsaredueto thefollowing throughput-limitingfactors:

1. NI memory supportsat most two memory accesseper NI clock cycle
(33.33MHz). Memory referencesare issuedby the NI's threeDMA en-
ginesandby the NI processarNone of thesesourcesanissuemorethan
onememoryreferenceerclock cycle. As aresult,themaximumpacletre-
ceive andsendrateis 127 Mbyte/s(33.33MHz x 32 bits). This maximum
canbe obtainedonly with large paclets; with LFC’s 1 Kbyte paclets,the
maximumDMA speeds approximatelyl20 Mbyte/s.
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2. Thefanoutof themulticasttreedetermineshe numberof forwardingtrans-
fers thatan NI's sendDMA enginemustmake. Sincetheseforwarding
transfersmustbe performedserially, the attainablethroughputis propor
tionalto thereciprocalf thefanout.Binarytreeshave amaximumfanoutof
two. Themaximumthroughputhatcanbeobtaineds thereforel20/2 = 60
Mbyte/s.

3. High throughputcanonly be obtainedf the NI processomanageso keep
its DMA engineshusy.

4. Multicast pacletstravelling acrossdifferentlogical links in the multicast
treemaycontendor thesamephysicallinks. Theamountof contentiorde-
pendsonthe mappingof processeso processorsSincedifferentmappings
cangive very differentperformanceesults we useda simulated-annealing
algorithmto obtainreasonablenappingsfor all single-sendethroughput
benchmarks.The resultingmappingsgive much betterperformancehan
randommappings but are not necessarilyoptimal, becausesimulatedan-
nealingis not guaranteedo find a true optimum and becausewve did not
take acknavledgementraffic into account.

Thefirst threefactorsexplain why we do notattainthe unicastthroughputput not
why throughputdecreasewhenthe numberof processorss increasedSincethe
amountof forwardingwork performedby the bottlenecknodesof the multicast
tree—i.e., internalnodeswith two children—is independentf the size of the
multicasttree, we would expectthat throughputis alsoindependentf the size



5.3 MulticastPerformance 97
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of thetree. In reality, addingmore processorincreaseshe demandor physical
network links. Theresultingcontentioneadsto decreasethroughput.

To estimatethe amountof work performedby the NI to forward a multicast
paclet, we can measurethe multicastgap g(P). This is the reciprocalof the
multicastthroughputon P processor$or small (16-byte)messagesWe assume
thatthe multicastgapis proportionatfto thefanoutF (P) of the bottlenecknode(s)
in the multicasttree. Thatis, we assumeay(P) = a - F(P) + 3, for somea andp.
By varyingF (P) andmeasuringhe resultingmulticastgapsg(P), we canfind a
andf. LFC’'s binarytrees however, have afixedfanoutof two. To vary F(P), we
thereforeusemulticasttreesthathavetheshapeshovnin Figure5.6. In suchtrees,
thereis exactly oneforwardingnodeandthefanoutof thetreeis F (P) = P— 2.

We measuredhe multicastgapsfor variousnumbersof processorandused
aleast-squarest to determinen andf3 from thesemeasurementslhe measured
gapsandtheresultingfit areshovnin Figure5.7; wefounda = 4.6 ps perforward
and = 5.2 ps. Theforwardingtime perdestination(a) is fairly large; thistime
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Fig. 5.8. Impactof deadlockrecovery on broadcasthroughput.

is usedto look up the forwarding destination,to allocatea senddescriptoy to
enqueuehis descriptoyandto initiate the sendDMA.

5.3.2 Impact of DeadlockRecovery and Multicast TreeShape

We assumehatmostprogramswill rarely multicastin sucha way thatdeadlock
recovery is necessary It is thereforeimportantto know the overheadthat the
protocolimposeswithout recovery.

Enablingdeadlockrecovery doesnot increasethe broadcastateng. In the
lateny benchmarkthe conditionthattriggersdeadlockrecovery (an NI hasrun
outof sendcredits)is never satisfied sotherecovery codeis neverexecuted Also,
thetestfor the conditiondoesnot addary overheadpecauset takesplaceboth
in thebasicandin theenhancegbrotocol.

Throughputs affectedby enablingdeadlockecovery. Figure5.8shownssingle
sendethroughputesultsfor 8, 16,32,and64 processorsyith andwithout dead-
lock recovery. For therecovery protocolmeasurementsye usedalmostthe same
configurationasfor the basicprotocolmeasurementshavn in Figure5.5. The
only differenceis thatwe enableddeadlockrecovery andaddedP — 1 NI receve
bufferson eachNI (seeSection4.3). We usethe samebinarytreesasbefore,so
no true deadlocksanoccur Sinceour deadlockrecovery schemanakesa local,
consenrative decisionhowever, it still signalsdeadlock.

Our measurementsdicatethat, with afew exceptionsall recoseriesareini-
tiatedby the root of the multicasttree. The deadlocled subtreeghatresultfrom
theserecoveriesare small. With 64 processorand 64 Kbyte messagedor ex-
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ample,eachdeadlockrecovery results(on average)in 1.1 pacletsbeingsentvia
adeadlockrecovery channel.ln almostall casesthe deadlocled subtreeconsists
of theroot andoneof its children. The root performslesswork thanits children,
becausé& doesnothaveto receve anddeliverincomingmulticastpaclets. Conse-
guently therootcansendout multicastpacletsfasterthanits childrencanprocess
themandthereforerunsout of credits,whichtriggersa deadlockrecovery.

For 8 processorghe performancempactof theserecoveriesis small, but for
largernumbersof processorghe numberof recoveriesincreasesindthethrough-
put decreasesignificantly With 64 Kbyte messagedpr example,the numberof
recoveriesper multicastincreasegrom 0.02for 8 processorso 0.37for 64 pro-
cessorgonaverage).Thisincreasen thenumberof recoveriesandthedecreasen
throughputappearto be causedy increasedontentionon the physicalnetwork
links (dueto the larger numberof processors)This contentiondelaysacknavl-
edgementsyhich causesendergo run out of creditsmorefrequently The prob-
lemis aggraatedslightly by afastpathin the multicastcodethattriesto forward
incoming multicastpaclkets immediately If this succeedsthe sendchannelis
blocked by anoutgoingdatapaclet andcannotbe usedby anacknavledgement.
Remaring this optimizationimprovesperformancevhendeadlockecoveryis en-
abled,but reducegerformancevhendeadlockrecoveryis disabled.

Figure5.9 shows theimpactof treeshapeon broadcasthroughput.We com-
parebinary treesandlinear chainson 64 processors\We usea large numberof
processorspecausedhat is when we expectthe performancecharacteristicof
differenttreeshapego be mostvisible. In both casesdeadlockrecorery wasen-
abled,becausavith chains,deadlocksanoccurwhenmultiple sendersnulticast
concurrently With a singlesenderhowever, deadlocksannotoccur andwe ex-
pectlow-fanouttreesto performbest. Figure5.9 confirmsthis expectation.The
linearchain(fanoutl) performsbetterthanthebinarytree(fanout2).

Totestthebehaior of thedeadlockecovery schemen thecasehatdeadlocks
can occut we performedan all-to-all benchmarkin which all sender$roadcast
simultaneouslylin this case true deadlocksmay occurfor the chain. Figure5.10
shaws the persenderthroughputon 64 processorgor the chainandthe binary
tree. Due to contentionfor network resourceglinks, buffers, and NI processor
cycles),the persendethroughputs muchlower thanin the single-sendecase.

As expectedthe chainperformsworsethanthe binarytree. Table5.2 reports
severalstatisticsthatillustratethe behaior of therecovery protocolfor bothtree
types. Thesestatisticsare for an all-to-all exchangeof 64 Kbyte messagesn
64 processorsin this table,Lyseqis the numberof logical links betweerpairs of
NIs thatareusedin theall-to-all test;L 4 is thetotal numberof logicalllinks avail-
able(64-63). Lysed/Lay indicateshow well a particulartree spreadsts paclets
overdifferentlinks. RC is thenumberof deadlockrecoveries;M is the numberof
multicasts.RC/M indicateshow oftenarecoveryoccurs.D is thenumberof pack-
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Treeshape| Lysed/Lav | RC/M | D/RC+1
Binary 0.51 0.38 3.3
Chain 0.02 1.00 63.9

Table 5.2. Deadlockrecovery statistics Lseq— #NI-to-NI links usedin this test;
Lo — #NI-to-NlI links available;RC — #deadlockrecoveries;M — #multicasts;
D — #pacletsthatusea deadlockrecorery channel.

etsthatareforcedto travel througha slow deadlockrecovery channel.D/RC+ 1
is theaveragesizeof deadlocledsubtreesThesestatisticsshav that,with chains,
every multicasttriggersa deadlockrecovery action. Whatis worse,theserecov-
eriesinvolve all 64 NlIs, so eachmulticastpaclet usesa slow deadlockchannel.
With chains,this benchmarlcanuseonly a smallfraction (0.02) of the available
NI receve buffer space.In combinationwith the high communicatioroad, this
causesendergo run out of creditsandtriggersdeadlockrecoveries.With binary
trees which make betteruseof the availableNI buffer spacedeadlockrecoveries
occurlessfrequentlyandthe sizeof the deadlocled subtreess muchsmaller

Summarizingwe find thatdeadlockrecovery is triggeredfrequently but that
its effect on performances modestwhenthe communicationload is moderate
andtrue deadlocksdo not occur To reducethe numberof falsealarms,a more
refined,timeout-basednechanisntould be used[96]. This mechanisndoesnot
signaldeadlockmmediatelywhenablocked-sendsjueuebecomesnonemptybut
startsatimer andwaitsfor atimeoutto occur Thetimeris canceledvhenasend
descriptoris removedfrom the blocked-sendsjueue.

5.4 Summary

In this chapter we have analyzedthe performanceof LFC using microbench-
marks. LFC’s point-to-pointperformanceas comparableo thatof existing user
level communicationsystemsand doesnot suffer much from the Ni-level flow
control protocol. Specifically on the samehardware LFC achievessimilar point-
to-pointlatenciesaslllinois FastMessagegversion2.0), which usesa host-level
variant of the sameflow control protocol. Runningthe protocol betweenNIs,
however, allows for a simpleandefficient multicastimplementation.

Due to our useof programmed/O at the sendingside, LFC cannotattain
the maximumavailablethroughputbut we believe that LFC’s throughputs still
sufficiently high thatthisis nota problemin practice.At leastonestudysuggests
thatparallelapplicationsaremoresensitve to sendandreceve overheadhanto
throughpuf102].
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LFC’s NlI-level fetch-and-addmplementations not muchfasterthana host-
level implementatiorwould be, but hasthe advantagethatit neednever generate
aninterrupt.

LFC’s NI-level multicastalso avoids unnecessarynterrupts(during paclet
forwarding) and eliminatesan unnecessargatatransfer The binary treesused
by the basicmulticastprotocolgive goodlateny andthroughput.Client systems
thatwish to optimizefor eitherlateng or throughputcanuseothertreeshapesf
they useLFC’s extendedmulticastprotocolwhich includesa deadlockrecovery
mechanism.We showved that the extendedprotocol allows clientsto obtainthe
advantage®f a specifictreeshapesuchasthechain.



Chapter 6

Panda

This chapterdescribeghe designandimplementatiorof the Pandacommunica-
tion systemon top of LFC. Pandais a multithreadeccommunicatiorlibrary that
providesflow-controlledpoint-to-pointmessaggassingremoteprocedurecall,
andtotally-orderedbroadcast.Since1993,versionsof Pandahave beenusedby
implementation®f the Orcasharedbjectsystem9, 19,124],the MPI message-
passingsystem,a parallel Jasa system[99], an implementationof Linda tuple
spaceon MPI [33], a subsebf the PVM message-passirgystem[124], the SR
programmindanguagg124], anda parallelsearctsystem[121].

Portability andefficiency have beenthe main goalsof all Pandaimplementa-
tions. Pandahasbeenportedto a variety of communicatiorarchitectures.The
first Pandaimplementatior{19] wasconstructean a clusterof workstationsus-
ing the UDP datagranprotocol.Sincethen,versionsof Pandahave beenportedto
the Amoebadistributedoperatingsystem111], to atransputeibasedsysteni65],
to MPI for the IBM SP/2,to active messagefor the Thinking MachinesCM-5,
to lllinois FastMessagegor Myrinet clusters[10], andto LFC, alsofor Myri-
net clusters. This chaptey however, focuseson a single Pandaimplementation:
Pandad.0on LFC. Panda4.0differssubstantiallyffrom the original systemwhich
hadno separatenessage-passirigyerandhada differentmessaganterface[19].

Thesecondyoal,efficiengy, conflictswith thefirst, portability. Whereagporta-
bility favorsa modulay layeredstructure efficiency dictatesan integratedstruc-
ture. In thischaptemwe demonstratéhatPandacanbeimplementecefficiently (on
LFC) without sacrificingportability. This efficiency resultsfrom Pandas flexible
internalstructure carefullydesignednterfacegbothin PandaandLFC), exploit-
ing LFC’s communicatiormechanismsandintegratingmultithreadingandcom-
munication.

In this chapter we shav how PandausesLFC'’s paclet-basednterface,NI-
level multicastandfetch-and-addandpolling watchdogo implementthefollow-
ing abstractions:

103
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1. Asynchronousipcalls.Sincemary PPSgequireasynchronoumessagee-
livery, Pandadeliversall incomingmessageby meansf asynchronousp-
calls. To avoid theuseof interruptsfor eachincomingmessageRandatrans-
parentlyanddynamicallyswitchesbetweerusingpolling andinterrupts.To
choosethe mostappropriatenechanismPandausesthread-schedulingn-
formation.

2. StreammessagesLFC’s paclet-basedccommunicationinterfaceallows a
flexible implementatiorof streammessges[112]. Streammessageallow
end-to-endpipelining of datatransfers.Our implementatioravoidsunnec-
essarycopying anddecouplesnessagaotificationandmessageonsump-
tion.

3. Totally-orderedroadcastPandaprovidesasimpleandefficientimplemen-
tation of a totally-orderedoroadcasprimitive. The implementatiorbuilds
on LFC’s multicastandfetch-and-adgbrimitives.

The first sectionof this chaptergives an overview of Panda4.0. It describes
Pandas functionality andits internalstructure.Section6.2 describesyow Panda
integratescommunicatiorandmultithreading.Section6.3 studiesthe implemen-
tation of Pandas messageabstraction. Section 6.4 describesPandas totally-
orderedbroadcasprotocol. Section6.5 reportson the performanceof Pandaon
LFC andSection6.6 discusseselatedwork.

6.1 Overview

This sectiongives an overvienv of Pandas functionality, describeshe internal
structureof Panda,anddiscusseshe key performancdassuesin Pandas imple-
mentation.

6.1.1 Functionality

PandaextendsLFC'’s low-level message-passingnctionality in several ways.
First, processeshat communicateusing Pandaexchangemessagesf arbitrary
sizeratherthanpacletswith amaximumsize.

Second,Pandaimplementsdemultiplexing. EachPandamodule (described
later) allows its clientsto constructcommunicatiorendpointsandto associatex
handlerfunctionwith eachendpoint. Senderglirecttheir messaget suchend-
points.Whenamessagarrivesatanendpoint,Pandainvokestheassociatethes-
sagehandlerandpasseshe messag¢eo this handler LFC, in contrastdispatches
all network pacletsthatarrive ata processoto a singlepaclet handler



6.10verview 105

Time

Totally ordered? Yes Yes No No

Fig. 6.1. Differentbroadcastlelivery orders.

Third, Pandasupportsmultithreading. Pandaclients can createthreadsand
usethemto structurea systemor to overlapcommunicatiorandcomputation.

Finally, Pandasupportsseveral high-level communicationprimitives, all of
which operateon message®f arbitrary length. With one-waymessge pass-
ing, messagesan be sentfrom one processto an endpointin anotherprocess.
Suchmessagesanbe receved implicitly, by meansof upcalls,or explicitly, by
meansf blockingdowncalls. Remoterocedue call, awell known communica-
tion mechanismn distributedsystemg23], allows a procesgo invoke a proce-
dure(anupcall) in a remoteprocessandwait for the resultof the invocation. A
totally-ordered broadcastis a broadcastvith strongorderingguaranteeslt has
mary applicationsn systemghatneedto maintainconsistenteplicasof shared
data[75]. Specifically atotally-orderedoroadcasprimitive guaranteethatwhen
n processegeceve the samesetof broadcasmessageshen

1. All messagesentby thesameprocesswill bedeliveredto theirdestinations
in the sameorderthey weresent.

2. All messageésentby ary processyill bedeliveredin thesameorderto all
n processes.

The first requiremen{FIFOness)s alsosatisfiedby LFC’s broadcasprimitive,
but the seconds not.

Figure 6.1 illustratesthe differencebetweena FIFO broadcastinda totally-
orderedbroadcastTwo processes andB concurrentlybroadcasat messageThe
figureshowsall four possibledelivery orders.With aFIFO broadcastall delivery
ordersarevalid. With a totally-orderedbroadcasthowever, only the first two
scenario@repossible.In thethird andfourth scenarioprocesse# andB receve
thetwo messagem differentorders.

Both messagegassingand RPC are subjectto flow control. If a receving
processdoesnot consumencoming messagesfandawill stall the sender(s)pf
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thosemessagesAt presentno flow controlis implementedor Pandas totally-
orderedbroadcast. Scalablemulticastflow control is difficult due to the large
numberof receversthata sendemeedso getfeedbackirom. LFC’s currentset
of clientsandapplicationshowever, worksfine without multicastflow control,for
two reasons.First, dueto application-leel synchronizatioror dueto the useof
collective-communicatiomperationsmary applicationshave at mostonebroad-
castingprocessat ary time, which reduceshe pressureon receving processes.
Second,a recever that disablesnetwork interruptsand that doesnot poll, will
eventually stall all nodesthattry to sendto it. If thereis only a single broad-
castingprocessthis back-pressures sufficient to stall thatprocessvhenneeded.
Thisis anall-or-nothingmechanismthough:eitherthereceveracceptsncoming
pacletsfrom all sender®r it doesnotreceve ary pacletsatall.

SincePandaaddsconsiderabléunctionalityto LFC’s simpleunicastandmul-
ticast primitives, the questionariseswhy this functionality is not part of LFC
itself. Theansweris thatnotall client systemaeedthis extra functionality. The
CRL DSM system(discussedn Section7.3), for example,needdittle morethan
efficient point-to-pointmessag@assingandinterruptmanagementAdding extra
functionalitywould introduceunnecessargverhead.

6.1.2 Structure

Pandaconsistsof several modules,which canbe configuredat compiletime to

build a completePandasystem.Figure6.2illustratesthe modulestructure.Each
box representa moduleandlists its mainfunctions.Thearrons representiepen-
denciedbetweemrmodules.A detaileddescriptionof the moduleinterfacescanbe

foundin the Pandadocumentatiofi62].

The SystemModule

The mostimportantmoduleis the systemmodule For portability, Pandaallows
only thesystenmoduleto accesglatform-specifidunctionalitysuchasthenative
message-passirmgimitives. All othermodulesmustbe implementedusingonly
thefunctionality provided by the systemmodule.

The systemmoduleimplementsthreads,endpoints,messagesand Pandas
low-level unicastand multicastprimitives. The threadand messageabstractions
areusedin all Pandamodulesand by Pandaclients. The unicastand multicast
functions,however, are mainly usedby Pandas message-passirand broadcast
moduleto implementhigherlevel communicatiorprimitives. Pandaclientsuse
thesehigherlevel primitives.

Oneway to achiese both portability andefficiency would beto defineonly a
high-level interfacethatevery Pandasystemmustimplement.Thefixedinterface
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Fig. 6.2. Pandamodules:functionalityanddependencies.

ensureshatPandaclientswill runonary platformthattheinterfacehasbeenim-
plementedn. Also, if only thetop-level interfaceis defined theimplementation
of Pandacanexploit platform-specificoroperties. For example,if the message-
passingprimitive of the target platform is reliable, then Pandaneednot buffer
messageor retransmission.

The main problemwith this single-interbceapproachis that Pandamustbe
implementedrom scratchfor every target platform. In practiceplatformsvary
in a relatively small numberof ways, so implementingPandafrom scratchfor
every platftormwould leadto codeduplication. To allow codereuse Pandahides
platform-specificodein thesystenmoduleandrequiresghatall othermodulese
implementedn termsof thesystemmodule.Thesemodulescanthusbereusedn
otherplatforms. The system-moduléunctionshave afixed signature(i.e., name,
argumenttypes,andreturntype), but the exact semanticof thesefunctionsmay
vary in a small numberof predefinedways from one Pandaimplementationto
another The systemmoduleexportsthe particularsemanticof its functionsby
meanf compile-timeconstantshatindicatewhich featureor restrictionsapply
to thetargetplatform. This way, the systemmodulecancornvey the mainproper
tiesof the underlyingplatformto higherlevel modules.The propertiesexported
by the systemmoduledo not have to matchthoseof the underlyingsystem.For
someplatforms,including LFC, the systemmodulesometimesxportsa stronger
interfacethanprovidedby theunderlyingsystem.

Variationsof semanticss possiblealongthefollowing dimensions:
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1. Maximum paclet size. The systemmodulecanexport a maximumpaclet
sizeandleave fragmentatiorandreassemblyo higherlevel modulesor it
canacceptanddeliver messagesf arbitrarysize.

2. Reliability. The systemmodulecanexportanunreliableor areliablecom-
municationinterface.

3. Messagerdering.The systemmodulecanexport FIFO or unordereccom-
municationprimitives. The systenmodulecanalsoindicatewhetheror not
its broadcasprimitive is totally-ordered.

Pandas systemmodulefor LFC implementdragmentatiorandreassemblyboth
for unicastand broadcastommunication. (In this respect,the systemmodule
thus exports a strongerinterfacethan LFC.) The systemmodule preseres the
reliability and FIFOnessof LFC’s unicastand multicastprimitives, and exports
a reliable and FIFO interfaceto higherlevel Pandamodules. In addition, the
systemmoduleimplementsatotally-orderedroadcastisingLFC’s fetch-and-add
andbroadcasprimitivesandexportsthis totally-orderedoroadcasto higherlevel
modules.With this configurationtheimplementatiorof the higherlevel modules
is relatively simple. Fragmentationteliability, andorderingareall implemented
in lower layers.

High-Level Modules

We discussthree higherlevel modules: the message-passingodule,the RPC
module,andthe broadcasmodule. Thesemodulescan exploit the information
conveyed by the systemmodules (compile-time)parameters.This is the only
information aboutthe underlyingsystemavailable to the higherlevel modules.
Thesemodulescan thereforebe reusedin Pandaimplementationgor another
platform, providedthatthe systemmodulefor thatplatformimplementghe same
(or stronger)semantics.lIt is not necessaryo build implementation®f higher
level modulesfor every possiblecombinationof system-modulsemanticsFirst,
mary combinationgareunlikely. For example ,nosystemmoduleprovidesreliable
broadcasandunreliableunicast.Secondyve only needanimplementatiorfor the
systemmodulethatexportsthe wealestsemanticgi.e., unreliableandunordered
communication).Suchanimplementationis suboptimalfor systemmodulesthat
offer strongerprimitives,but it will functioncorrectlyandcansere asa starting
pointfor optimization.

The messge-passingmoduleimplementsreliable point-to-pointcommuni-
cationand an endpoint(demultiplexing) abstraction.SinceLFC is reliableand
Pandas systemmodule performsfragmentationand reassemblythe message-
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passingnoduleneedonly implementdemultiplexing, which amountgo addinga
smallheadetlto every message.

The RPCmoduleimplementsremoteprocedurecalls on top of the message-
passingnodule.An RPCis implementedasfollows. Theclient createsarequest
messageand transmitsit to the sener processusing the message-passingod-
ule’s sendprimitive. The RPCmodulethenblocksthe client (usinga condition
variable). Whenthe sener recevesthe request,it invokesthe requesthandler
This handlercreatesareply messagandtransmitsit to the client processAt the
clientside,thereplyis dispatchedo areply handler(internalto the RPCmodule)
which awakensthe blocked client threadandwhich passeghe reply messagé¢o
the awakenedclient. Sincetheimplementations built uponthe message-passing
modulesreliableprimitives,it is smallandsimple.

The broadcastmoduleimplementsa totally-orderedoroadcasprimitive. All
broadcastmessagearedeliveredin the sametotal orderto all processesnclud-
ing the sender Sincethe systemmodulealreadyimplementsa totally-ordered
broadcast—sothatit canexploit LFC’s multicastandfetch-and-add—theimple-
mentationof the broadcastnoduleis alsovery simple.

6.1.3 Panda’s Main Abstractions

Below we describethe abstractioneandmechanismshatareusedthroughouthe
Pandasystemandby Pandaclients. On LFC, mostof theseabstractionareim-
plementedn the systemmodule.

Threads

Pandas multithreadinginterfaceincludesthe datatypesand functionsthat are
found in mostthreadpackagesthreadcreate threadjoin, schedulingpriorities,
locks,andconditionvariables.Sincemostthreadpackagegrovide similar mech-
anisms Pandas threadinterfacecanusuallybe implementedusingwrapperrou-
tinesthatinvoke the routinessuppliedby the threadpackageavailableon the tar-
get platform (e.g., POSIX threads[110]). The LFC implementationof Pandas
threadinterfaceusesa threadpackagecalledOpenThread$63, 64]. Section6.2
describefhow PandaorchestratetheinteractiondetweerLFC andOpenThreads
in anefficientway.

Addressing

The systemmoduleimplementsan addressingbstractiorcalled ServiceAccess
Points(SAPs). Messagedransmittedby the systemmoduleare addressedo
a SAP in a particulardestinationprocess. Since Pandadoesnot implementa
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nameservice all SAPsmustbecreatedy all processeatinitializationtime. The
creatorof a SAP (a Pandaclient or oneof Pandas modules)associates receve
upcall with eachSARP Whena messagarrivesat a SAP, this upcall is invoked
with themessagasanargument.Pandaexecutesat mostoneupcallperSAPata
time. Upcallsof differentSAPsmayrun concurrently

Pandashigh-level modulesusesimilaraddressingndmessageéeliverymech-
anismsasthe systemmodule. The message-passinmgodule,for example,imple-
mentsan endpointabstractioncalled ports. On LFC, ports areimplementedas
systemmoduleendpointd SAPs),but on otherplatformsthereneednotbe aone-
to-onecorrespondendeetweerportsandSAPs.In thePanda4.0implementation
on top of UDP, for instance,SAPsareimplementedas UDP soclets, but ports
arenot. Thereasonfor this differenceis thatcommunicatiorto UDP socletsis
unreliable while communicatiorto a portis reliable.

As to messagealelivery, almostall modulesdeliver messaged®y meansof
upcallsassociatedvith communicationgndpoint SAPs,ports,etc.). The RPC
moduleis an exception,becausdRPCrepliesaredeliveredsynchronouslyto the
threadthat sentthe request. This threadis blocked until the reply arrives. RPC
requestspn theotherhand,aredeliveredby meansof upcalls.

MessageAbstractions

Pandaprovidestwo messageabstractions:l/O vectorsat the sendingside and
streammessges at the receving side. Both abstractionsare usedby all Panda
modules.

A sendingprocessreates list of pointersto buffersthatit wishesto transmit
andpassethislist to asendroutine. Thebuffer listis calledanl/O vector Pandas
low-level sendroutines(describedbelon) gatherthe datareferencedy the I/0
vectorby copying the datainto network paclets. The mainadvantageof a gather
interfaceover interfacesthatacceptonly a singlebuffer agument,is thatthey do
notforcetheclientto copy datainto a contiguousbuffer beforeinvoking the send
routine(whichwill haveto copy the messagatleastoncemore,to theNI).

At the receving side, Pandausesstreammessges Streammessagesvere
introducedin lllinois FastMessagegversion2.0) [112]. A streammessagas
a messagef arbitrarylengththat canbe accesseanly sequentially(i.e., like a
stream).A streammessagdehaeslike a TCP connectionthat containsexactly
onemessageT his propertyallowsreceversof amessag#o begin consuminghat
messagéeforeit hasbeenfully receved. Incomingdatacanbe copiedto its final
destinationn a pipelinedfashion,which is moreefficient thanfirst reassembling
thecompletemessagéeforepassingt to theclient.

Pandaconsistsof multiple protocol layersand Pandaclients may add their
own protocollayers. Eachlayer typically addsa headerto every messagehat
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it transmits. To supportefficient heademanipulation,we borronv anideafrom

the x-kernel[116]. All protocolheaderghatneedto be prependedo an outgo-
ing messagare storedin a single, contiguousbuffer. By usinga single buffer

to store protocol headersPandaavoids copying its clients’ I/O vectorsjust to

prependpointersto its own headerqwhich aresmall). Suchbuffers are called

headerstacksand are usedboth at the sendingandthe receving side. Senders
write (push)their headerdo the headerstack. Receversread(pop) thosehead-
ersin reverseorder Both pushingandpoppingheadersare simpleandefficient

operations.

Figure 6.3 shaws two Pandaprotocol stacksand the correspondingheader
stacks. Eachprotocollayer, whetherinternal or externalto Panda,exports how
muchspacen the headerstackit andits descendants the protocolgraphneed.
Otherprotocolscanretrieve this informationanduseit to determinewherein the
headestackbuffer they muststoretheir header

Sendand Receve Interfaces

Table 6.1 givesthe signaturesof the systemmodules communicatiorroutines.
Pan_unicas{) gathersandtransmitsa headeistack(proto) andan|/O vector(iov)
to a SAP (sap in the destinationprocesgdes). Whenthe destinationprocess
recevesthe first paclet of the senders messageit invokesthe handlerroutine
associatedvith the serviceaccesgoint parameter(sap. The handlerroutine
takesa headestackandastreanmessagasits arguments.Thereceving process
canreadthe streammessage databy passinghe streammessagéo panmsg-
consum@. The headeistackcanbereaddirectly.
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void pan_unicast(unsigned dest, pan_sap_p sap,
pan_iovec_p iov, int veclen, void *proto, int proto_size)

Constructeamessageutof all veclenbuffersin I/O vectoriov. Buffer
proto, of lengthproto_size is prependedo this messagandis used
to storeheaders.The messages transmittedto procesgdest When
destrecevesthe messageit invokesthe upcall associatedvith sap
passinghe messagdis headersandits sendeasarguments.

void pan_multicast(pan_pset_p dests, pan_sap_p sap,
pan_iovec_p iov, int veclen, void *proto, int proto_size)

Behaveslike pan.unicast), but multicaststhe /0 vectorto all pro-
cessesn destsnotjustto asingleprocess.

int pan_msg_consume(pan_-msg_p msg, void *buf, unsigned size)

Triesto copy thenext sizebytesfrom messagensgto buf andreturns
the numberof bytesthat have beencopied. This numberequalssize
unlesgheclienttriedto consumemorebytesthanthestreancontains.
Whenthelastbyte hasbeenconsumedthe messagés destryed.

Table 6.1. Sendandreceve interfacesof Pandas systemmodule.

Pan.msgconsum@ consumeshe next n bytesfrom the streammessagend
copiesthemto a client-specifiedbuffer. If lessthann byteshave arrived at the
time thatpan.msgconsumé is called,panmsgconsumg blocksandpolls until
atleastn byteshave arrived.

In mary casesthemessagbandlereadsall of astreammessagedata.lf this
isincorvenient,however, thenthereceving processanstorethestreammessage,
returnfrom the handler andconsumehe datalater. Storingthe streammessage
consistsof copying a pointerto the messagealatastructure;the contentsof the
messag@eednot be copied.

OtherPandamoduleshave similar sendandreceve signatures.In all cases,
the sendroutine acceptsan I/O vectorwith buffers to transmitandthe receve
upcalldeliversa streammessag@nda protocolheaderstack.

Upcalls

The systemmoduledeliversevery incomingmessag®y invoking the upcallrou-
tine associatedvith the message destinationSARP. The upcallroutineis usually
aroutineinsidethe higherlevel modulethatcreatedhe SAP In mostcasesthis
routine passeshe messagéo a higherlevel layer (eitherthe Pandaclient or an-
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otherPandamodule). This is doneby invoking anotherupcall or by storingthe
messagée.g.,an RPCreply) in a known location. In othercasesthe message
(e.g.,anacknavledgementsenesonly control purposesnternalto thereceving
moduleandwill notbe propagatedo higherlevel layers.

Whenthe systemmodulerecevesthe first paclet of a messageit schedules
anupcall. EachSAP maintainsa queueof pendingupcalls,which are executed
in-orderandoneat atime. Clientsandhigherlevel modulesdo not have precise
control over the schedulingof upcalls. They mustassumehat every upcall is
executedasynchronouslandprotecttheir globaldatastructuresaccordingly

An interestingquestionis whetheran upcallshouldbe viewedasanindepen-
dentthreador asa subroutineof the running’computation’thread. The former
view is more natural,becausdhe next incoming messagemay have nothingto
do with the currentactiity of the runningthread. Unfortunately this view has
someproblemsassociatedavith it. Theseproblemsandtheir resolutionin Panda
arediscussedn Section6.2.

6.2 Integrating Multithr eadingand Communication

This sectionstudiesthe interactionsbetweenLFC’s communicatiormechanisms
and multithreadingin Panda. Section6.2.1explainshow Pandaand other mul-
tithreadedclientscanbe implementedsafelyon LFC. Next, in Section6.2.2we
shav how theknowledgethatis availablein athreadschedulecanbeexploitedto
reducenterruptoverheadFinally, in Section6.2.3we discusslesignoptionsand
implementatiortechniquedor upcall models. The designof an upcall modelis
relatedto multithreadingandefficientimplementation®f someupcallmodelsre-
quire cooperatiorof the multithreadingsystem After discussinglifferentdesign
options,we describePandas upcallmodel.

6.2.1 Multithr ead-SafeAccesso LFC

LFC is not multithread-safeconcurreninvocationsof LFC routinescancorrupt
LFC’s internaldatastructures LFC doesnot uselocksto protectits global data,
becausesereral LFC clients(e.g.,CRL, TreadMarksandMPI) do notusemulti-
threadingandbecauseve arereluctantto make LFC dependentn specificthread
packages.NeverthelessPandaand other multithreadedsystemscan safely use
LFC without modificationsto LFC’s interfaceor implementation.

With single-threadedlientsLFC hasto be preparedor two typesof concur
rentinvocationof LFC routines:recursve invocationsandinvocationsexecuted
by LFC’ssignalhandler Recursveinvocationsoccur(only) whenanLFC routine
drainsthe network (seeSection3.6). Theroutinethatsendsa paclet, for exam-
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Message handling

Computation

\j

Time

Il Client (computation) ——  Procedure call
722 LFC send (Ifc_ucast launch) —— Packet in flight
Hl Client (Ifc_upcall)

Fig. 6.4. Recursve invocationof anLFC routine.

ple,will poll whennofreesenddescriptorsareavailable.Duringapoll, LFC may
invoke Ifc_upcall() to handleincomingnetwork paclkets. This upcallis definedby
the client and may invoke LFC routines,including the routinethat polled. This
scenarias illustratedin Figure6.4. To preventcorruptionof global statedueto
recursionLFC alwaysleavesall globaldatain a consistenstatebeforepolling.

When we allow network interrupts,LFC routinescan be interruptedby an
upcallatary point,which caneasilyresultin dataraces.To avoid suchdataraces,
LFC logically® disablesnetwork interruptswhenever an LFC routineis entered
thataccesseglobalstate.

Thetwo measureslescribedabore areinsuflicientto dealwith multithreaded
clients,becausé¢hey do not preventtwo clientthreadsrom concurrentlyentering
LFC. To solwve this problem, Pandas systemmodule employs a single lock to
controlaccesso LFC routines.Pandaacquireghislock beforeinvokingany LFC
routineandreleaseshelock immediatelyaftertheroutinereturns.

Thelock introducesa new problem:recursve invocationsof an LFC routine
will deadlock,becausd®andadoesnot allow a threadto acquirea lock multiple
times (i.e., Pandadoesnot implementrecursve locks). To preventthis, Panda
releaseshe lock uponenteringlfc_upcall() andacquiresit againjust beforere-
turning from Ifc_upcall(). This works, becauseall recursve invocationshave
Ifc_upcalk)) in their call chain.Whenlfc_upcall)) releaseshelock, anotherthread
canenterLFC. This is safe,becausehe polling threadthatinvoked Ifc_upcall()
alwaysleavesLFC’s globalvariablesn a consistenstate.

With thesemeasureswe can handleconcurrentinvocationsfrom multiple
Pandathreadsandrecursve invocationsby a singlethread. Thereremainsone

1As explainedin Section3.7,LFC doesnottruly disablenetwork interrupts.
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problem: network interrupts. Network interruptsare processedy LFC’s signal
handler(seeSection3.7). Wheninvoked,this signalhandlercheckghatinterrupts
areenabledotherwiseit returns)andtheninvokeslfc_poll() to checkfor pending
paclets. Lfc_poll(), in turn, may invoke Ifc_upcall() andwill do sobeforePanda
hashada chanceto acquireits lock. Whenthis occurs,lfc_upcall() will release
thelock eventhoughthelock hadnever beenacquired.

The problemis that the signal handleris anotherentry point into LFC that
needdo be protectedwith alock/unlockpair. To do that, PandaoverridesLFC’s
signal handlerwith its own signalhandler Pandas signalhandleracquiresthe
lock, invokes LFC’s signal handler andreleaseghe lock. This closesthe last
atomicityhole.

Summarizing,Pandaachieves multithread-safeaccesdo LFC throughthree
measures:

1. LFC leavesits globalvariablesn a consistenstatebeforepolling.

2. Theclientbracletscallsto LFC routineswith alock/unlockpairto prevent
multiple clientthread$rom executingconcurrentlywithin LFC.

3. The client braclets invocationsof LFC’s network signal handlerwith a
lock/unlockpair.

Two propertieof LFC make thesemeasuresvork. First, LFC doesnot provide a
blockingreceve downcall, but dispatchesll incomingpacletsto a usersupplied
upcallfunction. Systemdike MPI, in contrast provide a blockingreceve down-
call. If we braclet callsto sucha blocking receve with a lock/unlockpair, we
block entranceto the communicationlayer until a messageas receved. This
causegeadlockif athreadblocked in a receve downcall waits for a message
thatcanberecevedonly if anotherthreadis ableto enterthecommunicatiorsys-
tem(e.g.,to sendamessage)This type of blockingis differentfrom thetransient
blockingthatoccurswhenLFC hasrun out of someresourcee.g.,sendpaclets).
The lattertype of blockingis alwaysresohedif all participatingprocesseslrain
the communicatiometwork andreleasehostreceve-paclets.

SecondLFC dispatchesll pacletsto a singleupcall function, which allows
lock management be centralized.lf the communicatiorsystemwould directly
invoke userhandlersthenit would be the responsibilityof the userto getthe
locking right, or, alternatvely, LFC would have to know aboutthe locks usedby
theclientsystem.

6.2.2 Transparently Switching betweeninterrupts and Polling

In Section2.5 we discussedhe main advantagesand disadwantagesof polling
andinterrupts. This sectionpresentsan approachjmplementedn Pandaandits
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underlyingthreadpackageOpenThreadgshatcombinegheadvantage®f polling
andinterrupts. In this approachpolling is usedwhenthe applicationis known
to beidle. Interruptsareusedto deliver messageto a processhatis busy exe-
cuting applicationcode. Using the threadschedules knowledgeof the stateof
all threads,Pandadynamically (and transparentlyswitchesbetweenthesetwo
stratgyies. As aresult,Pandanever polls unnecessarilandwe useinterruptsonly
whenthe applicationis truly busy.

The techniquegescribedn this sectionwereinitially developedon another
userlevel communicatiorsystem(FM/MC [10]). Thesametechniqueshowever,
areusedon LFC. In addition,LFC supportghe mixing of polling andinterrupts
by meanof its polling watchdog.

Polling versusinterrupts

Choosingbetweerpolling andinterruptscanbe difficult. Therearedifficultiesin
two areas:easeof programmingand performancecost. We considertwo issues
relatedto easeof programming:matchingthe polling rateto the message-awal
rateandconcurreng control.

With polling, it is necessaryo roughly matchthe polling rateto the message-
arrival rate. Unfortunately mary parallel programmingsystemscannotpredict
whenmessagearrive andwhenthey needto be processedThesesystemanust
eitheruseinterruptsor insertpolls automatically Sinceinterruptsareexpensve,a
polling-basedapproactis potentiallyattractve. Automaticpolling, however, has
its own costsandproblems.

Polls canbe insertedstatically by a compiler or dynamically by a runtime
system.A compilermustbe conserative and may thereforeinsertfar too mary
polling statementge.g.,at the beginning of every loop iteration). A runtimesys-
tem can poll the network eachtime it is invoked, but this approachworks only
if the applicationfrequentlyinvokesthe runtime system. Alternatively, the run-
time systemcancreatea backgroundhreadthatregularly pollsthenetwork. This,
however, requireshatthethreadschedulermplementaform of time-slicing,and
introduceghe overheadf switchingto andfrom the backgroundhread.Polling
is alsotroublesomedrom a software-engineeringerspectre, becauseall code,
includinglarge standardibraries,mayhave to be processedo includepolls.

The secondssueis concurreng control. Unlike interrupts,usingpolls gives
precisecontrol over message-handlexecution. Consequentlya single-threaded
applicationthat polls the network only whenit is not in a critical sectionneed
not uselocks or interrupt-statusnanipulationto protectits shareddata. How-
ever, to exploit the synchronousatureof polling, onemustknow exactly where
a poll mayoccur Calling a library routine from within a critical sectioncanbe
dangerousynlesst is guaranteedhatthis routinedoesnot poll.
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Quantifyingthe differencein costbetweerusinginterruptsandpolling is dif-
ficult dueto the large numberof parametersnvolved: hardware (cachesizes,
network adapters)pperatingsystem(interrupthandling) runtimesupport(thread
packagescommunicationinterfaces),and application(polling policy, message-
arrival rate, communicatiorpatterns). The discussiorbelov considerghe base
costsof polling andinterrupts,andtherelationshipwith themessage-awal rate.

First, executinga single poll is typically muchcheapetthantaking an inter-
rupt, because poll executesentirelyin userspacewithoutary context switching
(seeSection2.5). Dispatchingan interruptto userspaceon a commodityoper
ating system,on the otherhand,is expensve. The main reasonis that software
interruptsaretypically usedto signalexceptionslik e segmentatiorfaults,events
for whichoperatingsystemslonotoptimize[143]. In LFC, asuccessfupoll costs
1.0ps; dispatchinganinterruptandasignalhandlercosts31 ps.

Second,comparingthe costof a single poll to the costof a singleinterrupt
doesnot provide a sufficient basisfor statementsboutapplicationperformance.
A singleinterruptcanprocessnary messagesso the costof aninterruptcanbe
amortizedover multiple messagesAlso, eachtime a poll fails, the userprogram
wastesa few cycles. Sincematchingthe polling rateto the message-awal rate
canbe hard, an applicationmay eitherpoll too often (andthuswastecycles) or
poll too infrequently(anddelaythedelivery of incomingmessages).

For Panda,the following obsenationsapply SincePandais multithreaded,
mary Pandaclientswill alreadyuselocksto protectaccesset globaldata.Such
clientswill have no troublewhenupcallsareschedulegpreemptvely anddo not
getary benefitfrom executingupcallsatknown pointsin time. Moreover, several
of Pandas clientscannotpredictwhenmessagewill arrive,yetneedo respondo
thosemessagem atimely manner Thesetwo (ease-of-use)bsenationssuggest
aninterrupt-drivenapproach However, sincewe expectthatthe exclusive useof
interruptswill leadto bad performancedor clientsthatcommunicatdrequently
polling shouldalsobe takeninto consideration.Below, we describehow Panda
triesto getthe bestof bothworlds.

Exploiting the Thread Scheduler

Both polling andinterruptshave their advantagesndit is oftenbeneficialto com-
bine the two of them. LFC providesthe mechanismso switch dynamicallybe-
tweenpolling andinterrupts: primitivesto disableand enableinterrupts,anda
polling primitive. Usingtheseprimitives,a sophisticategorogrammercangetthe
advantageof both polling andinterrupts. The CRL runtime system for exam-
ple, takes this approach73]. Unfortunately this approachis errorprone: the
programmemay easilyforgetto poll or, worse,to disableinterrupts.

To solve this problem,we have devised a simple stratgy for switching be-
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Fig. 6.5. RPCexample.
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tweenthetwo messagextractionmechanismsThekey ideais to integratethread
managemerénd communication.This integrationis motivatedby two obsena-
tions. First, polling is alwaysbeneficialwhenthe applicationis idle (i.e., whenit

waits for anincomingmessage)Secondwhenthe applicationis active, polling

may still be effective from a performancepoint of view, but insertingpolls into

computationatodeandfinding the right polling rate canbe tedious. Thus, our
stratgy is simple: we poll wheneer the applicationis idle and useinterrupts
wheneer runnablethreadsexist. To be ableto poll whenthe applicationis idle,

however, we mustbe ableto detectthis situation. This suggestshatthe decision
to switchbetweerpolling andinterruptsbetakenin thethreadscheduler

We implementedhis stratgy in the following way. By default, Pandauses
interruptsto receve messages.However, when OpenThreads'thread sched-
uler detectgthatall threadsare blocked, it disablesnetwork interruptsand starts
polling the network in a tight loop. A successfupoll resultsin the invocation
of Ifc_upcall(). If the executionof the handlerwakesup a local thread,thenthe
schedulewill re-enablenetwork interruptsandscheduldghe awakenedthread.If
anapplicationthreadis runningwhena messagarrives,LFC will generatea net-
work signal. SinceLFC delaysthe generatiorof network interrupts,it is unlikely
thatinterruptsaregeneratedinnecessarilyseeSection3.7).

OpenThreadsloesnot detectall typesof blocking: a threadis considered
blockedonly if it blocksby invoking oneof Pandasthreadsynchronizatiomprim-
itives(pan.mutex_lock(), pan.condwait(), or panthreadjoin()). If athreadspin-
waitsonamemorylocationthenthisis notdetectedy OpenThreadsAlso, Open-
Threadss notawareof blockingsystencalls. If asystemcall blocks,it will block
theentireprocesandnotjustthethreadthatinvokedthe systencall. Somethread
packagesolvethisproblemby providing wrapperdor blockingsystencalls. The
wrapperinvokesthe asynchronousersionof the systemcall andtheninvokesthe
schedulerwhich canthenblock the calling thread.Whena poll or a signalindi-
catesthatthe systemcall hascompletedthe scheduleccanrescheduleghe thread
thatmadethe systemcall.

Figure 6.5 illustratesa typical RPC scenario. A threadon processorA is-
suesan RPCto remoteprocessoB, which alsorunsa computatiorthread.After
sendingits requestthe sendingthreadblockson a conditionvariableand Panda
invokesthe threadscheduler The schedulefinds no otherrunnablethreadsdis-
ablesinterrupts,andstartspolling the network.

Whentherequestrrivesat processoB, it interruptsthe runningapplication
thread. (SinceprocessoiB hasan active thread,interruptsare enabled.) The
requests thendispatchedo thedestinatior'SAP’s messagéandler This handler
processetherequestsendsareply, andreturns.

On processorA, the polling threadreceves the reply, entersthe message-
passindibrary, andthensignalsthe conditionvariablethatthe applicationthread
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blocked on. Whenthe handlerthreaddies, the schedulere-enablesnterrupts,
becausdhe applicationthreadhasbecomerunnableagain. Next, the scheduler
switchesto theapplicationthreadandstartsto runit.

Summarizingthe behaior of the integratedthreadsandcommunicatiorsys-
temis thatsynchronougommunicationlik e thereceiptof an RPCreply, is usu-
ally handledthroughpolling. Asynchronoussommunicationpn the otherhand,
is mostly handledthroughinterrupts. This mixing of polling andinterruptscom-
binesnicelywith LFC’s polling watchdog.

6.2.3 An Efficient Upcall Implementation

In this sectionwe discusghedesignoptionsfor upcallimplementationsNext, we
discusghreeupcall modelsthattake differentpositionsin the designspace.The
propertiesof thesemodelshave influencedthe designof Pandas upcall model,
whichis discussedowardthe endof this section.

The two main designaxes for upcall systemsare upcall context and upcall
concurreng. Upcallscanbeinvokedfrom differentprocessingontexts. A simple
approachs to invoke upcall routinesfrom the threadthat happengo be running
whenamessagarrives.We call thisthe procedurecall approachThealternatve
approachthe threadapproachjs to give eachupcallits own executioncontext.
This amountsto allocatinga threadper incoming message.The exact context
from which a systemmakesupcallsaffectsboththe programmingnodelandthe
efficiency of upcalls.

Upcall concurreng determinesiow mary upcallscanbe active concurrently
in asinglerecever process.The mostrestrictive policy allows at mostoneupcall
to executeat ary time; the mostliberal stratgy allows any numberof upcallsto
executeconcurrently Again, differentchoicedeadto differencesn the program-
ming modelandperformance.

Table6.2summarizeshedesignaxesandthedifferentpositionsontheseaxes.
The table also classifiesthree upcall modelsalong theseaxes: actve message,
single-threadedipcalls, and popupthreads. The active-messges model [148]
is restrictve in thatit prohibitsall blocking in messagdiandlers.In particular
actve-messagkandlersnaynotblockonlocks,whichcomplicateprogramming
significantly On the otherhand,highly efficientimplementation®f this model
exist. Someof theseimplementationsllow active-messagéandlerinvocations
to nest,othersdo not. Popupthreadg116] allow messagéandlerdo blockatany
time. Popupthreadsareoftenslower thanactive messagedjecauseonceptually
a threadis createdfor eachmessage.Finally, we considersingle-theadedup-
calls[14], whichdisallon blockingin some but notall casesBelow, we compare
the expressvenesof thesemodelsandthe costof implementingthem.
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Concurrency Context

Procedure call Thread

Oneupcallatatime | Active messages Single-threadedpcalls
Multiple upcalls | Active messages Popupthreads

Table 6.2. Classificatiorof upcallmodels.

int x,y;
void

handle_store(int xx_addr, int y_val, int zO, int z1)

{
}

void
handle_read(int src, int xx_addr, int z0, int z1)

{
}

xx_addr = y_val;

AM_send_4(src, handle_store, x_addr, y, 0, 0);

/* send read request to processor 5 x/
AM_send_4(5, handle read, my_cpu, &x, 0, 0);

Fig. 6.6. Simpleremotereadwith actve messages.

Active Messages

As explainedin Section2.8, an active messageonsistsof the addresf a han-
dler functionanda smallnumberof datawords (typically four words). Whenan
actve messagés receved,thehandleraddresss extractedfrom the messagand
thehandlers invoked;thedatawordsarepasseasargumentdo thehandler For
large messagegshe actve-messagemodelprovidesseparatdulk-transferprim-
itives.

A typical useof actve messagess shavn in Figure 6.6. In this example,
processomy.cpusendsanactive messagéo readthe valueof variabley on pro-
cessors. To sendthe messagewe usethe hypotheticalroutine AM_send4(),
which acceptsa destinationa handlerfunction, and four word-sizedarguments.
At thereceving processaqrthe handlerfunctionis appliedto the aguments.In
this casethemessageontaingheaddres®f thehandlerhandleread), theiden-
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tity of the sender(my.cpu), andtheaddressat which theresultof thereadshould
be stored(&x). Functionhandleread) will be invoked on processob with src

setto my cpuandx_addr setto &x. Thehandlerreplieswith anotheractve mes-
sagethat containsthe value of y. Whenthis reply arrives at processomy.cpu,

handlestore() is invokedto storethevaluein variablex. We assumeéhatreading
aninteger(variabley) is anatomicoperation.

Active-messaganplementationsleliver performancesloseto thatof theraw
hardware. An importantreasonfor this high performancaes thatactve-message
handlersdo not have their own executioncontext. When an applicationthread
pollsoris interruptedoy a network signal,thecommunicatiorsystemnvokesthe
handler(s)of incoming messagem the contet of the applicationthread. That
is, the handlers stackframesaresimply stacked on top of the applicationframes
(seeFigure 6.8(a)). No separateghreadis created which eliminatesthe cost of
building athreaddescriptorallocatinga stack,andathreadswitch.

The lack of a dedicatedthreadstack makes actve messagefficient, but
makesthemunattractve asa general-purposeommunicatiormechanisnfor ap-
plication programmers Active-messag@andlersarerun on the stacksof appli-
cationthreads.If anactve-messagéandlerblocks,thenthe applicationthread
cannotbe resumedpecauseart of its stackis occupiedby the active-message
handler(seeFigure 6.8(a)). This type of blocking occurswhenthe application
threadholdsa resource(e.g., a lock) thatis also neededby the active-message
handler Clearly, a deadlockis createdf the actve-messagéandlerwaits until
theapplicationthreadreleasesheresource.

Similar problemsarisewhena handlerwaits for the arrival of anothermes-
sage.Considerfor examplethetransmissiorof alargereply messagéy anupcall
handler If the messages sentby meansof a flow-controlledprotocol,thenthe
sendroutinemay block whenits sendwindow closes. The sendwindow canbe
reopeneanly afteranacknaviedgementasbeenprocessedyhich requiresan-
otherupcall. If the active-messagesystemallows at mostone upcall at a time,
thenwe have a deadlock. If the systemallows multiple upcalls, however, then
theacknavledgemenhandlercanbe run on top of the blocked handler(i.e., asa
nestedupcall)andno deadlockoccurs.

Theseproblemsarenotinsolvable.If it is necessaryo suspend handlerthe
programmecanexplicitly save statein anauxiliary datastructure acontinuation
andletthehandlereturn. Thestatesavedin thecontinuatiorcanlaterbeusedoy a
localthreador anothehandlerto resumehe suspendedomputation We assume
thatcontinuationsare createdmanuallyby the programmer Sometimesthough,
it is possibleto createcontinuationsautomatically Automaticapproachesgither
rely onacompilerto identify the stateto be savedor save stateconseratively. If a
compilerrecognizepotentialsuspensiopointsin a program thenit canidentify
live variablesand generatecodeto save live variableswhenthe computationis
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suspended.Blocking a threadis an example of conserative statesaving: the
savedstateconsistf the entirethreadstack.

To selectbetweerthesestate-saing alternatves,the following tradeofs must
be considered With manualstatesavzing, no compileris neededandapplication-
specificknowledgecanbe exploitedto minimizetheamountof statesaved. How-
ever, manualstatesaving canbe tediousanderror prone. Compilerscanremaove
this burden,but mostcommunicatiorsystemsare constructedaslibrariesrather
thanlanguagesFinally, blockingan entirethreadis simple,but requiresthatev-
ery upcall be run in its own threadcontext, otherwisewe will alsosuspendhe
computationon which the upcall hasbeenstacled. This alternatve is discussed
belaw, in the sectionon popupthreads.

In smallandself-containedsystemsgcontinuationscanbe usedeffectively to
solvetheproblemof blockingupcalls(seeSection7.1). Ontheotherhand,contin-
uationsaretoo low-level anderrorproneto be usedby applicationprogrammers.
In fact,theoriginal actve-messagproposal148] explicitly stateghattheactive-
messag@rimitivesarenot designedo be high-level primitives. Active messages
are usedin implementation®of several parallel programmingsystems.A good
exampleis Split-C[39, 148], anextensionof C thatallows the programmeto use
global pointersto remotewordsor arraysof data. If a global pointerto remote
datais dereferencedanactive messagés sentto retrieve the data.

Single-ThreadedUpcalls

In thesingle-threadedpcallmodel[14], all messagesentto a particularprocess
areprocessetby asingle,dedicatedhreadin thatprocessWe referto thisthread
asthe upcall thread Also, in its basicform, the single-threadedipcall model
allows atmostoneupcallto executeatatime.

Figure 6.7 shavs how single-threadedipcalls can be usedto accessa dis-
tributedhashtable. Sucha tableis often usedin distributedgame-treesearching
to cacheevaluationvaluesof boardpositionsthathave alreadybeenanalyzed.To
look up an evaluationvaluein a remotepart of the hashtable, a processsends
a handlelookup messagéo the processothat holdsthe table entry. Sincethe
table may be updatedconcurrentlyby local worker threads,and becausen up-
dateinvolves modifying multiple words (a key and a value), eachtableentry is
protectedby alock. In contrastwith the actve-messagesiodel,the handlercan
safelyblock onthislock whenit is heldby somelocalthread . While thehandleris
blocked,though,no othermessagesanbe processedT hesingle-threadedpcall
modelassumeshatlocks are usedonly to protectsmall critical sectionsso that
pendingmessagewill notbedelayedexcessvely.

Allowing at mostone upcall at a time restrictsthe setof actionsthata pro-
grammercansafelyperformin the contect of anupcall. Specifically this policy
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void
handle_lookup(int src, int key, int xret_addr, int z0)

{
int index;
int val;

index = hash(key);

lock(table[index].lock);
if (table[index].key == key) {
val = table[index].value;
} else {
val = -1;
}

unlock(table[index].lock);

AM_send_4(src, handle _reply, ret_addr, val, 0, 0);

Fig. 6.7. Messagéandlerwith locking.

doesnot allow anupcallto wait for the arrival of a secondnessagehecausehis
arrival canbedetectednly if thesecondnessagaupcallexecutesFor example,
if amessagéandlerissuesaremoteproceduresall to anotheprocessqrdeadlock
would ensuebecausehehandlerfor theRPCS reply messageannotbeactivated
until the handlerthat sentthe requestreturns. In practice,the single-threaded
upcall model requiresthat messagéhandlerscreatecontinuationsor additional
threadsn casesvhereconditionsynchronizatioror synchronougommunication
is needed.

The differencebetweensingle-threadedipcallsand active messagess illus-
tratedin Figure 6.8. With actve messagesypcall handlersare stacled on the
applications executionstack. Someimplementationsallow upcall handlersto
nest,othersdo not. Single-threadedpcallhandlersjn contrastdo notrunonthe
stackof anarbitrarythread;they arealwaysrun, one at a time, on the stackof
theupcallthread.Executingmessagéandlerdn the context of thisthreadallows
the handlersto block without blocking otherthreadson the sameprocessar In
particular the single-threadedpcallmodelallows messagéandlergo uselocks
to synchronizeheir shared-dataccessewith theaccessesf otherthreads.This
is animportantdifferencewith actve messagesyhereall blockingis disallowved.
If anactve-messaghandlerblocked,it would occupy partof thestackof another
thread(seeFigure6.8(a)),which thencannotberesumedsafely
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(c) Popupthreads.

Fig. 6.8. Threedifferentupcallmodels.
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void
handle_job_request(int src, int xjobaddr, int z0, int z1)
{

int job_id;

lock(queue _lock);

while (is_empty(job_queue)) {

wait(job_queue _nonempty, queue _lock);

}

job_id = fetch_job(job_queue);

unlock(queue_lock);

AM_send_4(src, handle _store, jobaddr, job_id, 0, 0);
}

Fig. 6.9. Messagéandlemwith blocking.

The single-threadedipcall modelhasbeenimplementedn several versions
of Panda. The currentversionof Panda,Panda4.0, usesa variantof the single-
threadedipcallmodelthatwe will describdater.

Popup Threads

While thesingle-threadedpcallmodelis moreexpressvethantheactive-messages
model,it is still arestrictve modelbecauseall messagearehandledby a single
thread.Thepopup-threadmodel[116], in contrastallows multiple messagé&an-
dlersto be active concurrently Eachmessagés allocatedits own threadcontext
(seeFigure6.8(c)). As aresult,eachmessagéandlercansynchronizesafelyon
locks and condition variablesand issue (possibly synchronousommunication
requestsjust like any otherthread.

Figure 6.9 illustratesthe advantagesf popupthreads. In this example,the
messagdandlerhandlejob_request) attemptdo retrieve a job identifier (job_id)
from a job queue. Whenno job is available, the handlerblocks on condition
variablejob_gqueuenonemptyand waits until a new job is addedto the queue.
While this is a naturalway to expressconditionsynchronizationit is prohibited
in both the actve-messageandthe single-threadedpcall model. In the active-
messagesodel,thehandleris notevenallowedto blockonthequeudock. In the
single-threadedipcall model,the handlercanlock the queue but is not allowed
to wait until ajob is added becauseghe new job mayarrive in amessageot yet
processedTo addthis new job, it is necessaryo runanev messagéandlemvhile
the currenthandleris blocked. With single-threadedpcalls,thisis impossible.
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Dispatchinga popupthreadneednot be any moreexpensve thandispatching
a single-threadedipcall [88]. Popupthreads however, have somehiddencosts
thatdo notimmediatelyshov up in microbenchmarks:

1. Whenmary messagdandlersblock, the numberof threadsin the system
canbecomdarge,which wastesnemory

2. Thenumberof runnablethreadson a nodemayincreaseyhich canleadto
schedulinganomalies.In earlierexperimentswve obsereda severeperfor
mancedegradatiorfor asearchalgorithmin which popupthreadsvereused
to servicerequestdor work [88]. The schedulerepeatedlychoseto run
high-priority popupthreadsinsteadof the low-priority applicationthread
thatgeneratedchew work. As aresult,mary uselesshreadswitcheswere
executed.DruschelandBangafoundsimilar schedulingproblemsn UNIX
systemghatprocessncomingnetwork pacletsattop priority [47].

3. Becauseopupthreadsallow multiple messagéandlergo executeconcur
rently, theorderingpropertief theunderlyingcommunicatiorsystenmmay
belost. For example,if two messageare sentacrossa FIFO communica-
tion channefrom onenodeto anotherthereceving processill createwo
threadsto processhesemessagesSincethe threadschedulercan sched-
ule thesethreadsin ary order the FIFO propertyis lost. In general,only
the programmeiknows when the next messagean safely be dispatched.
Hence,if FIFO orderingis neededjt hasto be implementedxplicitly, for
exampleby taggingmessagewith sequenc@umbers.

Several systemsprovide popupthreads. Among thesesystemsare Nexus [54],
Horus[144], andthe x-kernel[116]. Thesesystemshave all beenusedfor a
varietyof parallelanddistributedapplications.

Panda’s Upcall Model

Thefirst Pandasystem[19] implementedoopupthreads.To reducethe overhead
of threadswitching,however, later versionshave usedthe single-threadedpcall
model. Two kinds of threadswitchingoverheadvereeliminated:

1. In our early Pandaimplementationson Unix and Amoeba[139] all in-
comingmessageweredispatchedo a singlethread,the network daemon,
which passecachmessageo a popupthread.(Thesesystemsnaintained
a pool of popupthreadgo avoid threadcreationcostson the critical path.)
The useof single-threadedpcallsallowedthe network daemono process
all messagewithout switchingto a popupthread.
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2. Multiple upcallthreadscould be blocked, waiting for an eventthatwasto
begeneratedby alocal (computationthreador amessageWhenthe event
occurred,all threadswere awakened,even if the event allowed only one
threadto continue;the otherthreadswould put themselesbackto sleep.
It is frequentlypossibleto avoid putting upcall threadsto sleep. Instead,
upcalls can createcontinuationswhich can be resumedby other threads
without any threadswitching. Onceupcallsdo not put themselesto sleep
ary more,they canbeexecutedoy asingle-threadedpcallinsteadof popup
threads.

In retrospectthefirst type of overheadcouldhave beereliminatedwithoutchang-
ing the programmingmodel,by meansof lazy thread-creatiotechniquesuchas
describedelon. Thesecondoroblemoccurredn theimplementatiorof Orcaand
is discussedn moredetailin Section7.1.4.

Panda4.0implementsanupcallmodelthatlies betweeractve messageand
single-threadedipcalls. The modelis asfollows. First, asin single-threaded
upcalls, Pandaclients can uselocks in upcalls, but should not use condition-
synchronizatioror synchronougsommunicatiorprimitivesin upcalls.

SecondPandaclientsmustreleasdheir locksbeforeinvokingany Pandasend
or receve routine. This restrictionis the main differencebetweenPandas upcall
modelandsingle-threadedpcalls.It sometimesllowstheimplementatiorio run
upcallsonthe currentstackratherthanon a separatetack.

Finally, Pandaallows up to oneupcall per endpointto be active at arny time.
Pandaclientsmustthereforebe preparedo dealwith concurreng betweerupcalls
for differentendpointsln practice this posesio problemspbecaus@rogrammers
alreadyhave to dealwith concurreng betweerupcallsanda computatiorthread
or betweenmultiple computatiornthreads.SincePandarunsonly upcallsfor dif-
ferentendpointsconcurrently the orderof messagesentto ary singleendpoint
is presered,sowe avoid a disadwantageof popupthreads.

Implementation of Panda’s Upcall Model

OnLFC, we useanoptimizedimplementatiorof Pandas upcallmodel. In mary
casesthis implementationcompletelyavoids threadswitching during message
processing. The implementationdistinguishesetweensynchronousand asyn-
chronousupcalls. Synchronousipcallsoccurimplicitly, asthe resultof polling
by an LFC routine, or explicitly asthe resultof an invocationof Ifc_poll() by
Panda.Pandapolls explicitly whenall threadsareidle or whenit triesto consume
an asyet unreceved part of a streammessagdseeSection6.3). A successful
poll resultsin the (synchronous)nvocationof Ifc_upcall() in the context of the
currentthread(or the last-actve threadif all threadsareidle). This synchronous
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upcallqueueghepacletjustrecevedatthepaclet'sdestinatiorSAR If thisis the
first paclet of amessageandno othermessagearequeuedeforethis message,
thenPandainvokesthe SAP’s upcallroutine (by meansof a plain procedurecall)
without switchingto anotherstack. This is safe,becausdé’andas upcall model
requiresthatthe polling threaddoesnot hold ary locks.

Asynchronousipcallsoccurwhenthe NI generates network interrupt. Net-
work interruptsarepropagatedo thereceving userprocesy meansof a UNIX
signal. The signal handlerinterruptsthe running threadand executeson that
threads stack. Eventually the signal handlerinvokes Ifc_poll() to processthe
next network paclet. In this casethereis no guarante¢hattheinterruptedthread
doesnot hold any locks, sowe cannotsimply invoke a SAP’s upcallroutine. A
simplesolutionis to storethe pacletjustrecevedin aqueueandsignala separate
upcallthread.Unfortunatelythis involvesafull threadswitch.

To avoid this full threadswitch, OpenThreadsvokeslfc_poll() by meansof
a special slightly moreexpensve procedure-calinechanismlinsteadof running
Ifc_poll() onthestackof theinterruptedhread OpenThreadswitchego aspecial
upcall stackandrunsthe poll routine on that stack. At first sight, this is just a
threadswitch, but therearetwo differences.First, sincethe upcall stackis used
only to run upcalls,OpenThreadsloesnot needto restoreary registerswhenit
switchesto this stack. Put differently, we always start executingat the bottom
of the upcall stack. Second OpenThreadsetsup the bottom stackframe of the
upcall stackin sucha way that the poll routinewill automaticallyreturnto the
signalhandlers stackframeon the top of the stackof the interruptedthread(see
Figure6.10(a)).

If the SAP handlerdoesnotblock, thenwe will leave behindanemptyupcall
stack,returnto the stackof theinterruptedthread returnfrom the signalhandley
andresumethe interruptedthread. This is the commoncasethat OpenThreads
optimizes. If, on the otherhand,the SAP handlerblockson a lock, thenOpen-
Threadswill disconnecthe upcallstackfrom the stackof theinterruptedthread.
This is illustratedin Figure6.10(b). OpenThreadsnodifiesthe returnaddressn
the bottom stackframesothatit pointsto a specialexit function. This prevents
the upcall from returningto the stackof the interruptedthreadandit allows the
interruptedthreadto continueexecutionindependently

Summarizing,OpenThreads’ special calling mechanismoptimistically ex-
ploits the obsenationthat mosthandlersrun to completionwithout blocking. In
this caseupcallsexecutewithout true threadswitches.If the handlerdoesblock,
thenwe promoteit to anindependenthreadwhich OpenThreadschedulegust
like ary otherthread.



130 Panda
Upcall Upcall
thread thread
Signal frame Signal frame X
Return link Return link
Exit frame

Interrupted thread

(a) Interruptedhreadandupcall
threadbefore the upcall thread

Interrupted thread
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hasblocked. Theupcallwill re-
turn to the interruptedthreads
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Fig. 6.10. Fastthreadswitchto anupcallthread.

6.3 StreamMessages

Pandas streammessageareimplementedn the systemmodule. Theimplemen-
tationminimizescopying andallows pipelining of datatransferdrom application
to applicationprocessThekey ideaisillustratedin Figure6.11. Thedata-transfer
pipelineconsistf four stageswhich operatan parallel.In thefirst stage Panda
copiesclient datainto LFC sendpaclets. In the secondstage,LFC transmits
sendpacletsto the destinationNI. In thethird stage the receving NI copiesre-
ceive pacletsto hostmemory Finally, in the fourth stage,the receving Panda
clientconsumeslatafrom receve pacletsin hostmemory Messagesargerthan
a single paclet will benefitfrom the parallelismin this pipeline. (A streamof
shortmessagealso benefitsfrom this pipelining, but the key featureof stream
messages thatthe sameparallelismcanbe exploited within a singlemessage.)

Streammessageareimplementedsfollows. At thesendingside,thesystem-
modulefunctionspan.unicas() andpanmulticas{) areresponsiblégor message
fragmentation. They repeatedlyallocatean LFC sendpaclet, storea message
headerinto this paclet, andfill the remainderof the paclet with datafrom the
users1/0 vectorandthe headeistack.

Unicastheadeformatsareshavnin Figure6.12. Thefirst pacletof amessage
hasa differentheaderthanthe pacletsthatfollow. Both headersontaina count
of piggybacledcreditsandafield thatidentifiesthe destinationrSAPR. The credits
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Fig. 6.11. Application to applicationstreamingwith Pandas streammessages.
(1) Pandacopiesuserdatainto a sendpaclet. (2) LFC transmitsa sendpaclet.
(3) LFC copiesthe pacletto hostmemory (4) The Pandaclient consumeslata.
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Fig. 6.12. Pandas message-headérmats.

field is usedby Pandas sliding-window flow-controlschemeThe SAP identifier
is usedfor reassemblyPandadoesnot interleave outgoingpaclketsthatbelongto
differentmessagesConsequentlysendersieednotadda messagéd to outgoing
paclets. The sourceidentifierin the LFC header(seeFigure 3.1) andthe SAP
identifier in the Pandaheadersuffice to locatethe messagdo which a paclet
belongs.

Theheadenf amessageafirst paclet containgwo extrafields: thesizeof the
headeistackcontainedn the paclet andthetotal messagsize. The headeistack
sizeis usedto find the startof thedatathatfollowsthe headersThetotal message
sizeis usedto determinewvhenall of amessage pacletshave arrived.

Figure6.13illustratestherecever-sidedatastructuresTherecever maintains
anarrayof SAPs.EachSAP containsa pointerto the SAP’s handleranda queue
of pendingstreammessagesA streammessagées consideregpendingwhenits
first paclet hasarrived andthe receving processhasnot yet entirely consumed
the streammessageA streammessagés representetby a datastructurethatis
createdwhenthe streammessagea first paclet arrives. This datastructurecon-
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Fig. 6.13. Recever-sideorganizationof Pandas streammessages.

tainsan arraywhich holdspointersto the streammessage’ constituenfaclets.
Packetsareenterednto this arrayasthey arrive. In Figure6.13,0nestreammes-
sageis pendingfor SAP 0 andtwo streammessagearependingfor SAP 3. The
first streammessagdor SAP 3 consistf threepaclets. All pacletsbut thelast
onearefull.

When a paclet arrives, Ifc_upcall() searcheshe destinationSAP’s queueof
pendingstreammessageslf it doesnot find the streammessagéo which this
paclet belongs,it createsa new streammessagend appendst to the queue.
(SinceLFC deliversall unicastpacletsin-order, thereis no needto storeanoffset
or sequencaumberin themessagéeaders.)f anincomingpacletis notthefirst
pacletof its streammessagethenlfc_upcall)) will find the streanmessagén the
SAP’s queueof pendingmessages.The paclet is then appendedo the stream
messaga pacletarray

Whenastreammessageeacheshe headof its SAP’s queue Pandadequeues
the streammessagandinvokesthe SAP handler passinghe streammessageas
anarmgument.The streammessagegueuedat a specificSAP areprocessedneat
atime. (Thatis, aSAP’shandleris notinvokedagainuntil thepreviousinvocation
hasreturned.)

Pan.msgconsum§@ copiesdatafrom the pacletsin a message paclet list
to userbuffers. Eachtime panmsgconsumg@ hasconsumed completepaclet,
it returnsthe pacletto LFC. If a Pandaclient doesnot wantto consumeall of a
message&data,it caneitherskip somebytesor discardtheentiremessagevithout
copying ary data.
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6.4 Totally-Order ed Broadcasting

Thissectiondescribesnefficientimplementatiorof Pandastotally-orderedroad-
castprimitive. Totally-orderedbroadcasts a powerful communicatiorprimitive
thatcanbeusedto managesharedreplicateddata.Pandastotally-orderedoroad-
cast,for example,is usedto implementmethodinvocationsfor replicatedshared
objectsin the Orcasystem(seeSection7.1).

A broadcasis totally-orderedf all broadcasinessagearerecevedin asingle
order by all receversandif this orderagreeswith the orderin which senders
sentthe messages.Most totally-orderedbroadcastprotocolsuse a centralized
componento implementthe ordering constraintand the protocol presentedn
this sectionis no exception. The protocol usesa centralnode,a sequencerto
ordermessagesThe protocolwe describeusesLFC’s fetch-and-adgrimitive to
obtainsequenc@umberdo ordermessages.

Theprotocolis simple.Beforesendingabroadcasinessagehesendejustin-
vokeslfc_fetch_.and add() to obtaina system-widauniquesequenc@&umber This
sequenceumberis attachedo the messagandthenthe message pacletsare
broadcastisingLFC’s broadcasprimitive. All sendergperformtheir fetch-and-
addoperationon a singlefetch-and-add/ariablethat actsasa sharedsequence
number This variableis storedin asingleNI’s memory

Receversassembleéhe messagén the sameway they assemblainicastmes-
sagegseeSection6.3). The only differenceis that a messages not delivered
until all precedingnessagebave beendelivered.This enforceghetotal ordering
constraint.

This Get-Sequence-numbdhenBroadcast{GSB) protocol was first devel-
opedfor atransputeibasedparallelmachine[65]. The maindifferencewith the
original implementationis that with LFC, requestdor a sequencenumberare
handledentirelyby theNI. Thisreduceghelateng of suchrequestsn two ways.
First,theNI neednotcopy therequesto hostmemoryandthe hostneednot copy
a reply messagdo NI memory This gainis measurable- an LFC fetch-and-
add costslessthanan LFC (host-to-hostyoundtrip— but small (19.8 ps versus
23.3pus). Themaingainis thereductionin the numberof interrupts.Namely the
sequencedoesnot expecta sequenc&umberrequest. Therefore suchrequests
arequitelikely to bedeliveredby meansof aninterruptratherthanapoll. LFC’s
fetch-and-adgbrimitive avoidsthis type of interrupt.

6.5 Performance

In this sectionwe discussPandas performance. We measurethe lateny and
throughputfor the message-passirend broadcasimodules. We do not present
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Fig. 6.14.Pandas message-passingteng.

separateesultsfor theRPCmodule becaus&®PCsaretrivially composeaf pairs
of message-passimgodulemessagesiNe compardhe Pandameasurementsith
the LFC measurementef Chapter5, to assesshe costof Pandas higherlevel
functionality.

In Chaptel5 we measuretateng andthroughpuusingthreereceve methods:
no-touchread-onlyandcopy. Herewe useonly thecopy method;thisis themost
commonscenaridor Pandaclientsandincludesall overheadhatPandas stream-
messageabstractioraddsto LFC’s pacletinterface.

6.5.1 Performanceof the Message-RssingModule

Figure6.14shavsthe one-way lateng for Pandas message-passimgodule.For
comparisonye alsoshowv theone-way lateng (with copying atthereceverside)
of LFC’s unicastprimitive. As shovn, Pandaaddsa constantamount(approx-
imately 5 ps) of overheadto LFC’s lateng. Thereare several reasondor this
increase:

1. Locking. To ensuremultithread-safexecution,Pandabracletsall callsto
LFC routineswith lock/unlockpairs.

2. MessageabstractionAt thesendingside,Pandahasto processnl/O vector
beforesendinganLFC paclet. At thereceving side,incomingpacletshave
to be appendedo a streammessagéeforethe recever upcallcanprocess
the data. Pandaalsomaintainsseveral pointersand countersto keeptrack
of the currentpaclet andthe currentpositionin thatpaclet.
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Fig. 6.15. Pandas message-passirigroughput.

3. Demultiplexing. Pandaaddsa headerto eachLFC paclet. The header
identifiesthe destinationport andthe streammessagéo which the paclet
belongs.

4. Flow control. Pandahasto checkandupdateits flow-control statefor each
outgoingandincomingpaclet.

For 1024-bytemessageghe differencebetweenPandas lateny andLFC'’s la-
teng is largerthanfor smallermessagsizes.For this messagsize,Pandaneeds
two paclets,wheread FC neednly one;thisis dueto Pandas header

Figure6.15shavstheone-way throughputor Pandas message-passimgod-
ule andfor LFC. Dueto the overheadslescribedaborve, Pandas throughputfor
small messagess not asgoodasLFC'’s throughput. In particular sendingand
receving the first paclet of a streammessagenvolvesmorework thansending
andreceving subsequenpaclets. At the sendingside,for example,we needto
storethe headeistackinto thefirst paclet; atthereceving side,we have to create
a streammessagevhenthefirst paclet arrives. For larger messagegheseover-
headscan be amortizedover multiple paclets. For this reason,Pandadoesnot
reachits peakthroughputuntil amessageonsistof multiple LFC paclets.

For larger messagesPandasometimesattainshigherthroughputghan LFC.
Thisis dueto cacheeffectsthatoccurduringthe copying of datainto sendpaclets
andout of receve paclets.
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6.5.2 Performanceof the BroadcastModule

We measuredroadcasperformancaisingthreedifferentbroadcasprimitives:

1. LFC’sbroadcasusingthe copy receve stratgy (seeSection5.3).

2. Pandas unorderedroadcastPandaprovidesan optionto disabletotal or-
dering. Whenthis option is enabled,Pandadoesnot tag broadcasimes-
sagesvith asystem-widainiquesequencaeumber Thatis, Pandaskipsthe
fetch-and-ad@peratiorthatit normally performsto obtainsuchasequence
number

3. Pandastotally-orderedroadcastThisis thebroadcasprimitive described
earlierin this chapter

Figure 6.16 shows the lateng for all three primitives, for messagesizesup to
1 Kbyte andfor 16 and64 processorsThedifferencen lateng for anull message
betweenPandas unorderedroadcasandLFC’s broadcasts 9 ps. As expected,
addingtotal orderingincreaseghe lateny by a constantamount: the costof a
fetch-and-addperation. On 64 processorsthe null lateng differencebetween
Pandas unorderecandorderedoroadcastss 23 s.

Figure 6.17 showns broadcasthroughputfor 16 and 64 processors.Adding
total orderingreduceghe throughputfor small and medium-sizemessageskFor
largermessages)owever, Pandareached FC’s throughput.

Figure6.16 andFigure6.17 show only single-sendebroadcasperformance.
With multiple sendersthe performanceof totally-orderedoroadcastsnay suffer
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from the centralizedsequencerin practice however, thisis rarelya problem.In
mary applicationsthereis at mostonebroadcastingrrocessat ary time. When
processeslo broadcassimultaneouslythe overall broadcastrate is often low.
In an Orcaperformancestudy[9], we measuredhe overheadof obtaininga se-
guencenumberfrom the sequencerFor 7 out of the 8 broadcastingpplications
consideredthe time spenton fetching sequenceaumberswvaslessthan0.2% of
the applications executiontime. Only oneapplicationsufferedfrom the central-
izedsequencerfor thisapplication alinearequatiorsolver, thetimeto accesshe
sequenceaccountedor 4% of the applications executiontime. All applications
wererun on FM/MC, which usesan Nl-level fetch-and-addo obtain sequence
numbersjustlike LFC.

6.5.3 Other Performancelssues

Someoptimizationgdiscussedh thischaptereducecoststhatarearchitectureand
operatingsystemdependent.The costof a threadswitch, for example,depends
ontheamountof CPUstatethathasto besavzedandonthewayin whichthis state
is saved. TheearlyPandaimplementationsanon SFARC processoarchitectures
on which each(userlevel) threadswitch requiresa trap to the operatingsystem.
This trapis neededo flushthe registerwindows, a SFARC-specificcacheof the
top of the runtime stack,to memory|[72, 79].  On otherarchitecturesthread
switchesarecheaperOnthe PentiumProsusedfor theexperimentsn thisthesis,
aswitchfrom onePandathreadto anothercostsl.3ps. Thisis still aconsiderable
overheado addto LFC’s one-way null latengy, but it is notexcessve.
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Interruptsandsignalprocessingreothersource®f architecture@ndoperating-
systemdependenbverhead. Whereaghreadswitchesare cheapon our experi-
mentalplatform,interruptsandsignalsareexpensve andshouldbe avoidedwhen
possible(seeSection2.5).

6.6 RelatedWork

We discusgelatedwork in five areasportablemessage-passiridpraries,polling
and interrupts, upcall modelsand their implementation,streammessagesand
totally-orderedbroadcasting.

6.6.1 Portable Message-RssingLibraries

PVM [137] and MPI [53] are the mostwidely usedportablemessage-passing
systemsUnlike PandathesesystemdargetapplicationprogrammersThe main
differencedetweenthesesystemsand Pandaarethat PVM andMPI arehardto
usein a multithreadecdernvironment,usereceve downcallsinsteadof upcallsand
do not supporttotally-orderedoroadcast.

PVM andMPI do not provide a multithreadingabstractionBoth systemsuse
blockingreceve downcallsanddo not provide a mechanismno notify anexternal
threadschedulethatathreadhasblocked. Thisis nota problemif the operating
systemprovideskernel-schedulethreadsandtheclientuseshesekernelthreads.
If, onthe otherhanda client emplgys a threadpackagenot supportedy the op-
eratingsystem,or if the operatingsystemis not awareof threadsat all, thenthe
useof blocking downcallsandthe lack of a notification mechanisncomplicate
theuseof multithreadedsystemson top of MPI andPVM.

MultithreadedMPI andPVM clientscanavoid the blocking-recere problem
by using nonblockingvariantsof the receve calls, but this meansthat appli-
cationswill have to poll for messageshecausd?VM and MPI do not support
asynchronougi.e., interrupt-drven) messagelelivery. The samelack of asyn-
chronousmessagelelivery complicateghe implementatiorof PPSsthatrequire
asynchronousdeliveryto operatecorrectlyandefficiently. ThesePPSsareforced
to poll (e.g.,in abackgroundhread) but finding theright polling rateis difficult.

LFC doesnot provide receve downcalls: all paclets are deliveredthrough
upcalls. Blocking receve downcalls can still be implementedon top of LFC,
though. (Pandas message-passimgoduleprovidesablockingreceve.) Whena
blockingreceveis implementedutsidethe message-passirgystemcontrolcan
be passedo thethreadschedulewhenathreadblocksonareceve.

NeitherPVM nor MPI providesa totally-orderedoroadcastWhile a totally-
orderedbroadcastcan be implementedusing PVM and MPI primitives, such
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animplementationwill be slower thananimplementatiorthat supportsordered
broadcastin@t thelowestlayersof the system.

The Nexus communicatiorlibrary [54] hasthe samegoalsas Panda;Nexus
is intendedto be usedasa compilertarget or aspartof a larger runtime system.
Nexus provides an asynchronouspne-way message-passingrimitive called a
RemoteServiceReques{RSR). The destinationof an RSRis namedby means
of a global pointer which is a system-wideuniquenamefor a communication
endpoint. Endpointscan be createddynamicallyandreferencedo themcanbe
passedaroundin messagesUnlike Panda,Nexus doesnot provide a broadcast
primitive.

Horus [144] and its precursorlsis [22] were designedto simplify the con-
structionof distributedprograms.Horusfocuseson message-orderingndfault-
toleranceissues. Pandasupportsparallel ratherthan distributed programming,
providesonly onetypeof orderedbroadcastanddoesnotaddresgault tolerance.
Like Panda,Horuscanbe configuredn differentways. Horus,however, is much
moreflexible in thatit allows protocolstacksto be specifiedat run time rather
thanatcompiletime.

6.6.2 Polling and Interrupts

In theirremote-queueinmodel[28], Brewer etal. focusonthebenefitsof polling.
They recognize however, thatinterruptsareindispensabl@nd combinepolling
with selectivanterrupts.Interruptsaregenerate@nly for specificmessageée.g.,
operating-systermessages)r underspecificcircumstancesge.g.,network over
flow). In contrast,our integratedthreadpackagechoosesetweenpolling and
interruptsbasedon the applications state(idle or not).

CRL [74] is a DSM systemthat illustratesthe needto combinepolling and
interruptsin a single program. Operationson shareddataare bracletedby calls
to the CRL library. During or betweensuchoperationsa CRL applicationmay
not enterthelibrary for alongtime, sounlessthe responsibilityfor polling is put
ontheuserprogram protocolrequestganbehandledn atimely manneronly by
usinginterrupts. CRL thereforeusesinterruptsto deliver protocolrequestmes-
sagespolling is usedto receve protocolreply messagesThis type of behaior
occursnotonly in CRL, but alsoin otherDSMssuchasCVM [114] andOrca[9].
It is exactly thekind of behaior thatPandadealswith transparently

Fosteretal. describehe problemsnvolvedin implementingNexus’smessage
delivery mechanism(RSRs)on different operatingsystemsand hardware [54].
Available mechanismdor polling and interrupts, and their costs, vary widely
acrosdifferentsystems.Moreover, thesemechanismsrerarely well integrated
with the available multithreadingprimitives. For example,a blockingreadon a
soclet may block the entire procesgatherthan just the calling thread. We be-
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lieve that our system,in which we have full control over threadschedulingand
communicationachieresthe desiredevel of integration.

6.6.3 Upcall Models

We have describedhreemessage-handlingodelsin which eachmessageesults
in a handlerinvocationat the receving side. Nexus usestwo of thesemodelsto
dispatchRSR handlers.Nexus either createsa new threadto run the handleror
elserunsthe handlerin a preallocatedhread. Thefirst casecorresponds$o what
we call the popupthreadanodel,the secondo the actve-messagewodel.In the
secondcase thethreadis not allowedto block.

A model closelyrelatedto popupthreadsis the optimistic actve-messages
model[150]. This modelremovessomeof the restrictionsof the basicactive-
messagesnodel. It extendsthe classof handlersthat can be executedas an
active-messagbandler—i.e., without creatinga separateéhread—with handlers
thatcansafelybe abortedandrestartedvhenthey block. A stubcompilerprepro-
cessesll handlercode. Whenthe stubcompilerdetectshata handlerperforms
a potentially blocking action, it generatecodethat abortsthe handlerwhen it
blocks. Whenaborted the handleris re-runin the contet of a first-classthread
(which is createdon the fly). Thread-managemebstsare thusincurredonly
if a handlerblocks;otherwisethe handlerrunsasefficiently asa normalactive-
messagéandler

Optimistic active messagearelesspowerful thanpopupthreads.First, opti-
misticactve messagerequirethatall potentiallyblockingactionsberecognizable
tothestubcompiler Popupthreadsin contrastcanbeimplementedvithoutcom-
piler supportanddo notrely on programmegrnnotationsgo indicatewhat partsof
a handlermay block. Secondan optimistic actve-messagelBandlercanbe re-
run safelyonly if it doesnot modify any global statebeforeit blocks;otherwise
this statewill be modifiedtwice. The programmeis thusforcedto avoid or undo
changedo globalstateuntil it is known thatthe handlercannotblock any more.

The stack-splittingand return-addressodificationtechniquesve useto in-
voke messagehandlersefficiently are similar to the techniquesusedby Lazy
Threadd58]. Lazy Threadsprovide anefficient fork primitive thatoptimistically
runsa child on its parents stack. Whenthe child suspendsits returnaddresss
modifiedto reflectthe new state.Also, future childrenwill beallocatedon differ-
entstacks.In our case athreadthatfindsa message—eitherbecausdt polledor
becauset receveda signal—needdo fork a messagéandlerfor this message.
Unlike Lazy Threadshowever, the parentthread(the threadthat polled or that
was interrupted)doesnot walit for its child (the messagéandler)to terminate.
Also, werunall children,includingthefirst child, on their own stack.
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6.6.4 StreamMessages

Streammessagewereintroducedn lllinois FastMessagegversion2.0). Stream
messagem FastMessagesliffer in severalwaysfrom streammessages Panda.
The maindifferenceis that FastMessagesequiresthat eachincoming message
be consumedn the contect of the messagea handler This implies thatthe user
needdo copy themessagé themessagarrivesatanincorvenientmoment.LFC
allows a handlerto put asidea streammessagevithout copying thatmessage.

This differenceresultsfrom the way receve-paclet managements imple-
mentedin FastMessagesFastMessagesppendsncomingpacketsto a circular
gueueof paclet buffersin hostmemory For eachpacletin this queue FastMes-
sagednvokesa handlerfunction. Whenthe handlerfunction returns,FastMes-
sagesegyclesthe buffer. This schemes simple, becausehe hostnever needs
to communicatehe identitiesof free buffersto the NI. Both the hostandthe NI
maintaina local index into the queue:the host’s index indicateswhich paclet to
consumenext andthe NI's counterindicateswhereto storethe next paclet.

LFC explicitly passesheidentitiesof free buffersto the NI (seeSection3.6),
which hasthe adwvantagethat the hostcanreplacebuffers. This is exactly what
happensvhenlfc_upcall() doesnot allow LFC to regycle a paclet immediately
As a result, paclets can be put asidewithout copying, which is corvenientand
efficient. Clientsshouldbe awvare,however, that paclet buffersresidein pinned
memoryandarethereforea relatively preciousresource.lf a client continueso
buffer pacletsanddoesnotreturnthem,thenLFC will continueto addnew paclet
buffers to its receve ring and will eventually run out of pinnablememory To
avoid this, clientsshouldkeeptrack of their resourcausageandtake appropriate
measureseither by implementingflow control or by copying packetswhenthe
numberof bufferedpacletsexceedsathreshold.

6.6.5 Totally-Ordered Broadcast

Totally-orderedroadcasis awell known concepin distributedcomputingwhere
it is usedto simplify the constructionof distributedprograms.However, totally-
orderedbroadcasis not usedmuchin parallel programming. As we shall see
in Section7.1, though,the Orcasharedobject systemusesthis primitive in an
effective way to updatereplicatedobjects.

Many differenttotally-orderedoroadcasprotocolsaredescribedn thelitera-
ture. Heinzleet al. describethe GSB protocolusedby Pandaon LFC [65]. The
maindifferencebetweenGSB andPandas implementatioris thatPandahandles
(throughLFC) sequenceaumberrequestn the programmableNl; this reduces
thenumberof network interrupts.

Kaashoekdescribeswo other protocols, Point-to-point/BroadcagtPB) and
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Broadcast/Broadca@BB), whichalsorely onacentral,dedicatedsequencenode
[75]. In PB, the sendersendsits messagéo the sequencerThe sequencetags
the messagevith a sequenceaumberand broadcastshe taggedmessageo all
destinations. In BB, the senderbroadcaststs messagdo all destinationsand
the sequencerWhenthe sequencerecevesthe messageit assignsa sequence
numberto the messagand then broadcast@ small messagehat identifiesthe
messagandcontainsthe sequenc@umber Receversarenot allowedto deliver
a messageuntil they have receved its sequencewumberand until all preceding
messagebave beendelivered.

The performancecharacteristicef GSB, PB, andBB dependon the type of
network they run on. PB andBB weredevelopedon an Ethernetwherea broad-
casthasthe samecostas a point-to-pointmessage.On switchednetworks like
Myrinet, however, a (spanning-treeproadcasis much more expensve than a
point-to-pointmessage.Consequentlythe performanceof large messagesvill
be dominatedby the cost of broadcastinghe data, irrespectve of the ordering
mechanism.

For smallmessage®3B’s separatsequence-numbéroadcasts unattractve,
becausdhe worst-casdateng of a totally-orderedbroadcasbecomesequalto
twice the latengy of an unorderedoroadcastone for the dataand one for the
sequenceaumber). Incidentally BB was also consideredunattractve for small
messagef an Ethernetsetting,but for a differentreason:BB generatesnore
interruptsthanPB.

PB is muchmoreattractve for small messagedjecauseét addsonly a single
point-to-pointmessageo the broadcasbf the data. GSB usestwo messageso
obtaina sequenceumber For large messagedhowever, PB hasthe disadwan-
tagethat all datapaclets musttravel to andthroughthe sequencerthus putting
moreload on the network andon the sequencerPB alsoputsmoreload on the
sequencethanGSBif mary processorfry to broadcassimultaneouslyWith PB,
the occupang of the sequencewill be high, because¢he sequencemustbroad-
castevery datapaclet. Which GSB, the occupang will be lower, becausehe
sequenceneedonly respondo fetch-and-addequestsFinally, if all broadcasts
originatefrom thesequencetherearefewer opportunitieso piggybackacknavl-
edgementsn multicasttraffic.

6.7 Summary

This chapterdescribedheimplementatiorof Pandaon LFC. PandaextendsLFC
with multithreading,messagesf arbitrary length, demultiplexing, remotepro-
cedurecall, andtotally-orderedbroadcast.The efficient implementatiorof this
functionality is enabledby LFC’s performanceandinterfaceand by novel tech-
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niquesemployed by Panda. LFC allows pacletsto be deliveredthroughpolling
and interrupts. Both mechanismsare useful, but manually switching between
themis tediousanderrorprone. Pandahidesthe compleity of managingboth
mechanismsPandaclientsneednot poll, becausd®andas threadingsubsystem,
OpenThreadstransparentlyswitchesto polling whenall client threadsareidle.
All messagesare deliveredusing asynchronousipcalls. Pandausesthe single-
threadedupcall model. This modelimposesfewer restrictionsthan the active-
messagemodel,but morethanpopupthreads.Upcallsaredispatchedefficiently
usingthreadinlining andlazy thread-creation.

Pandaimplementsstreammessagesgn efficient messageabstractiorthaten-
ablesend-to-endpipelining of datatransfers.Pandas streammessageseparate
notificationandthe consumptiorof messagelata,which allows clientsto defer
messag@rocessing.

Finally, we discussed simplebut efficientimplementatiorof totally-ordered
broadcastingThis implementations enabledy LFC’s efficient multicastprimi-
tive andits fetch-and-adgbrimitive.






Chapter 7

Parallel-Programming Systems

This chapterfocuseson the implementationof parallel-programmingystems
(PPSs)on LFC and Panda. We will shav that the communicatiormechanisms
developedin the previouschaptersanbe appliedeffectively to a varietyof PPSs.
We considerfour PPSs:

e Orcal9], anobject-based®SM

e Manta,aparallelJava system99]

e CRL[74], aregion-basedSM

e MPICH [61], animplementatiorof the MPI message-passirsgandard53]

Thesesystemsoffer differentparallel-programmingnodelsandtheir implemen-
tationsstresdifferentpartsof the underlyingcommunicatiorsystems.

This chapteris organizedasfollows. Section7.1to Section7.4 describethe
programmingmodel, implementation,and performanceof, respectiely, Orca,
Manta,CRL, andMPI. Section7.5discusseselatedwork. Section7.6 compares
the differentsystemsaandsummarizeshe chapter

7.1 Orca

Orcais a PPSbasedon the shared-objecprogrammingmodel. This sectionde-
scribesthis programmingmodel,givesan overview of the Orcaimplementation,
andthenzoomsin ontwo importantimplementationssuesoperatiortransferand
operationexecution.Finally, it discusseshe performancef Orca.

145
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7.1.1 Programming Model

In shared-memonryand page-basedSM systems[78, 82, 92, 155, processes
communicateéy readingandwriting memorywords. To synchronizeprocesses,
the programmemustusemutual-exclusionprimitivesdesignedor sharednem-
ory, suchas locks and semaphores.Orca’s programmingmodel, on the other
hand,is basedon high-level operationson shareddatastructuresandon implicit
synchronizationwhich s integratedinto the model.

Orca programsencapsulateshareddatain objects which are manipulated
throughoperation®f anabstractdatatype An objectmaycontainany numberof
internalvariablesandarbitrarily complex datastructureqe.g.,lists andgraphs).
A key ideain Orcas modelis to make eachoperatioronanobjectatomic without
requiringthe programmetto uselocks. All operationson anobjectareexecuted
without interferingwith eachother Eachoperationis appliedto a singleobject,
but within this objectthe operationcan executearbitrarily comple< codeusing
the objects data. Objectsin Orcaarepassve: objectsdo not containthreadshat
wait for messagesParallel executionis expressedhroughdynamicallycreated
processes.

The shared-objectnodel resembleghe useof monitors. Both sharedob-
jectsandmonitorsarebasedon abstracidatatypesandfor both modelsmutual-
exclusionsynchronizations doneby the systeminsteadof the programmer For
condition synchronizationhowever, Orca usesa higherlevel mechanism{12],
basedn Dijkstra’sguardeccommand$44]. A guard is aboolearnexpressiorthat
mustbe satisfiedbeforethe operationcanbegin. An operationcanhave multiple
guards,eachof which hasan associatedequencef statements.If the guards
of anoperationareall false,the procesghatinvokedthe operationis suspended.
As soonasoneor moreguardsbecomerue, onetrue guardis selectechondeter
ministically andits sequenc®f statementss executed. This mechanismavoids
the useof explicit wait andsignal callsthatareusedby monitorsto suspendand
resumeprocessessimplifying programming.

Figure 7.1 givesan exampledefinition of an objecttype Int. The definition
consistsof an integer instancevariablex andtwo operationsjnc() andawait().
Operationinc() incrementsnstancevariablex andoperationawait() blocksuntil
x hasreachedtleastthevalueof parametevw. Instance®f typeInt areinitialized
by theinitialization block thatsetsinstancevariablex to zero.

Figure7.2shavs how Orcaprocessearedefinedandcreatecandhow objects
aresharedbetweerprocessesAt application-startupime, the Orcaruntimesys-
tem (RTS) createsoneinstanceof processype OrcaMain() on processo0. In
this example,OrcaMain() createsl5 otherprocesses—instance®f procesdype
Worker()— on processord to 15. To eachof theseprocesse®rcaMain) passes
a referenceto object counter When all processehave beenforked, counter
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objectimplementation Int;
X: integer,

operationinc();
begin

X:=x+1;
end;

operation await(v : integer);
begin

guard x > v do

od;
end;

begin
X:=0;

end;
end;

Fig. 7.1. Definition of anOrcaobjecttype.

processNorker(counter:shared Int);
begin

counter$inc();
end;

procesOrcaMain();

begin
counter:Int;
foriin 1..15do
fork Worker(counterpni;
od;
counter$aait(15);
end;

Fig. 7.2. Orcaprocessreation.
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Compiled Orca program

Orca runtime system

Panda and OpenThreads

LFC

Myrinet and Linux

Fig. 7.3. Thestructureof the Orcasharedbjectsystem.

which wasoriginally local to OrcaMain(), is sharedbetweenOrcaMain() andall
Worker() processesOrcaMain() waitsuntil all Worker() processebaveindicated
their presencdy incrementingcounter

7.1.2 Implementation Overview

Figure 7.3 shaws the software componentshat are usedduring the executionof

anOrcaprogram.The Orcacompilertranslateshe moduleghatmake upanOrca
program. For portability, the compilergenerateANSI C. Sincethe Orcacom-
piler performsmary optimizationssuchas common-subepressionelimination,
strengthreduction,and codemotion, the C codeit generate®ften performsas
well asequivalent,hand-codedC programs.The C codeis compiledto machine
codeby a platform-dependent compiler The resultingobjectfiles arelinked
with the OrcaRTS, Panda,LFC, andothersupportlibraries. Below, we describe
how the compilerandthe RTS supportthe efficient executionof Orcaprograms.

The Compiler

BesidestranslatingsequentialOrcacode, the compiler supportsan efficient im-
plementatiornof operationson sharedobjectsin threeways. First, the compiler
distinguishedetweenreadandwrite operations. Readoperationsdo not mod-
ify the stateof the objectthey operateon. Operationawait() in Figure7.1, for
example,is areadoperation.If the compilercannottell if anoperationis aread
operationthenit marksthe operationasa write operation.
Secondthecompilertriesto determingherelative frequeng of readandwrite
operationd11]. Theresultingestimatesare passedo the RTS which usesthem
to determineanappropriateeplicationstratgy for the object. For example,if the
compilerestimateghatan objectis readmuchmorefrequentlythanit is written,
thenthe RTS will replicatethe object, becauseaeadoperationson a replicated
objectdo not requirecommunication.The compiler’s estimatesareusedonly as
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afirst guess.The RTS maintainsusagestatisticsandmay later decideto revise a
previousdecision[87].

Third, thecompilergeneratesperation-specifimarshalingcode.Marshaling
is discussedn Section7.1.3.

The Runtime System

The OrcaRTS implementsproces<reationandtermination,shared-objectnan-
agementandoperationon sharedbjects.Processreationoccursinfrequently;
mostprogramscreate at initialization time, asmary processegasthe numberof
processors.EachOrcaprocesss implementedas a Pandathread. To createa
processn responséo anapplication-leel FORK call, the RTS broadcasts fork
messagelUponreceving this messagethe processoon which the processs to
be createdtheforkee)issuesanRPCbackto theforking processarThis RPCis
usedto fetch copiesof arny sharedobjectsthat needto be storedon the forkee’s
processar Whenthe forkee recevesthe RPC5 reply, it createsa Pandathread
thatexecuteghecodefor thenew OrcaprocessTheforker usesatotally-ordered
broadcasmessageatherthanapoint-to-pointmessagéo initiate thefork. Broad-
castingforks allows all processorso keeptrack of the numberandtype of Orca
processeghis informationis usedduringobjectmigrationdecisions.

The RTS implementstwo object-managemerstratgies. The simpleststrat-
egy is to storea single copy of an objectin a single processos memory To
decidein which processos memorytheobjectmustbe storedthe RTS maintains
operationstatisticsfor eachsharedobject. The RTS usesthesestatisticsandthe
compilergenerate@stimateso migrateeachobjectto theprocessothataccesses
the objectmostfrequently[87].

Thesecondstratgyy is to replicatean objectin the memorieof all processors
thatcanaccessheobject.In this casethe mainproblemis to keepthereplicasin
a consistenstate. Orcaguarantees sequentiallyconsisten{86] view of shared
objects. Among others,sequentiaktonsisteng requiresthat all processesigree
on the order of writes to sharedobjects. To achieve this, all write operations
areexecutedby meansof a totally-orderedbroadcastwhich leadsnaturallyto a
singleorderfor all writes. Feketeetal. give detailedformal descriptionof correct
implementatiorstratgiesfor Orcas memorymodel[52].

Most programscreateonly a small numberof sharedobjects. Using the
compilergeneratethintsandits runtimestatisticsthe RTS usuallydecidegjuickly
andcorrectlyon which processor(sit muststoreeachobject[87]. For theserea-
sons,object-managemeiictionshave not beenoptimized:replicatingor migrat-
ing anobjectinvolvesatotally-orderedbroadcasandanRPC.

Operationsareexecutedn oneof threeways: througha local procedurecall,
througharemoteprocedureall, or throughatotally-orderedroadcastFigure7.4
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Replicated object?

Yes No

Read or write operation? Local or remote object?

Read Write LWote

Local procedure Totally-ordered  Local procedure Remote procedure
call broadcast call call

Fig. 7.4. Decisionprocesdor executingan Orcaoperation.

shows how one of thesemethodsis selected. A readoperationon a replicated
objectis executedocally, withoutcommunicationThis s, of coursethepurpose
of replication: to avoid communication.Write operationson replicatedobjects
requirea totally-orderedbroadcast.For operationson nonreplicatedbjectsthe

RTS doesnot distinguishbetweenreadand write operationsbut consideronly

the object’s location. If the objectis storedin the memoryof the processothat

invokestheoperationthentheoperations executedoy meanf alocalprocedure
call; otherwisea remoteprocedurecall is used.

The descriptionso far is correctonly for operationsthat have at most one
guard.With multiple guardsthe compilerdoesnot know in advancewhetherthe
operations areador write operation:this depend®ntheguardalternatve thatis
selected.The compilercould consenratively classifyoperationghathave at least
onewrite alternatve aswrite operationsinstead however, thecompilerclassifies
individual alternatvesasreador write alternatves. Whenthe RTS executesan
operationjt first triesto executea readalternatve, becausdor replicatedobjects
readsare lessexpensve thanwrites. The write alternatvesaretried only if all
readalternatvesfail. If theobjectis replicatedthisinvolvesabroadcast.

Operationsthat require communicationare executedby meansof function
shipping Insteadof moving the objectto theinvoker’s processqrthe RTS moves
the invocationandits parameterso all processorshat storethe object. This is
doneusingan RPCor atotally-orderedoroadcastasexplainedabove. Sinceall
processorsun the samebinary program,the codeto executean operationneed
notbetransportedrom oneprocessoto another;a smalloperationidentifier suf-
fices. In additionto this identifier the RTS marshalghe objectidentity andthe
operation$ parametersin the caseof anoperationon a nonreplicateabject,this
informationis storedin the RPC’s requesimessageWhenthe requesiarrivesat
the processothat storesthe object, this processos RTS executesthe operation
andsendsareply thatcontaingheoperation$ outputparameterandreturnvalue.
In the caseof a write operationon a replicatedobject,the invoker’s RTS broad-
caststhe operationidentifier and the operationparameterso all processorshat
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type Person= record
age:integer,
weight: integer,
end;

type PersonList array[integer] of Person;

Fig. 7.5. Orcadefinitionof anarrayof records.

hold a replica. Sincethe RTS storeseachreplicatedobjecton all processorshat
referencat, theinvoker’s processoalwayshasa copy of the object. All proces-
sorsthat have a replica performthe operationwhenthey receve the broadcast
messagepther processorsliscardthe message.On the invoker’'s machine,the
RTS additionallypasseshe operations$ outputparameterandreturnvalueto the
(blocked)invoker.

7.1.3 Efficient Operation Transfer

This sectiondescribeshow the OrcaRTS, the Orcacompiler Panda,and LFC
cooperateo transferoperationnvocationsasefficiently aspossible.

Compiler and Runtime Support for Marshaling Operations

In earlierimplementation®f Orca, all marshalingof operationswvas performed
by the RTS. To marshalanoperationthe RTS neededhefollowing information:

e thenumberof parameters
e theparametemodes(IN, OUT, IN OUT, Or SHARED)

e theparametetypes

Thisinformationwasstoredn arecursve datastructuren whicheachcomponent
typeof acomple type hadits own typedescriptomode.During operationexecu-
tion, the RTS madetwo passe®ver this datastructure:oneto find the total size
of thedatato bemarshaled&ndoneto copy thedatainto a messagéuffer. For an
arrayof recordssuchasdefinedin Figure7.5,for example the RTS wouldinspect
eachrecordstypedescriptorto determingherecords size,evenif all recordshad
the same staticallyknown size.

Thecurrentcompilerdetermine®bjectsizesat compiletime wheneer possi-
ble. (Orcasupportdynamicarraysanda built-in graphdatatype,soobjectsizes
cannotalwaysbe computedstatically) For eachoperationdefinedaspart of an
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objecttype,the compilergeneratesperation-specifimarshalingandunmarshal-
ing routines,which areinvoked by the OrcaRTS. In somecasestheseroutines
call backinto the RTS to marshaldynamicdatastructuresandobjectmetastate.

Figure7.6 shaws the codegeneratedo marshalandunmarshathe Orcatype
definedin Figure7.5; this codehasbeeneditedandslightly simplified for read-
ability. Thefigure shavs only the routinesthatareusedto constructandreadan
operationrequesimessageAnothertriple of routinesis generatedor RPCreply
messagethathold ouT parameterandreturnvalues.

Thefirst routine,sizeofiovecarray_recod(), computeshe numberof point-
ersin the I/O vectorandis usedby the RTS to allocatea sufficiently large 1/0
vector (The RTS cached/O vectors,but hasto checkif thereis a cachedvector
thatcanhold asmary pointersasneeded.)The secondoutine,fill _iovecarray.-
recod(), generates Pandal/O vectorthatcontaingpointersto the dataitemsthat
areto bemarshaledlf the arrayis empty the routineaddsonly a pointerto the
arraydescriptor;otherwiseit addsa pointerto the arraydescriptoranda pointer
to thearraydata.

To transmitthe operation the RTS storesits header(s)n a headerstackand
passedoththel/O vectorandthe headerstackto one of Pandas sendroutines.
Pandacopiesthe dataitemsreferencedy thel/O vectorinto LFC sendpaclets.

At thereceving side,Pandacreates streanmessagandpasseshismessage
to the OrcaRTS. The RTS looks up the target objectand the descriptorfor the
operationthatis to be invoked, andtheninvokesunmashalarray_recod(), the
third routinein Figure7.6. This operation-specificoutine first unmarshalghe
arraydescriptorandthendecidesf it needdo unmarshabry data.

Data Transfers

Above, we discussedhe Orcapartof operationtransfers.This sectiondiscusses
the entire path, throughall communicatiorlayers. All datatransfersanvolvedin
an operationon a remoteobjectare shavn in Figure 7.7. At the sendingside,
Pandacopies(using programmed/O) datareferencedy the I/O vectordirectly
from userdatastructuresnto LFC sendpaclets. The secondstagein the data
transferpipeline consistsof moving LFC sendpacletsto the destinationNI. In
thethird stage LFC usesDMA to move network pacletsfrom NI memoryto host
memory Pandaorganizeghe pacletsin hostmemoryinto a streammessageand
passeshis messagé¢o the OrcaRTS. In thefourth stagethe RTS allocatesspace
to hold the datastoredin the messagendunmarshalgi.e., copies)the contents
of the messagénto this space.All four stagesoperateconcurrently As soonas
Pandahasfilled a paclet, for example,LFC transmitsthis paclet, while Panda
startsfilling thenext paclet.

At the sendingside, one unnecessargatatransferoccurs. SinceLFC uses
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int sizeof_iovec_array_record(PersonListDesc xa)

{
if (@—a-sz > 0) {
return 2; /x pointer to descriptor and to array data */
¥
return 1, [ pointer to descriptor; no data (empty array)*/
¥

pan_iovec_p fill_iovec_array_record(pan_iovec_p iov, PersonListDesc xa)

{

iov—data = a; /x add pointer to the array descriptor */
iov—len = sizeof(xa);

iov++;

if (a—a_sz > 0) { /x add pointer to array data */

iov—data = (Person x) a—a_data;
iov—len = a—a_sz * sizeof(Person);
iov++;

}

return iov;

}

void unmarshal_array_record(pan_msg_p msg, PersonListDesc xa)

{

Person xr;

pan_msg_consume(msg, a, sizeof(xa)); /* unmarshal array descriptor */
if (@—a-sz > 0) {

r = malloc(a—a_sz * sizeof(Person));

a—adata=r;

pan_msg_consume(msg, r, a—a_sz * sizeof(Person));
}else {

a—a.sz=0;

a—a_data = 0;

Fig. 7.6. Specializednarshalingcodegeneratedby the Orcacompiler
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programmed/O to move datainto sendpaclets,thedatacrosseshe memorybus
twice: oncefrom hostmemoryto the processoregistersandfrom thoseregisters
to NI memory By usingDMA insteadof P10, the datawould crossthe memory
busonly once. Thedatain Figure2.2 suggestshatfor messagesf 1 Kbyte and
larger DMA will be fasterthan PIO. The useof DMA alsofreesthe processor
to do otherwork while the transferprogressesThe sameasynchrog, however,
alsoimpliesthata mechanisms neededo testif atransferhnascompleted.This
requirescommunicatiorbetweerthe hostandthe NI. Eitherthe hostmustpoll a
locationin NI memory which slows down the datatransfer or the NI mustsignal
the end of the datatransferby meansof a small DMA transferto hostmemory
whichincreasesheoccupang of boththe NI processoandthe DMA engine.

Anotherproblemwith DMA is thatit is necessaryo pin the pagescontaining
the Orca datastructuresor to setup a dedicatedDMA area. Unlessthe Orca
datastructuresanbestoredin theDMA areathelatterapproactrequiresacopy
to the DMA area.On-demandginning of Orcadatais feasible,but comple. To
avoid pinningandunpinningon everytransfer a cachingschemesuchasVMMC-
2'sUTLB is neededseeSection2.3). For smalltransferssucha schemes less
efficientthanprogrammed/O.

At thereceving side,theoptimalscenariavould befor the NI to transferdata
from the network pacletsin NI memoryto the databuffersallocatedby the RTS
(i.e., to avoid the useof hostreceve paclets). In practice this is difficult. First,
the NI hasto know to which messageachincomingdatapaclet belongs. This
impliesthatthe NI hasto maintainstatefor eachmessagandlook up this statefor
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eachincomingpaclet. Secondthe NI hasto find a sufficiently large destination
buffer in hostmemoryinto which the datacanbe copied.Third, afterthedatahas
beencopied,theNI hasto notify thereceving processUnlessthehostandthe NI
performahandsha&to agreeuponthe destinatiorbuffer, this notificationcannot
be memged with the datatransferasin LFC. A handsha&, however, increases
latengy.

Summarizingeliminatingall copiesis difficult andit is doubtfulwhetherdo-
ing so will significantly improve performance. We thereforedecidedto usea
potentiallyslower, but simplerdatapath.

7.1.4 Efficient Implementation of Guarded Operations

This sectiondescribesan efficient implementatiorof Orcas guardedoperations
on top of Pandas upcall model. When Pandareceves an operationrequest,it
dispatchesnupcallto theOrcaRTS. It is notobvioushow the RTS shouldexecute
the requestedperationin the context of this upcall. The problemis that the
operatiormayblock onaguard.Pandas upcallmodel,however, forbidsmessage
handlersto block andwait for incomingmessagesSuchmessagemay have to
berecevedandprocessedo make aguardevaluateto true.

To solvethis problem,anearlierversionof the OrcaRTS implementedts own
popupthreads.The structureof this RTS, which we call RTS-threadsjs shavn
in Figure7.8. In RTS-threadsPandas upcall threaddoesnot executeincoming
operationrequestsput merely storesthemin oneof two queues.RPCrequests
for operation®nnonreplicatedbjectsarestoredin theRPCqueueandbroadcast
message$or write operationson replicatedobjectsare storedin the broadcast
queue. Thesequeuesareemptiedby a pool of RTS-level sener threads.When
all sener threadsareblocked, the RTS extendsthe threadpool with new sener
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threads. Sincethe sener threadsdo not listen to the network, they can safely
block onaguardwhenthey processanincomingoperationrequesfrom theRPC
gueue.(This blockingis implementecby meansof conditionvariables.)Also, it
is now safeto performsynchronougommunicatiorwhile processing broadcast
messageThis type of nestedcommunicatioroccursduring the creationof Orca
processeandduringobjectmigration.

RTS-threadsusesonly onethreadto servicethe broadcastjueue.With mul-
tiple threadsjncoming (totally-ordered)oroadcasinessagesould be processed
in adifferentorderthanthey werereceved. Usingonly a singlethread however,
implies (onceagain)that, without extra measureswrite operationon replicated
objectscannotblock.

Besideghis orderingandblocking problem,RTS-threadssuffers from prob-
lemsrelatedto the use of popupthreads(seeSection6.2.3): increasedhread
switchingandincreaseanemoryconsumptionProcessingnincomingoperation
requestiwaysrequiresatleastonethreadswitch (from Pandas upcallto asener
thread).In addition,whenmary incomingoperationrequest$lock, RTS-threads
is forcedto allocatemary threadstacks,which wastesmemory Finally, when
someoperationmodifiesan objectthat mary operationsare blocked on, RTS-
threadswill signalall threadsassociateavith theseoperationsThesethreadswill
thenre-evaluatethe guardthey were blocked on, perhapsonly to find that they
needto block again.This leadsto excessve threadswitching.

To solvetheseproblemswerestructuredhe RTS sothatall operatiorrequests
canbeprocessedirectly by Pandasupcall,withouttheuseof senerthreads.The
new structureis shavn in Figure7.9. Thenew RTS employs only oneRTS sener
thread(notshownn), whichis usedonly duringactionsthatoccurinfrequently such
asprocesgreationandobjectmigration. In thesecasesit is necessaryo perform
anRPC(i.e., synchronougommunication)n responséo anincomingbroadcast
messageT hisRPCis performedby the RTS senerthreadjustasin RTS-threads.

Blocking on guardsis handledby exploiting the obsenationthat Orcaoper
ationscanblock only at the very beginning. A blocked operationcantherefore
alwaysbe representetby an objectidentifier, an operationidentifier, andthe op-
erations parametersThis invocationinformationis availableto the RTS whenit
invokesanoperation Whenanoperatiorblocks,the compilergeneratedodefor
that operationreturnsan error statusto the RTS. Insteadof blocking the calling
threadon a conditionvariable , asin RTS-threadsthe RTS createsa continuation.
In this continuationthe RTS storegheinvocationinformationandthe nameof an
RTS function that, giventhe invocationinformation,canresumethe blocked in-
vocation.Differentresumédunctionsareused,dependingn the way the original
invocationtook place. Theresumefunctionfor an RPCinvocation,for example,
differs from the resumefunction for a broadcastnvocation,becauset needsto
sendareply messageo theinvoking processar
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cont_init(contqueue, lock)
cont_clear(contqueue)

state_ptr = cont_alloc(contqueue, size, contfunc)
cont_save(state_ptr)

cont_resume(contqueue)

Fig. 7.10. The continuationsnterface.

Eachsharedobjecthasa continuationqueuein which the RTS storescontin-
uationsfor blocked operations Whenthe objectis later modified,the modifying
threadwalksthe object’s continuationqueueandcallseachcontinuationsresume
function. If anoperationfails again,its continuationremainson the queue pther
wiseit is destrgyed.

Figure 7.10 shows the interfaceto the continuationmechanism.Queuesof
continuationgesembleonditionvariableswhich areessentiallyqueuef thread
descriptors. This similarity makes replacingcondition variableswith continua-
tionsquiteeasy Continit() initializesa continuationqueuejnitially, thequeues
empty Like a conditionvariable,eachcontinuationqueuehasanassociatedbck
(lock) thatensureghataccesset the queueareatomic. Contclear() destrgys a
continuationqueue.Contalloc() heap-allocatea continuationstructureandas-
sociategt with a continuationqueue. (Continuationscannotbe allocatedon the
stack,becausehe stackis reused.) Contalloc() returnsa pointerto a buffer of
sizebytesin which the client savesits state.After saving its state the client calls
contsave) which appendghe continuationto the queue. Togethey contalloc()
andcont save) correspondo await operatioronaconditionvariable.In thecase
of conditionvariableshowever, no separatallocationcall is neededbecause¢he
systemknows whatstateto save: theclient’s threadstack.Finally, contresumé
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resembles broadcasbn a conditionvariable;it traverseghe queueandresumes
all continuations.

Representindplocked operationsdy continuationsnsteadof blocked threads
hasthreeadwantages.

1. Continuationsconsumevery little memory Thereis no associatedtack,
justtheinvocationinformation.

2. Resuminga blockedinvocationdoesnotinvolve ary signalingandswitch-
ing to otherthreadshput only plain procedurecalls.

3. Continuationsare portableacrosscommunicationarchitectures.With ap-
propriate systemsupport(such as the fast handlerdispatchdescribedin
Section6.2.3),popupthreadscanbe implementedmore efficiently thanin
RTS-threads. Continuationsdo not require such supportand they avoid
someof thedisadwantage®f popupthreads.

Manualstatesaving with continuationgs relatively easyif messagéandlerscan
block only atthebeginning(aswith Orcaoperations)becausé¢he statethatneeds
to be sared consistsessentiallyof the messagehat hasbeenreceved. Manual
statesaving is more difficult when handlersblock after they have creatednew
state.In this casethe handlemustbesplit in two parts:the codeexecutedbefore
andafterthe synchronizatiorpoint. For very large systemsthis manualfunction
splitting becomededious. The difficulty lies in identifying the statethat needs
to be communicatedrom the function’s first half to its secondhalf (by meansof
a continuation). This statemay well include statestoredin stackframesbelow
theframethatis aboutto block (assuminghatstacksgrow upward). In theworst
casetheentirestackmustbe saved.

A secondcomplicationarisesf a handlemperformssynchronougommunica-
tion. A synchronougommunicatiorcall canonly besplitin two partsif thereis a
nonblockingalternatve for the synchronougrimitive. Earlierversionsof Panda,
for example,did not provide asynchronousnessag@assingprimitives,but only
a synchronouRPCprimitive. In this case true blocking cannotbe avoidedand
it is necessaryo handoff stateto a separatehreadthat cansafely performthe
synchronousperation.In the continuation-baseBTS, suchcasesarehandledoy
asingleRTS senerthread.

7.1.5 Performance

This sectiondiscussesnly operationateny andthroughput. An elaborateappli-
cation-performancstudywasperformedusingan Orcaimplementatiorthatruns
on Panda(version3.0) andFM/MC [9]. Application performanceon Panda4.0
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andLFC is discussedn Chapter8 which studiesthe application-leel effects of
differentLFC implementationsAll measuremenis this chaptemwereperformed
ontheexperimentalplatformdescribedn Sectionl.6, unlessnotedotherwise.

Performance of Operations on Nonreplicated Objects

Figure 7.11 shaws the executiontime of an Orca operationon a remote,non-
replicatedobject. The operationtakesan array of bytesasits only algumentand
returnsthe samearray The horizontalaxis specifiesthe numberof bytesin the
array Theoperations performedusinga PandaRPCto theremotemachine.For
comparisonfFigure?7.11alsoshavs roundtriplatenciesdor PandaandLFC using
messagethat have the samesizeasthe Orcaarray In all threebenchmarksthe
requestndreply messagearerecevedthroughpolling.

Orca-specifigprocessingostsapproximatelyl5 ps. Thisincludesthetimeto
lock the RTS, to readthe RTS headersto allocatespacefor the arrayparameter
to look uptheobject,to executetheoperationto updatetheruntimeobjectaccess
statisticsandto build thereply message.

We usedthe sametestto measureoperationthroughput. The resultsof this
test, and the correspondingoundtrip throughputsfor Pandaand LFC with the
copy receve stratgy, areshown in Figure7.12. We defineroundtripthroughput
as(2m)/RTT, wheremis the sizein bytesof the arraytransmittedn therequest
andreply messagandRTT the measuredoundtriptime.

Comparedo the throughputobtainedby Pandaand LFC, Orca’s throughput
is good. This is dueto the useof I/O vectorsand streammessagesyhich avoid
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extra copying insidethe OrcaRTS. For all systemsthroughputdecreases/hen
messageno longerfit into theL2 cache(256 Kbyte).

Performanceof Operations on Replicated Objects

Figure 7.13 shaws the lateng of a write operationon an objectthat hasbeen
replicatedon 64 processors.The operationtakes an array of bytesasits only
argumentanddoesnot returnary results. This operationis performedby means
of atotally-orderedPandabroadcast.For comparisonthe figure alsoshaws the
broadcastatenciesfor Panda(orderedandunorderedandLFC (unordered).In
all casesthelateny shown is thelateny betweerthe sendemlandthelastrecever
of thebroadcastOrcaaddsapproximatelyl8 ps (17%)to Pandas totally-ordered
broadcasprimitive.

Figure7.14shaws the throughputobtainedusingthe samewrite operationas
above. Thelossin throughputrelative to Panda(with ordering)is at most15%.
This occurswhenOrcasendstwo pacletsand Pandaone (dueto an extra Orca
header)In all othercaseghelossis at most8%.

The Impact of Continuations

Sincewe havenoimplementatiorof RTS-thread®n Panda4.0,we cannotdirectly
measurethe gainsof using continuationsinsteadof popupthreads. An earlier
comparisorshoved that operationlatencieswent from 2.19 msin RTS-threads
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Issue Orca Manta
Programming Objectplacement | Transparent Explicit
model Mutual exclusion | Peroperation, | Synchronized
implicit methods/blocks
Condition Guards Condition
synchronization variables
Garbagecollection | No Yes
Implementation | Compilation ToC To assembly
(x86 andSFARC)
Objectreplication | Yes No
Objectmigration Yes No
Invocation Totally-ordered| RMI
mechanisms bcastandRPC
Upcallmodels Pandaupcalls | Popupthreads

Table 7.1. A comparisorof OrcaandManta.

to 1.90msin the continuation-base&TS [14], animprovementof 13%. These
measurementwere performedon 50 MHz SFARCClassicclonesconnectedoy
10 MbpsEthernet.For communicatiorwe usedPanda2.0 ontop of thedatagram
serviceof the Amoebaoperatingsystem. Threadswitchingonthe SFARC was
expensve, becauset requireda trap to the kernel. On the PentiumPro, thread
switchesareperformedentirelyin userspacesothegainsof usingcontinuations
insteadof popupthreadsaresmaller Neverthelessthe costsof switchingfrom a
Pandaupcallto apopupthreadaresignificant.In Manta,for example dispatching
a popupthreadcosts4 ps and accountsfor 9% of the executiontime of a null
operationon aremoteobject(seeSection7.2).

7.2 Manta

Mantais a parallel-programmingystembasedon Java [60]. Javais a portable,
type-secureandobject-orientegprogramminganguagewith automaticmemory
managemen(i.e., garbagecollection); thesepropertieshave madeJava a very
popular programminglanguage. Java is also an attractve (base)languagefor
parallelprogramming. Multithreading,for example,is part of the languageand
anRPC-like communicatiormechanisnis availablein standardibraries.
Mantaimplementsthe JaraParty [117] programmingmodel, which is based
on sharedobjectsandresemble€rca’s shared-objectodel. The programming
modelandits implementatioron PandaandLFC aredescribedelown. A detailed
descriptiorof Mantais givenin theMScthesisof MaassemndvanNieuwpoor{98].
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7.2.1 Programming Model

MantaextendsJava with onekeyword: remote Javathreadscanshareinstances
of ary classthatthe programmetagswith this keyword. Suchinstancesrecalled
remoteobjects In addition,Mantaprovideslibrary routinesto createthreadson
remoteprocessors. Threadsthat run on the sameprocessorcan communicate
throughglobalvariablesthreadghatrun ondifferentmachinecancommunicate
only by invoking methodson sharedemoteobjects.

This programmingnodelresemble®rca’s shared-objeatnodel,but thereare
severalimportantdifferenceswhich are summarizedn Table7.1 anddiscussed
below. Section7.2.2discussesheimplementatiordifferences.

First,in Manta,objectplacements not transparento the programmerWhen
creatingaremoteobject,theprogrammemustspecifyexplicitly onwhich proces-
sortheobjectis to be stored.Eachobjectis storedon a singleprocessor—Manta
doesnot replicateobjects—andcannotbe migratedto anotherprocessar

SecondQrcaandJava usedifferentsynchronizatioomechanismsln Orca,all
operationon an objectareexecutedatomically In Java, individual methodscan
be marked as’synchronized. Two synchronizednethodscannotinterferewith
eachother but a nonsynchronizedthethodcaninterferewith other(synchronized
andnonsynchronizednethods Also, Java usesconditionvariablesfor condition
synchronizationQrcausesguards.

The last differenceis that Java is a garbage-collectethnguage which has
someimpacton communicatiorperformancgseeSection7.2.3).

7.2.2 Implementation

Like Orca,Mantadoesnot useLFC directly, but builds on Panda.Mantabenefits
from Pandas multithreadingsupport,Pandas transparenmixing of polling and
interrupts,andPandas streammessagesSinceMantadoesnot replicateobjects,
it neednot maintainmultiple consistentcopiesof an object, andthereforedoes
notusePandas totally-orderedoroadcasprimitive.

Mantaachieveshigh performancehroughafastremote-objecinvocationmech-
anismandthe useof compilationinsteadof interpretation. Both are discussed
below.

Remote-Objectinvocation

Like Orca, Manta usesfunction shippingto accesgemoteobjects. Methodin-
vocationson a remoteobjectare shippedby meansof an object-orientedrariant
of RPCcalledRemoteMethodInvocation(RMI) [152]. EachMantaRMI is exe-
cutedby meansof a PandaRPC.
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Processing@nRMI requestonsistof executingamethodon aremoteobject.
All parametergxceptremoteobjectsare passediy value. Method invocations
canblock atary time on a conditionvariable. This is differentfrom Orcawhere
blocking occursonly at the beginning of an operation. Due to this difference,
Manta cannotalways use Pandaupcalls and continuationsto handleincoming
RMis. If a methodis executedby a Pandaupcall and blocks halfway through,
thenthe Mantaruntime systemis not aware of the statecreatedoy that method
andcannotcreatea continuation.

To dealwith blockingmethodsMantausegpopupthreadgo processncoming
RMils. Whenan RMI requesis deliveredby a Pandaupcall, the Mantaruntime
systempasseghe requestto a popupthreadin a threadpool. This threadexe-
cutesthe methodandsendgshereply. Whenthe methodblocks,the popupthread
is blocked on a Pandaconditionvariable;no continuationsare created.In short,
Mantausesthe samesystemstructureas earlier Orcaimplementationgcf. Fig-
ure7.8).

Compiler Support

Besidedglefiningthe Javalanguagethe Java developersalsodefinedthe Java Vir-
tual Machine(JVM) [95], avirtual instructionsetarchitecture Java programsare
typically compiledto JVM bytecodethis bytecodds interpreted.This approach
allows Java programgo be run on ary machinewith a Java bytecodenterpreter
The disadantages thatinterpretationis slow. Currentresearclprojectsare at-
tackingthis problemby meansof just-in-time(JIT) compilationof Java bytecode
for a specificarchitectureandby meansf hardwaresuppor{104].

Mantaincludesa compilerthat translateslarza sourcecodeto machinecode
for SFARC andIntel x86 architecture$145]. Thisremovesthe overheadf inter-
pretationfor applicationdor which sourcecodeis available. For interoperability
Manta can also dynamicallyload and executeJava bytecode[99]. The experi-
mentsbelow, however, useonly native binarieswithout bytecode.

The compiler also supportsManta’s RMI. For eachremoteclass,the com-
piler generatesnethod-specifianarshalingand unmarshalingoutines. Manta
marshalsarraysin the sameway asOrca(seeFigure7.6). At the sendingside,
the compilergeneratecdodeaddsa pointerto the arraydatato a Pandal/O vec-
tor and Pandacopiesthe datainto LFC sendpaclets. At the receving side,the
compilergenerated@odeusesPandas panmsgconsume to copy datafrom LFC
hostreceve pacletsto a Javaarray

For nonarraytypes,Mantamakesanextracopy atthesendingside. All nonar
ray datathatis to be marshaleds copiedto a single buffer anda pointerto this
buffer is addedto a Pandal/O vector Sincenonarrayobjectsareoftensmall,the
extra copying costsmay outweighthe costof 1/0 vectormanipulations.
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Fig. 7.15. Roundtriplatenciedor Manta,Orca,Panda,andLFC.

7.2.3 Performance

Figures7.15and7.16shov Manta's RMI (roundtrip)lateny andthroughputye-
spectvely. Thesenumbersnveremeasuredy repeatedhyperforminganRMI ona
remoteobject. Themethodtakesa singlearrayparameteandreturnsthis parame-
ter; thehorizontalaxesof Figure7.15andFigure7.16specifythesizeof thearray
For comparisonthefigure shavs alsotheroundtriplatenciesandthroughputgor
LFC, Panda,andOrca.All four systemsnake the samenumberof datacopies.

The null latengy for an empty arrayis 76 ps. This high lateng is dueto
unoptimizedarraymanipulationsWith zeroparametermsteadof anemptyarray
parameterthenull latengy dropsto 48 ps. Thethreadswitchfrom Pandas upcall
to a popupthreadin the Mantaruntimesystemcosts4 ps. For nonemptyarrays,
Manta’s lateng increases$asterthanthelatengy of Orca,PandaandLFC. Thisis
not dueto extra copying, but to the cacheeffect describedelow.

Figure7.16shownstheroundtripthroughpufor LFC, Panda,Orca,andManta.
Manta's RMI peakthroughputis muchlower thanthe peakthroughputfor Orca,
Panda,andLFC. Thereasonis that Mantadoesnot free the datastructuresnto
whichincomingmessageareunmarshaledntil thegarbagecollectoris invoked.
In this test, the garbagecollectoris never invoked, so eachincoming message
is unmarshalednto a fresh memoryarea,which leadsto poor cachebehaior.
Specifically eachtime a messages unmarshalednto a buffer, the contentsof
receve buffers usedin previous iterationsis flushedfrom the cacheto memory
This problemdoesnot occurin the othertests(Orca,Panda,andLFC), because
they reusethe samereceve buffer in eachiteration.
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If Mantacanseethatthe dataobjectscontainedn a requesimessagereno
longerreachableafter completionof the remotemethodthat is invoked, thenit
canimmediatelyreusethe messagduffer without waiting for the garbagecol-
lector to regycle it. At presentthe Manta compileris ableto performthe re-
guiredescapenalysis[36] for simplemethodsjncludingthe methodusedin our
throughpubenchmarkSincewewishto illustratethegarbageollectionproblem
andsinceescapeanalysisworks only for simple methodswe shov the unopti-

mizedthroughput.With escapenalysisenabled MantatracksPandas through-
putcune.

7.3 The C RegionLibrary

The C Reagion Library (CRL) is a high-performancsoftwareDSM systemwhich
wasdevelopedat MIT [74]. Using CRL, processesanshareregionsof memory
of auserdefinedsize. The CRL runtimesystemimplementscoherentachingfor
theseregions. This sectiondiscusse€RL s programmingmnodel,its implementa-
tion on LFC, andthe performancef thisimplementation.

7.3.1 Programming Model

CRL requiresthe programmetto storeshareddatain regions A regionis acon-
tiguouschunkof memoryof a userdefinedsize; a region canneithergrow nor



7.3TheC Region Library 167

shrink. Processesanmapregionsinto their addresspaceandaccesshemusing
memory-referencestructions.

To make changesvisible to other processesandto obserne changesmade
by otherprocessesachprocesanustencloseits region accesseby callsto the
CRL runtime system. (CRL is library-basedandhasno compiler) A seriesof
readaccesseto aregionr shouldbe bracletedby callsto rgn_start read(r) and
rgn_endread(r), respectiely. If aseriesof accessescludesan instructionthat
modifiesa regionr, thenrgn start write(r) andrgn_end write(r) shouldbe used.
Rgnstart read) locks a region for readingand rgn_start write() locks a region
for writing. Both callsblockif anothemprocesdasalreadylockedtheregionin a
conflictingway. (A conflictoccurswhenever atleaston write accesss involved.)
Rgnendread) andrgn.endwrite() releasehe readandwrite lock, respectrely.
If all regionaccessem aprogramareproperlybracleted,thenCRL guaranteea
sequentiallyconsisten{86] view of all regions. However, the CRL library cannot
verify thatuserandeedbraclettheiraccesseproperly

7.3.2 Implementation

Although CRL usesa sharingmodelthatis similar to Orca’s sharedobjects,the
implementations different. First, CRL runsdirectly on LFC anddoesnot use
Panda. Second,CRL usesa differentconsisteng protocolfor replicatedshared
objects.Orcaupdatessharedbjectsby meanf functionshipping CRL, in con-
trast,usesinvalidation anddata shipping (A function-shippingmplementation
of CRL exists[67], but the LFC implementatiorof CRL is basedon the original,
data-shippingariant.) CRL usesa protocolsimilar to the cachecoherenceroto-
colsusedin scalablemultiprocessorsuchasthe Origin2000[151] andthe MIT
Alewife [1]. The protocoltreatsevery sharedregion asa cacheline andrunsa
directory-basedachecoherencegrotocolto maintaincacheconsisteng.

The core of CRL's runtime systemis a statemachinethat implementsthe
consisteng protocol. The runtime systemmaintains(meta)statdor eachregion
on all nodesthat cachethe region. The statemachineis implementedas a set
of handlerroutinesthat are invoked when a specificevent occurs. An eventis
eitherthe invocationof a CRL library routinethatbracletsa region accesge.g.,
rgn_start write()) or the arrival of a protocolmessageA detaileddescriptionof
the statemachines givenin Johnsors PhDthesig[73].

WhenaprocessreatesaregiononaprocessoP, thenP becomesheregion’s
homenode Thehomenodestoresgheregion’sdirectoryinformation;it maintains
alist of all processorshatarecachingtheregion. It is thelocationwherenodes
thatarenot cachingthe region canobtaina valid copy of theregion. It is alsoa
centralpointatwhich conflictingregionaccesseareserializedsothatconsisteng
is maintained.
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Fig. 7.17.CRL readandwrite misstransactions.

CRL Transactions

Communicatiorin CRL is causedmainly by readandwrite misses.Figure7.17
shows the communicatiornpatternsthat resultfrom differenttypesof misses.A
missis a cleanmissif thehomenodeH hasanup-to-datecopy of theregion that
processP is trying to accessptherwisethe missis a dirty miss In the caseof a
cleanmiss, the datatravels acrossthe network only once(from H to P). For a
cleanwrite miss,the homenodesendsinvalidationsto all nodesR that recently
hadreadaccesdo the region. The region is not shippedto P until all readers
R have acknavledgedtheseinvalidations. In the caseof a dirty missthe datais
transferredwice, oncefrom the lastwriter W to homenodeH andoncefrom H
to the requestingprocessP. The CRL versionwe useddoesnot implementthe
three-partyoptimizationthat avoids this doubledatatransfer (Laterversionsdid
implementthis optimization).
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Polling and Interrupts

CRL usesboth polling andinterruptsto deliver messagesThe implementation
is single-threaded All messagesyhetherthey arereceved throughpolling or
interrupts,arehandledn the context of theapplicationthread.

The runtime systemnormally enablesnetwork interruptsso that nodescan
be interruptedto processincoming requestgmisses,invalidations,and region-
map requestskeven if they happento be executingapplicationcode. For some
applications,interruptsare necessaryo guarantedgorward progress. For other
applicationsthey improve performancey reducingresponsdime.

In mary casesthough,interruptscanbe avoided. All transactionsn Fig-
ure 7.17 startwith a requestrom nodeP to homenodeH andendwith areply
from H to P. While waiting for thereply from H, P is idle. Similarly, if H sends
out invalidationsthenH will beidle until thefirst acknavledgementrrivesand
in betweensubsequenacknavledgements.In theseidle periods,CRL disables
network interruptsand polls. This way the expectedreply messages receved
throughpolling ratherthaninterrupts which reduceshereceve overhead.

This behaior is a goodmatchto LFC’s polling watchdogwhich works well
for clientsthat mix polling andinterrupts. Interruptsare usedto handlerequest
messagesinlessthe destinationnode happendo be waiting (and polling) for a
reply to oneof its own requestsBy delayinginterrupts LFC increaseshe proba-
bility thatthis happens.

MessageHandling

CRL sendstwo typesof messagesData messgesare usedto transferregions
containinguserdata(e.g.,whenaregionis replicated). Thesemessagesonsistof
asmallheaderfollowedby theregion data.Control messgesaresmallmessages
usedto requestcopiesof regions,to invalidateregions,to acknavledgerequests,
etc. Both dataand control messageare point-to-pointmessagesCRL doesnot
make significantuseof LFC’s multicastprimitive.

EachCRL messagearriesa small header Eachheadercontainsa demulti-
plexing key thatdistinguishebetweercontrolmessageslatamessagesndother
(lessfrequentlyused)messageypes. For control messageshe headercontains
the addresf a handlerfunction andup to four integersizedargumentsfor the
handler A datamessage&onsistsof a region pointer a region offset, anda few
morefields. Theregion pointeridentifiesa mappedegion in the requestingoro-
cesssaddresspace Sinceregionscanhave ary size,they maywell belargerthan
anLFC paclet. The offsetis usedto reassembléarge datamessagest indicates
wherein theregion to storethe datathatfollows the header

Incoming paclets are always processedmmediately The datacontainedin
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datapacletsis alwayscopiedto its destinationwithout delay Protocol-message
handlersjn contrastcannotalwaysbeinvokedimmediately;in thatcasethe pro-
tocolmessagés copiedandqueued(This copy is unnecessarput protocolmes-
sage<sconsistof only a few words.) Sinceno processcaninitiate morethanone
coherencéransactionthe amountof buffering requiredto storeblocked protocol
handlerss bounded.

7.3.3 Performance

CRL programsendmary controlmessageandarethereforesensitveto sendand
receve overhead.Moreover, several CRL applicationsusesmall regions,which
yields smalldatamessagesSincemary CRL actionsusea request-replystyle of
communicationcommunicationatenciesalsohave animpacton performance.

Figures7.18and7.19shawv the performancef cleanwrite missedor various
numbersof readers.The homenodeH sendsaninvalidationto eachreaderand
awaits all readers’acknavledgementdeforesendingthe datato requestingoro-
cessP (seeFigure7.17(c)). The LFC curve shavs the performanceof araw LFC
testprogramthatsendsequestindreply messagethathave the samesizeasthe
messagesentby CRL in the caseof zeroreadergi.e., whenno invalidationsare
needed).

For small regions, CRL addsapproximately5 ps (22%) to LFC’s roundtrip
lateny (seeFigure7.18). CRL s throughputcurvesare closeto the throughput
curve of the LFC benchmark.
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7.4 MPI — The MessagdPassinginterface

The MessagédPassinginterface(MPI) is a standardibrary interfacethatdefinesa
largevarietyof message-passimgimitives[53]. MPI is lik ely themostfrequently
usedimplementatiorof the message-passimyogrammingmodel.

SeveralMPIl implementationgxist. Major vendorsof parallelcomputerge.g.,
IBM andSilicon Graphicshave built implementationshatareoptimizedfor their
hardwareandsoftware. A popularalternatve to thesevendorspecificimplemen-
tationsis MPI ChameleonMPICH) [61]. MPICH is free and widely usedin
workstationervironments.We implementedviPl on LFC by porting MPICH to
Panda. The following subsectionslescribethis MPI/Panda/LFCimplementation
andits performance.

7.4.1 Implementation

MPICH consistsof threelayers. At the bottom, platform-specificdevice chan-
nelsimplementreliable,low-level sendandreceve functions. The middle layer,
the applicationdevice interface(ADI), implementsvarioussendandreceve fla-
vors (e.g.,rendezwous)usingdowncallsto the currentdevice channel. Thetop
layerimplementghe MPI interface. The ADI andthe device channeldhave fixed
interfaces We portedMPICH versionl.1andADI version2.0to Pandaby imple-
mentinga new device channel.This Pandadevice channelimplementshe basic
sendandreceve functionsusingPandas message-passimgodule.
SinceMPICH is not a multithreadedsystem the Pandadevice channeluses
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a stripped-davn versionof Pandathat doesnot supportmultithreadingand that
recevesall messagethroughpolling. We referto this simplerPandaversionas
Panda-STPandaSngleThreaded) Themultithreaded/ersionof Pandadescribed
in Chapter6 is referredto asPanda-MT(PandaMultiThreaded).

By assuminghatthe Pandaclientis single-threaded?anda-STeliminatesall
locking insidePanda.Panda-STalsodisabled_FC’s network interrupts.MPICH
doesnot needinterrupts,becausall communications directly tied to sendand
receve actionsin userprocesseslt sufficesto poll whena receve statements
executedeitherby theuserprogramor aspartof theimplementatiorof acomplex
function). Messagéhandlersdo not execute,not evenlogically, in the context of
adedicatedupcallthread.Insteadthey executein the context of theapplications
mainthread both physically(onthe samestack)andlogically.

MPICH provides its own spanning-treeoroadcasimplementation. Unlike
LFC’smulticastimplementationhowever, MPICH forwardsmessgesratherthan
paclets. This way, the multicastprimitive canbeimplementedeasilyin termsof
MPI’s unicastprimitiveswhich alsooperateon messagesAn obvious disadan-
tageof this implementatiorchoiceis thelossof pipelining at processorshatare
internal nodesof a multicasttree and that have to forward messagesGiven a
large multicastmessagesucha processowill not startforwardingbeforeit has
recevedtheentiremessagelf doneon a perpacletbasis,asin LFC, forwarding
canbeggin assoonasthefirst paclet hasarrived at the forwardingprocessos NI.
We experimentedothwith MPICH’s default broadcasimplementatiorandwith
animplementatiorthatusesPandas unorderedroadcason top of LFC’s broad-
cast. The performanceof thesetwo broadcastimplementationsiMPI-default and
MPI-LFC, is discussedhn the next section.

7.4.2 Performance

Below, we discussthe unicastand broadcasperformanceof MPICH on Panda
andLFC.

Unicast Performance

Figure7.20andFigure7.21shov MPICH’s one-way latengy andthroughputye-
spectvely. Both testswere performedusingMPI’'s MPI_Send) and MP1_Recy)
functions.For comparisonthe figuresalsoshow theresultsof the corresponding
testsatthe PandaandLFC level.

Figure7.20shovs MPI’'s unicastlateny and,for comparisonthe unicastla-
tenciesof PandaandLFC. MPICH is a hearyweightsystemandadds6 ps (42%)
to Pandas 0-byteone-way latengy.

Exceptfor smallmessagesyIPICH attainsthe samethroughputasPandaand
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LFC. Thereasons thatMPICH makesno extra passe®ver thedatathatis trans-
ferred. MPICH simply constructsan|/O vectorandhandst to Pandawhichthen
fragmentghe messageAs aresult,the MPICH layerdoesnotincur ary perbyte
costsandthroughputs good.

BroadcastPerformance

Figure7.22 shovs multicastlateng on 64 processorsor LFC, Panda,andthree
MPI implementations.Both MPI-default resultswere obtainedusing MPICH’s

defaultbroadcasimplementationywhich forwardsbroadcasimmessageasawhole
ratherthanpacletby paclet. MPI-defaultnormallyuseshinomialbroadcastrees.
Since LFC usesbinary trees,we addedan option to MPICH that allows MPI-

defaultto usebothbinomialandbinarytrees. The MPI-LFC resultswereobtained
usingLFC’s broadcasprimitive (i.e., with binarytrees).

As in the unicastcase,we find that MPICH addsconsiderableoverheadto
Panda. Binary and binomial treesyield no large differencesin MPI-default’s
broadcasperformancebecaus&4-nodebinaryandbinomialtreeshave thesame
depth. Thereis a large differencebetweenthe MPI-default versionsand MPI-
LFC. With binarytrees,MPI-default adds67 ps (77%)to MPI-LFC’s lateng for
a 64-bytemessagewith binomialtrees,the overheads 59 us (68%). In this la-
teng testit is not possibleto pipeline multipacket messagesThe causeof the
performancelifferenceis that MPI-default addsat leasttwo extra paclet copies
to thecriticial pathat eachinternalnodeof the multicasttree: onecopy from the
network interfaceto thehostandonecopy perchild from the hostto the network
interface.
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Figure7.23 compareghe throughputof the sameconfigurations.The differ-
encebetweenthe MPI-default curvesis causedoy the differencein tree shape:
binomialtreeshave a higherfanoutthanbinary trees,which reduceghroughput.
Both MPI-default versionsperformsworsethan MPI-LFC, not so muchdueto
extra datacopying, but becauséViPl-default doesnot forward multipacket multi-
castmessages a pipelinedmanner In addition,host-level, message-basddr-
wardinghasa larger memoryfootprint than paclet-basedorwarding. Whenthe
messag@o longerfits into the L2 cache MPI-default’s throughputdropsnotice-
ably (from 20to 9 Mbyte/sfor binarytreesandfrom 10to 5 Mbyte/sfor binomial
trees).Theproblemis thattheuseof MPI-defaultresultsin onecopying passover
the entiremessagéor eachchild thata processohasto forward the messagéo.
If the messageloesnot fit in the cache thenthesecopying passedrashthe L2
cache.

7.5 RelatedWork

We considerelatedwork in two areasoperatiorntransferandoperatiorexecution.

7.5.1 Operation Transfer

Orca’s operation-specifienarshalingroutineseliminate interpretationoverhead
by exploiting compile-timeknowledge. In addition, they do not copy to inter-
mediateRTS buffers, but generatean /O vectorwhich is passedo Pandas send
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routines.The sameapproachs takenin Manta[99] (seeSection7.2),which gen-
eratespecializednarshalingcodefor Java methods.

In theirimplementatiorof OptimisticOrca[66] by meansof OptimisticActive
Messageg$OAMSs), Hsiehet al. usecompilersupportto optimizethe transferof
simpleoperationsof simpleobjecttypes(seealso Section6.6.3). For suchoper
ations,Optimistic Orcaavoidsthe genericmarshalingpathandcopiesarguments
directlyinto an(optimistic) active messageAt thereceving side,theseoptimistic
active messagearedispatchedn a specialway (seeSection7.5.2). We optimize
marshalingfor all operationsusinga genericcompilationstratgy. To attainthe
performanceof Optimistic Orca, however, further optimizationwould be neces-
sary For example,we would have to eliminate Pandas I/O vectors(which are
expensve for simpleoperations).

Muller etal. optimizedmarshalingn Sun’s RPCprotocolby meansof a pro-
gramspecializatiortool, Tempo,for the C programminganguagg109]. Given
thestubsgeneratedby Sun's nonspecializingtubcompilerthis tool automatically
generatespecializednarshalingcodeby remaving mary testsandindirections.
We usethe Orcacompilerinsteadof a general-purposspecializatiortool to gen-
erateoperation-specificode.

As describedn Section7.1.3,thereareredundantatatransferoperationson
Orcas operationtransferpath. Thesetransferscanbe removed by using DMA
insteadof P10 at the sendingside,andby removing therecever-sidecopy (from
LFC pacletsto Orcadatastructures) Changandvon Eickendescribeazero-coy
RPCarchitecturdor Java, J-RPC thatremovesthesetwo datatransferqd35]. J-
RPCis a connection-orientedystemin which receversassociatginnedpages
with individual (persender)endpoints.Oncea sendethasfilled thesepagesthe
recever unpinsthemandallocatesnew pages. The addresof the new receve
areais piggybaclkedon RPCreplies.

J-RPCsuffersfrom two problems.First, asnotedby its designersallocating
pinnedmemoryfor eachendpointdoesnot scalewell to large numbersof proces-
sors. SecondJ-RPCrelieson piggybackingto returninformationaboutreceve
areado asenderThisworkswell for RPC,but not for one-way multicasting.

7.5.2 Operation Execution

Whereasour approachhas beento avoid expensve threadswitchesby hand,
OAMs [66, 150, Lazy Task Creation[105], and Lazy Threads[58] all rely on
compilersupport. OAMs transforman AM handlerthatrunsinto alocked mutex
into atrue thread. The overheadof creatinga threadis paid only whenthe lock
operatiorfails. Hsiehet al. usedOAMs to improve the performancef oneof the
first Panda-base@®rcaimplementationsLik e RTS-threadsthis implementation
usedpopupthreads.On the CM-5, the implementatiorbasedon OAMs reduced
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thelateng of Orcaobjectinvocationby anorderof magnitudeby avoidingthread
switchingand by avoiding the CM-5’s bulk transfermechanisnfor small mes-
sages.In contrastwith our approachOAMs usecompiler supportand require
thatall locksbeknown in advance.

DravesandBershadusedcontinuationgnside an operatingsystemkernelto
speedupthreadswitching[46]. Insteadof blockingakernelthread acontinuation
Is createdandthe samestackis usedto runthenext thread.\We usethe sametech-
niquein userspacdor thesamereasonsto reducethreadswitchingoverheadand
memoryconsumption.Orca’s continuation-base&TS usescontinuationsn the
context of upcallsandaccessethemthrougha condition-\ariablelik e interface.

Ruhl and Bal use continuationsin a collective-communicatiormodule im-
plementedon top of Panda[123]. Several collectve-communicatioroperations
combineresultsfrom differentprocessorsisinga reversespanningtree. Rather
than assigningto one particularthread(e.g., the local computationthread)the
task of waiting for, combining,and propagatingdata,the implementatiorstores
intermediateresultsin continuations. Subresultsare createdeither by the local
computatiorthreador by anupcallthread.Thefirst threadthatcreatesa subresult
createsa continuationandstoresits subresulin this continuation.Whenanother
threadlaterdeliversa new subresultjt memgesits subresulwith the existing sub-
resultby invokingthecontinuationsresumeunction. Thisavoidsthreadswitches
to adedicatedhread.

7.6 Summary

This chapterhas shovn that the communicationmechanismslevelopedin the
previous chaptersanbeappliedeffectively to avariety of PPSs.

We describegortabletechniqueso transferandexecuteOrcaoperationsffi-
ciently. Operatiortransfelis optimizedby lettingthecompilergenerat@peration-
specificmarshalingcode. Also, the OrcaRTS doesnot copy datato intermediate
buffers: datais copieddirectly betweenLFC paclets and Orcadatastructures.
Operationexecutionis optimizedby representindplocked invocationscompactly
by continuationsnsteadof blockedthreads Theuseof continuationsllows oper
ationsto be executeddirectly by Pandaupcalls,savesmemory andavoidsthread
switchingduringthere-evaluationof the guardsof blocked operations.

The OrcaRTS exploits all communicationrmechanism®f Pandaand LFC.
Pandas transparenswitching betweenpolling andinterruptsand LFC’s polling
watchdogwork well for messageshat carry operationrequestsor replies. An
interruptis generateadvhentherecever of arequesis engagedn along-running
computatioranddoesnotrespondo therequestRPCrepliesareusuallyreceved
throughpolling.
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Pandas totally-orderedbroadcasis usedto updatereplicatedobjects. This
broadcasts implementecefficiently usingLFC’s NI-supportedetch-and-ad@nd
multicastprimitives. LFC’s Nl-level fetch-and-addloesnot generatenterrupts
onthe sequencenode.LFC’s multicastmay generatenterruptson thereceving
nodes put theseinterruptsarenot on the multicast-packtforwardingpath.

Pandas streammessageallow the RTS to marshalandunmarshatatawith-
out making unnecessargopies. Finally, Pandas upcall model works well for
Orca,eventhoughblockingupcallsoccurfrequentlyin Orcaprograms.

Manta hasa similar programmingmodel as Orca (sharedobjects)and also
usessomeof Orca’s implementatiortechniquesjn particularfunction shipping
and compilergeneratedmethod-specifienarshalingroutines. The communica-
tion requirement®f MantaandOrcaaredifferent,though.First, Mantadoesnot
replicateobjectsandthereforedoesnot needmulticastsupport. Second Manta
usespopupthreadsto processncomingoperationrequestspecauselarza meth-
odscancreatenew statebeforethey block, which makesit difficult to represent
a blocked invocationby a continuation(asin Orca). In the currentimplementa-
tion, the useof popupthreadsaddsa threadswitch to the executionpathof all
operationn remoteobjects.

In termsof its communicatiorrequirementsCRL is the simplestof the PPSs
discussedn this chapter CRL runsdirectly on top of LFC and benefitsfrom
LFC’s efficient paclet interfaceandits polling watchdog.

Theimplementatiorof MPI usesPandas streammessageandPandas broad-
cast. As in Orcaand Manta, Pandas streammessagesllow datato be copied
directly between_FC pacletsandapplicationdatastructures.Pandas broadcast
is muchmoreefficientthanMPICH’s default broadcastMPICH performsall for-
wardingonthehost,ratherthanontheNI. Whatis worse however, is thatMPICH
forwardsmessage-by-messaggherthanpaclet-by-paclet, andthereforeincurs
thefull messagéateny ateachhopin its multicasttree.

All PPSshavethesamedatatransferbehaior. At thesendingside,eachclient
copiesdatafrom client-level objectsinto LFC sendpacletsin NI memory At the
receving side,eachclient copiesdatafrom LFC receve pacletsin hostmemory
to client-level objects.

Table7.2 summarizeshe minimum lateny andthe maximumthroughputof
characteristi®PS-leel operationson PPS-leel data. The table alsoshaws the
costof thecommunicatiorpatterninducedby theseoperationsatall softwarelev-
elsbelov thePPSlevel. The performanceesultsfor differentlevelsareseparated
by slashesdifferencesn theseresultsarecausedy layerspecificoverheadsRe-
callthatPandacanbeconfiguredwvith (Panda-MT)or without (Panda-ST}hreads.

For CRL, Table7.2 shavs the costof a cleanwrite miss. The communication
patternconsistsof a small, fixed-sizecontrol messageo the homenodewhich
replieswith adatamessageontainingaregion. For MPI, thetableshavsthe cost
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PPS Latency (us) Throughput (Mbyte/s)
Unicast | Broadcast | Unicast | Broadcast
LFC/CRL 23/28 —/— 60/56 —/—

LFC/Panda-ST/MPI | 12/15/21| 72/78/87 | 63/61/60| 28/27/27
LFC/Panda-MT/Orca | 24/31/46| 72/103/121| 58/56/52| 28/28/27
LFC/Panda-MT/Manta] 24/31/76| —/—/— 58/56/35| —/—/—

Table 7.2. PPSperformancesummary All broadcastneasurementaeretaken
on 64 processors.

of a one-way messagendthe costof a broadcast.For Orca,it shavs the cost
of an operationon a remote,nonreplicatedbject (which resultsin a RPC)and
thecostof anoperationon areplicatedobject(whichresultsin anF&A operation
followedby a broadcast)Finally, for Manta,thetableshavs the costof aremote
methodinvocationon a remoteobject.

The resultsin Table 7.2 shawv that our PPSsadd significantoverheadto an
LFC-level implementatiorof the samecommunicatiorpattern. Theseoverheads
stemfrom severalsources.

1. Demultiplexing. All clientsperformoneor moredemultiplexing operations.
In Orca,for example,anoperatiorrequestarriesanobjectidentifierandan
operationidentifier In CRL, eachmessagearriesthe addres®of a handler
function andthe nameof a sharedregion. In MPI, eachmessage&arriesa
userspecifiedtag. MPI and Orcaareboth layeredon top of Panda,which
performsadditionaldemultiplexing.

2. FragmentatiorandreassemblyBoth Pandaand CRL implementfragmen-
tationandreassemblyThis requiresextra headelfields andextra protocol
state.

3. Locking. Orcahasa multithreadeduntime systemthat usesa singlelock
to achieze mutual exclusion. To avoid recursiondeadlocks this lock is
releasedvhenthe Orcaruntime systeminvokes anothersoftware module
(e.g.,Panda)and acquiredagainwhenthe invocationreturns. Panda-MT
alsousedocksto protectglobaldatastructures.

4. Procedurecalls. Althoughall PPSsandPandauseinlining insidesoftware
modulesandexport inlined versionsof simplefunctions,mary procedure
calls remain. This is dueto the layeredstructureof the PPSs. Layering
is usedto managethe compleity andto enhancehe portability of these
systems: most systemsare fairly large and have beenportedto multiple
platforms.
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Theoverheadsaidddedoy thevarioussoftwarelayersrunningontop of LFC are
large comparedo, for example,the roundtrip lateng at the LFC level (e.g.,an
empty-arrayroundtripfor Mantaadds217%to anLFC roundtrip). Consequently
we expect that theseoverheadswill dampenthe application-leel performance
differencesdetweendifferentLFC implementations Application performances
studiedin the next chapter



Chapter 8

Multile vel Performance Evaluation

The precedingchaptershave shovn that the LFC implementationdescribedn
Chapter3 andChapterd provideseffective andefficient supportfor severalPPSs.
This implementation however, is but one point in the designspaceoutlinedin
Chapter2. This chapterdiscusseslternatve designsof two key component®of
LFC: reliable point-to-pointcommunication®y meansof Nl-level flow control
and reliable multicastcommunicationby meansof Nli-level forwarding. Both
servicesare critically importantfor PPSsand their applications. Existing and
proposedccommunicatiorarchitecturesake widely differentapproacheso these
two issues(seeChapter2), yet therehave beenfew attemptsto comparethese
architecturesn a systematiavay.

A key ideain this chapteris to usemultiple implementation®f LFC’s point-
to-point, multicast,andbroadcasprimitives. This allows usto evaluatethe deci-
sionsmadein the original designandimplementation We focuson assumptions
1 and 3 statedin Chapter4: reliable network hardware andthe presenceof an
intelligentNI. The alternatve implementationsll relax one or both of theseas-
sumptions.The useof a singleprogrammingnterfaceis crucial; existing studies
comparecommunicationarchitecturesvith differentfunctionality and different
programmingnterfaceg5], which makesit difficult to isolatethe effectsof par
ticular designdecisions.

We comparehe performancef five implementationsit multiple levels. First,
we perform direct comparisondetweenthe systemsby meansof microbench-
marksthatrundirectly ontop of LFC’s programmingnterface.Secondywe com-
parethe performancef parallelapplicationsy runningthemonall five LFC im-
plementationsEachof theseapplicationsusesoneof four differentPPSs:Orca,
CRL, MPI, andMultigame. Orca,CRL, andMPI weredescribedn the previous
chapterMultigamewill beintroducedaterin thischapter Ourperformanceom-
parisonthusinvolvesthreelevelsof software:thedifferentLFC implementations,
the PPSsandthe applications. A key contribution of this chapteris thatit ties
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togetherlow-level designissuesthe communicatiorstyle inducedby particular
PPSsandcharacteristicef parallelapplications.

This chaptetis organizedasfollows. Section8.1 givesanoverview of all LFC
implementations Section8.2 and Section8.3 presentrespectiely, the point-to-
point and multicastpartsof the implementationsaand comparethe differentim-
plementationsisingmicrobenchmarksSection8.4 describeshe communication
styleandperformanceof the PPSausedby our applicationsuite. Section8.5 dis-
cussesapplicationperformance.Section8.6 classifiesapplicationsaccordingto
their performanceon differentLFC implementationsSection8.7 studiesrelated
work.

8.1 Implementation Overview

LFC’s programmingnterfaceand oneimplementationvere describedn Chap-
ter 3 andChapter4. This sectiongivesanoverview of all implementationsand
describeghoseimplementationcomponentgshat are sharedby all implementa-
tions.

8.1.1 The Implementations

We developedthreepoint-to-pointreliability schemesndtwo multicastschemes.
EachLFC implementationconsistsof a combinationof one reliability scheme
andonemulticastschemeOneof thesel FC implementationgorrespondso the
systemdescribedn Chapters3 and4; we referto this systemasthe defaultLFC
implementation.

Thepoint-to-pointschemesireno retransmissiorfN,x), host-levelretransmis-
sion(Hyx), andNlI-levelretransmissiorfl;x). SomesystemsincludingtheNI-level
protocolsdescribedn Chapte, assumehatthe network hardwareandsoftware
behae andare controlledasin an MPP ervironment. Thesesystemsxploit the
high reliability of mary modernnetworks and use nonretransmittinggcommuni-
cationprotocols[26, 32,106 113 141,154. Suchprotocolsare called careful
protocols[106], becausehey may never drop paclets, which requirescareful
resourcemanagementThe no-retransmissio(lN;x) schemeepresentshesepro-
tocols; it assumeghat the network hardware never dropsor corruptsnetwork
pacletsandwill fail if thisassumptions violated.

Systemsdntendedto operateoutsidean MPP ervironmentusuallyimplement
retransmission. Retransmissiorusedto be implementedon the host, but sev-
eralresearclsystemge.g.,VMMC-2 [49]) implementretransmissioron a pro-
grammableNI. Ourretransmittingschemesi,x andl;x, representhesewo types
of systems.
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Forwarding
Retransmission Hostforwards(Hmc) | Interfaceforwards(Ime)
No retransmissiofiN;y) NrxHme NrxImc (default)
Interfaceretransmitgl;x) | lrxHmc lrsdme
HostretransmitgH,x) HrxHme Notimplemented

Table 8.1. Five versionsof LFC’sreliability andmulticastprotocols.

The multicastschemesre host-level multicast(Hne) andNI-level multicast
(Img). On scalable switchednetworks, multicastingis usually implementedoy
meansof spanning-tre@rotocolsthatforward multicastdata. Most communica-
tion systemsmplementtheseforwardingprotocolson top of point-to-pointprim-
itives. Other systemsusethe NI to forward multicasttraffic, which resultsin
fewer datatransfersandinterruptson the critical pathfrom senderto recevers
[16, 56, 68,146. Hnc andly represenbothtypesof systems.

The point-to-pointreliability andthe multicastschemesanbe combinedin
six differentways(seeTable8.1). We implementedive out of thesesix combina-
tions. The combinationof host-level retransmissiomndinterface-lerel multicast
forwardinghasnot beenimplementedor reasonglescribedn Section8.3.1.The
implementatiordescribedn Chapter3 andChapterd is essentiallyN,xInc. There
are,however, somesmall differencedbetweertheimplementatiordescribedccar
lier andthe one describedhere. (N/xImc regycles senddescriptorsin a slightly
differentway thanthe default LFC implementation.)

Table8.2 summarizeshe high-level differencedbetweernthefive LFC imple-
mentations.We have alreadydiscussedeliability and multicastforwarding. All
implementationsisethe samepolling-watchdogmplementationTheretransmit-
ting implementationsiseretransmissioandacknavledgementimers. Ixlmc and
lrxHmc useMyrinet’s on-boardimerto implementthesetimers. H,;xHmc usesboth
Myrinet'son-boardimer andthe PentiumPro’s timestampcounter All protocols
exceptH,xHmcimplementLFC’sfetch-and-ad@peratiorontheNI. SinceH;xHmc
representgonsenrative protocolsthat make little useof the programmableNl, it
storesfetch-and-addrariablesin host memoryand handlesfetch-and-addnes-
sageonthehost.

8.1.2 Commonalities

TheLFC implementationsharemuchof theircode.All implementationsransmit
datain variable-lengthpaclets. Hostsand NIs store pacletsin paclet buffers
which all have the samemaximumpaclet size. EachNI hasa sendbuffer pool
andareceve buffer pool; hostsonly have areceve buffer pool.

We distinguishfour paclet types: unicast,multicast,acknavledgementand
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Function NrxImc NrxHmc lrxImc lrxHme HrxHme
Reliability NI NI NI NI Host
Mcastforwarding | NI Host NI Host Host
Pollingwatchdog| NI + host NI +host NI +host NI +host NI + host
Fine-graintimer | — — NI NI NI + host
Fetch-and-add | NI NI NI NI host

Table 8.2. Division of work in the LFC implementations.

synchronization. Unicastand multicastpaclets containclient data. Acknowl-
edgementareusedto implementreliability. Synchronizatiorpacletscarryfetch-
and-add(F&A) requestsandreplies. An F&A operationis implementedas an
RPCto the nodeholding the F&A variable. Dependingon the implementation,
this variableis storedeitherin hostor NI memory

All implementation®rganizemulticastdestinationsn a binary treewith the
sendeiasits rootandforward multicastpacletsalongthis tree,in parallel. Oneof
the problemsin implementinga multicastforwardingschemads the potentialfor
buffer deadlock.Several stratggiescanbe usedto dealwith this problem: reser
vationin advance[56, 146, deadlock-freeouting,anddeadlockrecovery [16].

To senda paclet, LFC’s sendroutinesstoreoneor moretransmissiomequests
in senddescriptoran NI memory(using PIO). Eachdescriptoridentifiesa send
paclet, the paclet’s destinationthe paclet’s size,andprotocol-specifianforma-
tion suchasa sequencaeumber Multiple descriptorsanreferto thesamepaclet,
sothatthe samedatacanbetransmittedo multiple destinations.

LFC clientsusePIOto copy datathatis to betransmittednto LFC sendpack-
ets(whicharestoredin NI memory).To speedup thesedatacopiesall implemen-
tationsmarkNI memoryasawrite-combinednemoryregion (seeSection3.3).

Eachhostmaintainsa pool of freereceve buffers. The addressesf free host
buffersarepassedo the NI control programthrougha sharedqueuein NI mem-
ory. Whenthe NI hasreceveda pacletin oneof its receve buffers, it copiesthe
pacletto afreehostbuffer (usingDMA). Thehostcanpoll aflagin this buffer to
testwhetherthe paclet hasbeenfilled.

TheNI controlprograms eventloop processethefollowing events:

1. Host transmissiorrequest. The host enqueueda paclet for retransmis
sion. The NI tries to move the paclet to its padet transmissiomueue
In someprotocols,however, the paclket may have to wait until an Nl-level
sendwindow opensup. If the window is closed,the paclet is storedon
a perdestinationblocked-sendgjueue Incoming acknaviedgementwill
later openthe window and move the paclet from this queueto the paclet
transmissiomueue.
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Parameter | Meaning Unit

P #processorthatparticipatein theapplication| Processors
PKTSZ Maximum payloadof a paclet Bytes

ISB NI sendpoolsize Paclet buffers
IRB NI receve poolsize Paclet buffers
HRB Hostreceve pool size Paclet buffers
W Maximumsendwindow size Paclets

INTD Polling watchdogs network interruptdelay | ps

TGRAN Timer granularity s

Table 8.3. Parametersisedby the protocols.

2. Paclkettransmitted.TheNI hardwarecompletedhetransmissiomf apaclet.
If thepaclettransmissiomueues notempty the NI startsa network DMA
to transmitthenext paclet. For eachoutgoingpacket, Myrinet computegin
hardware)a CRCchecksunmandappendst to thepaclet. Thereceve hard-
warerecomputesndverifiesthe checksunandappendgshe result(check-
sumverificationsucceededar failed) to the paclet. This resultis checled
in software.

3. Packetreceved. TheNI hardwarerecevedapaclet from the network. The
NI checksthe checksunof the paclet just receved. If the checksunfails,
the NI dropsthe paclet or signalsan error to the host. (The retransmit-
ting protocolsdrop the paclet, forcing the senderto retransmit. The non-
retransmittingprotocolssignalanerror) Otherwise|f the pacletis a uni-
castor multicastpaclet, thenthe NI enqueuest on its NI-to-hostDMA
gueue Someprotocolsalsoenqueuanulticastpacletsfor forwardingon
the paclet transmissiomueueor, if necessaryon a blocked-sendgjueue.
Acknowledgementndsynchronizatiorpacletsare handledin a protocol-
specificway.

4. NI-to-hostDMA completion. If the NI-to-hostDMA queueis not empty
thena DMA is startedfor the next paclet.

5. Timeout.All implementationsisetimeoutsto implementheNI-level polling
watchdogdescribedn Section3.7. Someimplementationsalsousetime-
outsto triggerretransmissionsr acknaviedgements.

Eachimplementatioris configuredusingthe parametershowvn in Table8.3.
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8.2 Reliable Point-to-Point Communication

To comparedifferentpoint-to-pointprotocols,we have implemented_FC’s reli-

ablepoint-to-pointprimitivein threedifferentways. Theretransmittingorotocols
(Hrx andl;x) assumaunreliablenetwork hardwareandcanrecover from lost, cor-

rupted,and droppedpaclets by meansof time-outs,retransmissionsand CRC
checks.In H,y, reliability is implementedoy the hostprocessorin Iy, it is im-

plementedby the NI. As explainedabove, the threeimplementationdrave much
in common;below, we discusshow the threeimplementationgiffer from one
another

8.2.1 The No-RetransmissionProtocol (N,x)

Nrx assumeseliablenetwork hardwareandcorrectoperatiorof all connectedNls.
Nrx doesnot detectlost pacletsandtreatscorruptedpacletsasa fatal error. Ny
never retransmitsary packet and canthereforeavoid the overheadof buffering
pacletsfor retransmissioandtimer management.

To avoid buffer overflow, Nrx implementsflow control betweeneachpair of
NlIs (seethe UCAST protocol describedn Section4.1). At initialization time,
eachNI resenesW = |IRB/P| receve buffersfor eachsender The numberof
buffers (W) is thewindow sizefor the sliding window protocolthat operatese-
tweensendingandreceving NIs. EachNI transmitsa pacletonly if it knowsthat
thereceving NI hasfreebuffers. If apacletcannotbetransmittecddueto aclosed
sendwindow, thentheNI queueghepaclketonablocked-sendsjueuefor thatdes-
tination. Blocked pacletsaredequeue@ndtransmittecduringacknaviedgement
processindseebelow).

EachNI receve buffer is releasedvhenthe paclet containedin it hasbeen
copiedto hostmemory The numberof newly releaseduffersis piggybaclkedon
eachpaclet that flows backto the sender If thereis no returntraffic, thenthe
receving NI sendsanexplicit half-windowadknowledgmentafterreleasingV /2
buffers. (Thatis, the credit refreshthresholddiscussedn Section4.1 is setto
W/2.)

8.2.2 The Retransmitting Protocols(H,x and I,x)

The two retransmissiorschemesnale differenttradeofs betweensendandre-
ceive overheadon the hostprocessoandcomplexity of the NI control program.
Wefirst describeheprotocolsin generaktermsandthenexplain protocol-specific
modifications.In thefollowing, thetermssenderandreceiverreferto Nis in the
caseof I;x andto hostprocessorn the caseof H,y.

Eachsendermaintainsa sendwindow to eachrecever. A senderthat has
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filled its sendwindow to a particulardestinationis not allowed to sendto that
destinatioruntil someof the pacletsin the window have beenacknavledgedby
therecever. Eachpaclet carriesa sequence@umberwhich is usedto detectlost,
duplicated andout-of-ordemaclets. After transmittinga paclet, the sendestarts
a retransmissiortimer for the paclet. Whenthis timer expires, all unacknaevl-

edgedpacletsareretransmitted.This go-back-Nprotocol[115, 138] is efficient
if pacletsarerarelydroppedor corrupted(asis thecasewith Myrinet).

Retransmissiomequiresthat paclets be buffered until an acknavledgement
is receved. With asynchronousnessageassingthis normally requiresa copy
on the sendinghost. However, since the Myrinet hardware can transmitonly
pacletsthatresidein NI memory all protocolsmustcopy datafrom hostmemory
to NI memory The retransmittingprotocolsusethe paclet in NI memoryfor
retransmissiorand thereforedo not make more memorycopiesthanNy. This
optimizationis hardware-specificjt doesnotapplyto Nis thatuseFIFOsinto the
network (e.g.,several ATM interfaces).

Receversacceptpacletonlyif it carriesthenext-expectedsequencaumber;
otherwisethey dropthe paclet. In addition,NIs dropincomingpacletsthathave
beencorrupted—i.e., pacletsthatyield a CRC erro— or that cannotbe stored
dueto ashortageof NI receve buffers.

Sincesendpaclets cannotbe reuseduntil they have beenacknavledgedand
sinceNI memoryis relatively small,senderganrun out of sendpacletswhenac-
knowledgementslo not arrive promptly. To preventthis, receversacknavledge
incomingdatapacletsin threeways. As in Ny, receversusepiggybaclked and
half-window acknavledgementslin addition,eachrecever setsanacknavledge-
menttimer wheneer a paclet arrives. Whenthe timer expiresandthe recever
hasnot yet sentary acknavledgementtherecever sendsanexplicit delayedac-
knowledg@ment

In l;x, receving NlIs keeptrack of theamountof buffer spaceavailable.When
a paclet mustbe droppeddueto a buffer spaceshortagethe NI registersthis.
Whenmorebuffer spacebecomesvailable,the NI sendsa NACK to the sender
of the droppedpaclet. Whena NACK is receved,the senderetransmitsall un-
acknavledgedpaclets. Without the NACKSs, paclketswould not be retransmitted
until thesenders timer expired.

8.2.3 Latency Measurements

Figure8.1 shavs the one-way lateng for Ny, Hyx, andl;x. All message#t in a
singlenetwork paclet andarerecevedthroughpolling. N;x outperformsthere-
transmittingprotocols,which mustmanagdimersandwhich performmorework
on outstandingsendpacletswhenan acknavledgementis receved. All curves
have identicalslopesjndicatingthatthe protocolshave identicalperbyte costs.
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Fig. 8.1. LFC unicastlateng.

Protocol | o5 | or L g | 0s+0r+L
Nrx 15(23]|7.2| 6.7 11.0
lrx 14| 23|83|9.7 12.0
Hrx 24|5.3/6.5]8.3 14.2

Table 8.4. LogP parametewalues(in microsecondsfor a 16-bytemessage.

Table8.4shovsthevaluesof theLogP[40, 41] parameterandtheend-to-end
lateng (os+ o + L) of thethreeprotocols.TheLogP parametersveredefinedin
Sectionb.1.2.N;x andl,x performthesamework onthehost,sothey have (almost)
identicalsendandreceve overheadg4os andoy, respectiely). Iy, however, runs
aretransmissiomprotocolonthe NI, whichis reflectedn theprotocol’slargergap
(g=9.7 versusgg = 6.7) andlatengy (L = 8.3 versusL = 7.2). H;x runsasimilar
protocolon the hostandthereforehaslarger sendandreceve overheadshanN;y
andl,y.

Table8.5 shawvs the F&A latenciesfor the differentprotocols. Again, Nix is
the fastestprotocol (18 us). Hyy is the slowestprotocol (31 us); it is the only
protocolin which F&A operationsare handledby the hostprocessoof the node
that storesthe F&A variable. In an application,handlingF&A requeston the
hostprocessorcanresultin interrupts. In this benchmarkhowever, H,x receves
all F&A requestshroughpolling.

8.2.4 Window Sizeand Receve Buffer Space

To obtainmaximumthroughputacknavledgementsnustflow backto thesender
beforethe sendwindow closes. To avoid senderstalls, all protocolstherefore
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Protocol | Latency (us)
Nrx 18
lrx 25
Hrx 31

Table 8.5. Fetch-and-adthtencies.
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Fig. 8.2. Peakthroughputfor differentwindow sizes.

needsuficiently large sendwindows andreceve buffer pools. Figure8.2 shavs
themeasuregheakthroughputor variouswindow sizesandfor two pacletsizes.
To speedup sequenceaumbercomputationdor Iy, we useonly power-of-two
window sizes.In thisbenchmarkthereceving processopiesdatafromincoming
paclets to a receve buffer. This is not strictly necessarybut all LFC clients
performsucha copy while processinghe datathey receve. Throughputwithout
thisrecever-sidecopy is discussedater.

For 1 Kbyte paclets,N;x andl,x needonly a smallwindow (W > 4) to attain
high throughput. H,y's throughputstill increasesioticeablywhenwe grow the
window sizefrom W = 4 (45 Mbyte/s)to W = 8 (56 Mbyte/s). A smallwindow
is importantfor Ny, becauseeachNI allocatesV receve buffersper sender In
the retransmittingprotocols(l;x andH;x) NI receve buffers are sharedbetween
senderandwe needonly W receve buffersto allow arny singlesendeto achieve
maximumthroughput.

Surprisingly I;x’sthroughputdeceasedor W > 8. Thereasoris thatNI-level
acknavledgemenprocessingn |, involvescancelingall outstandingetransmis-
siontimers. With a larger window, more (virtual) timersmustbe canceled.(I;x
multiplexesmultiple virtual timerson a singlephysicaltimer; cancelinga virtual
timersconsistof adequeu@peration.)At somepoint, theslow NI cannolonger
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hidethiswork behindthe currentsendDMA transfer The effectdisappearsvhen
we switchto 2 Kbyte paclets— thatis, whenthesendDMA transferdake more
time.

Figure8.3 shaws one-way throughputfor 1-Kbyte and2-Kbyte paclets,with
andwithout recever-side copying. For all threeprotocols,the window sizewas
settoW = 8.

With 1 Kbyte pacletsandwithoutcopying, we seecleardifferencesn through-
put betweerthethreeprotocols.Performingretransmissiodministratioron the
host(H;x) increaseshe perpaclet costsandreduceshroughput. Whenthe re-
transmissiorwork is moved from the hostto the NI (l;x), throughputis reduced
further TheNI performsessentialljthe samework asthehostin H,x, but doesso
moreslowly. The LogP measurements Table 8.4 confirmthis: I;x hasalarger
gap (g) thanthe otherprotocols. Increasingthe paclet sizeto 2 Kbyte reduces
the numberof times perpaclet costsare incurredand increaseghe throughput
of all protocols,but mostnoticeablyfor I,x. For Hyx andN;x, theimprovements
smallerandcomesmainly from fastercopying at the sendingside. I,x, however,
is now ableto hide moreof its perpaclet overheadn thelateng of larger DMA
transfers.

Throughputs reducedvhenthereceving processopiesdatafrom incoming
pacletsto a destinatiorbuffer, especiallywhenthe messagés large anddoesnot
fit into the L2 cache. This is important,becauseall LFC clientsdo this. Since
the maximummemcpy) speedon the PentiumPro (52 Mbyte/s)is lessthanthe
maximumthroughputachieved by our protocols(without copying), the copying
stagebecomes bottleneck.In addition,memorytraffic dueto copying interferes
with theDMA transfersof incomingpaclets.

With copying, thethroughputifferencedetweerthethreeprotocolsarefairly
small. To alargeextent,thisis dueto theuseof theNI memoryas’retransmission
memory which eliminatesa copy atthesendingside.

8.2.5 SendBuffer Space

While NI receve buffer spaceis anissuefor Ny, sendbuffer spaceis just as
importantfor I,x andH,x. First, however, we considerthe sendbuffer spacere-
qguirementsfor Nyx. Nrx canreusesendbuffers as soonas their contentshave
beenputon thewire, soonly afew sendbuffersareneededo achieve maximum
throughputetweenra singlesendeirecever pair. With morereceversit is useful
to havealargersendpool,in casesomereceverdoesnotconsumencomingpack-
etspromptly Transmissionso thatrecever will be suspende@ndextra paclets
arethenneededo allow transmission$o otherrecevers.

In the retransmittingprotocols, sendbuffers cannotbe reuseduntil an ac-
knowledgementonfirmsthe receiptof their contents.(Thisis a consequencef
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usingNI memoryasretransmissiomemory) Sincewe do hotacknavledgeeach
pacletindividually, a sendethatcommunicatesvith mary receversmayrunout
of sendbuffers. Oneof ourapplicationsa FastFourier Transform(FFT) program,
illustratesthis problem. In FFT, eachprocessosendsa uniquemessageo every
otherprocessarWith 64 processorghesemessageareof mediumsize(2 Kbyte)
andfill lessthanhalf awindow. If the numberof sendbuffersis small,a sender
may run out of sendbuffersbeforeary recever’s half-windowv acknavledgement
hasbeentriggered.

If the numberof sendbuffersis large relative to the numberof recevers,the
senderwill trigger half-windowv acknavledgementseforerunning out of send
buffers. In general,we cannotsendmorethan P« (W/2 — 1) paclets without
triggeringatleastonehalf-windov acknavledgementunlesspacletsarelost.

To avoid unnecessaryetransmissionsvhen the numberof sendbuffers is
small, I;x and H;x could acknavledge pacletsindividually, but this will leadto
increasecdhetwork occupanyg, NI occupang, and(in the caseof H;x) hostoccu-
pang. Instead),x andH,y startanacknavledgementimer for incomingpaclets.
Eachrecever maintainsonetimer per sender The timer for senderS is started
wheneer adatapaclet from Sarrivesandthetimeris notyet running. Thetimer
is canceledvhenan acknavledgemen{possiblypiggybacled) travelsbackto S.
If thetimer expires,therecever sendsanexplicit acknavledgement.

Thisschemeequiressmalltimeoutvaluesfor theacknavledgementimer, be-
causeasendeneednly afew hundredmicrosecondso allocateall sendbuffers.
Using OStimer signalsto implementthetimer on H;x doesnotwork, becaus¢he
granularityof OStimersis oftentoo coarsg 10 msis acommorvalue). The Myri-
netNI, however, providesaccesso a clockwith agranularityof 0.5usandis able
to sendsignalsto theuserprocessWethereforeusethe NI asanintelligentclock,
asfollows. We choosea clock periodTGRANandlet theNI generateninterrupt
every TGRANpS.

To reducethe numberof clock signals,we usetwo optimizations. First, be-
fore generatinga clockinterrupt,the NI readsaflagin hostmemorythatindicates
whetherary timersare running. No interruptis generatedvhenno timersare
running. Second,eachtime the host performsa timer operationit recordsthe
currenttime by readingthe PentiumPro’s timestampcounter(seeSectionl.6.2).
This counteris incrementecevery clock cycle (5 ns). If necessarythe hostin-
vokestimeouthandlers Beforegeneratinga clockinterrupt,the NI readghetime
recordedby the hostto decidewhetherthe hostrecentlyreadits clock. If so,no
interruptis generated.
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8.2.6 ProtocolComparison

An importantdifferencebetweenthe retransmitting(l;x and H,yx) and the non-
retransmitting(N;x) protocolsis that the retransmittingprotocolsdo not resere
buffer spacefor individual senders. In Iy and H,x, NI receve buffers can be
sharedoy all sendingNIs, becaus@anNI thatrunsout of receve bufferscandrop
incomingpaclets,knowing thatthe sendersill eventuallyretransmit.In I;x and
Hrx, a singlesendercanfill all of an NI's receve buffers. N;x, in contrastmay
never droppacletsandthereforeallocatesa fixednumberof NI receve buffersto
eachsender In mostcaseghis is wasteful,but sincethe small bandwidth-delay
productof N,y allows smallwindow sizes this stratgy doesnot poseproblemsn
medium-sizeclusters.Neverthelessthis staticbuffer allocationschemeprevents
Nrx from scalingto very large clustersunlessNI memoryscalesaswell.

Acknowledgementsn N;x have a differentmeaningthanin I,y andH;x. Nix
implementdlow control (atthe NI level), while |,x andH,x implementonly relia-
bility. In Ny, anacknavledgementonsistof acountof buffersreleasesincethe
lastacknavledgementin |,y andH,x, anacknavledgementonsistof asequence
number (A countinsteadof a sequenc@umberfails whenanacknavledgements
is lost.) Thesequencaumberindicatesvhich pacletshave arrivedattherecever
(hostor NI), but doesnotindicatewhich pacletshave beenreleased.

An obviousdisadantageof N, is thatit cannotrecover from lostor corrupted
paclets. On Myrinet, we have obsened both typesof errors, causedoy both
hardware and software bugs. On the positive side, careful protocolsare easier
to implementthan retransmittingprotocols. Thereis no needto buffer paclets
for retransmissiono maintainsequenc@umberspr to dealwith timers. For the
sameaeasonsthenonretransmitting.FC implementationschieve betteratencies
than the retransmittingimplementations.With 1 Kbyte pacletsthereis alsoa
throughpuadwantagebut thisis partly obscuredy thememory-cop bottleneck.

In spiteof thesedifferencesthe microbenchmarkgdicatethatall threepro-
tocolscanbemadeto performwell, includingprotocolsthatperformmostof their
work onthe NI. The keys to goodperformanceareto useNI buffersfor retrans-
missionandto overlapDMA transferswith usefulwork.

8.3 Reliable Multicast

We considertwo multicastschemeswhich differ in wherethey implementthe
forwardingof multicastpaclets. In the Hy,c protocols,multicastpacletsarefor-
wardedby thehostprocessarin thel,c protocolstheNI forwardsmulticastpack-
ets. In Section8.3.1,we first comparehost-level andinterface-level forwarding.
Section8.3.2comparesndividual implementationsn moredetail. Section8.3.3
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Fig. 8.4. Host-level (left) andinterface-level (right) multicastforwarding.

discussesleadlockissues.Finally, Section8.3.4analyzeghe performanceof all
multicastimplementations.

8.3.1 Host-Level versusinterface-Level Packet Forwarding

Host-level forwarding usinga spanningtreeis the traditional approachfor net-
works without hardware multicast. The sendeiis the root of a multicasttreeand
transmitsa paclet to eachof its children. Eachreceving NI passeshe pacletto
its host,which reinjectsthe paclet to forwardit to the next level in the multicast
tree(seeFigure8.4). All host-lesel forwarding protocolsreinjecteachmulticast
paclet at mostonce. Insteadof makinga separatdost-to-NIcopy for eachfor-
wardingdestinationthe hostcreateanultiple transmissiorrequestdor the same
paclet.

Host-level forwarding hasthree disadwantages. First, since eachreinjected
pacletwasalreadyavailablein the NI's memory host-level forwardingresultsin
an unnecessaryost-to-Nl datatransferat eachinternal tree node of the multi-
casttree,whichwastesusbandwidthandprocessotime. Secondno forwarding
takesplaceunlessthe hostprocessesicomingpaclets. If onehostdoesnot poll
the network in atimely manney all its childrenwill be affected. Insteadof rely-
ing on polling, the NI canraiseaninterrupt,but interruptsare expensve. Third,
thecritical sendetrecever pathincludesthe host-Nlinteractionsof all the nodes
betweenthe senderand the recever. For eachmulticastpaclet, theseinterac-
tions consistof copying the paclet to the host, hostprocessingandreinjecting
thepaclet.

TheNI-level multicastimplementationsddressll threeproblems.n the Iy
protocols,the hostdoesnot reinject multicastpaclets into the network (which
savesa datatransfer),forwardingtakesplaceevenif the hostis not polling, and
thehost-Nlinteractionsarenoton thecritical path.

Host-level andNI-level multicastforwardingcanbe combinedwith thethree
point-to-pointreliability schemeglescribedn the previous section. We imple-
mentedall combinationsexcept the combinationof interface-level forwarding
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with host-level retransmissionln sucha variantwe expectthe hostto maintain
the sendandreceve window administrationasin Hyx. However, if anNI needs
to forward anincoming paclet thenit needsa sequencenumberfor eachof the
forwardingdestinations.To make this schemework we would have to duplicate
sequenc@umberinformation(in a consistentvay).

8.3.2 AcknowledgementSchemes

For reliability, multicastpaclets must be acknavledgedby their recevers, just
like unicastpaclets. To avoid an acknavledgemenimplosion, most multicast
forwardingprotocolsusea reverseacknavledgemenscheman which acknavl-
edgementfiow backalongthe multicasttree.

Our protocolsusetwo reverseacknavledgemenschemesACK-forward and
ACK-receve. ACK-forwardis usedby NixIn(thedefaultimplementation)l;xImc,
andH,xHmc In theseprotocols,acknaviedgementsre sentat the level (NI or
host)at which multicastforwardingtakesplace.The maincharacteristiof ACK-
forwardis thatit doesnotallow areceverto acknavledgea multicastpacletto its
parentin the multicasttree until that paclet hasbeenforwardedto the recever’s
children.

ACK-forward cannoteasily be usedby NyxHmc or I,xHme becausen these
protocolsacknavledgementsare sentby the NI andforwardingis performedby
thehost.N,xHmc andl,xHmc thereforeusea simplerschemeACK-receve, which
acknavledgesmulticastpacletsin the sameway asunicastpaclets(i.e., without
waiting for forwarding).In the caseof NyxHmc, multicastpaclketscanbeacknavl-
edgedassoonasthey have beendeliveredto thelocal host. In the caseof |, xHmc,
multicastpacletscanbeacknavledgedassoonasthey have beenrecevedby the
NI.

A potentialproblemwith ACK-receve is thatit createsa flow-controlloop-
hole thatcannoteasilybe closedby an LFC client. In NyxHme andly xHme, a host
receve buffer containinga multicastpaclet is not releaseduntil the paclet has
beendeliveredto theclientand hasbeenforwardedto all children.Consequently
after processing paclet, the client cannotbe surethatthe paclet is availablefor
reuse,becauset may still have to be forwarded. This makesit difficult for the
clientto implementa fool-proof flow-controlschemgwhenneeded).

8.3.3 Deadlocklssues

With aspanning-treenulticastprotocol,it is easyto createabuffer deadlockcycle
in which all NIs (or hosts)have filled their receve poolswith pacletsthatneed
to be forwardedto the next NI (or host)in the cycle which alsohasa full receve
pool. Suchdeadlockscanbe preventedor recoveredfrom in severalways. The
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Fig. 8.5. LFC multicastlatengy.

NI-level flow controlprotocolof NyxImdthedefaultimplementation)for example,
allows deadlock-freemulticastingfor a certainclassof multicasttrees(including
binarytrees).

Our other protocolsdo not implementtrue flow control at the multicastfor-
wardinglevel andmaythereforesuffer from deadlocksFor certaintypesof mul-
ticasttreesjncludingbinarytreesthe ACK-forwardschemepreventsbuffer dead-
locksif sufficient buffer spaces availableat the forwardinglevel. Buffer space
is sufficient if eachrecever canstorea full sendwindow from eachsender(see
AppendixA). Nixlmc's Ni-level flow control schemesatisfiesthis requirement.
Unfortunately reservingbuffer spacefor eachsenderdestrgys oneof the adwan-
tagesof retransmissionbetterutilization of receve buffers(seeSection8.2.4).

NrxHme and I xHme do not provide ary flow control at the forwarding (i.e.,
host)level andarethereforesusceptiblego deadlock. With our benchmarksand
applicationshowever, the numberof hostreceve buffersis sufficiently large that
deadlockslo notoccut

8.3.4 Latency and Throughput Measurements

Multicast lateng for 64 processorss showvn in Figure8.5. We definemulticast
lateng asthetime it takesto reachthe lastrecever. Thetop threecurvesin the
graphcorrespondo the Hy,¢ protocols,which perform multicastforwardingon
thehostprocessarTheseprotocolsclearly performworsethanthosethatperform
multicastforwarding on the NI. The reasonis simple: with host-level forward-
ing two extra datacopiesoccuron the critical path at eachinternalnodeof the
multicasttree.
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Figure8.6 shavs multicastthroughputon 64 processorsjsingl Kbyte pack-
etsandcopying atthereceverside. Throughpuin thisgraphrefersto thesenders
outgoingdatarate,notto the summedecever-sidedatarate.In contrastwith the
lateng graph(Figure8.5), this graphshows thatinterface-level forwardingdoes
notalwaysyield the bestresults:for messagsizesup to 128 Kbyte, for example,
HrxHmc achiezeshigherthroughputhanl, ylmc.

Thedip in the H;xHmc curve is theresultof HyxHmc's higherreceve overhead
anda cacheeffect. For larger messageshe receve buffer no longerfits in the
L2 cache,andsothe copying of incomingpacletsbecomesnoreexpensve, be-
causehesecopiesnow generatextramemorytraffic. In HyxHmc, theseincreased
copying coststurnthereceving hostinto the bottleneck:dueto its higherreceve
overhead H,xHmnc doesnot manageo copy a packet completelybeforethe next
paclet arrives. In the other protocols,the receve overheads lower, sothereis
enoughtime to copy anincomingpaclet beforethe next paclet arrives.

8.4 Parallel-Programming Systems

All applicationgdiscussedh this chapterun on oneof thefollowing PPSsOrca,
CRL, MPI, or Multigame. Orca, CRL, and MPI were discussedn Chapter7;
Multigameis introducedbelon. This sectiondescribegshe communicatiorstyle
of all PPSsanddiscusse®PS-l&el performance.
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8.4.1 Communication Style

Eachof our PPSamplementsa small numberof communicatiorpatternswhich
areexecutedn responseo actionsin the application.For eachPPS we summa-
rize its main communicatiorpatternsand discussthe interactionsbetweenthese
patternsandthe communicatiorsystem.

CRL

In CRL, mostcommunicatiorresultsfrom readandwrite misses.The resulting
communicatiorpatternsveredescribedn Section7.3.2(seeFigure7.17).

CRL s invalidation-basedoherenceprotocol doesnot allow applicationsto
multicastdata.(CRL used_FC’s multicastprimitiveonly duringinitializationand
barriersynchronization)Also, sinceCRL s single-threadednplementatiordoes
not allow a requestingorocesgo continuewhile a missis outstandingapplica-
tionsaresensitve to roundtripperformanceRoundtriplateng is moreimportant
thanroundtripthroughput,becauséCRL mainly sendssmall messagesControl
messagearealwayssmallanddatamessagearesmallbecausenostapplications
usefairly smallregions.

The roundtripnatureof CRL's communicatiorpatternsandthe small region
sizesusedin mostCRL applicationdeadto low acknavledgementatesfor the
Nrx protocols. The roundtripsmalke piggybackingeffective anddueto the small
datamessage$ew half-window acknavledgementsare needed.Finally, NixImc
andN;xHmc never senddelayedacknaviedgementsThis is important:for oneof
ourapplicationgdBarnes seeSectiond.5), for example,H,xHmnc sends31timesas
mary acknavledgement&sN;xImc, thedefault LFC implementation.

MPI

SinceMPI is amessage-passirgysytem programmerganexpressmary differ-
ent communicationpatterns. MPI’s main restrictionis thatincoming messages
cannotbe processe@synchronouslywhich occasionallyforcesprogrammergo
insertpolling statementto their programs.The sensitvity of an MPI program
to the parametersf the communicatiorarchitecturalependsargely on theappli-
cation’s communicatiormrateandcommunicatiorpattern.

All our MPI applicationdQR, ASP, andSOR)useMPI’s collectve-commu-
nicationoperations.Internally, theseoperationgbroadcasandreduce-to-allall
usebroadcasting.

All MPI measuremenis thischaptemereperformedusingthesameviPICH-
basedVPI implementatiorasdescribedn Section7.4. Recallthat MPICH pro-
vides a default spanning-tredoroadcasimplementationbuilt on top of unicast
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primitives. This defaultimplementatiorcanbereplacedvith amoreefficient’na-
tive’ implementationAll MPI measuremenis Section8.5wereperformedwith
a natve implementatiorthat usesPandas broadcastvhich, in turn, usesone of
our implementation®of LFC’s broadcast.In Section7.4, we usedmicrobench-
marksto shav that this native implementationis more efficient than MPICH’s
default implementation. Figure 8.7 shaws that this differenceis also visible at
the applicationlevel. The figure shavs the relative performanceof two broad-
castingMPI applications ASP and QR, which we will discussn moredetailin
Section8.5. The MPICH-defwlt measurementwere performedusing unicast
primitiveson top of the default LFC implementation(NxIn¢). For bothASPand
QR, this default broadcasis significantly slower than the implementationthat
useshe broadcasof NixIme: ASPruns25%slowerandQR runs50%slower.

MPICH’s default broadcasimplementatiorsuffersfrom two problems.First,
MPICH forwardsentire messagesatherthanindividual paclets. For large mes-
sagesthis eliminatespipeliningandreducegshroughput. ASP pipelinesmultiple
broadcasmessagesachof which consistsof multiple paclets. In QR, thereis
no suchpipelining of messagexnly the pacletswithin a singlemessageanbe
pipelined.Secondthe defaultimplementatiorcannotreuseN| paclet buffers. At
eachinternalnodeof themulticasttree,themessagevill be copiedto thenetwork
interfaceoncefor eachchild. The LFC implementationseuseNI| paclet buffers
to avoid this repeatedopying.

Orca

Orcaprogramsganperformtwo typesof communicatiorpatternsRPCandtotally-
orderedbroadcast. In their communicationbehaior, Orca programsresemble
message-passimyogramsgexceptin thatthereis no asynchronousne-way mes-
sagesendprimitive. Sucha primitive canbe simulatedoy meansof multithread-
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ing, but noneof our applicationsdoesthis. (Our Orcaapplicationsaredominated
by multicasttraffic.) In Orca,messagesarrythe parameterandresultsof user
definedoperationsso programmersiave control over messagasizeandmessage
rate.

Multigame

Multigame (MG) is a parallelgame-playingsystemdevelopedby Romein[122)].
Giventherulesof a boardgameanda boardevaluationfunction, Multigame au-
tomaticallysearche$or goodmoves,usingoneof severalsearclstratgies(e.g.,
IDA*). Duringasearchprocessorpushsearctjobsto eachother A job consists
of (recursvely) evaluatinga boardposition. To avoid re-searchingpositions,po-
sitionsarecachedn adistributedhashtable.Whenaprocesseeddo readatable
entry, it sendghejob to the owner of thetableentry[122]. The ownerlooksup
the entry andcontinuego work on the job until it needso access remotetable
entry.

Multigame’s job descriptorsare small (32 bytes). To avoid the overheadof
sendingandreceving mary smallmessagesviultigameaggreategob messages.
The communicationgranularity dependson the maximum numberof jobs per
message.

Multigamerunson Panda-STandrecevesall messagethroughpolling. Al-
most all communicationconsistsof small to medium-sizeone-way messages,
which are sentto randomdestinations. The maximum messagesize depends
on the messageggraationlimit. The messageate also dependn this limit
and,additionally on the application-specificostof evaluatinga boardposition.
Sendersneednot wait for replies, so aslong as eachprocesshasa sufficient
amountof work to do, latengy (in the LogP sense)is unimportant. Communi-
cationoverheads dominatedoy sendandreceve overhead.

8.4.2 Performancelssues

Table7.2summarizesheminimumlateng andthe maximumthroughpubf char
acteristicoperationdor Orca,CRL, andMPI. Rulesin Multigamespecifications
arenot easilytied to communicatiorpatterns.The mostimportantpattern,how-
ever, consistf sendinga numberof jobsin asinglemessagéo aremoteproces-
sor. All communicatiorconsistof Panda-STpoint-to-pointmessages.

Table7.2shavsthatour PPSsaddsignificantoverheado anLFC-levelimple-
mentationof the samecommunicatiorpattern,sowe expectthattheseoverheads
will reducethe application-leel performancalifferencedetweerdifferentLFC
implementations.
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Client-level optimizationsform anotherdampeningactor Two optimizations
areworth mentioning:messageombiningandlateng hiding.

As describedhbore, Multigameperformsmessageombiningby aggreating
searchobsin perprocessobuffers. Insteadof sendingoutasearctjob assoonas
it hasbeengeneratedthe Multigameruntimesystenstoregobsin anaggreation
gueuefor the destinatiorprocessarThe contentsof this queues not transmitted
until a sufficient numberof jobs hasbeenplacedinto the queue. The difference
in paclet ratebetweenPuzzle-4andPuzzle-64in Figure8.8 shavs thatmessage
combiningsignificantlyreduceshe paclet rate for all protocols. Of course the
resulting performancegain (seeFigure 8.9) is larger for protocolswith higher
perpaclet costs.

CRL andOrcaimplementlateng hiding. Both systemgperformRPC-style
transactions:a processoisendsa requestto anothermachineand waits for the
reply. Both systemshen startpolling the network and processncoming pack-
ets while waiting for the reply. Consequentlyprotocolscan compensatdiigh
latenciesby processingtherpacletsin theiridle periods.(This holdsonly if the
increasedateng is nottheresultof increasedostprocessooverhead.)

8.5 Application Performance

This sectionanalyzeghe performancef severalapplicationson all five LFC im-
plementationsSection8.5.1summarizeshe performanceesults.Sections8.5.2
to 8.5.10discussandanalyzethe performancef individual applications.

8.5.1 PerformanceResults

Table8.6 lists, for eachapplication,the PPSit runson, its input parametersse-
quentialexecutiontime, speedupand parallel efficiency. (Parallel efficiency is
definedasspeedumivided by the numberof processorsEgs = S4/64.) The se-
guentialexecutiontime and parallel efficiency were measuredisingthe default
implementationNixImg). Sequentiakxecutiontimesrangefrom a few seconds
to severalminutes;speedup®n 64 processorsangefrom poor (Radix)to supef
linear (ASP). While we use small problemsthat easilyfit into the memoriesof
64 processors/ out of 10 applicationsachiere anefficiency of atleast50%. Su-
perlinearspeedumccursbecauseve usefixed-sizeproblemsandbecaus&4 pro-
cessordrave morecachememoryattheir disposathanasingleprocessar

With the exceptionof Awari andthe Puzzleprograms,all programsimple-
mentwell-known parallelalgorithmsthatarefrequentlyusedto benchmarkPPSs.
All CRL applicationg(Barnes FFT, andRadix), for example,are adaptation®f
programgrom the SPLASH-2suiteof parallelbenchmarkprogramgq153].
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Application | PPS | Problemsize Tr Ssa | Esa
ASP MPI | 1024nodes 49.32| 74.73| 1.17
Awari Orca| 13stones 448.90( 31.81| 0.50
Barnes CRL | 16,384bodies 123.24| 23.25| 0.36
FFT CRL | 1,048,576comple floats 4.46| 49.56| 0.77
LEQ Orca| 1000equations 610.90| 30.12| 0.47

Puzzle-4 MG | 15-puzzle< 4 jobs/message| 281.00| 45.32| 0.71
Puzzle-64 | MG | 15-puzzle< 64 jobs/message 281.00| 53.63| 0.84

QR MPI | 1024x 1024doubles 54.16| 45.51| 0.71
Radix CRL | 3,000,000nts, radix 128 3.20| 10.32| 0.16
SOR MPI | 1536x 1536doubles 30.91| 51.52| 0.80

Table 8.6. Application characteristicandtimings. T; is the executiontime (in
secondspn one processorSg is the speedupn 64 processorsEg, is the effi-
cieng/ on 64 processors.

We performedthe applicationmeasurementssing the following parameter
settings: 64 processorgP = 64), a paclet sizeof 1 Kbyte (PKTSZ = 1), 4096
hostreceve buffers(HRB = 4096),a sendwindow of 8 pacletbuffers(W = 8), an
interruptdelayof 70 us (INTD = 70),andatimer granularityof 5000us (TGRAN
= 5000). For the retransmittingprotocols(lyxIme IrxHme andHyxHme), we use
256 NI sendbuffersand386 NI receve buffers (ISB + IRB = 256 + 384 = 640).
For the carefulprotocols(NyxImc andNrxHme), we uselSB + IRB = 128+ 512=
640. With thesesettingsthe control programoccupiesapproximately900 Kbyte
of the NI’'s memory(1 Mbyte). The remainingspaces usedby the control pro-
gram’sruntimestack.

Communicationstatisticsfor all applicationsare summarizedn Figure 8.8,
which givesperprocessodataandpacletrates brokendown accordingo paclet
type. The figure distinguisheaunicastdatapaclets, multicastdatapaclets, ac-
knowledgementsand synchronizatiorpaclets. Data and paclet ratesrefer to
incomingtraffic, soabroadcasts countedasmary timesasthe numberof desti-
nations(63).

Thegoalof thefigureis to shawv thattheapplicationgexhibit diversecommuni-
cationpatterns Comparefor example,BarnesRadix,andSOR.Barneshashigh
paclet ratesandlow datarates(i.e., pacletsare small). Radix, in contrast,has
both high paclet anddatarates. SORhasa low paclet rateanda high datarate
(i.e., pacletsarelarge). Theserateswereall measuredisingH,xHmc, the rates
on otherimplementationsare different, of course,but shav similar differences
betweerapplications.

Figure 8.9 shaws applicationperformanceof the alternatve implementations



8.5 Application Performance 203

ASP/MPI
Awari/Orca
Barnes/CRL
FFT/CRL
LEQ/Orca
Puzzle-4/MG
Puzzle-64/MG
QR/MPI
Radix/CRL
SOR/MPI

I Unicast
[ ] Multicast

Ack
B Sync

5000 10000 15000 20000 25000
Packet rate (packets/processor/s)

ASP/MPI

Awari/Orca
Barnes/CRL
FFT/CRL

I

LEQ/Orca
Puzzle-4/MG
Puzzle-64/MG
QR/MPI | |
Radix/CRL

SOR/MPI

I Unicast
[ ] Multicast

T ' T ' T
2 4 6

Data rate (Mbyte/processor/s)

o_

Fig. 8.8. Dataandpacletratesof N;xImmc 0n 64 nodes.



204 Multilevel Performancé=valuation

relative to the performanceof the default implementationN;xImc). Noneof the
alternatve implementationss fasterthanthe default implementation.In several
caseshowever, thealternatvesareslower. Below, theseslowdownsarediscussed
in moredetail.

8.5.2 All-pairs ShortestPaths (ASP)

ASPsolvestheAll-pairs ShortesPath (ASP)problemusinganiterative algorithm
(Floyd-Warshall). ASP finds the shortesipathbetweerall nodesin agraph. The
graphis representedsa distancematrix which is row-wise distributedacrossall
processorsin eachiteration,one processobroadcast®ne of its 4 Kbyte rows.
Thealgorithmiteratesoverall of this processosrows beforeswitchingto another
processos rows. Consequentlythe currentsendeicanpipelinethe broadcastsf
its rows.

Figure 8.9 shaws that both protocolsthat use interface-lerel multicastfor-
warding perform betterthan the protocolsthat use host-level forwarding. This
is surprising,becausd-igure 8.6 shavedthat I, xImc achiezesthe worst multicast
throughput. Indeed,ASP revealedseveral problemswith host-level forwarding
that do not shov up in microbenchmarks First, in ASR it is essentiathat the
sendercanpipelineits broadcastsRecevers,however, areoftenstill working on
oneiterationwhen broadcaspaclets for the next iterationarrive. Thesepack-
ets are not processedintil the receversinvoke a receve primitive. (Thisis a
propertyof our MPI implementationwhich usesonly polling; seeSection7.4.)
Consequentlythe sendeiis stalled,becausacknaviedgementsio not flow back
in time. In the interface-level forwarding protocols,acknavledgementsre sent
by the NI, not by the hostprocessar As long asthe hostsuppliesa sufficiently
large numberof free hostreceve buffers,NIs cancontinueto deliverandforward
broadcaspaclets.

We augmentedhe Hy¢ versionsof ASP with application-leel polling state-
ments(MPI_probg)), which improved the performanceof the host-level proto-
cols. Figure 8.9 shavs the improved numbers. Neverthelessthe Hy,c protocols
donotattainthe sameperformanceasthel ¢ protocols.Theremainingdifference
is dueto the processopoverheactausedy failed polls andhost-lesel forwarding.
The effect of forwarding-relategrocessooverheads visible in the multicastla-
tengy benchmarkseeFigure8.5).

8.5.3 Awari

Awari createanendgamelatabaséor Awari, atwo-playerboardgame by means
of parallelretrogradeanalysis[8]. In contrastwith top-davn searchtechniques
like a-B search,retrogradeanalysisproceedsbottom-upby making unmaoes
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startingwith the endpositionsof Awari. The Orcaprogramcreatesanendgame
databaséDB;,, which canbe usedby a game-playingprogram. Eachentry in
the databaseepresents boardposition’s hashandthe boards game-theoretical
value. Thegame-theoreticalaluerepresentshe outcomeof the gamein thecase
thatbothplayersmake bestmovesonly. DB,, containggame-theoreticalaluesfor
all boardghathave at mostn stonedeft ontheboard. Thegame-theoreticalalue
isanumberbetween-n andn thatindicategshenumberof pieceghatcanbewon
(or lost). We ran Awari with n= 13.

Parallel Awari operatessfollows. Eachprocessostorespartof the database.
The parentsof a boardare the boardsthat can be reachedby applying a legal
unmoveto theboard.Whena processoupdatesa boards game-theoreticalalue
it mustalsoupdatethe boards parents Sincethe boardsarerandomlydistributed
acrossall processorsi is likely thata parentis locatedon anotherprocessar A
singleupdateamaythusresultin severalremoteupdateoperationshatareexecuted
by RPCs.

To avoid excessve communicatioroverheadremoteupdatesaredelayedand
storedin aqueuefor their destinatiorprocessarAs soonasareasonabl@umber
of updateshasaccumulatedthey aretransferredo their destinatiorwith a single
RPC.The performancef Awari is determinedy theseRPCs;broadcastsio not
play amajorrolein this application.

Theupdatesaretransferredy a singlecommunicatiorthread,which canrun
in parallelwith the computatiorthread. Application-level statistics however, in-
dicatethatmostupdatesaretransmittedvhenthereis nowork for thecomputation
thread.As aresult,performanceas dominatedoy the speedat which work canbe
distributed. Queuedupdateghat mustbe sentto different destinatiorprocessors
cannotbesentoutataratethatis higherthantherateatwhichthecommunication
threadcanperformRPCs.

AlthoughAwari’'s datarateappearsow (seeFigure8.8),communicatiortakes
placein specificprogramphases.In thesephasescommunicatioris bursty and
mostmessagesare small despitemessageombining. Performancas therefore
dominatedby occupanyg ratherthanroundtriplateng. The LogP parametersn
Table 8.4 show that I;x hasthe highestgap (g = 9.7 ps), followed by H;x (g =
8.3 ps) andthenN;x (g = 6.7 ps). This rankingis reflectedin the applications
performance.

8.5.4 Barnes-Hut

Barnessimulatesa galaxy usingthe hierarchicalBarnes-HutN-body algorithm.
Theprogramorganizesall simulatedbodiesin asharedct-tree.Eachnodein this
treeandeachbody (storedin aleaf)is representedsasmallCRL region (88—108
bytes).Eachprocessoownspartof the bodies.Most communicatiortakesplace
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during the phasethat computeshe gravitational forcesthat bodiesexert on one
another In this phasegachprocessotraverseghetreeto computefor eachof its
bodiestheinteractionwith otherbodiesor subtreesBarneshasa relatively high
pacletrate,but dueto the smallregionsthe datarateis low (seeFigure8.8).

EventhoughBarnesrunson a differentPPS,its performanceprofile in Fig-
ure8.9is similar to thatof Awari. SinceCRL malkeslittle useof LFC’s multicast,
thereis nolargedifferencebetweennterface-level andhost-level forwarding.Re-
transmissiorsupport,however, leadsto decreasegyerformance. This effect is
strongestor |, whichhasthehighesitinterpacletgap(g= 9.7 ps) andis therefore
morelik ely to suffer from NI occupanyg underhighloads.Thesehighloadsoccur
becausé@arneshasa high paclet rate (seeFigure8.8). Dueto CRL's roundtrip
communicatiorstyle (seeSection7.3), Barnesis sensitve to this increasen oc-
cupang.

8.5.5 FastFourier Transform (FFT)

FFT performsa FastFourier transformon an array of complex numbers.These
numbersarestoredin a matrix which is partitionedinto P? squareblocks (where
P is thenumberof processors)Eachprocessobwnsa vertical stripeof P blocks
and eachblock is storedin a 2 Kbyte CRL region. The main communication
phasegonsistof matrix transposesDuring a transposea personalizeall-to-all

exchangeof all blockstakesplace: eachprocessoexchangesachof its blocks
(excepttheblock onthediagonal)with ablock ownedby anotheprocessarEach
block transferis theresultof awrite miss. The nodethatgenerateshe write miss
sendsasmallrequesimessagéo theblock’shomenode whichreplieswith adata
messagé¢hatcontainstheblock.

As explainedin Section8.2.5, this communicationpatternputs pressureon
thenumberof sendbuffersfor theretransmittingmplementationsSincewe have
configuredtheseimplementationsvith afairly large numberof sendbuffers (ISB
= 256), however, this posesno problems.

The performanceesultsin Figure8.9 shawv no large differencesdbetweerdif-
ferentLFC implementationsTheretransmittingorotocolsperformslightly worse
thanthe careful protocols. Occasionallytheseprotocolssenddelayedacknavl-
edgements.If we increasethe delayedacknavledgementimeout, no delayed
acknavledgementsiresent,andthedifferencefecomeavensmaller

8.5.6 The Linear Equation Solver (LEQ)

LEQ is aniterative solver for linear systemsof the form Ax= b. Eachiteration
refinesa candidatesolutionvectory; into a bettersolutionx;1. Thisis repeated
until the differencebetweenx; .1 andx; becomesmallerthana specifiedoound.
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In eachiteration,eachprocessoproducesa partof x 1, but needsall of x; asits
input. Thereforeall processorgxchangeheir 128-bytepartialsolutionvectorsat
theendof eachiteration(6906total). Eachprocessobroadcastgs partof x;1 to
all otherprocessorsAfter this exchangeall processorsynchronizeéo determine
whetherconvergencehasoccurred.

In LEQ, H;xHmc suffers from its host-level fetch-and-addmplementation.
Processing-&A request®nthehostratherthanonthe NI increasesheresponse
time (seeTable8.5) andthe occupang of the processothatstoresthe F&A vari-
able(processoD).

Although LEQ is dominatedby broadcastraffic, the costof executinga re-
transmissiorprotocolappeardgo be the main performancdactor: increasecost
andNI occupang leadto decrease@erformanceThisis dueto LEQ’s communi-
cationbehaior. All processebroadcasatthesametime, congestinghenetwork
andtheNls. In ASPandQR, processebroadcasbneatatime.

8.5.7 Puzzle

PuzzleperformsaparalleliDA* searcho solvethel5-puzzleawell-know single-
player sliding-tile puzzle. We experimentedwith two versionsof Puzzle: in
Puzzle-4 Multigame aggreyatesat most4 jobs beforepushingthesejobs to an-
otherprocessqgmwhile in Puzzle-64ipto 64 jobsareaccumulatedBoth programs
solvethesameproblem,but Puzzle-4sendsnary moremessagethanPuzzle-64.
In Puzzle all communications one-way andprocessedo notwait for incom-
ing messagesAs a result, sendand receve overheadare more importantthan
NlI-level lateng andoccupanyg. H,xHmc hastheworstsendandreceve overheads
of our LFC implementationgseeTable 8.4) andthereforeperformsworsethan
the otherimplementations.In Puzzle-4 the differencebetweenH,;yHmnc andthe
otherprotocolsis largerthanin Puzzle-64 pecausd’uzzle-4needso sendmore
messagew transferthe sameamountof data. Consequentlythe highersendand
receve overheadsreincurredmoreoftenduringthe programs execution.

8.5.8 QR Factorization

QR is a parallelimplementatiorof QR factorization[59] with columndistribu-

tion. In eachiteration,onecolumn,the HouseholdewectorH, is broadcasto all

processorsyhichupdatetheircolumnsusingH. Thecurrentupperrow andH are
thendeletedfrom the datasetsothatthe sizeof H decreaseby 1 in eachof the
1024iterations.Thevectorwith maximumnormbecomesheHouseholdevector
for the next iteration. This is decidedwith a Reduce-®-All collective operation
to which eachprocessocontributestwo integersandtwo doubles.
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The performancecharacteristic®f QR are similar to thoseof ASP (seeFig-
ure8.9): theimplementationdasedn host-lesel forwardingperformworsethan
thosebasedon interface-level forwarding. The performanceof QR is dominated
by the broadcast®f columnH. As in ASPE host-lesel forwarding leadsto in-
crease@rocessonverheadIn addition,theimplementationdasedn host-level
forwardingaresensitve to their higherbroadcastateng. At the startof eachiter-
ation, eachreceving processomustwait for anincomingbroadcastln contrast
with ASP, thebroadcastingprocessocannotgetaheacdf thereceversby pipelin-
ing multiple broadcastdyecauséhe Reduce-to-Allsynchronizesill processors
eachiteration. (Also, dueto pivoting, the identity of the broadcastingrrocessor
changesn almostevery iteration.)

8.5.9 Radix Sort

Radixsortsa largearrayof (random)integersusinga parallelversionof theradix
sortalgorithm. Eachprocessoownsa contiguouspartof the arrayandeachpart
is further subdvidedinto CRL regions,which actassoftwarecachelines. Com-
municationis dominatedby the algorithm’s permutationphase,in which each
processomovesintegersin its partitionto someother partition of the array If
the keys aredistributeduniformly, eachprocessoaccesseasll otherprocessors’
partitions. We chosea region size (1 Kbyte) that minimizeswrite sharingin this
phase After the permutatiorphasesachprocessoreadshenew valuesin its par
tition andstartsthe next sortingiteration. Radix hasthe highestunicastdatarate
of all our applicationgseeFigure8.8). In eachof the threepermutatiorphases,
mostof thearrayto be sortedis transferredacrosghe network.

Although Radix sendslarger messagethan Awari, Barnes,andLEQ, it has
a similar performanceprofile astheseapplications. Radix's messagesire still
relatively small (at most1 Kbyte of region data)and eachmessageequiresat
mosttwo LFC paclets,a full paclet anda nearlyempty paclet. Consequently
Radixremainssensitve to the small-messagbottleneck sothatNlI-level retrans-
mission(l;xImc andl,xHmc) performsworst,followedby host-level retransmission
(HrxHmo)-

8.5.10 Successie Overrelaxation (SOR)

SORis usedto solve discretized_aplaceequations.The SORprogramusesred-
black iterationto updatea 1536x 1536 matrix. Eachprocessonowns an equal
numberof contiguousrows of the matrix. In eachof the 42 iterations processors
exchangeneighboringoorderrows (12 Kbyte) andperformasingle-elemenfone
double)reductionto determinewvhethercorvergencehasoccurred.
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Class Applications NrxIme | NrxHme | lrxlme | IrxHme | HrxHme
Roundtrip| BarnesRadix, Awari + + —— | —— _
Multicast | ASP, QR + — + — ——
One-way | Puzzle-4Puzzle-64 + + + + —

Table 8.7. Classificatiorof applications.

For SOR, H,;xHm¢ performsworsethanthe otherimplementations With the
HrxHmc implementation the host processoisuffers from sliding-window stalls.
Each12 Kbyte messagéhatis sentto a neighborrequiresl3 LFC paclets,while
the window sizeis only 8 paclets. If the destinationprocesss actiely polling
whenthe senders paclets arrive, it will senda half-windonv acknavledgement
beforethe sendeiis stalled. In SOR, however, all processesendout their mes-
sagesat approximatelythe sametime, first to their highernumberedneighbor
thento theirlowernumbereceighbor Thedestinatiorprocesaill thereforenot
poll until oneof its own sendsblocks(dueto aclosedsendwindow). At thatpoint,
thesendethasalreadybeenstalled.

The implementationghat implementNI-level reliability do not suffer from
this problem,becausehey implementthe sliding window on the NI. Evenif the
NI’s sendwindow to anotherNI closes,the hostprocessorcancontinueto post
pacletsuntil the supply of free senddescriptords exhausted.Also, if the NI's
sendwindow to oneNl fills up, it canstill sendpacletsto otherNIs if the host
suppliespacletsfor otherdestinations.

The performanceof H,xHmnc improvessignificantly if the boundaryrow ex-
changecodeis modifiedsothatnotall processesendin the samedirectionatthe
sametime. In practice this improvesthe probability thatacknavledgementgan
bepiggybacledandreduceghe numberof window stalls.

8.6 Classification

Basedon the performanceanalysisof theindividual applicationswe have identi-
fiedthreeclasse®f applicationswith distinctbehaior. Theseclasseandanindi-
cationof therelatve performancef eachLFC implementatiorfor eachclassare
shavnin Table8.7.In thistable,a’+’ indicateshatanimplementatiorperforms
well for aclassof applicationsa’—’ indicatesamodestdecreasé performance;
and’——" indicatesa significantdecreasén performance.

The performancef roundtripapplicationds dominatedoy roundtriplateng.
Sincemulticastplays no importantrole in theseapplications,performancedif-
ferencedetweenthe LFC implementationsre determinedoy differencesn the
reliability schemes.This classof applicationsshows that the robustnesof re-
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transmissiorhas a price. Both the host-level retransmissiorschemesand the
interface-leel retransmissioschemeperformworsethanthe no-retransmission
schemebutfor differentreasonsHost-level retransmissiofH, xHmc) suffersfrom
its highersendandreceve overheadandis up to 11% slower thanthe defaultim-
plementation(N,xImc). Nl-level retransmissiorl;xlmc and I xHme) suffers from
increasedNI) occupang andlateny. Theseimplementationsare up to 16%
slower thanthe default implementation.For this classof applicationsthe LogP
measurementsresenteearlierin thischaptegive agoodindicationof thecauses
of differencesn application-leel performance.

The performancef the multicastapplicationss determineddy the efficiency
of the multicastimplementation. The performanceaesultsshov the advantages
of Nl-level multicastforwarding. HixHme, IrxHme and NyxHmc all suffer from
host-level forwardingoverheadvhichtakesawaytime from theapplication.Host-
level forwardingis up to 38%slowerthaninterface-level forwardingin the default
implementation.

The’class’ of one-wayapplicationscontainsbothvariantsof the Puzzleappli-
cation. In contrastwith roundtripapplicationspne-way applicationsdo not wait
for replymessagesolateny andNI occupang canbetoleratedairly well. Send
andreceve overheadpn the otherhand,cannotbe hidden. As a result, HrxHmc
suffersfrom its increasedsendandreceve overheadthis leadsto a performance
lossof upto 16%relative to thedefaultimplementation.

Theremainingapplicationg FFT, LEQ, andSOR)do not fit into any of these
cateyories.

8.7 RelatedWork

This chapterhasconcentrateen NI protocolissuesandtheir relationshipwith

propertiesof PPSsandapplications.Figure8.10classifiessereral existing Myri-

netcommunicatiorsystemsalongtwo protocoldesignaxes: reliability andmulti-

cast.MostsystemslonotimplementretransmissionWe assumehatthisis partly
dueto the prototypenatureof researchsystems.The figure alsoshows that few

systemsprovide multicastor broadcassupport. Below, we first discussrelated
work in thesetwo areasNext, we discusotherNI-relatedapplicationstudies.

8.7.1 Reliability

Only a few studieshave compareccarefulandretransmittingprotocols.The ear
liest studythatwe areawareof is by MosbegerandPetersorf106], which com-
paresa carefuland a retransmittingprotocolimplementatiorfor FiberChannel.
They notethe scalability problemsof static buffer resenation (asin N;x). This
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NI forwards FM/MC
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, PM
Hamlyn  Trapeze = VMMC-2  AM-lI U-Net
Host forwards | FM VMMC : : BIP (small)
BIP (large) ‘
No retransmissioni NI retransmits Host retransmits

Fig. 8.10. Classificationof communicationsystemsfor Myrinet basedon the
multicastandreliability designissues.

problemexists, but the low bandwidth-delayproductof modernnetworks (and
protocols)allows the useof staticresenationin medium-sizeclusters.(Anothet
dynamicsolution,usedin PM’s NI protocol,is describedelon.) Mosbegerand
Petersorusedonly oneapplication,Jacobi. That applicationshovs muchlarger
benefitsfor careful protocolsthanwe find with our applicationsuite. This may
be dueto extra copying in their retransmittingprotocol. As explainedin Sec-
tion 8.2.2,our retransmittingorotocolsdo not make morecopiesthanour careful
protocols.

Someof the protocolsin Figure8.10combinethe stratgiesusedby N;x, Hyx,
andl,x. Like Nk, for example, PM assumeghat the hardware never dropsor
corruptspaclets. Like I, though,PM lets sendershareNI receve buffersand
dropsincoming data paclets when all buffers arefull. When a datapaclet is
dropped,a negative acknavledgemenis sentto its sender PM never dropsac-
knowledgementgnegative or positive). Sinceit is assumedhat the hardware
deliversall pacletscorrectly sendersaiwaysknow whenoneof their pacletshas
beendroppedandcanretransmithatpacletwithouthaving to setaretransmission
timer.

Active Message$l combinesan NI-level (alternating-bit)eliability protocol
with a host-level sliding window protocolwhich is usedboth for reliability and
flow control[37].

Our NI-supportedine-graintimer implementationis similar to the softtimer
schemedescribedoy Aron and Druschel[6] —developedindependently—who
alsousepolling to implementafine-graintimer. They optimizekernel-level timers
andpoll the host's timestampcounteron systemcalls, exceptions andinterrupts
to amortizethe state-saing overheadf theseeventsover multiple actions(e.qg.,
network interruptprocessingandtimer processing).Soft timersusethe kernel’s
clock interruptasa backupmechanism.This interruptoften hasa granularityof
atleastseveralmilliseconds H,x usegheNI’ stimerasabackup.Thistimerhasa
0.5 psgranularityandis polledin eachiterationof theNI’smainloop. Ourbackup
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mechanisms thereforemorepreciseandcangenerataninterruptatatime close
to the desiredtimer expiration time in casethe hosts timestampcounteris not
polled frequentlyenough. This is only a modestadvantage becauset doesnot
addresgshe interruptoverheadoroblemthat canresultfrom infrequentpolling of
thetimestampcounter

8.7.2 Multicast

To the bestof our knowledge,this is the first studythat comparesa high-perfor-
manceNI-level and high-performancéiost-level multicastand their respectre
impacton applicationperformance.Sereral papersdescribemulticastprotocols
thatuseNI-level multicastforwarding[16, 56, 68, 80, 144. This work wasde-
scribedin Section4.5.3. Someof thesepaperge.g., [146]) comparehost-level

forwarding and NI-level forwarding, but mostof thesecomparisonsisea host-
level forwarding schemethat copiesdatato the NI multiple times. We are not
awareof ary previous studythatstudiesthe applicationlevel impactof bothfor-

wardingstratagies.

8.7.3 NI Protocol Studies

Araki et al. usedmicrobenchmarksnd the LogP performancemodelto com-
paretheperformancef GenericActive Messaged]linois FastMessage$version
2), BIP, PM, andVMMC-2 [5]. Their study comparessommunicatiorsystems
with programminginterfacesthat are sometimesundamentallydifferent (e.qg.,
memory-mapped¢ommunicationn VMMC-2 versusmessage-basezbmmuni-
cationin PM andrendezwus-stylecommunicationn BIP versusasynchronous
messageassingin Fast Messages). In our study we comparefive different
implementation®f the sameinterface. The mostimportantdifferencewith the
work describedn this chaptey however, is that Araki et al. do not considerthe
application-leel impactof their results.

In anotherstudy [102], Martin et al. do focus on applications,but evaluate
only a single communicationarchitecture(Active Messagesand a single pro-
grammingsystem(Split-C). Where Matrtin et al. vary the performancecharac-
teristics(the LogGP parametersdf a single communicatiorsystem,we usefive
differentsystemswhich have differentperformanceharacteristicslueto theway
they divide protocolwork betweenthe hostprocessorandthe NI. An important
contribution of our work is the evaluationof differentnetwork interfaceprotocols
using a wide variety of parallel applications(fine-grainto medium-grain,uni-
castandmulticast)and PPSqdistributedsearchmessaggassingupdate-based
DSM, andinvalidation-baseddSM). Eachsystemhasits own, fairly large and
complex runtime system,which imposessignificantcommunicationoverheads
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(seeTable7.2). In addition,threeout of four systemslo not run immediatelyon
top of oneNI protocollayer (LFC), but on anintermediatanessage-passirgyer
(Panda).

Bilasetal.discusNI supporfor shared/irtual memorysystemgSVMs)[21].
They study NI supportfor fetching datafrom remotememories for depositing
datainto remotememoriesandfor distributedlocks. They find thatthesemecha-
nismssignificantlyimprove the performanceof SVM implementationgndclaim
thatthey are morewidely applicable. Using thesemechanismsand by restruc-
turing their SVM, they eliminatedall asynchronous$ost-level protocol process-
ing in their SVM. As aresult,interruptsare not neededandpolling is usedonly
whena messagés expected.This result,however, dependon the ability to push
asynchronouprotocolprocessingo the NI. Bilasetal. usea PPSin which asyn-
chronousprocessingonsistf accessinglataat a known addres®or accessing
lock. Theseactionsarerelatively simpleandcanbe performedby the NI. PPSs
suchasOrcaandManta,however, mustexecuteincominguserdefinedoperations,
which cannoteasilybe handledby the NI.

In a simulationstudy Bilas et al. identify bottlenecksin software shared-
memorysystemdq20]. This studyis structuredaroundthe samethreelayersas
we usedin this chapter:low-level communicatiorsoftware and hardware, PPS,
andapplication. Both the communicatioriayer andthe PPSsare differentfrom
the onesstudiedin this thesis. Bilas et al. assumea communicationayer based
on virtual memory-mappedommunicationseeChapter2) andanalyzethe per
formanceof page-basedndfine-grainedSMs. Ourwork usesacommunication
layerbasedn low-level messagpassingandPPSghatimplementmessag@ass-
ing or object-basedharing.(CRL usesasimilarcachecoherenc@rotocolasfine-
grainedDSMs, but relieson the programmeto define’cachelines’ andto trigger
coherenceactions. Fine-graineddSMs suchas Tempes{119] and Shastgd125]
requirelittle or no programmeintervention.)

8.8 Summary

In this chapterwe have studiedthe performancef fiveimplementationef LFC’s
communicationnterface.Eachimplementations acombinatiorof onereliability
schemeno retransmissiorost-level retransmissionor Ni-level retransmission)
andonemulticastforwardingschemghost-level forwardingor Ni-level forward-
ing). Thesefive implementationsepresentifferentassumptionsboutthe capa-
bilities of network interfacegavailability of a programmablél processoandits
speedlandthe operatingervironment(reliability of the network hardware). We
comparedheperformancef all fiveimplementationst multiple levels. We used
microbenchmarksor direct comparisondetweenthe differentimplementations
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andfor comparisonat the PPSlevel. We usedfour differentPPSswhich repre-
sentdifferentprogrammingparadigmsandwhich exhibit differentcommunication
patterns Mostimportantly we alsoperformedanapplication-l@el comparison.

Theseperformancecomparisongeveal several interestingfacts. First, al-
thoughperformancaifferencesarevisible, all five LFC implementationganbe
madeto performwell on mostLFC-level microbenchmarks.Multicast lateng
formsanexception:NI-level multicastforwardingyields bettermulticastlateng
thanhost-level forwarding.

Secondall PPSsaddlarge overheads$o LFC implementationsMeasuringes-
sentiallythe samecommunicatiorpatternat multiple levelsshowns largeincreases
in lateng andlargereductionsn throughputWhile thisis alogical consequence
of the layeredstructureof the PPSs,it is importantto make this obsenation,
becauseone would expectthat theseoverheadsand not the relatve small per
formancedifferenceshetweenLFC implementationswill dominateapplication
performance.

Third, in spiteof the previous obsenation,runningapplicationson the differ-
ent LFC implementationgields significantdifferencesn applicationexecution
time. Most of our applicationsexhibited one of threecommunicationpatterns:
roundtrip,one-way, or multicast. For eachof thesepatternsthe relative perfor
manceof the LFC implementationss similar:

e Theroundtripapplicationgperformbeston the nonretransmittindg.FC im-
plementationsRetransmissiosupportaddssufiicient overheadhatit can-
not be hiddenby applicationsin this class. The overheadshave a larger
impactwhenretransmissiois implementedn theNI.

e The multicastapplicationsperform beston the implementationghat per
form Nli-level forwarding. Nli-level forwardingyields lower multicastla-
tengy anddoesnot wastehost-processarycleson paclet forwarding.

e Theone-way applications—really two variantsof the sameapplications—
performwell on all implementationsexcepton the implementationghat
implementhost-level retransmissionThis implementatiorsuffersfrom its
largersendandreceve overheads.

Our original implementationof LFC, NyxIme, performsbestfor all patterns.
This implementation however, optimistically assumeghe presenceof reliable
network hardwareandanintelligentNI.






Chapter 9

Summary and Conclusions

Theimplementatiorof a high-level programmingmodelconsistsof multiple lay-

ers: a runtime systemor parallel-programmingystemthatimplementsthe pro-

grammingmodel and one or more communicationlayers that have no know-

ledgeof the parallel-programmingnodel, but that provide efficient communica-
tion mechanismsThis thesishasconcentrate@n the lower communicatioriay-

ers,in particularon the network interface(NI) protocollayer A key contribution

of this thesis,however, is thatit alsoaddressethe interactionsof the NI proto-

col layerwith higherlevel communicatiorlayersandapplications.Thefollowing

sectionssummarizeour work asit relatesto eachlayeranddraw conclusions.

9.1 LFC and NI Protocols

We have implementedur ideasin andontop of LFC, a new userlevel commu-
nicationsystem.In severalways, LFC resembles hardware device: communi-
cationis paclet-basedandall pacletsaredeliveredto a singleupcall. However,
LFC addstwo serviceghat areusuallynot provided by network hardware: reli-
able point-to-pointand multicastcommunication. The efficient implementation
of bothserviceshasbeenthekey to LFC’s success.

Efficient communicationis of obvious importanceto parallel-programming
systemqPPSs).While mary communicatiorsystemgrovide low-lateng, high-
throughpuipoint-to-pointprimitives,very few systemsrovide efficient multicast
implementationsln fact,mary donotprovide multicastatall. Thisis unfortunate,
becaus®PSssuchasOrcaandMPI rely on multicastingto updatereplicatedob-
jectsandto implementcollectve-communicatiomperationsrespectrely. More-
over, multicastis notanadd-orfeature:multicastdayeredontop of point-to-point
primitivesperform considerablyworsethan multicaststhat are supportedoy the
bottom-mostommunicationayer (seeChapters/ and8).

217
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The presencef reliable communicatiorgreatlyreducegshe effort neededo
implementa PPS.Comparedo fragmentatioranddemultiplexing —servicemot
provided by LFC— reliability protocolsaredifficult to implementcorrectlyand
efficiently. Neverthelessall PPSanustdeliver datareliably.

For efficiengy, the default implementationof LFC usesNI support. The NI
performsfour tasks: flow control for reliability, multicastforwarding, interrupt
managementand fetch-and-addgorocessing. The following paragraphsliscuss
thesetasksin moredetail.

The default implementationassumeseliable network hardware and imple-
mentsreliablecommunicatiorchanneldy meansof a simple,NI-level flow con-
trol protocol. This protocol, UCAST, is alsothe basisof MCAST andRECQOV,
LFC’s NI-supportedmulticastprotocols. Sincetheseprotocolsassumeeliable
hardware,however, they canoperateonly in a controlledervironmentsuchasa
clusterof computergiedicatedo runninghigh-performancearalleljobs.

MCAST is simpleandefficient, but doesnotwork for all multicasttreetopolo-
gies. RECOV worksfor all topologies,but is more complex andrequiresaddi-
tional NI buffer space.Both MCAST andRECQV performfewer datatransfers
thanhost-level store-and-fonard multicastprotocols,which reduceghe number
of hostcyclesspenton multicastprocessing.The performanceneasurements
Chapter8 shaw that host-lezel multicastingreducesapplicationperformanceoy
up to 38%. Thesemeasurementsomparedhe performanceof an NI-supported
multicastto an agressivehost-lezel multicast. In practice,host-level multicast
implementationsrefrequentlyimplementedn top of unicastprimitives,which
furtherincreaseshe numberof redundantatatransfers.

Network interruptsform animportantsourceof overheadsn communication
systems. To reducethe numberof unnecessarynterrupts,LFC implementsa
softwarepolling watchdogon the NI. This mechanisndelaysnetwork interrupts
for incoming pacletsfor a certainamountof time. In addition, LFC’s polling
watchdogmonitorshost-level paclet processingrogresgo determinevhethera
network interruptshouldbe generated.

We have implementedan NI-supportedetch-and-adaperation.Pandacom-
binesLFC’s fetch-and-addvith LFC’s broadcasto implementa totally-ordered
broadcastyhich, in turn, is usedby Orca. Fetch-and-addlsohasotherapplica-
tions. KaramchetiandChien,for example have usedfetch-and-addo implement
pull-basedmessaging76].

Othertypesof synchronizatiomprimitivescanalsbenefitirom NI support.Bi-
lasetal. usethe NI to implementdistributedlocking in a sharedvirtual memory
system[21]. Theseexamplesindicatethat NI supportfor synchronizatiomprim-
itivesis a goodidea. Without suchsupport,synchronizatiorrequestgyenerate
expensve interrupts. It is not clearyet, however, which primitivesexactly must
be supported.Differentsystemsequiredifferent primitivesand, in spite of the
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generalityclaimedby the implementorsof somemechanism$21], it is unlikely
thatoneprimitive will satisfyevery system.Anotherproblemis thevirtualization
of NI-supportedprimitives. LFC, for example,supportsonly onefetch-and-add
variableper NI. This constraintwasintroducedto boundthe spaceoccupiedby
NI variablesandto avoid introducingan extra demultiplexing step. Ideally, this
typeof constraintvould be hiddenfrom users.Active Messaged$ virtualizesNI-
level communicatiorendpointsoy usinghostmemoryasbackingstoragefor NI
memory[37]. Thisstratgy is generalput increaseshe compleity anddecreases
theefficiencgy of theimplementation.

It is frequentlyclaimedthatprogrammabléis are’too slow’; suchclaimsare
oftenaccompaniedvith referencego thefailure of 1/O channels.LFC performs
four differenttaskson the NI: flow control for reliability, multicastforwarding,
interrupt managementand fetch-and-addorocessing. Nevertheless] FC is an
efficient communicationsystem. The main issueis not whetherNIs shouldbe
programmableput which mechanismshe lowest communicationlayer should
supplyandwherethey shouldbeimplementedProgrammabl®ls canbeconsid-
eredonetool in aspectrunof toolsthathelpanswetrthis type of questionspthers
includeformal analysisandsimulation.In this thesis we studiedreliability, mul-
ticast, synchronizatiorand interrupt management.Othershave investigated\|I
supportfor addresdranslationin zero-coly protocols[13, 49, 142, distributed
locking [21], andremotememoryaccesg51, 83]). Someof thesemechanisms
(e.g.,remotememoryaccesshave recentlyfound their way into industry stan-
dards(the Virtual InterfaceArchitecture)andcommerciaproducts.

9.2 Panda

Marny parallel-programmingystemsresuficiently complex thatthey canbenefit
from anintermediatecommunicatiodayerthatprovideshigherlevel communica-
tion serviceghana systemlike LFC. Pandaprovidesthreadsmessagesnessage
passing RPC,andgroupcommunication.Theseservicesare usedin the imple-
mentationof threeof thefour PPSgdescribedn Chapter7.

Pandas threadpackage©penThreadsjynamicallyswitchesbetweerpolling
andinterrupts. By default, interruptsare enabled put whenall threadsareidle,
OpenThreaddisablesnterruptsandpollsthenetwork. This stratey is simplebut
effective. Whena messagés expected,t will oftenberecevedthroughpolling,
which is more efficient thanreceving it by meansof an interrupt. Unexpected
messagegeneratean interrupt, unlessthe receving processolls beforeLFC’s
polling watchdoggenerategheinterrupt.

Pandas streammessageallow Pandaclientsto transmitandreceve a mes-
sagein a pipelinedmanner:the recever canstartprocessinganincoming mes-
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sagebeforeit hasbeenfully receved. Streammessageareimplementecon top
of LFC’s paclet-basednterfacewithoutintroducingextra datacopies.

Blockingin messag&andlergs adifficult problem.Creatinga (popup)thread
per messagellows messagénandlersto block whenerer corvenient,but it also
removesthe orderingbetweenmessagesntroducesschedulinganomalies,and
wastes(stack)space. Disallowing all handlersto block (asin active messages)
forcesprogrammerdo useasynchronougrimitivesand continuationsvheneer
ary form of blocking (e.g., acquiringa lock) is required. Pandausessingle-
threadedupcallsto processncoming messagesMessagehandlersare allowed
to block on locks, but cannotwait for the arrival of other messageslif there-
ceiver of amessageandecideearlythatwaiting for anothemessagevill not be
necessanthenthe message&anbe processedvithout creatinga new thread. In
othercasesplocking canbe avoidedby usingnonblockingprimitivesinsteadof
blocking primitivesor by usingcontinuations.

PandaandLFC work well together Pandas threadscheduletusesLFC’s in-
terrupt supportto switch dynamically betweenpolling and interrupts. Stream
messagegpipeline the transmissiorand consumptionof LFC paclets. Finally,
Pandas totally-orderedbroadcastombinesLFC’s fetch-and-addand broadcast
primitives.

9.3 Parallel-Programming Systems

DifferentPPSshave differentcommunicatiorstylesandarethereforesensitve to
differentaspectf the underlyingcommunicatiorsystem.This is illustratedby
thefour PPSsstudiedin Chapter7.

Orcausestwo communicatiorprimitivesto implementoperationson shared
objects:remoteprocedurecall andasynchronougptally-orderedoroadcastThe
performancef the Orcaapplicationghatwe studiedin Chaptei8 depend®none
of thetwo. Orcaoperationgnay block on guards.Sinceguardsoccuronly atthe
beginning of an operation,it is easyto suspendhe operationwithout blocking.
Without blocking andthreadswitching,the Orcaruntime systemcreatesa small
continuatiornthatrepresentshe blockedoperation.

Like Orca,the Java-basedMantasystemprovidesmultithreadingand shared
objects.SinceMantadoesnotreplicateobjectsjt requiresonly RPCto implement
operationon sharedobjects.In contrastwith Orca,Mantaoperationsanblock
halfway through. This makesit difficult for the RTS to usesmall continuations
to representhe blocked operation. The RTS thereforecreatesa popupthread
for eachoperation,unlessthe compiler can prove that the operationwill never
block. Another complicationin Mantais the presenceof a garbagecollector
The spaceoccupiedby unmarshalegarametersisually cannotbe reuseduntil
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the parameterfiave beengarbagecollected. Consequentlyunmarshalingeaves
alarge memoryfootprint andpolluteslarge partsof the datacache.

In CRL, mostcommunicatiorpatternsareroundtrips.Wheninvalidationsare
needednestedRPCsoccur On average,CRL's RPCsare smallerthanthoseof
Mantaand Orca, becauseCRL frequentlysendssmall control messagegregion
requestsinvalidations,andacknavledgements) Mantaand Orcageneratesome
controltraffic, but farlessthanCRL.

MPI hasthesimplestprogrammingmodelof thefour PPSsstudiedin this the-
sis. In mostcasescommunicatiorat the MPI level correspondsn a straightfor
wardway with communicatiorat lower levels. MPI's collectve-communication
operationdorm animportantexception. Thesehigh-level primitivesare usually
implementedby a combinationof point-to-pointandmulticastmessages.

While thesePPSgyenerataifferentcommunicatiorpatternsthey oftenrely
on the samecommunicationmechanisms.All PPSsrequirereliable communi-
cation. Several low-level communicatiorsystemge.g., U-Net and BIP) do not
provide reliablecommunicatiorprimitives.

Orca,Manta,andCRL all benefitfrom LFC’s andPandas mechanismso re-
ducethe numberof network interrupts. Orcaand Mantarely on Pandas thread
packageOpenThreadgp poll whenall threadsareidle. In, CRL the sameopti-
mizationhasbeenhardcoded.

Orca and MPI benefitfrom an efficient multicastimplementation. Orca’s
totally-orderedbroadcasis layered(in Panda)on top of LFC’s broadcastand
fetch-and-add.MPI’s collectve-communicatioroperationsuse (throughPanda)
LFC’s broadcast.

Orca, Manta, and MPI all use Pandas streammessages.Streammessages
provide a corvenientandefficient messag@nterfacewithoutintroducinginterme-
diatedatacopies.TheOrcaandMantacompilersgenerat@peration-specificode
to marshato andfrom streammessages.

9.4 Performancelmpact of DesignDecisions

Chapter8 studiedthe impactof differentreliability and multicastprotocolson
applicationperformanceand shaved that the LFC implementationdescribedn
Chapters3 and4 (N/xImc) performsbetterthanalternatve implementationsThis
implementationhowever, is agressiein two ways. First, it assumeseliablehard-
ware,which meansdt canbeusedonly in dedicatecervironments.Secondijt del-
egatessometasks(flow control, multicast,fetch-and-addandinterruptmanage-
ment)to theNI. Thesetasksareperformedoy the NlI-level protocolsdescribedn
Chapted. Additional robustnessanbeobtainedoy meansof retransmissionWe
investigatedboth host-level and NlI-level retransmissionThe unicast-dominated
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applicationsof Chapter8 shav that both typesof retransmissiorave a modest
application-leel cost. The largestoverhead(up to 16%) is incurredby applica-
tionsin the 'roundtrip’ class. The performancecostof moving Nl-level compo-
nentsto thehhostcanbelarge. Performingmulticastforwardingon the hostrather
thanon theNI slows down applicationsy up to 38%.

Chaptei8 alsorevealedinterestingnteractiondbetweerthe structureof appli-
cationsandthe implementationof the underlyingcommunicatiorsystem(s).In
SOR,theexactlocation(hostor NI) of thesliding window protocolhada notice-
ableimpacton performance In ASP, we addedpolling statementso reducethe
delaysthat resultedfrom synchronousost-level multicastforwarding. In some
casesapplicationcanberestructuredo work aroundtheweaknessesf a partic-
ular communicatiorsystem.The Puzzleapplication for example,canbe config-
uredto usea larger aggreationbuffer on top of a host-lesel reliability protocol
to reducetheimpactof increasedgendandreceve overhead.The performancef
SORwasimprovedby changingtheboundaryexchangephase.

9.5 Conclusions

Basedon our experienceswith LFC andthe systemdayeredon top of LFC, we
draw thefollowing conclusions:

1. Low-level communicatiorsystemshouldsupportothpolling andinterrupt-
drivenmessageelivery. We studiedfour PPSs All of themusepolling and
threeof themuseinterrupts(Orca, Manta,and CRL). Transparenemula-
tion of interrupt-drvenmessageeliveryis nontrivial —severalsystemsise
binaryrewriting— or reliesoninterruptsasa backupmechanism.

2. Low-level communicatiorsystemshouldsupporimulticast.Multicastplays
animportantrole in two of the four PPSsstudied(Orcaand MPI). Multi-
castimplementationsre often layeredon top of point-to-pointprimitives.
This alwaysintroducesunnecessargatatransfershatconsumecyclesthat
couldhave beenusedby theapplication.Moreover, if multicastforwarding
isimplementedtthemessageatherthanthepacletlevel, thenthis strategy
alsoreduceghroughputy removing intramessaggpipelining.

3. A variety of PPSscan be implementedefficiently on a simple communi-
cationsystemif all layerscooperatedo avoid unnecessarinterrupts thread
switchesanddatacopies.LFC providesasimpleinterface:reliable,paclet-
basedpoint-to-pointand multicastcommunicationand interrupt manage-
ment. Thesemechanismsareusedto implementabstractionshatpresere
efficiengy. In Panda,they areusedto implementOpenThreads’automatic
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switching betweenpolling and interrupts, messagestreams,and totally-

orderedmulticast. Orca,Manta,andMPI areall built on top of Panda.In

addition,OrcaandMantauseoperation-specifimarshalingn combination
with streammessage® avoid makingextra datacopies.

4. An aggressie, NI-supportedcommunicatiorsystemcanyield betterper
formancethanatraditionalcommunicatiorsystemwithout NI support.We
have experimentedvith areliability protocol(UCAST), two multicastpro-
tocols(MCAST andRECQV), apollingwatchdogINTR), andafetch-and-
addprimitive. Additional robustnes@andsimplicity canbe obtainedoy sys-
temsthatimplementall functionalityonthehost,but thesesystemgperform
worse,bothatthelevel of microbenchmarkandatthelevel of applications.

9.6 Limitations and Openlssues

Although this thesishasa broadscope,several importantissueshave not been
addressedndsomeissueghathave beenaddressedequirefurtherresearch.

First, LFC lacks zero-coy support. Zero-coy mechanismsre basedon
DMA ratherthan P1O and, for sufficiently large transfers,give betterthrough-
put than P10 (seeChapter2). Senderside zero-coy supportis relatively easy
to implementand use. For optimal performancehowever, datashouldalso be
moved directly to its final destinationat the recever side. Somesystemge.g.,
Hamlyn[32]) achieve this by having the senderspecify a destinationaddressn
the recever’'s addresspace.PPSsneedto be restructuredn nontrivial waysto
determinethis addressvithout introducingextra messagef21, 35. While zero-
copy communicatiorsupportfor PPSswarrantsfurther investigationwe are not
aware of ary studythat shavs significantapplication-level performanceadvan-
tagesof zero-coy communicatiormechanismsver message-basedechanisms.
Thereare studiesthat shav that parallelapplicationsarerelatively insensitve to
throughpuf102].

Second,more consideratiomeedsto be givento differentbuffer and timer
configurationsfor the variousLFC implementationsstudiedin Chapter8. We
selectedbuffer and timer settingsthat yield good performanceor eachimple-
mentation.lt is not completelyclearhow sensitve the differentimplementations
areto differentsettings.

Finally, the evaluationin Chapter8 focusedon theimpactof alternatve relia-
bility andmulticastschemesAdditional work is neededo determinetheimpact
of NI-supportedsynchronizatiorand interruptdelivery (i.e., the polling watch-
dog). Someof our results(not presentedn this thesis),however, shav a good
qualitatve matchwith thosepresentedby Maquelinetal. [101].
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Appendix A

Deadlockissues

As discussedn Section4.2, LFC’s basicmulticastprotocolcannotusearbitrary
multicasttrees. With chains,for example,we can createa buffer deadlock(see
Figure4.8). Below, in SectionA.1, we derive — informally — a sufficient condi-
tion for deadlock-freemulticastingin LFC. Thebinarytreesusedby LFC satisfy
thiscondition. Theconditionappliesonly to multicastingwithin asinglemulticast
group. The examplein SectionA.2 shows thatthe conditiondoesnot guarantee
deadlock-freenulticastingin overlappingmulticastgroups.

A.1 Deadlock-FreeMulticasting in LFC

Beforederving a conditionfor deadlock-freemulticasting,we first considerthe
natureof deadlocksn LFC. Recallthat LFC partitionseachNI’s receve buffer
spaceamongall possiblesendergseeSectiord.1). Thatis, eachNI hasaseparate
receve buffer pool for eachsender

A deadlockin LFC consistsof a cycle C of NIs suchthatfor eachNI Swith
successoR (bothin C)

1. Shasanonemptyblocked-sendsjueueBs ;R for R
2. Rhasafull NI receve buffer pool RBR_,g for S

We assumehat hostsare not involved in the deadlockcycle. This is true only
if all hostsregularly drainthe network by supplyingfree hostreceve buffersto
their NI. This requirementhowever, is partof the contractbetweenLFC andits
clients(seeSection3.6). If all hostsdrainthenetwork, thefull receve poolsin the
deadlockcycle donotcontainpacletsthatarewaiting (only) for afreehostreceve
buffer. Consequentlyeachpaclet p in afull receve pool RBR ;R is waiting to
beforwarded.Thatis, p is amulticastpaclet thathastravelledfrom Sto R andis
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enqueuedn at leastoneblocked-sendgjueueinvolvedin a deadlockcycle (not
necessaril}C). Finally, obsere thatif RBR ;R is partof deadlockcycle C, then
at leastone of the pacletsin RBR_,g hasto be enqueuedn the blocked-sends
gueueto thenext NI in C (i.e., to thesuccessoof R).

We now formulate a sufficient condition for deadlock-freemulticastingin
LFC. We assuméhe systemconsistsof P NiIs, numbered,...,P— 1. The’dis-
tance’from NI mto NI n is definedas (n+ P —m) modP: the numberof hops
neededo reachn from mif all NIs areorganizedin a unidirectionalring. In a
multicastgroup G the setof multicasttreesTg (one per group member)cannot
yield deadlockif the following conditionholds:

Foreachmembem € G, it holdsthat,for eachtreet € Tg, thedistance
from g’'s parentto g in t is smallerthaneachof the distancegrom g
to its childrenin t.

To seewhy this is true, assumehat the conditionis satisfiedand that we can
constructadeadlockecycle C of lengthk. Accordingto the natureof deadlocksn
LFC, eachNI n; in C holdsat leastonemulticastpaclet p; from its predecessor
in C thatneedgso beforwardedto its successomn C. Accordingto the condition,
eachNl in the cycle mustthereforehave alarger distanceto its successothanto
its predecessoiT hatis, if we denotethedeadlockcycle

d d Ol
No —= Ny — ... == ng

whered; is thedistancdrom nj_; to nj, thenwe musthave
do<di<...<dk 1< d

whichisimpossible.

Using this condition, we canseewhy LFC’s binary treesare deadlock-free.
In the binary treefor nodeO, it is clearthateachnodes distancego its children
arelargerthanthedistanceo thenodes parent(seefor exampleFigure4.9). The
multicasttreefor anodep # 0 is obtainedoy renumberingeachtreenoden in the
multicasttreeof nodeO to (n+ p) mod P, whereP is the numberof processors.
Thisrenumberingreseresthedistancebetweemodessotheconditionapplies
for all trees.ConsequentlyLFC’s binarytreesaredeadlock-free.

Previous versionsof LFC usedbinomial insteadof binary trees[16].1 Fig-
ureA.1 shonvs a 16-nodebinomialtree. In binomialtreesthe distancgasdefined

1This paper([16]) containstwo errors. First, it incorrectly statesthat forwardingin binomial
treesis equivalentto e-cuberouting, which is deadlock-fred43]. This is true for somesenders
(e.g.,node0), but notfor all. Secondthe paperassumeshatbinarytreesarenot deadlock-free.
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Fig. A.1. A biomial spanningree.

above) betweerary pairof nodeds alwaysa power of two. Moreover, andin con-
trastwith binarytrees binomialtreeshave the propertythatthe distancebetween
a nodeandits parentis always greater than the distancesetweena nodeand
its children. The conditionfor deadlock-freemulticastingin LFC caneasilybe
adaptedo applyto treesthathave thelatter property Usingthis adaptedrersion,
we canshaw thatbinomial multicasttreesarealsodeadlock-free.

A.2 Overlapping Multicast Groups

Without deadlockrecovery, overlappingmulticastgroupsareunsafe.Considera
9-nodesystemwith threemulticastgroupsG; = {0, 3,4,5,6}, G, = {0, 3,6,7,8},

andGz = {0,1,2,3,6}. Within eachgroup,we usebinary multicasttrees.These
treesare constructedhsif the nodeswithin eachgroupwere numberedd,..., 4.

FigureA.2 shaws the treesfor nodeO in G1, for node3 in G, andfor node6 in

Gs. Thebold arrows in eachtree indicatea forwarding paththat overlapswith

a forwardingpathin anothertree. By concatenatinghesepathswe cancreatea
deadlockcycle.
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Fig. A.2. Multicasttreesfor overlappingmulticastgroups.



Appendix B

Abbreviations

ADC ApplicationDevice Channel

ADI ApplicationDevice Interface
AM Active Messages
API ApplicationProgrammingnterface

ASCl  AdvancedSchoolfor Computingandimaging
ATM AsynchronoudransferMode

BB Broadcast/Broadcast

BIP Basiclnterfacefor Parallelism

CRL C Region Library

DAS DistributedASCI Supercomputer
DMA Direct MemoryAccess

DSM DistributedSharedMemory

F&A FetchandAdd

FM FastMessages

GSB GetSequencaumberthenBroadcast
JIT Justin Time

JVM Java Virtual Machine

LFC Link-level Flow Control

MG Multigame

MPI MessagdPassinglinterface

MPICH MPI Chameleon

MPL Message-BssingLibrary

MPP Massvely Parallel Processor

NI Network Interface
NIC Network InterfaceCard
oT OpenThreads
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246 Abbreviations
PB Point-to-point/Broadcast
PIO Programmed/O
PPS ParallelProgrammingSystem
RMI RemoteMethodInvocation
RPC RemoteProcedureCall
RSR RemoteServiceRequest
RTS RunTime System
SAP ServiceAccessPoint
TCP TransmissiorControl Protocol
TLB TranslationLookasideBuffer
UDP UserDatagranProtocol
UTLB  UsermanagedLB
Vi Virtual Interface
VMMC Virtual Memory-MappedCommunication

World Wide Web



Samervatting

Parallelleprogrammas lateneenaantalcomputergegelijk aanéénrekenintensief
probleemwerkenmetalsdoeldatprobleenmsnellerop te lossendanmetééncom-
putermogelijk is. Daarhetmoeilijk is om computersefficiént en correctsamen
te latenwerken, zijn er systemerontwikkeld om het schrijven en uitvoerenvan
parallelleprogrammeas te vereenoudigen. Dergelijke systememoemenwe pa-
rallelle programmeersystemen.

Verschillendeparallelleprogrammeersystemdanedenverschillendgrogram-
meerparadigmataanenwordenin verschillendénardware-omgeingengebruikt.
Dit proefschriftconcentreerkzich op programmeersystemeimor computeclus-
ters. Zo'n clusterbestaatit eendooreennetwerkverbonderverzamelingcom-
puters.De meesteclustersbestaaruit tientallencomputersmaarer bestaarook
clustersranhonderdemrnzelfsduizendercomputersKenmerlendvooreencom-
puterclusteiis dat zowel de computersals het netwerkdoor massaproductiee-
latief goedloop zijn endatde computeranetelkaarcommunicererdoor via het
netwerk,ennietvia eengemeenschappeligieheugenberichtenrmetelkaaruit te
wisselen.

De uitwisselingvanberichtenwordtondersteundoorcommunicatiesoftare.
Deze software bepaaltin belangrijle mate de prestatiesvan de parallelle pro-
grammas die met een parallel programmeersysteemntwikkeld worden. Dit
proefschrift,getiteld”Communicatie-architecturevoor parallelleprogrammeer
systemen”richt zich op dezecommunicatiesoftare en behandeltde volgende
vragen:

1. Welke mechanismedienteencommunicatiesysteeamnte bieden?

2. Hoemoeterparallelleprogrammeersystemele aangebodemechanismen
gebruilen?

3. Hoe moetendezemechanismein hetcommunicatiesysteegeimplemen-
teerdworden?

Met betrekkingtot dezevragenlevert hetproefschriftde volgendebijdragen:
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Samenmatting

1. Hettoontaandateenkleineverzamelingeervoudigecommunicatiemecha-

nismeneffectief aangavend kan wordenom verschillendeparallelle pro-
grammeersystemegfficiéntte implementerenDezecommunicatiemecha-
nismerzijn gémplementeerth eennieuwcommunicatiesysteeraFC, dat
laterin dezesamenattingpreciezebeschrgenwordt. Eenaantalvandeze
mechanismereronderstelbndersteuningan de netwerkadapterDe net-
werkadapters hetcomputeronderdeelat de koppelingtussemetwerken
computerverzogt. Modernenetwerkadapterzijn vaak programmeerbaar
enkunnendaaromeenaantalcommunicatietagnuitvoerendie traditioneel
dooreencomputemitgevoerdworden.

. Het beschrijfteenefficient en betrouwbaamulticast-algoritme.Multicast

is éénvandebovengenoemdeommunicatiemechanismemspeeltin ver-
schillendeparallelleprogrammeersystemesenbelangrijle rol. Hetis een
vorm van communicatiewaarbij @&n computereenbericht naarverschei-
deneanderecomputersserstuurt.

Op netwerlendie multicastnietin hardwareondersteunerwordt multicast
gemplementeerdloor middel vandoorstuen Eenmulticastberichivordt
doorde zendereerstsequentieehaareen(meestalklein aantalcomputers
verstuurd;ieder van die computersontvangt het bericht, verwerkt het en
stuurthetdoor naaranderecomputersenz. Dezewijze van doorsturens
redelijk efficient, omdathet berichtdoor verscheideneomputersegelijk
verwerkten doomgestuurdwordt. Zoalsbeschreen is de methodeechter
nietoptimaal,omdatiederedoorsturendeomputethetberichtteruglopieert
naarde netwerkadapter Dit proefschriftbeschrijfteenalgoritmedat ge-
bruik maaktvan de netwerkadapteom multicastberichterop efficiéntere
wijze door te sturen: zodrade netwerkadapteeen multicastberichtont-
vangt, stuurthet dit berichtzelfstandigdoor naaranderenetwerkadapters
enkopieerthettevensnaarde computer De ontvangendecomputeris niet
meerbetroklenbij hetdoorsturervanhetbericht.

. Hetonderzoekbp systematischwijze deinvloedvanverschillendeverde-

lingenvanprotocoltalentussercomputerennetwerkadaptesp deprestaties
van parallelleprogrammas. De evaluatieconcentreerkich op hetwel of
niet gebruilen van de netwerkadaptebij hetimplementerervan betrouw-
barecommunicatieen bij het doorsturenvan multicastberichten.Eenin-
teressantesultaats datbepaaldeverkverdelingende prestatiesran som-
mige parallelleprogrammas verbeterenmaarde prestatievyananderepro-
grammas doen verslechteren. De invlioed van eenwerkwverdeling blijkt
deelsaf te hangenvande communicatiepatronetiie eenparallelprogram-
meersysteergebruikt.
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Hoofdstukl vandit proefschriftbeschrijftbovengenoemdenderzoeksvragen
en-bijdragenin detalil.

Hoofdstuk2 geefteenoverzichtvanbestaandegfficiéentecommunicatiesyste-
men.Dit zijn bijnazondemitzonderingsystemenlie rechtstreekdoorgebruilers-
processemangesprodnkunnenworden,datwil zeggen,zondertussenkmstvan
het besturingssysteemHoewel de eliminatie van het besturingssysteereidt
tot goedeprestatiesn eervoudigetests,voldoet geenvan dezecommunicatie-
systemenvolledig aande eisendie parallelleprogrammeersystemestellen. In
het bijzonderblijkt dat veel van dezecommunicatiesystemegeenasynchrone
afhandelingvan berichtenof geenmulticastondersteunenheidezijn belangrijk
in parallelleprogrammeersystemeitenanderebelangrijle obsenatie is datde
bestaandeommunicatiesystemesterkverschillenin de manierwaaropze werk
verdelentussencomputeren netwerkadapter Sommigesystemerbeperlen het
werk op denetwerkadapteiot eenminimum,omdatde processovandenetwerk-
adaptein hetalgemeertraagis. Anderesystemeraarentgen,draaienvolledige
communicatieprotocolleap de netwerkadapteHoofdstuk8 vandit proefschrift
onderzoekbp systematischwijze deinvloedvanverschillendeverkverdelingen.

Hoofdstuk3 beschrijfthetontwerpen deimplementatievan LFC, eennieuw
communicatiesysteemwoor parallelle programmeersystemern.FC ondersteunt
vijf parallelleprogrammeersystememioenel dezeprogrammeersystemesterk
verschillendeeommunicatie-eisestellen,zijn ze alle op efficiéntewijze bovenop
LFC gémplementeerd.

LFC biedtdegebruiler eeneervoudigenlaag-nveaucommunicatie-integce
aan.Dit interfacebestaatit functiesom netwerkpakkttenbetrouwbaanaaréén
of meeranderecomputerde versturen Dezepakkettenkunnenzowel synchroon
alsasynchroorontvangerworden.Het interfacebevat ook eeneervoudige,maar
nuttigesynchronisatiefunctifetch-and-add).

Deimplementatievan hetinterfacemaaktagressiefebruikvaneenprogram-
meerbareetwerkadapteHoofdstuk4 beschrijftin detaildeprotocollenentaken
die LFC op de netwerkadaptemitvoert:

e hetvoorkomenvanbufferoverlooptenbeho&e vanbetrouwbare&eommuni-
catie(flow control)

e hetdoorsturernvanmulticastberichten
e hetvertraagdyenererewaninterrupts
e hetafhandelervansynchronisatieberichten

LFC verondersteltlat de netwerkhardware pakkettencorrumpeernochver-
liest, maardatis niet voldoendeom betrouwbare&eommunicatidusserprocessen
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te garanderenHet is ook noodzallijk datontvangersvan berichtenvoldoende
bufferruimte hebbenom binnenlomendeberichtenop te slaan.Om datte garan-
deren,implementeerl.FC eeneervoudig flow-controlprotocolop de netwerk-
adapter

LFC laat de netwerkadaptemulticastberichterzondertussenkbmst van de
computerdoorsturen.Het blijkt mogelijk om dit te implementererals eeneen-
voudigeuitbreidingvanbovengenoemdow-controlprotocol.

LFC staatgebruilerstoeomberichtensynchroorte ontvangendooreencom-
puteractiefte latentestenof eenberichtgearrveerdis (polling), of asynchroon,
doorde netwerkadapteeeninterruptte latengenereren Eencomputerkan snel
testerof eenberichtis binnengekmen maarhetafhandelervaneeninterruptver
loopt meestatraag.Als eenberichtverwachtwordt, danis polling dusefficienter
danhetgebruikvaninterrupts. Als niet bekendis wanneethetvolgendebericht
binnenlomt, danis polling in het algemeerduur, omdatde meestepolls geen
berichtenzullenvinden. Omdatinterruptsduur zijn, laatLFC de netwerkadapter
pasnaeenkorte vertragingeeninterruptgenererenOp dezewijze krijgt de ont-
vangendeomputerde kanseenberichtdoor middel van polling weg te lezenen
deinterruptte voorkomen.

LFC biedt eeneervoudige synchronisatiefuncti@an: fetch-and-add.Deze
functieleestenverhoogtop ondeelbaravijze dewaardevaneengedeeldenteger
variabele. LFC slaatfetch-and-add-ariabelenin het geheugervan de netwerk-
adapterop enlaatde netwerkadaptezelfstandigbinnenlomendefetch-and-add-
verzoelenafhandelen.

Hoofdstuk5 evalueerdeprestatieyanLFC. Detakendie LFC opdenetwerk-
adapteuitvoertzijn relatiefeervoudig,maaromdatdeprocessovaneennetwerk-
adapterin hetalgemeertraagis, is niet a priori duidelijk of hetverstandigs al
dezetaken op de netwerkadapteuit te voeren. De prestatiemetingem hoofd-
stuk 5 latenechterziendat LFC uitstelendpresteertpndankshetagressiee ge-
bruik vanderelatieftragenetwerkadapter

Hoofdstuk6 beschrijftPanda.eencommunicatiesysteedateenhogerniveau
interfaceaanbieddanLFC. Pandais bovenopLFC geimplementeer@nbiedtde
gebruiler threads,messagegassing,RemoteProcedureCall (RPC) en groeps-
communicatie.Dezeabstractievereenoudigenvaakde implementatievan een
parallelprogrammeersysteem.

Pandagebruiktin het threadsysteenaanwezigekennis om automatischte
besluitenof binnenlomendeberichtendoor middel van polling dan wel inter-
ruptsontvangenmoetenworden.Gewoonlijk gebruiktPandainterrupts,maarzo-
draalle threadsgebloklkeerdzijn staptPandaover op polling. Pandabeschouwt
iederbinnenlomendberichtals eenbytestroomen staateenontvangendproces
toe om te beginnen met het lezenvan dezebytestroomvoordathet berichtin
zijn geheebntvangens. TenslottamplementeerPandatotaal-geordendgroeps-
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communicatienetbehulpvaneeneervoudige maareffectieve combinatievande
synchronisatieenbroadcastfunctiegan LFC.

Hoofdstuk7 beschrijftvier parallelleprogrammeersystemeatie met behulp
van LFC en Pandageimplementeerdzijn. Orca, CRL en Manta zijn object-
gebaseerdeystemerdie processerp verschillendecomputergoestaarom ob-
jectenmet elkaarte delenen om via die gedeeldeobjectente communiceren.
MPI daarentgen, is gebaseerap het expliciet versturenvan berichtentussen
processermp verschillendecomputerymessag@assing).Orcaen Mantazijn op
programmeertalegebaseerdsystemer(respectigelijk OrcaenJava). CRL en
MPI wordennietdooreencompilerondersteund.

Hoewel Orca,CRL enMantavermelijkbareprogrammeerabstractiaanbieden,
implementererzedie abstractie®p verschillendenanieren Orcarepliceertsom-
migeobjecterentransporteentia RPCengroepscommunicatige parametergan
operatieop gedeeldebjecten.Mantarepliceertobjectenniet engebruiktalleen
RPCom de parameteryan operatiede transporteren CRL repliceertobjecten,
maarmaaktgebruikvaninvalidatieom dewaardevangerepliceerdebjectencon-
sistentte houden. BovendienverstuurtCRL geenoperatieparametergsjaarob-
jectdata.Orca,Mantaen MPI zijn alle metbehulpvan Pandagemplementeerd,;
CRL is directbovenopLFC gemplementeerd.

Het hoofdstuklaatziendatal dezesystemerefficientop LFC enPandageéim-
plementeerckunnenworden. In het geval van Orca, eenrelatief complex sys-
teem,wordendaartoetwee optimalisatiesgeintroduceerd. Ten eerstegenereert
de Orca-compilergespecialiseerdeodevoor hetin- en uitpakken van berichten
die operatieparameteisvatten. Dit voorkomt onnodigkopiérenvandataenon-
nodigeinterpretatievantype-beschrijvingenTentweedemaaktOrcagebruikvan
voortzettinger(continuations)n plaatsvanthreadsom geblokleerdeoperatieop
objectencompactte representerenvoorgaandeOrca-implementatiegebruikten
threadsn plaatsvanvoortzettingenThreadsnemenechtemrmeerruimtein beslag
enkunnenin orvoorspelbarerolgordesgeactveerdworden.

Hoofdstuk 8 beschrijften evalueertandereimplementatiesvan het commu-
nicatie-interacevan LFC. In totaalwordenvijf implementatiedestudeerdin-
clusiefdein hoofdstuklen 3 t/m 5 beschrgen LFC-implementatie Dezeimple-
mentatiesverschillenin de manierwaaropze protocoltalentussencomputeren
netwerkadapteverdelen metnametaken die verbandnoudenmetbetrouwbaar-
heid en multicast. Het hoofdstukconcentreerzich op de invioed van dezever-
schillendewerkverdelingenop de prestatiessan parallelleprogrammas. Omdat
alle LFC-implementatiehetzelfdecommunicatie-intedceimplementerenkan
dezeinvloedbestudeeravordenzonderwijziging vandeparallelleprogrammeer
systemen.

Hoofdstuk8 bestudeerhet gedragvan negen parallelleprogrammas. Deze
programmas makengebruikvan Orca,CRL, MPI, enMultigame.Orca,CRL en
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MPI zijn bovenreedsbesprolen. Multigameis eendeclaratiefparallelprogram-
meersysteerdatautomatisclenparallelspelbomemoorzoekt Prestatiemetingen
latenziendatdein hoofdstuklen3t/m 5 beschreen LFC-implementatialtijd de
besteprestatiesvan parallelle programmeas oplevert. Deze LFC-implementatie
verondersteldat de netwerkhardwre betrouwbaairis en gebruikt de netwerk-
adapteommulticastberichtedoorte sturen.De anderamplementatieseronder
stellendatde netwerk-hardware onbetrouwbaais enimplementererdaaromeen
duurderbetrouwbaarheidsprotocdbommigeimplementatiesyoerendit protocol
op de netwerkadaptewit, andereop de computer

Eeninteressantaitkomstvande metingens dathetuitvoerenvanmeerwerk
opdenetwerkadaptaleprestatieyansommigeparallelleprogrammas verbetert,
maarde prestatievyanandergprogrammas doetverslechterenMet namehetge-
bruik van de netwerkadapteom betrouwbaarheide implementererkan zowel
positief als negatief uitwerken. Het lijkt daarentgenaltijd nuttig om multicast-
berichtendoorde netwerkadaptefennietdoorde computer)doorte latensturen.
Deinvioedvaneenwerkverdelingblijkt deelsaf te hangenvandecommunicatie-
patronendie eenparallelprogrammeersysteegebruikt. Voor communicatiepa-
tronendie veel relatief kleine RPC-transactiebevattenis het verhogenvan de
werklastvan de netwerkadapteongunstig. Voor asynchronecommunicatiepa-
tronendaarentgen, is het nuttig om de computerte ontlastenen werk naarde
netwerkadaptete verschuven.

Hoofdstuk9 besluitdit proefschrift.Uit hetgepresenteerdeerkblijkt dateen
communicatiesysteemeteeneervoudiginterfaceeenverscheidenheidanparal-
lelle programmeersystemegificient kan ondersteunenZo’n communicatiesys-
teemmoetinterrupts,polling en multicastaanbieden De netwerkadaptespeelt
eenbelangrijle rol bij deimplementatievanhetcommunicatiesysteenMet name
multicastkan metbehulpvan de netwerkadapteefficient geimplementeeravor-
den. De prestatiesvan parallelleapplicatieswordenechterniet alleendoor het
communicatiesysteeinepaald,maarook door communicatiebibliotheén zoals
Pandaen door parallelleprogrammeersystememit proefschriftbeschrijftver-
schillendeechnielkenomook dezelagengoedte latenprestererenlegt verbanden
tusseneigenschappeman communicatiesystemerjgenschappewman parallelle
programmeersystemeamde prestatievanparallelleprogrammes.
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