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Abstract

This papersurveys thedesignissuesfor user-level network interfaceprotocolsfor modernhigh-speednetworks
suchasMyrinet. It first explainsthe principlesof suchprotocolsthrougha simple,unreliableprotocol. Next, six
importantdesignissuesarediscussedin moredetail: datatransfers,addresstranslation,protection,controltransfers,
reliability, andmulticast.Thedesignissuesareillustratedby performancemeasurementsonaMyrinet clusterandby
representativeexamplestakenfrom 11communicationsystemsfor Myrinet.

Introduction

Modernhigh-speedlocal areanetworks offer greatpotentialfor communication-intensive applications.Traditional

communicationprotocols(e.g.,TCP/IP),however, areunableto realizethispotential.In thecommonimplementation

of theseprotocols,all network accessis throughtheoperatingsystem,which addssignificantoverheadsto both the

transmissionpath (typically a systemcall anda datacopy) and the receive path (typically an interruptanda data

copy). In responseto thisperformanceproblem,severaluser-level communicationarchitectureshavebeendeveloped

thatremovetheoperatingsystemfrom thecritical communicationpath[1, 2]. Ourgoalin thispaperis to give insight

into thedesignissuesfor communicationprotocolsfor thesearchitectures.Weconcentrateonissuesthatdeterminethe

performanceandsemanticsof acommunicationsystem:datatransfer, addresstranslation,protection,controltransfer,

reliability, andmulticast.

To illustratethe designissues,we studycommunicationprotocolsfor Myrinet [3], a modern,wormhole-routed,

Gigabit-per-secondnetwork technologyfor localandsystemareanetworks(seethesidebaronMyrinet). Our focusis

on thehardware/softwareinterfacebetweenahostandits network interfaceandonthedatalink layercommunication

protocolbetweencommunicatingnetwork interfaces. We shall refer to thesetwo as networkinterfaceprotocols;

togetherthey form thebuilding block for higher-level communicationlayers(e.g.,TCPandMPI).

Myrinet’sprogrammablenetwork interface(NI) makesit aninterestingresearchvehicle.Its programmabilityhas

enabledtheexplorationof asignificantpartof theNI protocoldesignspaceandseveralresearchgroupsin theparallel

1



processingcommunityhavedesignedcommunicationsystemsfor Myrinet. In thispaper, weusethefollowingsystems

to illustratethedesignissues:AM-II, BIP, FM, FM/MC, Hamlyn,LFC, PM, U-Net,VMMC, VMMC-2, andTrapeze

(seethesidebaron Myrinet communicationsystems).All systemsaim for high performanceandall exceptTrapeze

offer a user-level communicationservice. Interestingly, however, they differ significantly in how they resolve the

designissuesstudiedin thispaper. Thisvarietymotivatesourstudy;weaim to gaininsightin thedesigntradeoffs for

NI protocols.

In therestof thepaperwewill first explain thebasicprinciplesof NI protocolsby describingasimple,unreliable,

user-level protocol.Next, wediscusssix protocoldesignissuesthatdeterminesystemperformanceandsemantics.We

will illustratetheseissuesby giving performancedataobtainedonaMyrinet cluster. Thenodesof thissystemare200

MHz PentiumProsandrun the BSD/OS(Version3.0) operatingsystem.Although the performancefiguresclearly

dependontheplatformbeingused,they areusefulto givea morequantitativeanalysisof severalissues.

Sidebar on Myrinet

Myrinet is a switched,Gigabit-per-secondlocal areanetwork technology. It usesvariable-lengthpacketswhich are

wormhole-routedthrougha network of highly reliablelinks andcrossbarswitches.Myrinet is relatively uniquein

that it employs sometechniques(e.g.,wormholeroutingandhardwarebackpressure)thatarenormallyfoundonly in

supercomputers.

Figure1(a) illustratesthe architectureof a nodein a Myrinet cluster. Figure1(b) givesdetailsof the Myrinet

configurationusedfor our measurements.Eachmachine(host)hasan NI cardthat containsa processorandsome

memory, which is usedto storetheNI’scontrolprogramandits data.TheNI connectsto thehost’s I/O bus,which is

a typicalorganizationfor commodityhardware.Moreaggressivearchitectures(foundin supercomputersandresearch

machines)integratethe network interfacemore tightly with the host systemby placing it on the memorybus or

integratingit with thecachecontroller. Thesearchitecturesallow for very low network accesslatenciesandsimpler

protectionschemes[2, 4,5]. In thispaper, however, wefocusonarchitecturesthatuselow-cost,off-the-shelfhardware

andrely onadvancedsoftwaretechniquesto achieveefficientuser-level network access.

Myrinet requiresthatall packetsbestagedthroughNI memory, bothat thesendingandthereceiving side.Myrinet

usesfastbut expensiveSRAM, sothememoryis relatively small.Othernetworksallow datato betransferreddirectly

betweenhostmemoryandthenetwork (e.g.,usingmemory-mappedFIFOsor DMA).

Both thehostandtheNI canuseDirectMemoryAccess(DMA) to accessdatain eachother’smemory, but DMA

transferssuffer from a startupoverhead.In addition, the hostcanaccessthe NI’s memoryusingprogrammedI/O

2



network
mem.
NI

host
memory

I/O bus

bridge

DMA engines

CPU

send

recv

host
to/from

host bus

cache

host CPU

network interface

(a) Hostandnetwork interfacearchitecture.

Host system
Processor 200MHz PentiumPro
hostbusspeed 66MHz � 64bits
(PCI) I/O busspeed 33MHz � 32bits

Network interface
Processor 33MHz LANai4.1
Memorysize 1 Mbyte (SRAM)
Link speed 2 � 1.28Gbit/s
DMA startupcost

to/fromhost 5 LANai cycles
send 5 LANai cycles
receive 4 LANai cycles

(b) Detailsof ourhostandMyrinet hardware.

Figure1: Myrinet hardwarecharacteristics.

(PIO).PIOhasnostartupcosts,but sincetheNI memoryis accessedovertheI/O bustheaccesstimesarehigherthan

for hostmemory.

An interestingfeatureof Myrinet (andseveralothermodernnetworks)is theavailability of a programmablepro-

cessoron the NI. This givesprotocoldesignersmuchflexibility , sincethey canco-designsoftwarefor the hostand

theNI. On theotherhand,suchNI processorsinvariablyaremuchslower thanthehostCPU,sotheNI’s tasksshould

bekeptsimple.Myrinet’s LANai4.x, for example,is a simpleRISCprocessorwhich runsat 33 MHz, while thehost

processorsin our clustersaresuperscalar, 200MHz PentiumPros.Addingonly a few instructionsto thecritical path

of a Myrinet controlprogramresultsin noticeableincreasesin end-to-endlatency.

A basic network interface protocol

Thegoalof thissectionis to explain thebasicsof NI protocolsandto introducethemostimportantdesignissues.To

structureour discussion,we describethedesignof a simple,user-level, network interfaceprotocolfor Myrinet. The

protocolignoresseveralimportantproblems,whichweaddressin subsequentsections.

To avoid thecostof kernelcallsfor eachnetwork access,thebasicprotocolmapsall NI memoryinto userspace.

Userprocesseswrite theirsendrequestsdirectlyto NI memory, withoutoperatingsystem(OS)involvement.Thebasic

protocolprovidesnoprotection,sothenetwork devicecannotbesharedamongmultipleprocesses.

Userprocessesinvoke a simplesendprimitive to senda datapacket. The basicprotocolsendspacketswith a
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Figure2: Operationof thebasicprotocol.(1) Hostcopiesuserdatainto DMA area.(2) Hostwritespacketdescriptor
to sendring. (3) NI processorreadspacket descriptor. (4) NI DMAs packet to NI memory. (5) Network transfer.
(6) NI readsreceive ring to find emptybuffer in DMA area.(7) NI DMAs packet to DMA area.(8) Optionalcopy to
userbuffer.

maximumpayloadof 256bytesandrequiresthatusersfragmenttheirdatasothateachfragmentfits in a packet.

void send(int destination, void *data, unsigned size);

Send performstwo actions(seeFigure2). First, it copiestheuserdata to a packet buffer in a specialstaging

areain hostmemory(step1). TheNI will later fetch thepacket from this DMA areaby meansof a DMA transfer.

(Seethesidebaron Myrinet for a discussionof thevariousdatatransfermechanismssupportedby Myrinet.) Unlike

normaluserpages,pagesin theDMA areaareneverswappedto diskby theOS.By only DMAing to andfrom pinned

pages,theprotocolavoidscorruptionof usermemoryandusermessagesdueto pagingactivity of theOS.

Second,thehostwritesasendrequestinto adescriptorin NI memory(step2). Thesedescriptorsarestoredin acir-

cularbuffercalledthesendring. Send storesthedestinationmachine,thesizeof thepacket’spayload,andthepacket’s

offsetin theDMA areainto thenext availabledescriptorin thissendring. Send alsosetsaDescriptorReady flag

to inform theNI of this event. Thedescriptoris written usingprogrammedI/O; sincethedescriptoris small,DMA

wouldhavea highoverhead.

The NI repeatedlypolls theDescriptorReady flag of the first descriptorin the sendring. As soonasthis

flag is setby thehost,theNI readstheoffset in thedescriptorandaddsit to thephysicaladdressof thestartof the

DMA area,resultingin the physicaladdressof the packet (step3). Next, the NI initiatesa DMA transferover the

I/O busto copy thepacket’spayloadfrom hostmemoryto NI memory(step4). Subsequently, it readsthedestination

machinein thedescriptorandlooksuptheroutefor thepacketin aroutingtable.1 Finally, theNI startsasecondDMA

1Routingis animportantissue,but adiscussionof routingalgorithmsis beyondthescopeof thisarticle.
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to transmitthe packet (step5). Note that the datatransfersin steps1, 4, and5 canall be performedconcurrently.

For example,if thehostsendsa long, multipacket message,onepacket’s network DMA canbeoverlappedwith the

next packet’s host-to-NIDMA. WhentheNI detectsthatthenetwork DMA for a givenpacket hascompleted,it sets

a DescriptorFree flag to releasethedescriptor, andpolls thenext freedescriptorin the ring. If thehostwants

to senda packet while no free descriptoris available, it busy-waits by polling theDescriptorFree flag of the

descriptorat thetail of thering.

WhentheNI receivesanetwork packetfrom aremoteNI, it storesthepacket in its memoryusingareceiveDMA.

The NI containsa receive ring with descriptorsthat point to freebuffers in the host’s DMA area. TheNI usesthis

informationto determinewhereto storeincomingpackets(step6). Thesedescriptorscontainflag bits thatareused

in a similar way asfor thesendring. If no freehostbuffer is available,thepacket is simply dropped.Next, theNI

startsa DMA to transferthepacket to hostmemory(step7). Eachhostbuffer alsocontainsa flag that is setby the

NI (aspartof theDMA transfer)to inform thehostthatanincomingpacket is available.Thehostcancheckif there

is a packet availableby polling theflag of thenext unprocessedhostreceive buffer. Oncethe flag hasbeenset,the

receiving processcansafelyreadthebuffer andoptionallycopy its contentsto a userbuffer (step8).

Sincethe delivery of network interruptsto user-level processesis expensive on currentOSs,the basicprotocol

doesnotuseinterrupts,but requiresusersto poll for incomingmessages.A successfulpoll resultsin theinvocationof

a userfunction(handle packet) thathandlesaninboundpacket:

void poll(void);

void handle_packet(void *data, unsigned size);

Our (unoptimized)implementationof thebasicprotocolachievesa one-way latency of 12 µsecanda throughput

of 32 Mbyte/sec(using256-bytepackets). For comparison,on thesamehardwarethehighly optimizedBIP system

achievesaminimumlatency of 4 µsecandcansaturatetheI/O bus(126Mbyte/sec).Notethatthebasicprotocolavoids

all OSoverhead,keepstheNI codevery simple,anduseslittle NI memory. It is clear, however, thattheprotocolhas

severalshortcomings:

� All inboundandoutboundnetwork transfersarestagedthroughtheDMA area. For applicationsthatneedto

sendandreceivefrom arbitrarylocations,thiswill introduceextramemorycopies.

� Theprotocolprovidesno protection.If thebasicprotocolallowedmultiple usersto accesstheNI, theseusers

couldreadandmodify eachother’s datain NI memory. Userscanevenmodify theNI’s controlprogramand

useit to accessany hostmemorylocation.
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� Thereceiver-sidecontroltransfermechanism,polling, is simple,but notalwayseffective.For many applications

it is difficult to determinea goodpolling rate. If thehostpolls too frequently, it will have a highoverhead;if it

polls too late,it will not replyquickly enoughto incomingpackets.

� The protocol is unreliable,even thoughthe Myrinet hardwareis highly reliable. If the senderssendpackets

fasterthanthereceiver canhandlethem,thereceiving hostwill run out of buffer spaceandtheNI will startto

dropincomingpackets.

� Theprotocolonly supportspoint-to-pointmessages.Althoughmulticastcanbeimplementedon top of unicast

messages,doing so may be inefficient. Multicast is an importantserviceby itself, but is alsoa fundamental

componentof collective communicationoperationssuchasthosesupportedby the message-passingstandard

MPI.

Below, wewill discusstheseproblemsin moredetailandlook atbetterdesignalternatives.

Data transfers

OnMyrinet, at leastthreestepsareneededto communicateapacketfrom oneuserprocessto another:thepacketmust

bemovedfrom thesender’smemoryto its NI (host-NItransfer),from thisNI to thereceiver’sNI (NI-NI transfer),and

thento thereceiving process’s addressspace(NI-host transfer).Network technologiesthatdo not requiredatato be

stagedthroughNI memoryuseonly two steps:host-to-network andnetwork-to-host.Below, we discusstheMyrinet

case,but mostissues(PIO versusDMA, pinning,alignment,andmaximumpacket size)alsoapply to the two-step

case.

Thedatatransfershave a significantimpacton thelatency andthroughputobtainedby a protocol,sooptimizing

themis essentialfor obtaininghigh performance.As shown in Figure2, thebasicprotocolusesfive datatransfersto

communicateapacket,becauseit stagesall packetsthroughDMA areas.Below, wediscussthealternativedesignsfor

implementingthehost-NI,NI-NI, andNI-hosttransfers.

Host– NI transfer. OnMyrinet, thisdatatransfercanuseeitherDMA or ProgrammedI/O. A detaileddescription

of both mechanismsis given in [6]. With PIO, the hostprocessorreadsthe datafrom hostmemoryandwrites it

into NI memory, typically oneor two wordsat a time, which resultsin many bus transactions.DMA usesspecial

hardware(a DMA engine)to transferthe entirepacket in largeburstsandasynchronously, so that the datatransfer

canproceedin parallelwith hostcomputations.Onethusmight expectDMA to alwaysoutperformPIO.Theoptimal

choice,however, dependson the typeof hostCPUandon thepacket size. ThePentiumPro, for example,supports
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Figure3: Host-NI throughputusingdifferentdatatransfermechanisms.

write-combiningbuffers,whichboostthethroughputof PIOby combiningmultiplewrite commandsovertheI/O bus

into a singlebustransaction.Figure3 shows thethroughputobtainedby PIO(with andwithoutwrite combining)and

cache-coherentDMA, for copying datafrom a PentiumProto a Myrinet NI card. For buffer sizesup to 1024bytes,

PIOwith write combiningis fasterthanDMA (whichsuffersfrom astartupcost).

In user-level communicationsystems,DMA transferscanbestartedeitherby auserprocessor by thenetwork in-

terfacewithoutany operatingsysteminvolvement.SinceDMA transfersareperformedasynchronously, theoperating

systemmaydecideto swapout thepagethathappensto be thesourceor destinationof a runningDMA transfer. If

this happens,part of thedestinationof the transferwill becorrupted.To avoid this, operatingsystemsallow appli-

cationsto pin a limited numberpagesin their addressspace.Pinnedpagesarenever swappedout by theoperating

system.Unfortunately, pinninga pagerequiresa systemcall andtheamountof memorythatcanbepinnedis limited

by theavailablephysicalmemoryandby OSpolicies.TheSHRIMPsystem[2] providesspecialhardwarethatallows

userprocessesto startDMA transferswithout pinning. This user-level DMA mechanism,however, only works for

host-initiatedtransfers,not for NI-initiatedtransfers,sopinningis still requiredat thereceiving side.

NI protocolsthatuseDMA oftenchooseto copy thedatainto a reserved(andpinned)DMA area,which costsan

extramemorycopy andthusmaydecreasethethroughput.Ascanbeseenin Figure3, theextramemorycopy decreases

thethroughputsignificantly, makingDMA consistentlyslower thanPIOwith write combining.Onprocessorsthatdo

not supportcache-coherentDMAs, theDMA areaneedsto beallocatedin uncachedmemory, which alsodecreases

performance.(Most modernCPUs,includingthePentiumPro,supportcache-coherentDMA, however.) With PIO,

pinningis not necessary. Evenif theOSwould swapout thepageduringthetransfer, thenext memoryreferenceby

thehostwill generateapagefault,causingtheOSto swapthepagebackin. In practice,many protocolsuseDMA; FM
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andLFC usePIO;someprotocols(AM-II, Hamlyn,BIP) usePIO for smallmessagesandDMA for largemessages.

A problemthatariseswith bothDMA andPIOis thatdatatransfersbetweenunaligneddatabufferscanbesignif-

icantly slower thanbetweenalignedbuffers. Theproblemis aggravatedwhenthenetwork interface’s DMA engines

require that sourceanddestinationbuffers areproperlyaligned. In this case,extra copying is requiredto align un-

alignedbuffers.

Another importantdesignchoiceis the maximumpacket size. Large packetstypically yield betterthroughput,

becauseper-packetoverheadsareincurredfewer timesthanwith smallpackets.Thethroughputof ourbasicprotocol,

for example,increasesfrom 32Mbyte/secto 43Mbyte/secby using1024-byteinsteadof 256-bytepackets.Thechoice

of the maximumpacket size is influencedby the system’s pagesize,memoryspaceconsiderations,andhardware

restrictions.

NI – NI transfer. Theseconddatatransferis betweenthesendingandreceiving NI, sothis transfergoesthrough

theMyrinet links andswitches.All Myrinet protocolsusetheNI’s DMA engineto sendandreceivenetwork data.In

theory, PIOcouldbeused,but sincetheNI processoris slow, DMA transfersarealwaysfaster.

To preventnetwork congestion,thereceiving NI shouldextractincomingdatafrom thenetwork fastenough.On

Myrinet, thehardwareusesbackpressure to stall thesendingNI if thereceiver doesnot extractdatafastenough.To

preventdeadlock,however, thereis a time limit on the backpressuremechanism.If the receiver doesnot drain the

network within acertaintimeperiod,thenetwork will resettheNI or truncateablockedpacket. Many Myrinet control

programsdealwith this real-timeconstraintby just copying datafastenoughto preventresets.Otherprotocolsavoid

thisproblemby usingasoftwareflow controlscheme,aswewill discusslater.

NI – host transfer. The transferfrom NI to hostat the receiving sidecanagainuseeitherDMA or PIO. On

Myrinet, however, only the host(not the NI) canusePIO, makingDMA the methodof choicefor mostprotocols.

Somesystems(e.g.,AM-II) usePIO on the host to receive small messages.For large messages,all protocolsuse

DMA, becausereadsovertheI/O busaretypically muchslower thanDMA transfers.

Table 1 givesan overview of the threedatatransfers,including the available hardware (peak)bandwidth,the

measuredthroughputfor large messages(on the PentiumPro/Myrinetcluster),andan indicationof which system

componentlimits the throughput.Note that the I/O (PCI) bus is the bottleneck.The tablealsoshows the memory-

to-memorycopy throughputon a PentiumPro. An interestingobservation is that a local memorycopy on a single

PentiumProobtainsa lower throughputthana remotememorycopy over Myrinet. Althoughthis problemis partly

dueto theinferior memorycopy performanceof thePentiumProarchitecture,it is alsoa generalhardwaretrendthat

network bandwidthis becomingmuchlessabottleneckthanmemorybandwidth.For comparison,recallthatthebasic
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Transfer Physical Measuredcopy Bottleneck
bandwidth throughput

Host- NI 126 123(DMA), 84(PIO) PIOor DMA speedoverPCIbus
NI - NI 153 127 NI processoror link speed
NI - host 126 123 DMA speedoverPCIbus
Host- host 176 57 Memorybus

Table1: Hardwareandmeasuredthroughputs(in Mbyte/sec)onaPentiumPro/Myrinetcluster.

protocolachievesa throughputof only 32 Mbyte/sec.Thereasonis that thebasicprotocolusesfairly smallpackets

(256bytes)andperformsmemorycopiesto andfrom DMA areas,which interfereswith DMA transfers.Severalof

thesystemslistedin thesidebaronMyrinet communicationsystemscansaturatetheI/O bus: thekey issueis to avoid

thecopying to andfrom DMA areas.Thenext sectiondescribestechniquesto achievethis.

Address translation

Theuseof DMA transfersbetweenhostandNI memoryintroducestwo problems.First, mostsystemsrequirethat

everyhostmemorypagethatis involvedin a DMA transferbepinnedto preventtheoperatingsystemfrom replacing

that page. Pinninga pagerequiresan expensive systemcall that shouldbe kept off the critical path. The second

problemis thaton mostarchitecturesthenetwork interface’s DMA engineneedsto know the physicaladdressesof

eachpagethat it transfersdatato or from. Operatingsystems,however, do not export virtual-to-physicalmappings

to users,sousersnormallycannotpassphysicaladdressesto theNI. Evenif they could,theNI would have to check

thosephysicaladdresses,to ensurethatusersonly passaddressesof pagesthatthey haveaccessto.

We considerthreeapproachesto solve theseproblems.Thefirst approachis to avoid all DMA transfersby using

programmedI/O. Dueto thehighcostof I/O busreads,however, this is only a realisticsolutionat thesendingside.

Thesecondapproach,usedby thebasicprotocol,requiresthatuserscopy their datainto andout of specialDMA

areas(seeFigure2). Thisway, only theDMA areasneedto bepinned.This is doneonce,whentheapplicationopens

the device, andnot during sendandreceive operations.The addresstranslationproblemis thensolved asfollows.

The operatingsystemallocatesfor eachDMA areaa contiguouschunkof physicalmemoryandpassesthe area’s

(physical)baseaddressto theNI. Usersspecifysendandreceivebuffersby meansof anoffsetin theirDMA area;the

NI addsthis offset to thearea’s baseaddressto find thebuffer’s physicaladdress.TheNI now hasto maintainonly

a smallamountof stateperareato beableto translate(andcheck)virtual addressesin this area:thearea’s physical

baseaddressandits size.Severalsystems(e.g.,AM-II, Hamlyn)usethisapproach,takingtheextracopying costsfor
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granted.As shown in Figure3, however, theextracopy significantlyaffectsthroughput.

In thethird approach,thecopying to andfrom DMA areasis eliminatedby dynamicallypinning(andunpinning)

userpagessuchthatDMA transferscanbeperformeddirectly to thosepages.Systemsthatusethis approach(e.g.,

VMMC-2, PM, andBIP) cantrackthe’cache-coherentDMA’ curvein Figure3. Themainimplementationproblemis

thattheNI needsto know thecurrentvirtual-to-physicalmappingsof individualpages.SinceNIs areusuallyequipped

with only a smallamountof memoryandsincetheir processorsarerelatively slow, they do not storeinformationfor

everysinglevirtual page.Somesystems(BIP, LFC) provideasimplekernelmodulethattranslatesvirtual addressesto

physicaladdresses.Usersareresponsiblefor pinningtheir pagesandobtainingthephysicaladdressesof thesepages

from thekernelmodule.Thedisadvantageof this ’user-translates’approachis thattheNI cannotcheckif thephysical

addressesit receivesarevalid andif they referto pinnedpages.

An alternative approachis to let the kernelandNI cooperatesuchthat the NI cankeeptrack of valid address

translations(eitherin hardwareor in software). Systemslike VMMC-2 andU-Net/MM [7] (anextensionof U-Net)

let the NI cachea limited numberof valid addresstranslationswhich refer to pinnedpages(this invariantmustbe

maintainedcooperatively by theNI andtheoperatingsystem).This cachingwill work well for all applicationsthat

exhibit locality in thepagesthey usefor sendingandreceiving data.Whenthetranslationof a user-specifiedaddress

is foundin thecache,theNI canaccessthataddressusinga DMA transfer. In thecaseof a miss,specialactionmust

betakento translatetheaddressandto pin thepage.

In U-Net/MM, theNI generatesaninterruptwhenit cannottranslateanaddress.Thekernelreceivestheinterrupt,

looks up the addressin its pagetable, pins the page,and passesthe translationto the NI. In VMMC-2, address

translationsfor userbuffersaremanagedbyalibrary. Thisuser-level librarymapsusers’virtual addressesto references

toaddresstranslationswhichuserscanpassto theNI. Thelibrarycreatesthesereferencesby invokingakernelmodule.

Thismoduletranslatesvirtual addresses,pinsthecorrespondingpages,andstoresthetranslationsin a User-managed

TLB (UTLB) in kernelmemory. To avoid invoking theoperatingsystemevery time a referenceis needed,thelibrary

maintainsa user-level lookup datastructurethat keepstrack of the addressesfor which a valid UTLB entry exists.

Thelibrary only invokestheUTLB kernelmodulewhenit cannotfind theaddressin its lookupdatastructure.When

theNI receivesa reference,it canfind thetranslationusinga DMA transferto thekernelmodule’sdatastructure.To

avoid suchDMA transfersonthecritical path,theNI maintainsits own cacheof references.The’on-demandpinning’

curve in Figure3 showsthethroughputobtainedby abenchmarkthatimitatesthemissbehavior of aUTLB. For each

pagetransferred,thebenchmarkinvokesa systemcall to pin a page(simulatinga missin thehostlookupstructure);

in addition,theNI fetchesa singleword from hostmemorybeforeit fetchesthe datathat is to be transferred(thus
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simulatinga missin theNI cache).

Protection

Sinceuser-level architecturesgiveusersdirectaccessto theNI, they cannotrely ontheOSto checknetwork transfers.

In thebasicprotocol,for example,usersdirectly write to NI memoryto initialize senddescriptors.If multiple users

sharedthe NI, oneusercould corruptanotheruser’s senddescriptors.The basicprotocolavoids this problemby

providing user-level network accessto at mostoneuserat a time,but this limitation is clearlyundesirablein a multi-

userandmultiprogrammingenvironment.Also, evenwith a singleuser, this usercanmodify theNI controlprogram

anduseit to reador write any locationin hostmemory.

A straightforward solutionto both problemsis to usethe virtual-memorysystemto give eachuseraccessto a

differentpartof NI memory[1]. Mappingthispartinto theuser’saddressspaceis doneby theoperatingsystemwhen

theuseropensthedevice. Oncethemappinghasbeenestablished,all useraccessesoutsidethemappedareawill be

trappedby thevirtual-memoryhardware.Userswrite their commands(andpossiblytheir network data)to their own

pagesin NI memory. It is theresponsibilityof theNI to checkeachuser’s pagefor new requestsandto processonly

legal requests.

SinceNI memoryis typically small,only a limited numberof processescanbegivendirectaccessto theNI this

way. To solve this problem,AM-II virtualizesnetwork endpointsin the following way. Part of NI memoryactsas

a cache for active communicationendpoints;inactive endpointsarestoredin hostmemory. WhenanNI receivesa

messagefor an inactive endpointor whena processtries to senda messagevia an inactive endpoint,theNI andthe

operatingsystemcooperateto activate the endpoint. Activation consistsof moving the endpoint’s state(sendand

receivebuffers,protocolstatus)to NI memory, possiblyreplacinganotherendpointwhich is thenswappedout to host

memory.

A similar problemexists for the DMA area.To maintainprotection,eachuserneedsits own DMA area.Since

theuseof a DMA areaintroducesanextra copy, somesystemseliminateit andstoreaddresstranslationson theNI.

VMMC-2 andU-Net/MM do this in a protectedway, eitherby letting thekernelwrite thetranslationsto theNI or by

letting theNI fetchthetranslationsfrom kernelmemory. BIP, on theotherhand,eliminatestheDMA area,but does

notmaintainprotection.
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Control transfers

Thecontrol transfer mechanismdetermineshow a receiving hostis notifiedof messagearrivals. Theoptionsareto

useinterrupts,polling, or acombinationof these.

Interruptsarenotoriouslyexpensive.With mostcurrentOSs,thetime to deliveraninterrupt(asa signal)to a user

processevenexceedsthenetwork latency. On thePentiumPro,dispatchinganinterruptto a kernelinterrupthandler

costsapproximately10 µsec. Dispatchingto a user-level signalhandlercostsevenmore,approximately24 µsecfor

BSD/OS.Notethatthisexceedsthelatency of ourbasicprotocol(12µsec).

Giventhehighcostsof interrupts,all user-level architecturessupportsomeform of polling. Thegoalof polling is

to give thehosta fastmechanismto checkif a messagehasarrived. This checkmustbeinexpensive,becauseit may

beexecutedvery often. A simpleapproachwould be to let theNI seta flag in its memoryandto let thehostcheck

this flag. This approach,however, is inefficient,sinceevery poll now resultsin anI/O bustransfer(seeFigure1). In

addition,this polling traffic will slow down otherI/O traffic, includingnetwork packet transfersbetweenNI andhost

memory.

A very efficient solutionis to usea specialdevice registerthat is sharedbetweentheNI andthehost[8]. Current

hardware,however, doesnotprovidethesesharedregisters.

Onarchitectureswith cache-coherentDMA, apracticalsolutionis to let theNI write aflag in cachedhostmemory

(usingDMA) whena messageis available. This approachis usedby our basicprotocol. Thehostpolls by reading

its local memory;sincepolls areexecutedfrequently, theflag will usuallyresidein thedatacache,sofailedpolls are

cheapanddo not generatememoryor I/O traffic. WhentheNI writes theflag, thehostwill incur a cachemissand

readtheflagfrom its memory. Ona200MHz PentiumPro,theschemejustdescribedcosts5 nanosecondsfor a failed

poll (i.e.,a cachehit) and125nanosecondsfor a successfulpoll (i.e.,a cachemiss).For comparison,eachpoll in the

simplescheme(i.e.,anI/O bustransfer)costs500nanoseconds.

Even if the polling mechanismis efficient, polling is a mixed blessing. Insertingpolls manuallyis tediousand

error-prone.Severalsystemsthereforeusea compileror a binaryrewriting tool to insertpolls in loopsandfunctions.

Theproblemof finding theright polling frequency remainshowever. In multiprocessorarchitecturesthisproblemcan

besolvedby dedicatingasecondprocessorto polling andmessagehandling.

Severalsystems(AM-II, FM/MC, LFC,Hamlyn,Trapeze,U-Net,VMMC, VMMC-2) supportbothinterruptsand

polling. Interruptsusuallycanbe enabledor disabledby the receiver; sometimesthe sendercanalsoseta flag in

eachpacket thatdetermineswhetheraninterruptis to begeneratedwhenthepacketarrives.To reducethenumberof

interrupts,LFC hasimplementeda polling watchdog [9] on the NI. This mechanismstartsa timer whena message
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Figure4: Designdecisionsfor reliability.

arrivesandgeneratesaninterruptonly if nopoll is issuedby thehostbeforethetimerexpires.

Reliability

ExistingMyrinet protocolsdiffer widely in theway they addressreliability. In Figure4 we show thechoicesmade

by varioussystems.Themostimportantchoiceis whetheror not to assumethatthenetwork is reliable.Myrinet has

a very low error rate: the risk of a packet gettinglost or corruptedis small enoughto considerit asa “f atal event”

(muchlike a memoryparity erroror anOScrash).Sucheventscanbehandledby higher-level software(e.g.,using

checkpointing),or elsecausetheapplicationto crash.

Many Myrinet protocolsindeedassumethat thehardwareis reliable,so let us look at theseprotocolsfirst. The

advantageof this approachis efficiency, becauseno retransmissionprotocolor time-outmechanismis needed.Even

if thenetwork is fully reliable,however, thesoftwareprotocolmaystill droppacketsdueto lack of buffer space.In

fact,this is themostcommoncauseof packet loss.Eachprotocolneedscommunicationbufferson boththehostand

theNI, andbotharea scarceresource.Thisproblemoccurredin thebasicprotocoldescribedearlier. It canbesolved

in oneof two ways:eitherrecover from buffer overflow or preventoverflow to happen.

Thefirst idea(recovery) is usedin PM. Thereceiversimply discardsincomingpacketsif it hasno roomfor them.

It returnsanacknowledgement(ACK or NACK) to thesenderto indicatewhetheror not it acceptedthepacket. The

protocolneverdropsacknowledgements:Myrinet is reliable(by assumption)andwhenanacknowledgementarrives,

thereceiverprocessesit completelybeforeit acceptsanew packetfrom thenetwork, soatmostoneacknowledgement

needsto bebuffered.Myrinet’shardwareflow controlensuresthatpendingnetwork packetsarenotdropped.A NACK
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indicatesa packet wasdiscarded;thesenderwill laterretransmitthatpacket. This processcontinuesuntil anACK is

received,in whichcasethesendercanreleasethebuffer spacefor themessage.Thisprotocolis fairly simple;themain

disadvantagesaretheextraacknowledgementmessagesandtheincreasednetwork loadwhenretransmissionsoccur.

Thesecondapproachis to avoid buffer overflow to occurby usinga flow control schemethatblocksthesenderif

thereceiveris runningoutof bufferspace.For largemessages,BIP requirestheapplicationto dealwith flow controlby

meansof arendezvousmechanism:thereceivermustpostareceiverequestandprovideabufferbeforeamessagemay

besent.Thatis, a large-messagesendnevercompletesbeforea receivehasbeenposted.FM andFM/MC implement

flow controlusingahost-level creditscheme.Beforeahostcansendapacket,it needsto haveacreditfor thereceiver,

which representsa packet buffer in the receiver’s memory. Creditscanbehandedout in advance(by pre-allocating

buffersfor specificsenders),but if a senderrunsoutof creditsit mustblockuntil it succeedsin gettingnew credits.

A host-level creditschemepreventsoverflow of hostbuffers,but notof NI buffers,whichareusuallyevenscarcer

(becauseNI memoryis smallerthanhostmemory).With someprotocols,theNI temporarilystopsreceiving messages

if theNI buffersoverflow. Suchprotocolsrely on Myrinet’shardware,link-level, flow controlmechanism(backpres-

sure)to stall thesenderin sucha case.LFC takesanotherapproachandappliesanNI-level credit-basedflow control

scheme.Thisschemeis similar to thecreditschemeof FM andFM/MC describedabove,but it is appliedto NI buffers

andthereforepreventsNI buffer overflow. To avoid hostbuffer overflow, LFC implementsadditionalflow control

betweena receiving NI and its host to ensurethat the NI doesnot releasea packet buffer beforeit hascopiedthe

packet’s contentsto a freehostbuffer. An advantageof NI-level flow control is that it simplifiestheimplementation

of anNI-level multicastscheme(describedlater).

Theprotocolsdescribedsofar thusimplementa reliableinterfaceby dependingon thereliability of thehardware.

Severalotherprotocolsdo notassumethenetwork to bereliable,andeitherpresentanunreliableprogramminginter-

faceor implementa retransmissionprotocol.U-Net andTrapezepresentanunreliableinterface(like UDP). Instead,

highersoftwarelayers(e.g.,MPI, TCP)aresupposedto retransmitlostmessages.Othersystemsdoprovideareliable

interface,by implementingatimeout-retransmissionmechanism,eitheronthehostor theNI. Thecostof settingtimers

andprocessingacknowledgementis modest,typically nomorethana few microseconds.

Multicast

Multicast is an importantcommunicationservice,andhardwaresupportfor multicastin switched,wormhole-routed

network technologieslike Myrinet is anactive researcharea.Thesimplestway to implementa multicastin software

is to let thesendersendapoint-to-pointmessageto eachmulticastdestination.Thissolutionis inefficient,becausethe
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point-to-pointstartupcostis incurredfor every multicastdestination;this costincludesthedatacopy to NI memory

(possiblyprecededby acopy to aDMA area).With someNI support,therepeatedcopying canbeavoidedby passing

all multicastdestinationsto the NI, which then repeatedlytransmitsthe samepacket to eachdestination. Sucha

’multisend’primitiveis providedby PM.

Althoughmoreefficient thana repeatedsendon thehost,a multisendstill leavesthenetwork interfaceasa serial

bottleneck.Most proposalsfor NI-supportedmulticastingarethereforebasedon spanningtreeprotocolsthat allow

multicastpacketsto betransmittedin parallel(with logarithmicratherthanlinearcomplexity). Tree-basedprotocols

canbeimplementedefficiently by performingtheforwardingof multicastpacketson thenetwork interfaceinsteadof

on thehost. On our cluster, NI-level forwarding[10] improvesthelatency of a broadcastto 64 nodesby 25%(from

136µsecto 101µsec).Theperformancegainbecomesevenlargerwhenpacketsarereceivedby interrupts,because

this increaseshost-level forwardinglatencies.NI-level forwardingof multicastpacketsis implementedby LFC and

FM/MC.

An importantissuein thedesignof a multicastprotocolis flow control. Multicastflow control is morecomplex

thanpoint-to-pointflow control,becausethesenderof amulticastpacketneedsto obtainbuffer spaceonall receiving

NIs andhosts.FM/MC usesa centralbuffer manager(implementedononeof theNIs) to keepstrackof theavailable

buffer spaceat all receivers. This managerhandlesall requestsfor multicastbuffersandallows sendersto prefetch

buffer spacefor futuremulticasts.An advantageof this schemeis that it avoidsdeadlockby acquiringbuffer space

in advance;a disadvantageis that it employs a centralbuffer manager. An alternativeschemeis to acquirebufferson

thefly: thesenderof a multicastpacket is responsibleonly for acquiringbuffer spaceat its childrenin themulticast

tree. This schemeis usedby LFC. LFC usesa single,NI-level, flow controlschemefor point-to-pointandmulticast

traffic. This flow controlschemescalesbetterthanthecentralbuffer manager, but caremustbetakento avoid buffer

deadlocks.

Discussion and conclusions

Thepaperhasdiscussedseveraldesignissuesandtradeoffs for network interfaceprotocols,in particular:

� how to transferdatabetweenhostsandNIs (DMA or programmedI/O);

� how to avoid copying to andfrom DMA areasby meansof addresstranslationtechniques;

� how to achieveprotected,user-level network accessin a multi-userenvironment;
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� how to transfercontrol(interruptsand/orpolling);

� how andwhereto implementreliability (application,hosts,network interfaces);

� whetherto implementadditionalfunctionalityon theNIs, suchasmulticast.

Much researchhasbeendoneon theseissues,both for Myrinet andothernetwork technologies.Thesidebaron

Myrinetcommunicationlayerssummarizeshow 11existingcommunicationsystemsaddresseachissue.An interesting

observationis thatmany novel techniquesexploit theprogrammableNI processor. ThelattercapabilitygivesNIs much

flexibility , whichoftencompensatesfor thelack of hardwaresupportpresentin themoreadvancedinterfacesusedby

Massively ParallelProcessors(MPPs).We haveseenseveralexamplesin thepaper:

� Thepolling watchdogdevice [9] caneasilybeimplementedin theNI controlprogram,asshown by LFC.

� Addresstranslationcanbeimplementedin softwareontheNI andthehost(OS),givingcomparablefunctionality

asaddresstranslationhardwareof machineslike theMeiko CS2.

� ProgrammableNIs enableefficient softwaremulticastimplementationsand thuscompensatefor the lack of

hardwaresupport.

Eventually, hardwareimplementationsmaybemoreefficient, but theavailability of a programmableNI hasen-

abledfastandrelatively easyexperimentationwith differentprotocolsfor commoditynetwork interfaces.As a result,

the performanceof theseprotocolshassubstantiallyincreased. In combinationwith the economicadvantagesof

commoditynetworks,thismakessuchnetworksa key technologyfor parallelclustercomputing.
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Sidebar on Myrinet Communication Systems

The tablebelow classifies11 user-level communicationsystemsandshows how eachsystemdealswith the design

issuesdiscussedin thepaper. All 11systemsaimfor highperformanceandprovidea lean,low-level,andmoreor less

genericcommunicationfacility. All systemsexceptVMMC andU-Netweredevelopedfirst onaMyrinet platform.

Mostsystemsimplementastraightforwardmessage-passingmodel.Thesesystemsdiffer mainly in theirreliability

andprotectionguaranteesandtheir supportfor multicast.Severalof thesesystemsuseactivemessages. With active

messages,thesenderof a messagespecifiesnot only themessage’s destination,but alsoa handlerfunction, which is

invokedat thedestinationwhenthemessagearrives.

VMMC, VMMC-2, and Hamlyn provide virtual memory-mappedand sender-basedcommunicationinsteadof

messagepassing.In bothmodelsthesenderof adatapacketspecifieswherein thereceiver’saddressspacethepacket

mustbedeposited.Thismodelsometimesallowsdatato bemoveddirectly to its destinationwithoutany unnecessary

copying.

In additionto theresearchprojectslistedabove, industryhasrecentlycreateda draft standardfor user-level com-

municationin clusterenvironments.Implementationsof this Virtual Interface(VI) architecturearebeingconstructed

by Intel andUC Berkeley. A descriptionof theVI architectureis availableathttp://www.viarch.org/.
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System Data transfer
(host-NI)

Translation Protection Control
transfer

Reliability Multicast
support

AM-II
[1]

PIO& DMA DMA areas yes polling +
interrupts

Reliable.
NI: alternatingbit.
Host: slidingwindow.

no

FM [2] PIO DMA area(recv) no polling Reliable.
Host-level credits.

no

FM/MC
[3]

PIO DMA area(recv) no polling +
interrupts

Reliable.
Ucast:host-level credits.
Mcast:NI-level credits.

yes
(onNI)

PM [4] DMA softwareTLB onNI yes (gang
scheduling)

polling Reliable. ACK/NACK
protocolonNI.

multiple
sends

VMMC
[5]

DMA softwareTLB onNI yes polling +
interrupts

Reliable. Exploits
hardwarebackpressure.

no

VMMC-2
[6]

DMA UTLB in kernel,
cachedonNI

yes polling +
interrupts

Reliable. no

LFC [7] PIO usertranslates no polling +
interrupts+
watchdog

Reliable.
Ucast:NI-level credits.
Mcast:NI-level credits.

yes
(onNI)

Hamlyn
[8]

PIO& DMA DMA areas yes polling +
interrupts

Reliable. Exploits
hardwarebackpressure.

no

Trapeze
[9]

DMA DMA to pageframes no polling +
interrupts

Unreliable. no

BIP [10] PIO& DMA usertranslates no polling Reliable. Rendezvous
andbackpressure.

no

U-Net
[11]

DMA TLB onNI
(U-Net/MM)

yes polling +
interrupts

Unreliable. no
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