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Abstract

This papersuneys the designissuesfor userlevel network interfaceprotocolsfor modernhigh-speedetworks
suchasMyrinet. It first explainsthe principlesof suchprotocolsthrougha simple,unreliableprotocol. Next, six
importantdesignissuesarediscussedn moredetail: datatransfersaddresdranslation protection controltransfers,
reliability, andmulticast. Thedesignissuesareillustratedby performanceneasurementsn a Myrinet clusterandby
representate examplesakenfrom 11 communicatiorsystemdgor Myrinet.

I ntroduction

Modernhigh-speedocal areanetworks offer greatpotentialfor communication-intense applications. Traditional
communicatiorprotocols(e.g., TCP/IP),however, areunableto realizethis potential.In thecommonimplementation
of theseprotocols,all network accesss throughthe operatingsystem which addssignificantoverheadgo both the
transmissiorpath (typically a systemcall and a datacopy) andthe receve path (typically aninterruptand a data
copy). In responseo this performanceroblem,severaluserlevel communicatiorarchitectuieshave beendeveloped
thatremove the operatingsystemfrom thecritical communicatiorpath[1, 2]. Ourgoalin this paperis to give insight
into thedesignissuedor communicatiorprotocolsfor thesearchitecturesWe concentrat®nissueshatdeterminghe
performancandsemantic®f acommunicatiorsystem:datatransfer addressranslation protection controltransfer
reliability, andmulticast.

To illustratethe designissueswe study communicatiomprotocolsfor Myrinet [3], a modern,wormhole-routed,
Gigabit-perseconchetwork technologyfor local andsystemareanetworks (seethe sidebaron Myrinet). Ourfocusis
onthehardware/softvareinterfacebetweera hostandits network interfaceandon thedatalink layercommunication
protocol betweencommunicatingnetwork interfaces. We shall refer to thesetwo as networkinterface protocols
togethetthey form the building block for higherlevel communicatiodayers(e.g., TCPandMPI).

Myrinet's programmabl@etwork interface(NI) makesit aninterestingresearctvehicle. Its programmabilityhas

enabledheexplorationof a significantpartof theNI protocoldesignspaceandseveralresearctyroupsin theparallel
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processingommunityhave designedcommunicatiorsystemgor Myrinet. In this paperwe usethefollowing systems
to illustratethe designissuesAM-II, BIP, FM, FM/MC, Hamlyn,LFC, PM, U-Net, VMMC, VMMC-2, andTrapeze
(seethe sidebaron Myrinet communicatiorsystems).All systemsaim for high performanceandall exceptTrapeze
offer a userlevel communicationservice. Interestingly however, they differ significantlyin how they resole the
designissuesstudiedin this paper This varietymotivatesour study;we aim to gaininsightin thedesigntradeofs for

NI protocols.

In therestof the papemwe will first explainthebasicprinciplesof NI protocolsby describinga simple,unreliable,
userlevel protocol.Next, we discusssix protocoldesignissueghatdeterminesystenperformancendsemantics\We
will illustratetheseissuedy giving performancealataobtainedon a Myrinet cluster The nodesof this systemare200
MHz PentiumProsandrun the BSD/OS(Version3.0) operatingsystem. Although the performancdiguresclearly

dependbnthe platformbeingusedthey areusefulto give a morequantitatie analysisof severalissues.

Sidebar on Myrinet

Myrinet is a switched,Gigabit-persecondocal areanetwork technology It usesvariable-lengttpacletswhich are
wormhole-routedhrougha network of highly reliablelinks and crossbarswitches. Myrinet is relatively uniquein
thatit employs sometechniquege.g.,wormholeroutingandhardwarebackpressuraghatarenormallyfoundonly in
supercomputers.

Figure 1(a) illustratesthe architectureof a nodein a Myrinet cluster Figure 1(b) givesdetailsof the Myrinet
configurationusedfor our measurementsEachmachine(host) hasan NI cardthat containsa processoand some
memory whichis usedto storethe NI's controlprogramandits data. The NI connectgo the hosts I/O bus,whichis
atypical organizatiorfor commodityhardware.More aggressie architecturegfoundin supercomputerandresearch
machines)integratethe network interface more tightly with the host systemby placingit on the memorybus or
integratingit with the cachecontroller Thesearchitecturesllow for very low network accessatenciesandsimpler
protectionscheme$2, 4, 5]. In this paperhowever, wefocusonarchitectureshatuselow-cost,off-the-shelthardware
andrely on advancedsoftwaretechniqueso achieve efficient userlevel network access.

Myrinet requireghatall pacletsbe stagedhroughNI memory bothatthesendingandthereceving side.Myrinet
usedastbut expensive SRAM, sothe memoryis relatively small. Othernetworksallow datato betransferredlirectly
betweerhostmemoryandthe network (e.g.,usingmemory-mappeé&IFOsor DMA).

Boththehostandthe NI canuseDirect Memory Access(DMA) to accesslatain eachothers memory but DMA

transferssuffer from a startupoverhead. In addition, the hostcanaccesghe NI's memoryusing programmed/O
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Host system

hostCPl’J!‘ host Processor 200MHz PentiumPro
cache hostbusspeed 66 MHz x 64 bits

(PCN1/O busspeed 33 MHz x 32bits

Network interface

Processor 33MHz LANai4.1
Memorysize 1 Mbyte (SRAM)
Link speed 2 x 1.28Ghit/s
network interface DMA startupcost i
network to/from host 5LANai cycles
send 5 LANai cycles
DMAS receve 4 LANai cycles
(a) Hostandnetwork interfacearchitecture. (b) Detailsof our hostandMyrinet hardvare.

Figurel: Myrinet hardwarecharacteristics.

(P10).PIO hasno startupcosts but sincethe NI memoryis accessedverthel/O bustheaccessimesarehigherthan
for hostmemory

An interestingfeatureof Myrinet (andseveral othermodernnetworks)is the availability of a programmablero-
cessomon the NI. This givesprotocoldesignersanuchflexibility, sincethey canco-designsoftwarefor the hostand
theNI. Ontheotherhand,suchNI processorgmvariablyaremuchslowerthanthe hostCPU,sothe NI’ s tasksshould
be keptsimple. Myrinet's LANai4.x, for example,is a simpleRISC processowhich runsat 33 MHz, while the host
processori our clustersaresuperscala200 MHz PentiumPros.Adding only a few instructiongto thecritical path

of aMyrinet controlprogramresultsin noticeablancreasesn end-to-endateng.

A basic network interface protocol

Thegoalof this sectionis to explain the basicsof NI protocolsandto introducethe mostimportantdesignissues.To
structureour discussionwe describethe designof a simple,userlevel, network interfaceprotocolfor Myrinet. The
protocolignoresseveralimportantproblemswhich we addressn subsequergections.

To avoid the costof kernelcallsfor eachnetwork accessthe basicprotocolmapsall NI memoryinto userspace.
Userprocessewrite their sendrequestslirectlyto NI memory withoutoperatingsystem(OS)involvement.Thebasic
protocolprovidesno protection sothe network device cannotbe sharedamongmultiple processes.

User processednvoke a simple sendprimitive to senda datapaclet. The basicprotocolsendspacletswith a
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Figure2: Operationof thebasicprotocol.(1) Hostcopiesuserdatainto DMA area.(2) Hostwrites paclet descriptor
to sendring. (3) NI processoreadspaclet descriptor (4) NI DMAs pacletto NI memory (5) Network transfer
(6) NI readsreceirering to find emptybufferin DMA area.(7) NI DMAs pacletto DMA area.(8) Optionalcopy to
userbuffer.

maximumpayloadof 256 bytesandrequireghatusersragmenttheir datasothateachfragmentffits in a paclet.
voi d send(int destination, void *data, unsigned size);

Send performstwo actions(seeFigure2). First, it copiesthe userdat a to a paclet buffer in a specialstaging
areain hostmemory(stepl). The NI will laterfetchthe packet from this DMA area by meansof a DMA transfer
(Seethe sidebaron Myrinet for a discussiorof the variousdatatransfermechanismsupportedy Myrinet.) Unlike
normaluserpagespagesn the DMA areaareneverswappedo disk by the OS.By only DMAing to andfrom pinned
pagestheprotocolavoids corruptionof usermemoryandusermessagedueto pagingactiity of the OS.

Secondthehostwritesasendrequestnto adescriptoin NI memory(step2). Thesedescriptorsrestoredn acir-
cularbuffer calledthesending. Send storeghedestinatiormachinethesizeof thepaclet'spayload andthepaclet’s
offsetin theDMA areainto thenext availabledescriptoiin thissendring. Send alsosetsaDescr i pt or Ready flag
to inform the NI of this event. The descriptoris written usingprogrammed/O; sincethe descriptoris small, DMA
would have ahighoverhead.

The NI repeatedlypolls the Descr i pt or Ready flag of the first descriptorin the sendring. As soonasthis
flag is setby the host,the NI readsthe offsetin the descriptorandaddsit to the physicaladdressf the startof the
DMA area,resultingin the physicaladdressf the paclet (step3). Next, the NI initiatesa DMA transferover the
I/0 busto copy the paclet’s payloadfrom hostmemoryto NI memory(step4). Subsequentlyit readsthe destination

machinein thedescriptoandlooksup theroutefor thepacketin aroutingtable! Finally, theNI startsaseconddMA

1Routingis animportantissue but a discussiorof routingalgorithmsis beyondthe scopeof this article.
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to transmitthe paclet (step5). Notethatthe datatransfersin stepsl, 4, and5 canall be performedconcurrently
For example,if the hostsendsa long, multipacket messagegne paclet’s network DMA canbe overlappedwith the
next paclet's host-to-NIDMA. Whenthe NI detectghatthe network DMA for a givenpaclet hascompletedijt sets
aDescri pt or Fr ee flag to releasehe descriptor andpolls the next free descriptorin thering. If the hostwants
to senda paclet while no free descriptoris available,it busy-waits by polling the Descr i pt or Fr ee flag of the
descriptoratthetail of thering.

WhentheNI recevesa network packetfrom aremoteNl, it storeshe pacletin its memoryusingareceve DMA.
The NI containsa receive ring with descriptorghat point to free buffersin the hosts DMA area. The NI usesthis
informationto determinewhereto storeincomingpaclets(step6). Thesedescriptorsontainflag bits thatareused
in a similar way asfor the sendring. If no free hostbuffer is available,the pacletis simply dropped.Next, the NI
startsa DMA to transferthe paclet to hostmemory(step7). Eachhostbuffer alsocontainsa flag thatis setby the
NI (aspartof the DMA transfer)to inform the hostthatanincomingpacletis available. The hostcancheckif there
is a paclet availableby polling the flag of the next unprocessetiostreceve buffer. Oncethe flag hasbeenset,the
receving processansafelyreadthe buffer andoptionally copy its contentgo a userbuffer (step8).

Sincethe delivery of network interruptsto userlevel processess expensve on currentOSs,the basicprotocol
doesnot useinterrupts but requiresusergo poll for incomingmessagesA successfupoll resultsin theinvocationof

auserfunction(handl e_packet ) thathandlesaninboundpaclet:

voi d pol | (void);

voi d handl e_packet (void *data, unsigned size);

Our (unoptimized)implementatiorof the basicprotocolachievesa one-way lateng of 12 psecanda throughput
of 32 Mbyte/sec(using256-bytepaclets). For comparisonpn the samehardwarethe highly optimizedBIP system
achieresaminimumlateng of 4 usecandcansaturatehel/O bus(126Mbyte/sec) Notethatthebasicprotocolavoids
all OSoverheadkeepsthe NI codevery simple,andusedittle NI memory It is clear however, thatthe protocolhas

severalshortcomings:

¢ All inboundandoutboundnetwork transfersare stagecthroughthe DMA area. For applicationghat needto

sendandreceve from arbitrarylocations this will introduceextramemorycopies.

e Theprotocolprovidesno protection.If the basicprotocolallowed multiple usersto accesghe NI, theseusers
couldreadand modify eachothers datain NI memory Userscaneven modify the NI's control programand

useit to accessrny hostmemorylocation.



e Therecever-sidecontroltransfemechanismpolling, is simple,but notalwayseffective. For mary applications
it is difficult to determinea goodpolling rate. If the hostpolls too frequently it will have a high overheadif it

pollstoo late,it will notreply quickly enoughto incomingpaclets.

e The protocolis unreliable,eventhoughthe Myrinet hardwareis highly reliable. If the sendersendpaclets
fasterthanthe recever canhandlethem,the receving hostwill run outof buffer spaceandthe NI will startto

dropincomingpaclets.

e Theprotocolonly supportgpoint-to-pointmessagesAlthough multicastcanbe implementedn top of unicast
messagesjoing so may be inefficient. Multicastis animportantserviceby itself, but is alsoa fundamental
componenbf collective communicatioroperationssuchasthosesupportecby the message-passirggandard

MPI.

Below, we will discusgheseproblemsin moredetailandlook atbetterdesignalternatves.

Datatransfers

OnMpyrinet, atleastthreestepsareneededo communicate pacletfrom oneuserprocesgo anotherithepacket must
bemovedfrom thesenders memorytoits NI (host-Nltransfer) from this NI to therecever'sNI (NI-NI transfer),and
thento the receving processs addresspace(NI-hosttransfer). Network technologieghatdo not requiredatato be
stagedhroughNI memoryuseonly two steps:host-to-netwrk andnetwork-to-host.Below, we discusghe Myrinet
case,but mostissues(PIO versusDMA, pinning, alignment,and maximumpacket size)alsoapply to the two-step
case.

The datatransfershave a significantimpacton the lateng/ andthroughputobtainedby a protocol,so optimizing
themis essentiafor obtaininghigh performanceAs shown in Figure2, the basicprotocolusesfive datatransferdo
communicate paclet,becausé stagesll pacletsthroughDMA areasBelow, we discusghealternatve designgor
implementinghe host-NI,NI-NI, andNI-hosttransfers.

Host— NI transfer OnMyrinet, this datatransfercanuseeitherDMA or Programmed/O. A detaileddescription
of both mechanismgs givenin [6]. With PIO, the host processoreadsthe datafrom hostmemoryandwrites it
into NI memory typically one or two wordsat a time, which resultsin mary bus transactions. DMA usesspecial
hardware (a DMA engine)to transferthe entire paclet in large burstsand asynchronouslyso that the datatransfer
canproceedn parallelwith hostcomputationsOnethusmight expectDMA to alwaysoutperformPlO. Theoptimal

choice,however, depend®n the type of hostCPU andon the paclet size. The PentiumPro, for example,supports
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Figure3: Host-NIthroughpuusingdifferentdatatransfermechanisms.

write-combiningbuffers,which boostthe throughpuiof PIO by combiningmultiple write command®verthel/O bus
into a singlebustransactionFigure3 shavs thethroughputbbtainedby PIO (with andwithoutwrite combining)and
cache-coheremdMA, for copying datafrom a PentiumProto a Myrinet NI card. For buffer sizesup to 1024 bytes,
P10 with write combiningis fastethanDMA (which suffersfrom a startupcost).

In userlevel communicatiorsystemsPMA transferscanbe starteceitherby a userprocesor by the network in-
terfacewithoutany operatingsysteminvolvement.SinceDMA transfersareperformedasynchronouslythe operating
systemmay decideto swap out the pagethat happengo be the sourceor destinatiorof a runningDMA transfer If
this happenspart of the destinationof the transferwill be corrupted. To avoid this, operatingsystemsallow appli-
cationsto pin a limited numberpagesn their addresspace.Pinnedpagesare never swappedout by the operating
system.Unfortunately pinninga pagerequiresa systemcall andthe amountof memorythatcanbe pinnedis limited
by the availablephysicalmemoryandby OSpolicies. The SHRIMP system[2] providesspeciahardwarethatallows
userprocesseso startDMA transferswithout pinning. This userlevel DMA mechanismhowever, only works for
host-initiatedransfersnotfor Nl-initiated transferssopinningis still requiredatthereceving side.

NI protocolsthatuseDMA oftenchooseo copy the datainto a resered (andpinned)DMA areawhich costsan
extramemorycopy andthusmaydecreas¢hethroughput As canbeseerin Figure3, theextramemorycopy decreases
thethroughputignificantly makingDMA consistentlyslowver thanP10 with write combining.On processorshatdo
not supportcache-cohere®MAs, the DMA areaneedsto be allocatedin uncachednemory which alsodecreases
performance(Most modernCPUs,including the PentiumPro, supportcache-cohererdMA, however) With PIO,
pinningis not necessaryEvenif the OSwould swap out the pageduringthe transfer the next memoryreferenceby
thehostwill generate pagefault,causingheOSto swapthepagebackin. In practicemary protocolsuseDMA; FM
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andLFC usePIlO; someprotocols(AM-II, Hamlyn,BIP) usePIO for smallmessageandDMA for largemessages.

A problemthatariseswith bothDMA andPIOQ is thatdatatransferdetweerunaligneddatabufferscanbesignif-
icantly slover thanbetweenralignedbuffers. The problemis aggraatedwhenthe network interfaces DMA engines
require that sourceanddestinatiorbuffers are properlyaligned. In this case,extra copying is requiredto align un-
alignedbuffers.

Anotherimportantdesignchoiceis the maximumpaclet size. Large pacletstypically yield betterthroughput,
becaus@erpacletoverheadsreincurredfewertimesthanwith smallpackets. Thethroughpubof our basicprotocol,
for exampleincreasefrom 32 Mbyte/sedo 43 Mbyte/sedyy using1024-bytansteacof 256-bytepaclets. Thechoice
of the maximumpaclet sizeis influencedby the systems$ pagesize, memoryspaceconsiderationsand hardware
restrictions.

NI — NI transfer The seconddatatransferis betweerthe sendingandreceving NI, sothis transfergoesthrough
the Myrinet links andswitches.All Myrinet protocolsusethe NI’'s DMA engineto sendandreceie network data.In
theory P10 couldbe used but sincethe NI processois slow, DMA transfersarealwaysfaster

To preventnetwork congestionthe receving NI shouldextractincomingdatafrom the network fastenough.On
Myrinet, the hardwareusesbadpressue to stall the sendingNlI if therecever doesnot extractdatafastenough.To
preventdeadlock,however, thereis a time limit on the backpressurenechanism.If the recever doesnot drainthe
network within a certaintime period,thenetwork will resetheNI ortruncateablockedpaclet. Many Myrinet control
programsdealwith this real-timeconstrainty just copying datafastenoughto preventresets.Otherprotocolsavoid
this problemby usinga softwareflow controlschemeaswe will discusdater.

NI — hosttransfer The transferfrom NI to hostat the receving side canagainuseeither DMA or PIO. On
Myrinet, however, only the host(not the NI) canusePIO, makingDMA the methodof choicefor mostprotocols.
Somesystemde.g.,AM-1l) usePIlO on the hostto receve small messageskor large messagesall protocolsuse
DMA, becauseeadsoverthel/O busaretypically muchslowerthanDMA transfers.

Table 1 givesan overview of the threedatatransfers,including the available hardware (peak) bandwidth,the
measuredhroughputfor large messagesgon the PentiumPro/Myrinetcluster),and an indication of which system
componentimits the throughput.Note thatthe I/O (PCI) busis the bottleneck. The table also shavs the memory-
to-memorycopy throughputon a PentiumPro. An interestingobsenationis thata local memorycopy on a single
PentiumPro obtainsa lower throughputhana remotememorycopy over Myrinet. Althoughthis problemis partly
dueto theinferior memorycopy performancef the PentiumProarchitectureit is alsoa generahardwaretrendthat

network bandwidthis becomingmuchlessa bottleneckhanmemorybandwidth.For comparisontecallthatthebasic



Transfer Physical Measuredtopy Bottleneck
bandwidth throughput
Host- NI 126 123(DMA), 84 (PIO) | PIOor DMA speedverPClbus
NI - NI 153 127 NI processoor link speed
NI - host 126 123 DMA speedbver PClbus
Host- host 176 57 Memorybus

Tablel: Hardwareandmeasuredhroughputgin Mbyte/sec)on a PentiumPro/Myrinetcluster

protocolachievesa throughputof only 32 Mbyte/sec.Thereasoris thatthe basicprotocolusesfairly small paclets
(256 bytes)andperformsmemorycopiesto andfrom DMA areaswhich interfereswith DMA transfers.Several of
the systemdistedin the sidebaron Myrinet communicatiorsystemsansaturatehel/O bus: thekey issueis to avoid

thecopying to andfrom DMA areasThenext sectiondescribegechniquego achieve this.

Addresstrandation

The useof DMA transfersbetweerhostand NI memoryintroducestwo problems. First, mostsystemsequirethat
every hostmemorypagethatis involvedin a DMA transferbe pinnedto preventthe operatingsystemfrom replacing
that page. Pinninga pagerequiresan expensve systemcall that shouldbe kept off the critical path. The second
problemis that on mostarchitectureshe network interfaces DMA engineneedsto know the physicaladdressesf
eachpagethatit transfersdatato or from. Operatingsystemshowever, do not export virtual-to-physicalmappings
to userssousersnormally cannotpassphysicaladdresseto the NI. Evenif they could, the NI would have to check
thosephysicaladdressegp ensurghatusersonly passaddressesf pagegshatthey have accesgo.

We considerthreeapproacheto solve theseproblems.Thefirst approactis to avoid all DMA transfersy using
programmed/O. Dueto thehigh costof I/O busreadshowever, thisis only arealisticsolutionat the sendingside.

The secondapproachusedby the basicprotocol,requiresthatuserscopy their datainto andout of speciaDMA
areagseeFigure2). Thisway, only theDMA areameedto bepinned.Thisis doneonce,whentheapplicationopens
the device, andnot during sendandreceve operations.The addresgranslationproblemis thensolved asfollows.
The operatingsystemallocatesfor eachDMA areaa contiguouschunk of physicalmemoryand passeghe areas
(physical)baseaddresgo theNI. Usersspecifysendandreceve buffersby meansf anoffsetin their DMA areajthe
NI addsthis offsetto the areas baseaddresgo find the buffer’s physicaladdress.The NI now hasto maintainonly
a smallamountof stateperareato be ableto translatelandcheck)virtual addressem this area:the areas physical

baseaddressndits size.Severalsystemge.g.,AM-Il, Hamlyn)usethis approachtakingthe extra copying costsfor



granted As shavn in Figure3, however, the extra copy significantlyaffectsthroughput.

In thethird approachthe copying to andfrom DMA areass eliminatedby dynamicallypinning (andunpinning)
userpagessuchthat DMA transferscanbe performeddirectly to thosepages.Systemshat usethis approache.g.,
VMMC-2, PM, andBIP) cantrackthe’cache-cohere®dMA’ curvein Figure3. Themainimplementatiorproblemis
thattheNI needdo know the currentvirtual-to-physicamapping®f individual pages SinceNls areusuallyequipped
with only a smallamountof memoryandsincetheir processorarerelatively slow, they do not storeinformationfor
everysinglevirtual page.SomesystemgBIP, LFC) provide asimplekernelmodulethattranslatevirtual addresset®
physicaladdressedJsersareresponsibldor pinningtheir pagesandobtainingthe physicaladdressesf thesepages
from thekernelmodule.Thedisadwantageof this’usertranslatesapproachs thattheNI cannotcheckif the physical
addresset recevvesarevalid andif they referto pinnedpages.

An alternatve approachs to let the kerneland NI cooperatesuchthatthe NI cankeeptrack of valid address
translationgeitherin hardwareor in software). Systemdike VMMC-2 andU-Net/MM [7] (an extensionof U-Net)
let the NI cachea limited numberof valid addresdranslationswvhich referto pinnedpages(this invariantmustbe
maintainedcooperatiely by the NI andthe operatingsystem). This cachingwill work well for all applicationghat
exhibit locality in the pageghey usefor sendingandreceving data. Whenthetranslationof a userspecifiedaddress
is foundin thecachethe NI canaccesghataddressisinga DMA transfer In the caseof a miss,specialactionmust
betakento translategheaddressndto pin the page.

In U-Net/MM, theNI generatesninterruptwhenit cannotiranslateanaddressThekernelrecevestheinterrupt,
looks up the addressn its pagetable, pins the page,and passeghe translationto the NI. In VMMC-2, address
translationgor userbuffersaremanagedby alibrary. Thisuserlevellibrary mapsusers'virtual addresseto refeences
toaddressranslationsvhichuserscanpasdo theNI. Thelibrary createshesereferenceby invokingakernelmodule.
This moduletranslatewirtual addresseginsthe correspondingagesandstoresthetranslationsn a Usermanayed
TLB (UTLB) in kernelmemory To avoid invoking the operatingsystemevery time areferencas neededthelibrary
maintainsa userlevel lookup datastructurethat keepstrack of the addressefor which a valid UTLB entry exists.
Thelibrary only invokesthe UTLB kernelmodulewhenit cannotfind theaddressn its lookupdatastructure. When
theNI recevesareferenceit canfind thetranslationusinga DMA transferto the kernelmodules datastructure.To
avoid suchDMA transferonthecritical path,the NI maintainsts own cacheof referencesThe’on-demandinning’
cunein Figure3 shavs thethroughpubtainedoy a benchmarkhatimitatesthe misshehaior of aUTLB. For each
pagetransferredthe benchmarknvokesa systemcall to pin a page(simulatinga missin the hostlookup structure);

in addition,the NI fetchesa singleword from hostmemorybeforeit fetchesthe datathatis to be transferredthus
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simulatinga missin the NI cache).

Protection

Sinceuserlevel architecturegive usergdirectaccesso theNl, they cannotrely onthe OSto checknetwork transfers.
In the basicprotocol,for example,usersdirectly write to NI memoryto initialize senddescriptors.If multiple users
sharedthe NI, one usercould corruptanotherusers senddescriptors. The basicprotocol avoids this problemby
providing userlevel network accesgo at mostoneuserat atime, but this limitation is clearlyundesirablen a multi-
userandmultiprogrammingernvironment.Also, evenwith a singleuser this usercanmodify the NI controlprogram
anduseit to reador write ary locationin hostmemory

A straightforvard solutionto both problemsis to usethe virtual-memorysystemto give eachuseracces<o a
differentpartof NI memory[1]. Mappingthis partinto theusers addresspacds doneby the operatingsystemwhen
the useropensthe device. Oncethe mappinghasbeenestablishedall useraccessesutsidethe mappedareawill be
trappedby the virtual-memoryhardware. Userswrite their commandgandpossiblytheir network data)to their own
pagesn NI memory It is the responsibilityof the NI to checkeachusers pagefor new requestandto procesonly
legalrequests.

SinceNI memoryis typically small, only alimited numberof processesanbe givendirectaccesgo the NI this
way. To solve this problem,AM-Il virtualizesnetwork endpointsn the following way. Part of NI memoryactsas
a cache for actve communicatiorendpointsjnactive endpointsare storedin hostmemory Whenan NI recevesa
messagdor aninactive endpointor whena procesdriesto senda messageia aninactive endpointthe NI andthe
operatingsystemcooperateo activate the endpoint. Activation consistsof maving the endpoints state(sendand
receve buffers, protocolstatus)}o NI memory possiblyreplacinganotherendpointwhichis thenswappedout to host
memory

A similar problemexists for the DMA area. To maintainprotection,eachuserneedsts own DMA area. Since
theuseof a DMA areaintroducesan extra copy, somesystemseliminateit andstoreaddresdranslationson the NI.
VMMC-2 andU-Net/MM do thisin a protectedvay, eitherby letting the kernelwrite thetranslationgo the NI or by
letting the NI fetchthetranslationdrom kernelmemory BIP, on the otherhand,eliminatesthe DMA area,but does

not maintainprotection.
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Control transfers

Thecontrol transfer mechanisndeterminediow areceving hostis notified of messagerrivals. The optionsareto
useinterruptspolling, or acombinationof these.

Interruptsarenotoriouslyexpensve. With mostcurrentOSs,thetime to deliver aninterrupt(asa signal)to auser
procesevenexceedshe network lateng. OnthePentiumPro,dispatchinganinterruptto a kernelinterrupthandler
costsapproximatelylO psec. Dispatchingto a userlevel signalhandlercostseven more,approximately24 psecfor
BSD/OS.Notethatthis exceedshelateng of ourbasicprotocol(12 psec).

Giventhehigh costsof interrupts all userlevel architecturesupportsomeform of polling. Thegoalof polling is
to give the hosta fastmechanismo checkif a messagéasarrived. This checkmustbeinexpensve, becausét may
be executedvery often. A simpleapproachwould beto let the NI seta flag in its memoryandto let the hostcheck
this flag. This approachhowever, is inefficient, sinceevery poll now resultsin anl/O bustransfer(seeFigurel). In
addition,this polling traffic will slow down otherl/O traffic, includingnetwork paclettransferdoetweerNl andhost
memory

A very efficient solutionis to usea specialdevice registerthatis sharedbetweerthe NI andthe host[8]. Current
hardware ,however, doesnot provide thesesharedegisters.

Onarchitecturesvith cache-coherem®MA, apracticalsolutionisto let theNI write aflagin cachechostmemory
(usingDMA) whena messagés available. This approactis usedby our basicprotocol. The hostpolls by reading
its local memory;sincepolls areexecutedrequently the flag will usuallyresidein the datacache sofailedpolls are
cheapanddo not generatanemoryor I/O traffic. Whenthe NI writesthe flag, the hostwill incur a cachemissand
readtheflag fromits memory Ona200MHz PentiumPro,theschemgustdescribedostss nanosecond®r afailed
poll (i.e.,a cachehit) and125nanosecondfer a successfupoll (i.e., a cachemiss). For comparisoneachpoll in the
simpleschemdi.e.,anl/O bustransfer)costs500nanoseconds.

Evenif the polling mechanisnmis efficient, polling is a mixed blessing. Insertingpolls manuallyis tediousand
errorprone.Severalsystemshereforeusea compileror a binary rewriting tool to insertpolls in loopsandfunctions.
Theproblemof finding theright polling frequeng remainshowever. In multiprocessoarchitectureshis problemcan
be solvedby dedicatinga secondprocessoto polling andmessagéandling.

SeveralsystemgAM-1l, FM/MC, LFC, Hamlyn, TrapezeU-Net, VMMC, VMMC-2) supportbothinterruptsand
polling. Interruptsusually canbe enabledor disabledby the recever; sometimeghe sendercanalsoseta flag in
eachpacletthatdeterminesvhetheraninterruptis to be generatedvhenthe paclet arrives. To reducethe numberof

interrupts,LFC hasimplementeda polling watchdog [9] on the NI. This mechanisnstartsa timer whena message
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application NI host
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Figure4: Designdecisiondor reliability.

arrivesandgenerateaninterruptonly if no poll is issuedby the hostbeforethetimer expires.

Reliability

Existing Myrinet protocolsdiffer widely in the way they addresgeliability. In Figure4 we shav the choicesmade
by varioussystems.The mostimportantchoiceis whetheror not to assumehatthe network is reliable. Myrinet has
avery low errorrate: therisk of a paclet gettinglost or corruptedis small enoughto considerit asa “f atal event”
(muchlike a memoryparity erroror an OS crash). Sucheventscanbe handledby higherlevel software (e.g.,using
checkpointing)pr elsecausehe applicationto crash.

Many Myrinet protocolsindeedassumehatthe hardwareis reliable,solet us look at theseprotocolsfirst. The
adwantageof this approachis efficiengy, becauseno retransmissiomrotocolor time-outmechanisnis needed Even
if the network is fully reliable,however, the softwareprotocolmay still drop paclketsdueto lack of buffer space.ln
fact,this is the mostcommoncauseof pacletloss. Eachprotocolneedscommunicatiorbufferson boththe hostand
theNI, andbotharea scarceresourceThis problemoccurredn the basicprotocoldescribeckarlier It canbe solved
in oneof two ways: eitherrecover from buffer overflow or preventoverflow to happen.

Thefirstidea(recovery)is usedin PM. Therecever simply discardsncomingpacletsif it hasnoroomfor them.
It returnsan acknavledgementACK or NACK) to the sendetto indicatewhetheror not it acceptedhe paclet. The
protocolnever dropsacknavledgementsMyrinet is reliable (by assumptionandwhenanacknavledgemenarrives,
thereceverprocesse completelybeforeit acceptsanew pacletfrom the network, soatmostoneacknaviedgement

needgo bebuffered.Myrinet'shardwareflow controlensureshatpendingnetwork pacletsarenotdropped A NACK
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indicatesa paclet wasdiscardedthe sendemill laterretransmithatpaclet. This processontinuesuntil anACK is
receved,in which casethesendercanreleasdhebuffer spaceor themessageThis protocolis fairly simple;themain
disadantagesrethe extraacknavledgementessageandtheincreasedhetwork loadwhenretransmissionsccur

The secondapproachs to avoid buffer overflow to occurby usinga flow control schemehatblocksthe sendeiif
thereceveris runningoutof buffer space For largemessage8IP requiresheapplicatiorto dealwith flow controlby
meanof arendezousmechanismtherecever mustpostareceve requesandprovide abuffer beforeamessagenay
besent.Thatis, alarge-messagsendnever completesheforeareceve hasbheenposted. FM andFM/MC implement
flow controlusinga host-level creditschemeBeforea hostcansenda paclet, it needdo have acreditfor therecever,
which represents paclet buffer in the recever’'s memory Creditscanbe handedout in advance(by pre-allocating
buffersfor specificsenders)put if a senderunsoutof creditsit mustblock until it succeedi gettingnew credits.

A host-level creditschemepreventsoverflow of hostbuffers,but notof NI buffers,which areusuallyevenscarcer
(becaus®&l memoryis smallerthanhostmemaory).With someprotocolstheNI temporarilystopsreceving messages
if theNI buffersoverflow. Suchprotocolsrely on Myrinet's hardware, link-level, flow controlmechanisn{backpres-
sure)to stallthe sendetin sucha case.LFC takesanotherapproactandappliesanNI-level credit-basedlow control
schemeThis schemas similarto thecreditschemeof FM andFM/MC describedibore, butit is appliedto NI buffers
andthereforepreventsNI buffer overflow. To avoid hosthbuffer overflon, LFC implementsadditionalflow control
betweena receving NI andits hostto ensurethatthe NI doesnot releasea paclet buffer beforeit hascopiedthe
paclet’s contentgo a free hostbuffer. An advantageof Nli-level flow controlis thatit simplifiestheimplementation
of anNI-level multicastscheméddescribedater).

Theprotocolsdescribedsofar thusimplementareliableinterfaceby dependingn thereliability of the hardware.
Severalotherprotocolsdo notassumehe network to bereliable,andeitherpreseneainunreliableprogrammingnter
faceor implementa retransmissiomrotocol. U-Net and Trapezepresentanunreliableinterface(like UDP). Instead,
highersoftwarelayers(e.g.,MPI, TCP)aresupposedo retransmitost messagefthersystemslo provide areliable
interface by implementingatimeout-retransmissiamechanismeitheronthehostor theNI. Thecostof settingtimers

andprocessin@cknavliedgemenis modesttypically no morethanafew microseconds.

Multicast

Multicastis animportantcommunicatiorservice,andhardware supportfor multicastin switched,wormhole-routed
network technologiedik e Myrinet is anactive researcharea. The simplestway to implementa multicastin software

is to let the sendeisenda point-to-pointmessagé#o eachmulticastdestination.This solutionis inefficient, becausé¢he
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point-to-pointstartupcostis incurredfor every multicastdestinationthis costincludesthe datacopy to NI memory
(possiblyprecededy a copy to aDMA area).With someNI supporttherepeatedopying canbe avoidedby passing
all multicastdestinationgo the NI, which then repeatedijtransmitsthe samepaclet to eachdestination. Sucha
'multisend’ primitiveis providedby PM.

Althoughmoreefficientthanarepeatedendon the host,a multisendstill leavesthe network interfaceasa serial
bottleneck.Most proposalsor NI-supportedmulticastingarethereforebasedon spanningtree protocolsthat allow
multicastpacletsto betransmittedn parallel(with logarithmicratherthanlinear compleity). Tree-basegbrotocols
canbeimplementedefficiently by performingtheforwardingof multicastpacletson the network interfaceinsteadof
onthe host. On our cluster Ni-level forwarding[10] improvesthe lateng of a broadcasto 64 nodesby 25% (from
136 psecto 101 psec). The performanceagain becomesvenlargerwhenpacletsarerecevedby interrupts,because
this increasehost-level forwardinglatencies.NlI-level forwarding of multicastpacletsis implementedoy LFC and
FM/MC.

An importantissuein the designof a multicastprotocolis flow control. Multicastflow controlis morecomple
thanpoint-to-pointflow control,becaus¢he sendenf amulticastpacket needgo obtainbuffer spaceon all receving
NIs andhosts.FM/MC usesa centralbuffer managefimplementedn oneof the NIs) to keepstrackof the available
buffer spaceat all recevers. This managehandlesall requestdor multicastbuffers andallows sendergo prefetch
buffer spacefor future multicasts. An advantageof this schemss thatit avoids deadlockby acquiringbuffer space
in advance;a disadwantagds thatit employs a centralbuffer managerAn alternatve schemds to acquirebufferson
thefly: the senderof a multicastpacletis responsiblenly for acquiringbuffer spaceatits childrenin the multicast
tree. This schemds usedby LFC. LFC usesa single,NI-level, flow control scheméor point-to-pointand multicast
traffic. This flow controlschemescaleshetterthanthe centralbuffer managerbut caremustbetakento avoid buffer

deadlocks.

Discussion and conclusions
The paperhasdiscussedeveraldesignissuesandtradeofs for network interfaceprotocols,in particular:

¢ how to transferdatabetweerhostsandNIs (DMA or programmed/O);
¢ how to avoid copying to andfrom DMA areasdhy meansf addresdranslationtechniques;

e how to achieve protecteduserlevel network accessn a multi-userenvironment;

15



¢ how to transfercontrol (interruptsand/orpolling);
¢ how andwhereto implementreliability (application hosts network interfaces);

¢ whetherto implementadditionalfunctionalityon the NIs, suchasmulticast.

Much researcthasbeendoneon theseissuesbothfor Myrinet and othernetwork technologies The sidebaron
Myrinetcommunicatiodayerssummarizetiow 11 existingcommunicatiorsystemsaddresgachissue.An interesting
obsenationis thatmary noveltechniquegxploit theprogrammabl@&ll processarThelattercapabilitygivesNIs much
flexibility , which oftencompensatefor thelack of hardwaresupportpresenin the moreadvancednterfacesusedby

Massvely ParallelProcessoréMPPs).We have seersereralexamplesin the paper:

e Thepolling watchdogdevice [9] caneasilybeimplementedn theNI controlprogram,asshavn by LFC.

¢ Addresdranslatiorcanbeimplementedn softwareontheNI andthehost(OS),giving comparabldéunctionality

asaddresgranslatiorhardwareof machinedik e the Meiko CS2.

¢ Programmabldis enableefficient software multicastimplementationsand thus compensatdor the lack of

hardwaresupport.

Eventually hardwareimplementationsnay be moreefficient, but the availability of a programmabléN| hasen-
abledfastandrelatively easyexperimentatiorwith differentprotocolsfor commoditynetwork interfaces.As aresult,
the performanceof theseprotocolshas substantiallyincreased. In combinationwith the economicadvantagef

commoditynetworks,this makessuchnetworksa key technologyfor parallelclustercomputing.
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Sidebar on Myrinet Communication Systems

The tablebelow classifiesl1 userlevel communicatiorsystemsand shavs how eachsystemdealswith the design
issuediscussedh thepaper All 11 systemsimfor high performancendprovide alean,low-level,andmoreor less
genericcommunicatiorfacility. All systemsxceptVMMC andU-Netweredevelopedfirst ona Myrinet platform.

Mostsystemsmplementa straightforvardmessage-passimgodel. Thesesystemaliffer mainlyin theirreliability
andprotectionguaranteeandtheir supportfor multicast. Several of thesesystemauseactivemessges With active
messageghe sendenf a messagspecifiesnot only the message'destinationjput alsoa handlerfunction whichis
invokedatthedestinatiorwhenthe messagarrives.

VMMC, VMMC-2, and Hamlyn provide virtual memory-mappednd sendeitbasedcommunicationinsteadof
messag@assingn bothmodelsthe sendeiof a datapaclet specifiesvherein therecever'saddresspacehe paclet
mustbedepositedThis modelsometimesllows datato be moveddirectlyto its destinatiorwithoutary unnecessary
copying.

In additionto theresearclprojectslisted above, industryhasrecentlycreateda draft standardor userlevel com-
municationin clusterervironments.Implementation®f this Virtual Interface(VI) architecturearebeingconstructed

by Intel andUC Berkeley. A descriptionof the VI architecturas availableat http://wwwyviarch.og/.
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System Data transfer| Translation Protection | Control Reliability Multicast
(host-NI) transfer support
AM-II PIO & DMA DMA areas yes polling + Reliable. no
[1] interrupts | NI: alternatingbit.
Host: sliding window.
FM [2] PIO DMA area(recv) no polling Reliable. no
Host-level credits.
FM/MC P1O DMA area(recv) no polling + Reliable. yes
[3] interrupts | Ucast:host-lesel credits| (onNI)
Mcast:NlI-level credits.
PM [4] DMA softwareTLB on NI yes (gang| polling Reliable. ACK/NACK | multiple
scheduling) protocolon NI. sends
VMMC DMA softwareTLB onNI yes polling + Reliable. Exploits | no
[5] interrupts | hardwarebackpressure
VMMC-2 || DMA UTLB in kerne| yes polling + Reliable. no
[6] cachednNI interrupts
LFC[7] PIO usertranslates no polling + Reliable. yes
interrupts+ | Ucast:NI-level credits. | (onNI)
watchdog | Mcast:Nl-level credits.
Hamlyn | PIO& DMA DMA areas yes polling + Reliable. Exploits | no
[8] interrupts | hardwarebackpressure
Trapeze || DMA DMA to pageframes | no polling + Unreliable. no
[9] interrupts
BIP[10] | PIO& DMA usertranslates no polling Reliable. Rendezweus | no
andbackpressure.
U-Net DMA TLB onNI yes polling + Unreliable. no
[11] (U-Net/MM) interrupts
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