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1 Intr oduction

In [12], ZakinthinosandLeedescribea generalizationof thesecure interleavingfunctionsframe-
work of McLean[7]. Thegeneralizationis couchedin termsof Low Level EquivalenceSets(LLES)
that, informally, representthe sequenceof low level eventsappearingin a particulartraceof the
system. The low level eventsare the only eventsthat a low level usercanobserve. The general
approachto informationflow securityis to formally specifyandrestricttheinformationthata low
level usercaninfer abouthigh level eventsfrom the observation of low level events. We attemp-
t herea knowledge-basedformalizationof [12]. For the time being,we assumea knowledgeof
possible-worldssemanticsfor modallogics,anda readingof [12] andrelatedwork on information
flow.

Recallthedefinition of anevent system[5]
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is thesetof tracesof thesystem.Givena trace $&% �#" anda set
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, let $+* ��' bethe

restrictionof thetrace$ to only eventsin
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We assumea partitionof theeventsinto low level events , andhigh level events - . An event

in
	

and , is saidto bealow level input event,andsimilarly for low level outputevents,high level
input events,andhigh level outputevents. By definition,givena trace $ , the trace $+* , of the low
level eventshappeningin $ is theonly observationthat , canmakeabout$ .

Intuitively, informationis saidto flow from thehigh level userto thelow level userif whenthe
low level userobservesa sequenceof low level eventscorrespondingto someunknown trace $ , it
caninfer informationabouthigh level activity in $ . Therearetwo notionsto beformalizedin such
astatement:whatis meantby “inferring information”,andwhatis meantby “high level activity”.

In [12], the following definition of informationflow is used. (In fact, this definition doesnot
appearin thepaper, but is given in [11, p. 30].) Thereis informationflowing from high to low in
an event sytem

�
if andonly if “the low level user’s observation of $+* , implies that at leastone

high level eventsequenceor interleaving is not possible.” In otherwords,informationflows from
high level usersto low level usersif thereexists a high level traceor interleaving suchthat if it
hadoccurred,then $+* , couldnot have occurred.This definition is intuitive, andoneis temptedto
attemptto formalizeit directly. However, thereis acaveat.As Zakinthinosargues[11, p.30]:

1It is not clearwhetherallowing internaleventsis an issue. Presumably, we could assumethat internaleventsare
simplyoutputeventsfor a moregeneraldefinitionof output.
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“Caremustbetaken in interpretingthis statement.If low level actionsinfluencehigh
level behaviour thenit is possiblefor a particularsequencenot to bepossiblebecause
thelow level influenceprecludesit. However, in this caseno inferenceis possible.”

(We note that the low level useris assumedto have completeknowledgeof all the tracesof the
system.)

Intuitively, thedefinitionof informationthereforeshouldbereadas:thereis informationflowing
from high to low if andonly if thelow level user’s observationof $+* , impliesthatat leastonehigh
level eventsequenceor interleaving thatasfar asthelow level usercanfigure out is allowedis not
possible.

Recastingthework on possibilisticinformationthat[12] attemptto capturein their framework
in thelight of this definition,thevariousdefinitionsof securityreviewedin [12] canbeunderstood
asgiving differentwaysof definingwhatthelow level usercanfigureout shouldbeallowed.

2 Inf ormation flow and knowledge

Let usgive a simplelogical framework in which to interprettheabove intuitions. We fix a set .0/
of primitive propositions.The logic is a modalpropositionallogic with two modaloperators1
and 2 . Intuitively, 1�3 meansthat the low level userknows that 3 is true (in the systemunder
consideration),while 2#3 meansthat the low level userconsiders3 possibleor allowable. The
setof formulas . is the closureof .0/ undernegation,conjunctionandapplicationof the 1 and
2 operators.We will sometimesbe interestedin thesetof propositionalformulas .04 , that is the
closureof .0/ undernegationandconjunction.

We assigna semanticto the logic by viewing event systemsasKripke structures,asfollows.
Definea ZL structure 576 correspondingto

���8���9�
	:�
�����;�
asa tuple

� 2 ���<�
=��
>+� , where 2 is
thesetof allowed tracesof thesystem,and

��� 2 is thesetof actualtracesof thesystem(taken
from
�

). The relation
=

is an equivalencerelationon tracesdefinedby
=9� $ � $ '?� if f $+* , � $ ' * , .

Thefunction
>

assignsa truth-valueto theprimitive propositionsin .@/ , for every tracein 2 . The
satisfiabilityrelation * � is avariationon thestandardKripke semantics:

� 5 � $ � * �7A if f
>B� $ �C�DAE�B� true

� 5 � $ � * �GF 3 if f
� 5 � $ �;H* � 3

� 5 � $ � * � 3JI)K�3+L if f
� 5 � $ � * � 3BI and

� 5 � $ � * � 3ML
� 5 � $ � * � 2#3 if f NE$ ' % =9� $ �
�O� 5 � $ 'P� * � 3
� 5 � $ � * � 1�3 if f NQ$ ' % =9� $ �R�S�T�O� 5 � $ ' � * � 3

A knowledge-basedinterpretationof a securitypropertywith respectto informationflow is to
ensurethatfor asetof formulas. 'Q� . (intuitively, thesetof formulasrepresentingtheinformation
thatshouldnot beinferredby thelow level user),a ZL structure5 �U� 2 ���<�
=��
>+� shouldbesuch
that for all 3G%V. ' , andfor all $W% � (that is, for all the tracesthat actually exist in thesystem),� 5 � $ � * � 1�37XY2#3 . (Intuitively, if thelow level userknows 3 , thenit couldhave inferred 3 by
simply consideringthe tracesthat he considersallowed, asopposedto thosethat he knows could
happen.)
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A reasonablechoiceof . ' to modelthecurrentwork on informationflow is to take . ' to be .04 ,
thepropositionalformulasover .0/ .

Therearetwo advantageswith thisview of security. First,weseparatetheissuesof thesequence
of eventshappeningin thesystem(thetrace)from whatthelow level usercanexpress(thelanguage
derived from .0/ ). This allows us to be muchmoreprecisein our statements:a systemis secure
with respectto the knowledge-basednotion of informationflow if thereis no formula of interest
(in the set . ' ) that candistinguishbetweenthe real systemandthe allowed system. As we will
seein the next section,this allows a systemto be qualified of secureeven if it doesnot satisfy
a securitypropertyin its full generality. The secondadvantageis that we canreadily extract the
informationleakedby asystemdeemedinsecureatany giventrace:a trace$ leaksinformation 3 if� 5 � $ �;H* � 1Z3&X[2#3 , thatis

� 5 � $ � * � 1Z3\K F 2#3 .

3 An interpretation of security properties

Many differentnotionsof securityhave beenproposedin the literature,eachtrying to capturethe
notionof informationflow. In [12] andsubsequentwork (for example,[4]), suchsecurityproperties
areinterpretedasclosurepropertiesoverthesetof tracesin thesystem.In thissection,wereinterpret
thosesecuritypropertiesin thelogical framework of Section2. As we will see,a securityproperty
will correspondto differentassumptionsaboutthea priori knowledgethatthelow level userhasof
thesystemunderconsideration.

For an event system
�

, we will view a securitypropertyasa meanof deriving the set 2 of
allowed tracesfrom theset

�
of actualtracesin thesystem.Intuitively, since 2 representstheset

of tracesthatthelow level userconsidersallowed,thiscapturestheknowledgeof thelow level user
aboutthesystem.Thisa priori knowledgeis extractedfrom theactualtracesof thesystem,andnot
from someanalysisof thesystembeingmodeled.As weshallsee,thismakesit difficult to describe
preciselywhatsomeof thesecuritypropertiesactuallymean.

Wenow review some“classical”securityproperties,whichdescribetheminimalstructureof 2
given

�
. Wesaystructure5 �]� 2 ���<�
=��
>+� satisfiespropertŷ if theset 2 satisfiespropertŷ .

Noninference[8]: For all $_%�2 , thereis a $ ' %�2 suchthat $+* , � $ ' * , and $ ' * - �a`cb . The
intuition hereis that the low level userdoesnot know anything abouttheoccurenceof high
level events;for any trace$ , heallows in thesystematracewith thesamelow level sequence,
but no high-level events.

Generalizednoninference[7]: For all $&%Z2 , thereis a $ ' %�2 suchthath $+* , � $ ' * , and
$ ' * � - ��	d� . This is similar to noninference,but herethelow level useris only ignorantof the
high level input events,while presumablybeingableto predicttheoutputevents.

Generalized noninterference [5, 6]: For all $�%�2 and for all $ ' in ePf:gihkj
l?h
monph �q� - �	r��"s� $+* , � , thereis a $ ' ' %G2 suchthat $ ' ' * , � $+* , and $ ' ' * � , �t� - ��	d�q�S� $ ' . This is
anondeterministicversionof GoguenandMesegueroriginalnoninterferenceproperty[1, 2].
It capturestheintuition thatthehigh level eventsarepreventedto affect thelow level events.
It is not clearhow to interpretthis knowledge-wise. (In fact, the statementof generalized
noninterferencegiven hereshouldprobablybecalledstronggeneralizednoninterference,s-
ince it is slightly moregeneralthan the definition of generalizednoninterferencegiven by
McCullough.)

3



Non-deducibleoutput [3]: ...

Separability [7]: ...

PSP[12]: ...

Givenaneventsystemwith traces
�

, thesecuritypropertiesabove attemptto infer a plausible
notionof “what thelow level userknowsa priori”, from whichto derive theconceptof information
flow: informationflows from high to low if, roughlyspeaking,thelow level userknows something
thathedid not know a priori . For example,noninferencecapturesthe fact that the low level user
knows nothingabouthigh level events,while separabilitycapturesthe fact that the low level user
knows nothingabouthigh level eventsexceptfor theallowablesequencesof high level events.

With thisperspective, thevarioussecuritypropertiesappearratherarbitrary. (Mantel[4] dissects
varioussecuritypropertiesinto basicsecurityblocks,sheddingsomelight on the variouschoices
made.) In all fairness,thosesecuritypropertiesalsoattemptto addressthe issueof composition,
whichwe have not touchedin thisnote.

To summarize,asystemis deemedsecureunderpossibilisticinformationflow (thatis, asystem
doesnot exhibit informationflow from high to low) if the low level userdoesnot learnanything
from witnessingthesequenceof low level eventsof a given trace. To make this precise,we need
to formalizewhatthelow level userknows aboutthesystem.This formalizationcanbeseenasthe
constructionof 2 for aZL structure.

4 Comments

1. Canwe somehow formalizetheintuition underlyingall thesecuritypropertiesof Section3?

2. Canwe figureoutwaysof comingwith 2 by “external” means?

3. Figureout thenotionsof unwindingandcomposability. How do they fit in thepicturewe’re
trying to paint?

4. Zakinthinosseemsto have missedthe boatat somepoint. In [11], he refersto a paperby
Wittbold and Johnson[10] as containinga good discussionof why a previous theory of
Sutherland[9] was inadequatefor capturinginformationflow security. Zakinthinosseem-
s to dismissWittbold andJohnson’s conclusionthat Sutherland’s work wasflawedbecause
hedid not considerstrategies(in thegame-theoreticsense,possibly).At thevery least,that
threadshouldbefollowedupon.
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