A Knowledge-Basedhterpretatiorof Possibilistic
InformationFlow

RiccardoPucella

Februaryl9,2001

1 Intr oduction

In [12], ZakinthinosandLee describea generalizatiorof the secue interleavingfunctionsframe-
work of McLean[7]. Thegeneralizations couchedn termsof Low Level EquivalenceSets(LLES)
that, informally, representhe sequencef low level eventsappearingn a particulartraceof the
system. The low level eventsarethe only eventsthat a low level usercanobsere. The general
approacho informationflow securityis to formally specifyandrestrictthe informationthata low
level usercaninfer abouthigh level eventsfrom the obseration of low level events. We attemp-
t herea knowledge-basedormalizationof [12]. For the time being, we assumea knowledge of
possible-wrlds semanticdor modallogics,andareadingof [12] andrelatedwork oninformation
flow.

Recallthe definition of aneventsystem[5] S = (E,I,0,T) whereFE is a setof events,and
I C E theinputeventsandO C F theoutputevents.(Notethat7 N O = (). We alsoassumehat
IU O = E, in otherwordsthatall the eventsare eitherinput eventsor outputevents!) The set
T C E* isthesetof tracesof thesystem.Givenatracer € E* andasetE’ C E, let 7|E’ bethe
restrictionof thetracer to only eventsin E’.

We assumea partition of the eventsinto low level eventsL andhigh level eventsH. An event
in I andL is saidto bealow level input event,andsimilarly for low level outputevents,high level
input events,andhigh level outputevents. By definition, givena tracer, thetracer|L of thelow
level eventshappeningn 7 is theonly obsenationthat L canmake aboutr.

Intuitively, informationis saidto flow from the high level userto the low level userif whenthe
low level userobseresa sequencef low level eventscorrespondingo someunknavn tracer, it
caninfer informationabouthigh level actvity in 7. Therearetwo notionsto be formalizedin such
a statementwhatis meantby “inferring information”, andwhatis meantby “high level actiity”.

In [12], the following definition of informationflow is used. (In fact, this definition doesnot
appeaiin the paper but is givenin [11, p. 30].) Thereis informationflowing from highto low in
aneventsytemS if andonly if “the low level users obseration of 7|L implies that at leastone
high level eventsequencer interlearing is not possibl€. In otherwords,informationflows from
high level usersto low level usersif thereexists a high level traceor interleaving suchthatif it
hadoccurredthenr|L could not have occurred.This definitionis intuitive, andoneis temptedto
attemptto formalizeit directly. However, thereis a caveat. As Zakinthinosamgues[11, p.30]:

11t is not clearwhetherallowing internal eventsis an issue. Presumablywe could assumethat internal eventsare
simply outputeventsfor amoregeneraldefinition of output.



“Caremustbetakenin interpretingthis statementlf low level actionsinfluencehigh
level behaiour thenit is possiblefor a particularsequencaot to be possiblebecause
thelow level influenceprecludest. However, in this casenoinferenceis possiblé.

(We notethatthe low level useris assumedo have completeknowledge of all the tracesof the
system.)

Intuitively, thedefinitionof informationthereforeshouldbereadas:thereis informationflowing
from highto low if andonly if thelow level users obseration of 7| L impliesthatatleastonehigh
level eventsequencer interlearing thatasfar asthelow level usercanfigure outis allowedis not
possible.

Recastinghe work on possibilisticinformationthat[12] attemptto capturein their framework
in thelight of this definition, the variousdefinitionsof securityreviewedin [12] canbe understood
asgiving differentwaysof definingwhatthelow level usercanfigure out shouldbe allowed.

2 Information flow and knowledge

Let usgive a simplelogical framewvork in which to interpretthe above intuitions. We fix a set®,
of primitive propositions. The logic is a modal propositionallogic with two modal operatorsik’
and P. Intuitively, K¢ meansthatthe low level userknows that ¢ is true (in the systemunder
consideration)while Py meansthat the low level userconsidersy possibleor allowable. The
setof formulas® is the closureof ®, undernegation, conjunctionand applicationof the K and
P operators.We will sometimese interestedn the setof propositionalformulas®’’, thatis the
closureof 43 undernegationandconjunction.

We assigna semanticto the logic by viewing event systemsas Kripke structuresasfollows.
Definea ZL structue Mg correspondindo S = (F,1,0,T) asatuple (P,T,K,x), whereP is
the setof allowed tracesof the system,andT C P is the setof actualtracesof the system(taken
from S). Therelation K is an equialencerelationon tracesdefinedby K(r, 7') iff 7|L = 7'|L.
Thefunction assignsa truth-valueto the primitive propositionsn @, for every tracein P. The
satisfiabilityrelation |= is a variationon the standardripke semantics:

M,7) = piff n(7)(p) = true

(

(M, 7) = —pift (M, 7) = ¢

(M, 7) = @1 A pa iff (M, 7) = o1 and(M, 7) |= o3
(M,7) | Poiftvr' € K(r),(M,7') | ¢

(M,7) = KoiftvVr' € K(1)NT,(M,7') = ¢

A knowledge-basedhterpretationof a securitypropertywith respecto informationflow is to
ensurahatfor asetof formulas®’ C ® (intuitively, thesetof formulasrepresentingheinformation
thatshouldnot beinferredby the low level user),aZL structureM = (P, T, K, ) shouldbe such
thatfor all ¢ € ®', andfor all 7 € T (thatis, for all the tracesthat actually exist in the system),
(M, 1) E K¢ = Pyp. (Intuitively, if thelow level userknows ¢, thenit couldhave inferredp by
simply consideringthe tracesthat he considersallowed, as opposedo thosethat he knows could
happen.)



A reasonablehoiceof & to modelthe currentwork oninformationflow is to take ®’ to be ®°,
the propositionaformulasover ®.

Therearetwo adwvantagesvith thisview of security First,we separat¢heissuef thesequence
of eventshappeningn thesystem(thetrace)from whatthelow level usercanexpresqthelanguage
derived from ®;). This allows usto be muchmore precisein our statementsa systemis secure
with respectto the knowledge-baseadotion of informationflow if thereis no formula of interest
(in the set®’) that candistinguishbetweenthe real systemand the allowed system. As we will
seein the next section,this allows a systemto be qualified of secureeven if it doesnot satisfy
a securitypropertyin its full generality The secondadwantageis that we canreadily extractthe
informationleaked by a systemdeemednsecureatary giventrace:atracer leaksinformationy if
(M, 1) i Ko = Py, thatis (M, 1) = Ko A —Pep.

3 An interpretation of security properties

Many differentnotionsof securityhave beenproposedn the literature,eachtrying to capturethe
notionof informationflow. In [12] andsubsequenwork (for example,[4]), suchsecurityproperties
areinterpretedasclosurepropertieoverthesetof tracedn thesystem.n thissectionwereinterpret
thosesecuritypropertiesn thelogical framework of Section2. As we will see,a securityproperty
will correspondo differentassumptionsboutthea priori knowledgethatthelow level userhasof
the systemunderconsideration.

For an event system$S, we will view a securitypropertyasa meanof deriing the set P of
allowed tracesfrom the setT' of actualtracesin the system.Intuitively, since P representshe set
of traceghatthelow level userconsidersallowed, this captureghe knowledgeof thelow level user
aboutthesystem.This a priori knowledgeis extractedfrom theactualtracesof thesystemandnot
from someanalysisof the systembeingmodeled.As we shallsee this malkesit difficult to describe
preciselywhatsomeof the securitypropertiesactuallymean.

We now review some“classical” securitypropertieswhich describehe minimal structureof P
givenT. We saystructureM = (P, T, K, r) satisfieropertyX if thesetP satisfiepropertyX.

Noninference[8]: Forall 7 € P, thereisar’ € P suchthatr|L = 7'|L andr'|H = (). The
intuition hereis thatthe low level userdoesnot know arnything aboutthe occurenceof high
level events;for ary tracer, heallowsin thesystematracewith thesameow level sequence,
but no high-level events.

Generalizednoninference[7]: Forall 7 € P, thereisar’ € P suchthathr|L = 7/|L and
7'|(H N I). Thisis similarto noninferencebut herethelow level useris only ignorantof the
high level input events,while presumablybeingableto predictthe outputevents.

Generalized noninterference[5, 6]: For all 7 € P andfor all 7' in interleave((H N
I)*,7|L), thereisar” € P suchthat7”|L = r|L andr"|(LU (HN1I)) = 7'. Thisis
anondeterministizersionof GoguerandMeseayueroriginal noninterferenc@roperty[1, 2].
It capturegheintuition thatthe high level eventsarepreventedto affectthe low level events.
It is not clearhow to interpretthis knowledge-wise. (In fact, the statemenbf generalized
noninterferencegiven hereshouldprobablybe calledstronggeneralizechoninterferences-
ince it is slightly more generalthanthe definition of generalizechoninterferenceyiven by
McCullough.)



Non-deducibleoutput [3]: ...
Separability [7]: ...
PSP[12]: ...

Givenan eventsystemwith tracesT’, the securitypropertiesabove attemptto infer a plausible
notionof “what thelow level userknows a priori”, from whichto derive the concepbf information
flow: informationflows from highto low if, roughly speakingthelow level userknows something
thathe did not know a priori. For example,noninferencecaptureghe factthatthe low level user
knows nothingabouthigh level events,while separabilitycaptureghe factthatthe low level user
knows nothingabouthigh level eventsexceptfor the allowablesequencesf high level events.

With thisperspectie, thevarioussecuritypropertiesappearatherarbitrary (Mantel[4] dissects
varioussecuritypropertiesinto basicsecurityblocks, sheddingsomelight on the variouschoices
made.) In all fairnessthosesecuritypropertiesalso attemptto addresghe issueof composition
which we have nottouchedn this note.

To summarizeasystemis deemedecureunderpossibilisticinformationflow (thatis, asystem
doesnot exhibit informationflow from high to low) if the low level userdoesnot learnarnything
from witnessingthe sequenc®f low level eventsof a giventrace. To make this precise we need
to formalizewhatthelow level userknows aboutthe system.This formalizationcanbe seenasthe
constructiorof P for aZL structure.

4 Comments

1. Canwe somehwv formalizetheintuition underlyingall the securitypropertiesof Section3?
2. Canwe figure outwaysof comingwith P by “external” means?

3. Figureoutthe notionsof unwindingandcomposability How do they fit in the picturewe’re
trying to paint?

4. Zakinthinosseemdo have missedthe boatat somepoint. In [11], he refersto a paperby
Wittbold and Johnson[10] as containinga good discussionof why a previous theory of
Sutherland9] wasinadequatdor capturinginformationflow security Zakinthinosseem-
s to dismissWittbold and Johnsors conclusionthat Sutherland work wasflawed because
he did not considerstratgies(in the game-theoretisensepossibly). At the very least,that
threadshouldbefollowedup on.
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