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To a growing degree, applicationsare expected
to be self-configuringand self-managingandasthe
rangeof permissibleconfigurationgrows, thisis be-
coming an enormouslycomple undertaking. In-
deed, the managemensubsystenfor a distributed
systemis often more complex thanthe application
itself. Yetthe technologyoptionsfor building man-
agementnechanismbave lagged.Currentsolutions,
suchas clustermanagemensystemsdirectory ser
vices, and event notification services,either do not
scaleadequatelyr aredesignedor relatively static
settings.

In this paperwe describea new informationman-
agementservicecalled Astrolabe. Astrolabemoni-
tors the dynamically changingstateof a collection
of distributedresourcesteportingsummarief this
information to its users. Like DNS, Astrolabeor-
ganizesthe resourcednto a hierarchyof domains,
which we call zonesto avoid confusion,and asso-
ciatesattributeswith eachzone.Unlike DNS, the at-
tributesmay be highly dynamic,andupdatespropa-
gatequickly; typically, in tensof seconds.

Astrolabe continuously computessummariesof
the datain the systemusing on-the-fly aggreation.
The aggrgation mechanismis controlled by SQL
gueriesandcanbeunderstoodsatype of datamin-
ing capability For example, Astrolabeaggreation
canbe usedto monitor the statusof a setof seners
scatteredvithin the network, to locatea desiredre-
sourceon the basisof its attribute values,or to com-
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putea summarydescriptionof loadson critical net-
work componentsAs this informationchangesAs-
trolabewill automaticallyandrapidly recomputehe
associatedggrejatesand reportthe changego ap-
plicationsthathave registeredtheir interest.

The Astrolabesystemlooksto a usermuchlike a
databasealthoughit is a virtual databasehat does
notresideon a centralizedsener. This databasere-
sentationextendsto several aspects. Most impor-
tantly, eachzonecanbe viewed asa relationaltable
containingthe attributesof its child zoneswhichin
turn canbe queriedusingSQL. Also, usingdatabase
integrationmechanismdéike ODBC andJDBC stan-
darddatabas@rogrammingoolscanaccesandma-
nipulatethe dataavailablethroughAstrolabe.

Thedesignof Astrolabereflectsfour principles:

1. Scalability through hierarchy:  Astrolabe
achieves scalabilitythroughits zonehierarchy
Givenboundson the sizeandamountof infor-
mation in a zone, the computational,storage
andcommunicatiorcostsof Astrolabearealso
bounded.

2. Flexibility through mobile code: A restricted
form of mobile code,in theform of SQL aggre-
gationqueriesallows usersto customizeAstro-
labeonthefly.

3. Rolustnesghrougha randomizedpeerto-peer
protocol: Systemshasedon centralizedseners
arevulnerableto failures,attacks andmisman-
agement. Astrolabeagentsrun on eachhost,
communicatingthrough an epidemic protocol
thatis highly tolerantof failures,easyto deploy
andefficient.



Figurel: An exampleof athree-level Astrolabetree.
Thetop-level root zonehasthreechild zones.Each
zone,including the leaf zones(the hosts),hasan at-
tributelist. Eachhostrunsa Astrolabeagent.

4. Security through certificates: Astrolabe uses
digital signaturesto identify and reject poten-
tially corrupteddataandto controlaccesgo po-
tentially costly operations.

Zones

Astrolabe gathers,disseminatesand aggreatesin-
formationaboutzones.The structureof Astrolabes
zonescanbeviewedasatree. Theleavesof thistree
representhe hosts,while the root containsall hosts
(seeFigurel).

Associatedvith eachzoneis a uniqueidentifier, a
pathnameandanattributelist which containghein-
formation associatedvith the zone. Borrowing ter-
minology from SNMR we call this attribute list a
ManagemeninformationBaseor MIB.

The Astrolabeattributesare not directly writable,
but generatedby so-called aggregation functions
Eachzonehasa setof aggrgationfunctionsthatcal-
culatethe attributesfor the zones MIB. An aggrea-
tion functionfor azoneis an SQL programthattakes
alist of the MIBs of thezones child zonesandpro-
ducesasummaryof their attributes.

Leaf zonesform anexception. Eachleaf zonehas
a setof virtual child zoneslocal to the correspond-
ing agent. Theseattributesof thesevirtual zonesare
updateddirectly from somelocal datasource. Stan-
dard datasourcesare available from a virtual child
zonecalled“system”, andthe agentalsoallows nen
virtual child zonesto becreated.

TheMIB of ary zoneis requiredto containatleast
the following attributes: id: the zoneidentifier; is-

sued atimestampfor the versionof the MIB, used
for the replacemenstratayy in the epidemicproto-
col, aswell asfor failure detection;contacts asmall
setof addressefor representatie agentf thiszone,
usedfor the peerto-peerprotocolthattheagentsun;
nmembersthetotalnumberof hostsin thezone,con-
structedby takingthesumof thenmembersttributes
of thechild zones.

AggregationFunction Certificates

Aggregationfunctionsare programmable. The code
of thesefunctionsis embeddedh so-calledaggrega-
tion function certificates(AFCs), which are signed
certificatesinstalledas attributesinside MIBs. The
evaluationof theseAFCsproduces/aluesfor thecor

respondingattributes. However, we also use AFCs
for other purposes. An Information RequestAFC
specifieswhat information the applicationwantsto

retrieve at eachparticipatinghost,and how to aggre-
gatethisinformationin the zonehierarchy (bothare
specifiedusing SQL queries).A Configuiation AFC
specifiesrun-time parameterghat applicationsmay
usefor dynamicon-line configuration.In thefuture,
we areconsideringaddingAction AFCswhich might
specifyactionsto betakenon hostsmanagedy As-

trolabe, but beforedoing so mary securityimplica-
tionswould needto beaddressed.

Agentsand Gossip

Eachhost runs an Astrolabe agent, which keepsa
local copy of a subsetof the Astrolabezonetree.
Theseinclude the zoneson the pathto the root, as
well astheir sibling zones.In particular eachagent
hasa local copy of the root MIB, andthe MIBs of
eachchild of the root. Note thatthereareno cen-
tralized senersassociatedvith internal zones;their
MIBs arereplicatedon all agentswithin thosezones.
Althoughreplicated zoneinformationis notrepli-
catedin lock-step:differentagentsn a zonearenot
guaranteedo have identical copiesof MIBs even if
gueriedat the sametime, andif updatedo a leaf at-
tribute are very rapid, someagentsmight even miss
updateghatotheragentsperform. However, the As-
trolabeprotocolsguarante¢hat MIBs do not lag be-
hind using an old versionof a MIB forever. In-
stead,Astrolabeimplementsa probabilistic consis-



tengy modelunderwhich, if updatego theleaf MIBs
ceasdor long enough,an operationalagentis arbi-
trarily likely to reflectall the updateshat hasbeen
seenby otheroperationahgents.

Astrolabe propagatesnformation using an epi-
demic peerto-peer protocol known as gossip [3].
Thebasicideais simple: periodically eachagentse-
lectssomeotheragentandexchangesstateinforma-
tion with it. If the two agentsarein the samezone,
the stateexchangedrelatesto MIBs in that zone; if
they arein differentzonesthey exchangestateasso-
ciatedwith the MIBs of theirleastcommonancestar
In this manner the statesof Astrolabeagentscon-

onezoneis nestedwithin another The administrator
for a zoneis responsibldor creatingits child zones,
signing AFCs that are distributed within the zone,
setting protocol parametersuch as the gossiprate
for thatzone,andmanagingts keys.

API

Applications invoke Astrolabe interfacesthrough
callsto a library (seeTable 1). The library allows
applicationsto peruseall the informationin the As-
trolabetree,settingup new connectionsisnecessary
The creationandterminationof connectiongs trans-

vemgeasdataages.Similarly, AFCsaredisseminated parentto applicationprocessesso the programmer

usingthegossipprotocol.

Communication

We have tacitly assumedhat Astrolabeagentshave a
simpleway to addres®achotherandexchangegos-
sip messagesUnfortunatelyin this ageof firewalls,
Network Address Translation (NAT), and DHCR,
mary hostshave no way of addressingeachothet
andevenif they do, firewalls oftenstandin theway of
establishingcontact. One solutionwould have been
to e-mailgossipmessagebetweenrhosts,but we re-
jectedthis, amongothers,for efficiengy considera-
tions. We alsorealizedthat IPv6 may still bealong
timein coming,andthatIT managersreveryreluc-
tantto createholesin firewalls.

We currently offer two solutionsto this problem.
Both solutionsinvolve HTTP asthe communication
protocolunderlyinggossip,andrely onthe ability of
mostfirewalls and NAT boxesto setup HTTP con-
nectionsfrom within a firewall to an HTTP sener
outsidethefirewall, possiblythroughanHTTP proxy
sener. OnesolutiondeploysAstrolabeagentsonthe
core Internet (reachableby HTTP from anywhere),
while theotheris basen RelayServerqor Rendez-
Vous Server$ suchasusedby AOL InstantMessen-
ger, Groove,andJXTA. Thetwo solutionsare mutu-
ally compatibleandcanbe usedatthe sametime.

Administrative control

Althoughthe administratiorof Astrolabeasawhole
is decentralizedeachzoneis centrallyadministered.
Eachzonemay have its own administrator even if

canthink of Astrolabeasonesingleservice.

Besidesa native interface the library hasan SQL
interfacethat allows applicationsto view eachnode
in the zonetree as a relationaldatabasédable, with
a row for eachchild zoneand a column for each
attribute. The programmercan then simply invoke
SQL operatorgo retrieve datafrom thetables.Using
selection,join, and union operationsthe program-
mer cancreatenew views of the Astrolabedatathat
areindependenbf the physicalhierarchyof the As-
trolabetree. An ODBC driver is available for this
SQL interface,so that mary existing databaseools
canuseAstrolabedirectly, and mary databasesan
importdatafrom Astrolabe.

Example: Peerto-peer Multicast

Mary distributed gamesand other applicationsre-
quire a form of multicastthat scaleswell, is fairly
reliable,anddoesnot put a TCP-unfriendlyload on
thelnternet.In thefaceof slow participantsthemul-
ticastprotocol’s flow control mechanisnshouldnot
forcetheentiresystento grindto a halt. This section
describesucha multicastfacility. It usesAstrolabe
for control, but setsup its own treeof TCP connec-
tionsfor actuallytransportingnessages.

Eachmulticastgrouphasaname say“game”. The
participantsnotify their interestin receving mes-
sagesfor this group by installing their TCP/IP ad-
dresdn theattribute“game” of theirleafzones MIB.
This attributeis aggreatedusingthe query

SELECT FI RST(3, ganme) AS gane



Method

Description |

find_contacts(timescope)

searchor Astrolabeagentsn thegivenscope

setcontacts(addresses)

specifyaddressesf initial agentgo connecto

getattributes(zonegventqueue)

reportupdatedo attributesof zone

getchildren(zonegeventqueue)

reportupdatedo zonemembership

setattribute(zoneattribute,value)

updatethe givenattribute

Tablel: Application Programmetnterface.

Thatis, eachzoneselectghreeof its participants’
TCP/IPaddresses.

Participantsexchangemessagesf theform (zone,
data). A participantthat wantsto initiate a multi-
castlists the child zonesof the root domain, and,
for eachchild thathasa non-empty‘game” attribute,
sendsthe messagdchild-zone,data)to a selected
participantfor that child zone (more on this selec-
tion later). Eachtime a participantreceves a mes-
sage(zone,data),it findsthe child zonesof thegiven
zonethat have non-empty‘game” attributesandre-
cursively continueghedisseminatiorprocess.

The TCP connectionghatare createdare cached.
This effectively constructsatreeof TCPconnections
thatspanghesetof participantsThistreeis automat-
ically updatecasAstrolabereportszonemembership
updates.

To makesurethat the disseminatiodatengy does
not suffer from slow participantsin the tree, some
measuresnust be taken. First, a participantcould
post(in Astrolabe)therateof messagethatit is able
to process. The aggr@ation query canthenbe up-
datedasfollowsto selectonly the highestperforming
participantdor “internal routers.

SELECT
FI RST(3, gane) AS gane
ORDER BY rate

Senderscan also monitor their outgoing TCP
pipes. If onefills up, they may wantto try another
participantfor the correspondingzone. It is even
possibleto use more than one participantto con-
struct a “fat tree” for disseminationbut then care

shouldbetakento reconstructheorderof messages.

Thesemechanismgogethereffectively route mes-
sagesaroundslow partsof thelnternet,muchlike Re-
silient Overlay Networks[1] accomplishe$or point-
to-pointtraffic.

In Publish/Subscribeystems[5], recevers sub-
scribeto certaintopicsof interestandpublishergpost
message® topics. The multicastprotocoldescribed
above can be easily modified to implement Pub-
lish/Subscribeandageneralizedoncepthatwe call
selectivemulticastor selectivePublish/Sulscribe.

Theideais to tagmessagewith a SQL condition,
chosenby the publishers. For example,a publisher
thatwantsto sendan updateto all hoststhat have a
versionof someobjectthatis lessthan3.1, this con-
dition could be “M N(version) < 3.1". The
participantsin the multicastprotocolabove usethis
conditionto decideto which otherparticipantgo for-
wardthe messageln the exampleusedabove, when
receving amessagézone,data,condition),a partic-
ipant executesthe following SQL queryto find out
which participantgo forwardthe messageo:

SELECT gane
FROM zone
VWHERE condi ti on

In this idea, the publisherspecifiesthe set of re-
ceivers. Basic Publish/Subscribean then be ex-
pressedas the publisherspecifyingthat a message
shouldbe deliveredto all subscribergo a particular
topic.

The simplestway to do this is to createa new at-
tribute by the nameof thetopic. Subscribersetthis
attributeto 1, andtheattributeis aggrejatedoy taking
thesum. The conditionis then“at t ri but e > 0".
However, this doesnot scalewell in casethereare
mary topics.

A solution that scalesmuch betteris to use a
Bloomfilter [2].1 Thissolutionusesasingleattribute

This ideais alsousedin the directory serviceof the Ninja
system.[4
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Figure2: Theaveragenumberof roundsnecessaryo
infect all participantsusingdifferentbranchingfac-
tors. In all thesemeasurementshe numberof repre-
sentatvesis 1, andthereareno failures.

thatcontainsafixed-sizebit map. Theattributeis ag-

gregatedusing bitwise OR. Topic namesare hashed
to a bit in this bit map. The condition taggedto

themessagés “Bl TSET( HASH(t opi c) ) ". In the

caseof hashcollisions,this mayleadto messagebe-

ing routedto more destinationghan strictly neces-
sary

Scalability

We know that the time for gossipto disseminatén
a “flat” populationgrows logarithmically with the
size of the population,evenin the face of network
links and participantsfailing with a certain proba-
bility [3, 6]. The questionis, is this also true in
Astrolabe,which usesa hierarchicalprotocol? The
answerappeargo be yes, albeit somavhat slower.
To demonstratehis, we conductedsimulatedexper
iments. The resultsof one such experimentis de-
scribedhere.

We simulatedup to 5% (390,625)members.Gos-
sip occurredin rounds,with all membersgossiping
at the sametime. We assumedhat successfubos-
sip exchangesompletewithin a round. (Typically,
Astrolabeagentsare configuredto gossiponceev-
ery 2-5 secondsso this assumptiorseemsreason-
able.) Eachexperimentwas conductedat leastten
times. (For small numbersof memberamuch more

often thanthat.) In both experiments,the variance
obsenedwaslow.

In this experiment,we variedthe branchingfactor
of thetree.We usedbranchingfactorsb, 25,and125
(thatis, 5!, 52, and53). Therewasonerepresentatie
(contact)perzone,andno failures.We measuredhe
averagenumberof roundsnecessaryo disseminate
information from one nodeto all othernodes. We
show theresultsin Figure2 (onalog scale)andcom-
parethesewith flat (non-hierarchical)gossip. Flat
gossipis impracticalin areal systemastherequired
memorygrows linearly, and networkload quadrati-
cally with the membershiphut it providesa useful
baseline.

Flat gossipprovidesthe lowestdisseminatiora-
teng. The correspondingline in the graph is
slightly curved, becausé\strolabeagentsnever gos-
sip to themseles,which significantlyimproves per
formancef thenumberof membersgs small. Hierar
chical gossipalsoscaleswell, but is slower thanflat
gossip.Lateng improveswhenthebranchingfactor
is increasedbut this alsoincreasesverhead.

For example, at 390,625 membersand branch-
ing factor 5, thereare 8 levels in the tree. Thus
eachmemberonly hasto maintainand gossiponly
8 x b = 40 MIBs. (Actually, sincegossipmessages
do not include the MIBs of the destinationagent,
the gossipmessageonly contains32 MIBs.) With
abranchingactorof 25,eachmembemaintainsand
gossipst x 25 = 100 MIBs. In thelimit (flat gossip),
eachmemberwould maintainandgossipanimprac-
tical 390, 625 MIBs.

Figure3 shownsatypical outputof experimentswve
have conductednto the scalabilityof thecurrentAs-
trolabeimplementation.We configuredthreesetsof
16 450 MHz Pentiummachinesand one set of 16
400 MHz Xeon machinesinto a variety of regular
trees,with branchingfactorsof 64, 8, and 4, and
threerepresentaties per zone. The machineswere
connectedisingGigabitEtherneswitches Eachma-
chineran one Astrolabeagent. The agentsgossiped
at a rate of one exchangeevery two secondsover
UDP. Datawastheninjected at the agentwith the
longestgossipingdistanceo all otheragentsandwe
measuredvorst casedisseminationtimes. Eachex-
perimentwasrun 100times,andFigure3 shavs how
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Figure3: Lateng distribution measurements a systemof 64 agentausingthe givenbranchingfactors.

mary times eachlatengy occurred,quantitizedin 1
secondbins.

The peaksseenat 2 secondntervalsareexplained
becaus¢heagentgyossipin roundsjittering thegos-
sip interval would provide a smootherbackground
load. Although it can be seenthat most agents
quickly obtainthe nen data, occasionallythereap-
pearsto be at least one agentthat takesa longer
time. It turnedout thatthese"late” valueswereall
from a singleagentthatapparentlyhasa brokennet-
work interface. The experimentthus highlightsthe
robustnesof our protocols,at leastto this type of
failure. Elsewvhere,we planto reporta more com-
prehensie evaluationthatlooks at Astrolabeanalyt-
ically, throughsimulation,andthrougha detailedex-
perimentalevaluationin largerconfigurationsunder
stressandwith high ratesof updates.

For a detaileddescriptionof the Astrolabe pro-
tocols and examplesof its applications,as well as
an extensie discussiorof relatedwork, pleaseread
http://www.cs.cornell.edun/Astrdabe.pdf
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