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We develop StacKAT, a network verification language featuring loops, finite state variables, nondeterminism,
and—most importantly—access to a stack with accompanying push and pop operations. By viewing the
variables and stack as the (parsed) headers and (to-be-parsed) contents of a network packet, StacKAT can
express a wide range of network behaviors including parsing, source routing, and telemetry. These behaviors
are difficult or impossible to model using existing languages like NetKAT. We develop a decision procedure
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Finally, we provide an axiomatization of StacKAT equivalence and establish its completeness.
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1 Introduction

NetKAT [2, 12, 37] is a domain-specific language for specifying and verifying network behavior.
Formally, a NetKAT program is a regular expression over assignments f <o and guards f =o:!

ex=0|1]e+ey|e-ex|e’|f=v]feo

Expressions like (f <3 + f=3- f < 4)" represent traces similar to the regular expression (a+5-c)*,
but with imperative actions f <3, f =3, and f < 4 instead of letters a, b, and c. The action f <o
sets a variable f to a constant value v, and the guard f=v discards the current trace if variable f is
not v. As such, NetKAT can be viewed as an imperative programming language over a simple data
model—i.e., network packets represented as finite records from header fields f to values v.

INetKAT also has a special action dup, which we omit here for the sake of simplicity but discuss in a later section.
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Because NetKAT can assign and check equality only with respect to constants, it is too simple to
model general-purpose imperative programs written in languages like Python or C. But it turns
out to be an ideal model for the kind of computation that arises in high-speed network data planes.
Network devices like routers, switches, firewalls, etc., process packets using efficient piplines that
classify packets using predicates formulated in terms of constant values (f =v) and modify packets
using actions that assign packet headers to possibly new constant values (f < v). Moreover, NetKAT
can model not only the behavior of individual devices, but also the collective behavior of different
interlinked devices, by designating a variable sw as the packet’s current location, and representing
the movement of a packet to switch k as an assignment sw « k.

Many practical network verification questions can be formulated in terms of equivalence queries—
e.g., reachability, waypointing, correct compilation, and more [2]. Fortunately, a NetKAT expression
e can mention only finitely many values and local variables, and the values v are drawn from a
finite domain of numerical constants; hence, it has finite state. As a result, semantic equivalence of
NetKAT programs is decidable, though the procedure is non-trivial [12, 24].

However, NetKAT’s restriction to a finite state space precludes modeling a variety of behaviors
that arise in practice. First, on real-world devices, packets are not represented as finite records, but
as sequences of bytes.”? When a packet enters a switch it must be parsed to “extract” the relevant
headers into local variables. Likewise, when a packet exits a switch, the local variables must be
serialized (or “deparsed” to use P4’s term [6]) back into bytes. By convention, the unparsed portion
of the packet is carried along as the payload. To faithfully model packet parsing and serialization in
all the various forms used on different devices, NetKAT’s finite records are insufficient.

Second, certain network protocols are not finite state. In source routing schemes [38], the packet
not only stores its IPv4 destination address, but encodes the entire forwarding path in a stack. Each
router pops an element off the stack and forwards the packet to the corresponding next hop. As
paths can in principle be arbitrarily long, the stack cannot be encoded using a finite record. Dually,
protocols that collect telemetry push records onto a stack to log observations about how the packet
was processed at each hop on the end-to-end path. In similar fashion, tunneling protocols prepend
a new set of headers to the packet, encapsulating the original headers in the payload, and use
the newly added headers to route through a subnetwork. When the packet ultimately leaves the
subnetwork, the new headers are removed and the original headers are restored from the payload.
There are also protocols like Segment Routing and MPLS that combine aspects of tunneling and
source routing. NetKAT’s finite records are also insufficient for modeling these protocols.

In this paper, we extend NetKAT to StacKAT, enriching its data model so that a packet (A, s)
comprises both a finite record A mapping fields to values as well as a stack s representing the
unparsed portion of the packet. To manipulate the record, we use NetKAT’s existing constructs. To
manipulate the stack, we add push(v) and pop(v) constructs as follows:

ex=0|1]e+ex|el-e2]|e" | f=v]| f<uv]| push(v) | pop(v)

NetKAT (dup-free) New StacKAT operations

The new instruction push(v) pushes a value v onto the stack, and pop(v) tests that the top of the
stack is v and removes it, dropping the packet if the top of the stack is not v (similar to the guard
f=v). In many examples, the stack can be thought of as a sequence of bytes that represent the rest
of the packet, while the variables hold information extracted from the raw data. Hence, with these

2Most devices impose an upper limit on the size of a packet—i.e., the so-called Maximum Transmission Unit (MTU), but
mathematically, it is more natural to treat packets as having arbitrary size. In the same way, we usually treat memory on a
general-purpose computer as being unbounded, even though physical devices have a finite amount of memory.
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simple extensions, StacKAT can model parsing, source routing, telemetry, tunneling, and MPLS, as
well as the dup instruction used to generate traces in NetKAT’s original semantics.

Various fragments of StacKAT are obviously decidable. For instance, equivalence of StacKAT
expressions that do not use push or pop is trivially decidable by a reduction to NetKAT. Also,
equivalence of StacKAT expressions that use only push (resp. pop)—and neither local variables
nor pop (resp. push)—is also trivially decidable, by reduction to equivalence of regular expressions.
However, it is not clear whether equivalence of arbitrary StacKAT programs is decidable, because
the addition of a stack results in infinitely many states. Moreover, equivalence of StacKAT programs
needs to take into account subtle interactions of push(—) and pop(—). For instance, we will want
push(v) - pop(v) = 1, as pushing a value and then immediately popping it does nothing. Similarly,
push(2) - pop(w) = 0 (for v # w), because pushing a value and then expecting a different value to
be at the top of the stack will always drop the packet, just like 0. More subtly, pop(v) - push(v) # 1
because the former rejects packets with v not on top of the stack—although pop(v) - push(v) +1 =1
does hold, because the program on the left has no effect on the stack or packet, just like 1.

A decision procedure for StacKAT must therefore incorporate aspects of NetKAT equivalence
(to handle local variables) and regular expression equivalence, but it must additionally handle
interactions between push(—) and pop(—). To illustrate this subtlety when deciding equivalence,
consider the StacKAT programs e; = push(a)* - pop(a)* and e; = push(a)* + pop(a)*. The program
ey first pushes any number of a’s onto the stack, and then pops any number of a’s off the stack. If
there are more pushes than pops, the net effect is to push some number of a’s. If there are more
pops than pushes, the net effect is to pop some number of a’s. This is exactly what e, does, and
therefore the two are equivalent. In contrast, e3 = (push(a) - push(a))* - (pop(a) - pop(a))* is not
equivalent to e, because e; can empty the stack with just a on it, while e; cannot do this.

Existing formalisms such as Visibly Pushdown Languages (VPLs) [1] handle push-pop interac-
tions, but visibly pushdown automata execute stack actions in response to consuming symbols from
an input tape. As the equivalence problem for context-free languages is undecidable, VPLs restrict
the possible stack behaviors to a decidable fragment. This is in contrast to StacKAT, where stack
behaviors are unrestricted. The reason that StacKAT equivalence nevertheless remains decidable is
that unlike VPLs, StacKAT does not have a separate input tape. Rather, StacKAT has only a stack,
whose initial contents serve as the input packet, without a separate input tape. As a result, the
notion of equivalence for StacKAT is distinct from equivalence for VPLs. Notably, adding an input
tape to StacKAT makes equivalence undecidable as the stack allows one to recognize context-free
languages, and equivalence for context-free languages is undecidable.

Our main technical contribution is a decision procedure for StacKAT equivalence. In a nutshell,
our technical development proceeds as follows. We first develop a decision procedure for the “pure”
stack fragment of StacKAT (i.e., without local variables). This procedure first converts the StacKAT
program to an automaton, and then canonicalizes the automaton in three steps, corresponding
to three different kinds of push-pop interactions. The canonicalized automaton has the property
that two StacKAT programs are semantically equivalent if and only if the canonicalized automata
accept the same language (which is decidable). We subsequently extend our decidability result to
arbitrary StacKAT programs, including those with local variables, by reduction to equivalence in
the pure stack fragment. Our decision procedure not only decides equivalence, but also produces
counterexamples (i.e., input-output pairs) when the given programs are inequivalent.

We furthermore axiomatize StacKAT and prove a completeness result for the fragment without
local variables. This requires a fundamentally novel approach, because StacKAT handles equiva-
lences such as push(v) - pop(v) = 1, and pop(v) - push(v) + 1 = 1 that were not part of previous
frameworks based on Kleene Algebra [25].
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Syntax Meaning Semantics [-]] € Pk x Pk
0 False — Drops all packets 0
1 True — Forwards all packets {(p,p) | p € Pk}
e1+e; Union — Send packet through e; and e, [er] U [ez]
e;-e2  Sequencing — Send packet through e; thene; {(p,p”) | (p,p’) € [e1], (p’, ") € [e2]}
e* Iteration — Perform e any number of times | J;2,[e'], where e® = 1,e"*! = ¢ - "
f=v Test equals — Forwards packets with f =0 {((h,s), (h,s)) | (h,s) € Pk, h(f) = v}
fewo Modification — Sets field f to v {(h,s), (h,s[f<0])) | (hs) € Pk}
push(v) Push — Push v onto stack {({h,s), (h,v ::s)) | (h,s) € Pk}

pop(v) Pop — Test and pop top of stack if it equalsv  {({h,v :: s),(h, s)) | (h,s) € Pk}

Fields f € F Valuesv € VCN Headerh € F+— V Stacks € list(V) Packet p € Pk = (h,s)

Fig. 1. StacKAT syntax, meaning, and semantics.

Contributions. Overall, this paper makes the following contributions.

e The design of StacKAT, a domain specific language for infinite state network verification
that can model a wide range of network behaviors, such as packet parsing, source routing,
telemetry, tunneling, MPLS, and more (Section 2)

e A decision procedure that verifies the semantic equivalence of two StacKAT programs, or
produces a counterexample input-output pair (Sections 3 to 5)

e A complete axiomatization of equivalence for StacKAT without local variables (Section 6)

We include an extensive discussion of related work (Section 7) to highlight the differences between
StacKAT and other languages and automata formalisms that go beyond regular languages and
share similarities with our work. One of the special things about StacKAT is that it captures the
local packet state, while also having access to a stack. Together, these features make its semantics
different than the systems that have been studied in the literature, to the best of our knowledge.
For the sake of brevity, proofs appear in the appendix; we provide hyperlinks for easy navigation.

2 A Tour of StacKAT

A StacKAT program operates on packets of the form (h, s) € Pk, comprising a finite record mapping
header fields to values h € F — V, as well as a stack s € list(V). Values are drawn from a fixed,
finite subset V' C N of the naturals. The syntax and semantics of the StacKAT language constructs
are given in Figure 1. The formal semantics [e] € Pk x Pk of a StacKAT expression is a relation
between input and output packets, such that an input packet produces zero or more output packets.
A pair of StacKAT programs e and f are equivalent (written e = f) if they denote the same relation
on input and output packets ([e] = [f]). We have, for instance

push(v) - pop(v) = 1, but pop(v) - push(v) # 1,

as ({(h,s), (h,s)) € [1] for all stacks s, but ({(h, s), (h,s)) € [pop(v) - push(v)] only for stacks that
start with o on top. Consider now the StacKAT equivalence

push(o)” - pop(0)” = push(v)” + pop(v)°
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At first sight, these programs appear different—the first one sequentially executes an arbitrary
number of push(v) followed by an arbitrary number of pop(v) whereas the second one branches
and then either does sequences of only push(v) or only pop(v). However, in the StacKAT semantics
these are equivalent because doing some number of push(v)’s followed by some other number of
pop(v)’s will, on net after canceling out push(v) - pop(v) = 1, result in either only push(v)’s or
only pop(v)’s, depending on whether the number of pushes or pops was larger.

Exercise. Which of the following StacKAT programs are equivalent?

e; = pop(v)” - push(o)” ez = (push(v) + pop(v))”
es = push(v)” - (pop(v) - pop(v))” es = (pop(v) - pop(v))” - push(v)”
es = (push(v) - push(v))* - pop(v)” es = pop(v)” - (push(v) - push(v))*

The main goal of this paper is to design a decision procedure that enables us to auto-
matically check program equivalence of StacKAT programs, not just for simple examples
involving a single value v as above, but for arbitrary StacKAT programs involving multiple different
values as well as local variables. Furthermore, if two programs are not equivalent, we would like to
find a counterexample input-output pair. As we will see, designing such a procedure in the presence
of the stack-related equivalences induced by the semantics of StacKAT requires care and is not a
simple reduction to NetKAT or other well-studied automata frameworks.

2.1 Syntactic Sugar

StacKAT is a minimal core calculus, designed for exploring theoretical questions. Nevertheless, in
presenting examples, it will be useful to use various derived constructs, which can be defined as
syntactic sugar. General Boolean expressions can be supported using + for disjunction and - for
conjunction, and negation via De Morgan’s laws. For instance, inequality of two fields:

f#g = ﬂZf:U-gzv = H(f¢v+g¢v) where f+o 2 Z f=0v
vev veV o eV\{o}
We can use these Boolean expressions inside conditionals and loops [20]:
if f=othene elsee;, 2 f=v-e;+f#0v-e; while f=odoe = (f=v-e)" - f#v
We can also define syntactic sugar for assigning one field to another and for comparing fields:
feg ) f=v-geo f=g% Y f=v-g=v
veV veV

Similarly, we can define syntactic sugar for pushing a field onto the stack, and popping the top off
the stack and storing the result in a field:

push(f) = > f=ov - push(v) pop(f) = > pop(v) - f v
veV veV

Note that the definitions of many of these derived constructs rely on the finiteness of the value
domain V. Of course, enumerating the finite (but presumably very large) domain of values would
be totally impractical in an implementation. However, this is not an unreachable approach for a
mathematical treatment of the language and its core properties, as with NetKAT.

2.2 What Can Be Expressed in StacKAT

StacKAT can be used to encode the behavior of a wide range of networking applications, including
complex behaviors that would be difficult or impossible to model in NetKAT. We first discuss how
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network behavior is modeled in both NetKAT and StacKAT, and then discuss StacKAT’s increased
expressiveness compared to NetKAT.

Modeling the Behavior of a Single Switch. The behavior of a switch is modeled as a program
e that takes a packet as input and produces zero or more packets as output. The header fields of the
packet are modeled as local variables. One special field sw, called the switch field, is used to track
the current switch that the packet resides on. To move the packet to a different switch, we assign
sw « n for the target switch n. Typically, the behavior of a switch program e is to inspect some of
the packet’s header fields (using if f=ov then... else...), and then either drop the packet (using 0),
or send it to a neighboring switch (using sw < n), possibly after modifying some of the packet’s
header fields (using f «v). A switch can also output more than one packet (using +), such as when
a switch forwards a packet to multiple neighbors.

Modeling the Behavior of a Network of Switches. Let ey, e,, . . ., e, be the programs that
model the behavior of the switches in the network. The behavior of the entire network is then
given by the program e = (sw=1-e;+sw=2-e3+---+sw=n-e,)*. This program first tests which
switch the packet is currently on, and then behaves as the program for that switch. The Kleene star
is used to encode the fact that a packet can traverse multiple switches.

Decidability of Equivalence. Whether two NetKAT programs are equivalent is decidable,
because variables only take on finitely many different values. Equivalence of programs can be used
to express a wide range of properties about network behavior, e.g.,

e Reachability: is there any packet that can go from switch i to switch j? (sw=i-e-sw=j = 0)
e Slice isolation: can the network be partitioned into two virtual networks? (e = e; + e5)

A key goal of StacKAT is to remain decidable even as we add more expressive constructs.

Increased Expressiveness of StacKAT. StacKAT’s increased expressiveness comes from the
ability to model not only the header fields of the packet, but also the payload or remainder of the
packet, which can be manipulated using push(v) and pop(v). This allows to model the following
features, which are impossible to express in NetKAT:

e Packet parsing and unparsing: whereas NetKAT assumes that the header fields of the
packet are already parsed, the pop instruction allows StacKAT to model parsing the start of
the payload of the packet into header fields, and the push instruction to unparse the header
fields back into the payload.

Example. Parsing headers: pop(fi) - pop(f2). Serializing headers: push(f;) - push(f2).

e Source routing: in source routing, the packet contains a list of routing instructions that
determine the desired path of the packet. StacKAT can model source routing by storing the
routing instructions in the packet and then popping them off the stack at each hop.
Example. Go to new switch based on top of stack: pop(sw).

e Tunneling: tunneling protocols are used to transport packets through sub-networks that
use different protocols to carry packets. StacKAT can model tunneling by pushing the new
headers onto the stack when the packet enters the sub-network, and stripping them off when
exiting the network.

Example. Enter tunnel: push(f;) - push(f2) - fi < v - fo < vy. Exit tunnel: pop(f;) - pop(f2).

e Segment Routing and MPLS: In segment routing and MPLS, each switch removes a routing
instruction as in source routing, but may then also add new instructions onto the packet that
cause it to follow the right segment. StacKAT can model this hierarchical behavior found in
both Segment Routing and MPLS by pushing and popping values.

Example. Do stack transformation: pop(v;) - push(vz) - push(ovs) + pop(w1) - push(ws).
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StacKAT: Infinite State Network Verification 158:7

o String matching: StacKAT can model regular matching over routing instructions by nesting
pop instructions in a regular expression.
Example. Match string: pop(a) - (pop(b) + pop(c))*.

e Telemetry: StacKAT can model simple forms of telemetry by pushing tracked values.
Example. Push telemetry value: push(t).

NetKAT’s dup Operator. StacKAT can model NetKAT’s dup operator, which appends the current
packet to a trace for observing internal network behavior. By pushing all fields onto the stack
(dup = []fer push(f)), StacKAT simulates NetKAT’s trace semantics—e.g., f < 1-dup-f«2 # f«2
even though f < 1. f < 2 = f « 2. This encoding preserves NetKAT equivalence: two NetKAT
programs are equivalent if and only if their StacKAT translations are equivalent.

Combinations of Features. The combination of features above is possible (e.g., parsing, tun-
neling, MPLS, etc.), provided that only a single stack is used. Use of two multiple stacks makes
the equivalence problem undecidable [13]. In fact, this remains true even if one of the stacks is
constrained to be read-only or write-only (e.g., MPLS + telemetry on separate stacks), as the problem
is then the same as equivalence for context-free grammars, which is known to be undecidable [13].

3 Decidability of Equivalence

This section presents our procedure for deciding equivalence of StacKAT programs:
Given e; and e,, decide whether e; = e; or e; # es.

We first present a decision procedure for pure push-pop StacKAT programs without local variables,
i.e., without the operations f=v and f < v. Our decision procedure for full StacKAT programs will
invoke this procedure as a subroutine. Programs in the push-pop fragment can be viewed as regular
expressions over the alphabet ¥ = {push(v) | v € V} U {pop(v) | v € V}. In this view, each word
in the language accepted by the regular expression represents a trace of push and pop operations.
We wish to decide equivalence between push-pop programs via this interpretation, and the
connection between regular languages and automata. The regular language L(e) of a push-pop
program is not the same as [[e], but a connection can be obtained through a series of canonicalizations
that take into account the following non-trivial equivalences induced by the semantics (Figure 1).
First, pushing a value v and then popping v is the identity:

push(o) - pop(v) =1 (push-pop)
Second, pushing v and then popping a different value v # w fails:

push (o) - pop(w) =0 ifo+w (filter)
Third, popping v and then pushing v back is almost the identity:

pop(v) - push(v) +1 =1 (pop-push)

The intuition for the third property is that pop(v) - push(v) does not alter the stack, provided
that the top of the stack is v, and therefore its behaviors are included in those of 1.
Our approach to deciding equivalence proceeds as follows:
(1) We first convert the StacKAT programs e and f to finite automata that accept L(e) and L(f).
(2) We then perform a series of three canonicalization steps corresponding to the three axioms
above to obtain canonical automata that accept the canonicalized languages L(e) and Tf)

(3) Finally, we decide whether L(e) = L(f) are language equivalent.
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x €L x - push(v) - pop(v) - y € pushpop(L)

x € pushpop(L) x -y € pushpop(L)

Fig. 2. Push-pop canonicalization of a language L

We then show that language equivalence of the canonicalized languages implies semantic
equivalence of the original StacKAT programs:

[e] = [f] = L(e) = L(f)
We proceed to describe the canonicalization steps in detail, and then show how to extend the
decision procedure to StacKAT programs with local variables.

3.1 Push-Pop Canonicalization

Let us assume that we have a StacKAT program e that contains only push and pop operations,
and that we have a language L(e) that represents the traces of push and pop operations that e can
perform, as well as an NFA that accepts L(e). This NFA can be constructed from regular expression
e using standard constructions, such as Antimirov derivatives [3].

The first step of canonicalization reduces matching push(v)-pop(v) pairs. We define the operation
pushpop(L) on a language L, which closes L under the reduction push(v) - pop(v) — €. In order
to make it possible to perform the canonicalization on automata as well, pushpop(L) adds reduced
traces while keeping original traces in L. This ensures that pushpop(L) is a regular language
whenever L is a regular language. Let us consider an example.

For the singleton language L = {push(1) - push(2) - pop(2) - pop(1) - push(3) - pop(3)},

pushpop(L) = {push(1) - push(2) - pop(2) - pop(1) - push(3) - pop(3),
push(1) - pop(1) - push(3) - pop(3), push(1) - push(2) - pop(2) - pop(1),
push(3) - pop(3), push(1) - pop(1), €}

That is, reduced strings are added for all possible reduction orders. The pushpop(L) canonicalization
on sets of strings is defined in Figure 2.

Push-Pop Canonicalization for the Trace Automaton. To perform the canonicalization on
the automaton, we add shortcut € edges for every push(v) - €* - pop(v) path in the automaton. In
the implementation, to avoid €* paths, we simultaneously perform € closure.

The rules for adding epsilon edges are shown in Figure 3. First, we add an e self-loop to each
state. Then, for each push(v) — € — pop(v) path of length 3, we add an € shortcut edge. Finally, for
each € — € path of length 2, we add an € shortcut edge. If we perform this closure on an automaton
for L(e), the language accepted by the resulting canonicalized automaton is pushpop(L(e)).

LEMMA 3.1. For any NFA over the alphabet 3. = {push(v), pop(v) | v € V} representing language
L, the language accepted by the NFA after performing the push-pop canonicalization is pushpop(L).

3.2 Filtering Out Invalid Traces

The next step is to filter out invalid traces that contain push(v) - pop(w) with v # w. It is important
that the push-pop canonicalization from the preceding section is performed first, as this can reveal
additional push(v) - pop(w) combinations by reducing an intervening substring to €, such as

push(v) - push(a) - pop(a) - pop(w) — push(v) - pop(w).
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Fig. 3. Push-pop closure rules. Given the presence of the solid edges, we add the dotted edge. For each
push(v) — € — pop(v) path, we add an € shortcut edge, and we simultaneously take the reflexive transitive
closure of the € edges.

Having performed the push-pop closure first, we also know that we have reduced any push(v) -
pop(w) with v = w, which makes the original trace with push(v) - pop(w) redundant. Therefore,
we filter out all traces where a push(v) occurs before a pop(w), regardless of whether v # w or
v = w. In other words, we only keep the traces of the form

Lpop*push* = (POP(Ul) +-- 4+ POP(Un))* : (PUSh(Ul) +- PUSh(Un))*
where V = {vy,...,0,} is the set of values that occur. We therefore define
filter(L) = L N Lyop*push®

The intersection of two regular languages is regular, and we can compute an automaton for filter(L)
from the automaton for L.

Example. We now show a simple example of the procedure on e = push(3)* - pop(3)* and
e’ = push(3)* + pop(3)* to check that they are equivalent.

In the first step, an automaton is constructed for e = push(3)* - pop(3)* (left), then we take the
push-pop closure (middle), and finally we take the intersection with pop-push (right).

% (3) (3)
pop 8 - fJOP - ” @\F’%@,pop(g)
TéT push(3)

push(3) pop(3) push(3) pop(3) push(3)

The automaton on the right is also the automaton one would build for ¢’ = push(3)* + pop(3)*
(in the very first step, as in this case taking push-pop closure, intersect with pop-push does not
change the automaton). Hence, the automata for the expressions e and e’ are bisimilar, and as we
shall see, it follows that [push(3)* - pop(3)*] = [push(3)* + pop(3)*].

More generally, we can consider the program (push(3)™)*(pop(3)™)*, for any n,m € N, and
show that it is in fact equivalent to (push(3)¥)* + (pop(3)%)* where k = gcd(n, m).

3.3 Pop-Push Canonicalization

We have now reduced traces where push(v) immediately occurs before pop(v) and limited ourselves
to traces where all pop(v) operations happen before push(w) operations. The reader may wonder
whether we are now done, as all remaining traces are valid and in reduced form. However, we have
not yet taken into account the fact that pop(v) - push(v) is almost the identity, which results in an
interaction between different traces. Consider the following trace sets:

Ly = {e, pop(v) - push(v)} Ly = {e}

corresponding to the programs e; = 1+ pop(v) - push(v) and e; = 1. These trace sets are in reduced
form and not equal, but they are semantically equivalent.

At first sight, it may seem attractive to canonicalize the trace sets by removing the redundant
trace pop(v) - push(v). However, removing this trace is only valid because the € trace is present. In
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xelL x -y € poppush(L) x all pop and y all push

x € poppush(L) x - pop(v) - push(v) - y € poppush(L)

Fig. 4. Pop-push canonicalization of a language L

general, we cannot remove traces without considering the full context—i.e., possible interactions
between different traces. We conjecture that the resulting operation would be exceedingly difficult
to define and compute, particularly on the automaton level.

Instead, we define a canonicalization operation poppush(L) that adds traces by inserting pop(v) -
push(v) in the middle of a trace in all possible ways. The canonicalization is defined in Figure 4.

This transformation is enough to fully canonicalize the trace language, so that semantic equiv-
alence coincides with language equivalence, as we shall see in the next section. Unfortunately
poppush(L) is not regular, so we cannot compute an automaton for it. In fact, the language is not
even visibly pushdown® [1], so decidability of language equivalence is not a priori guaranteed. We
address this difficulty by shifting perspectives and switching to a different representation.

Zipping the Trace Language. To address the non-regularity of the language, we switch to a
different representation of the trace language. We define the zipped trace language zip(L), which
represents a trace from the middle (i.e., the border between pops and pushes) outwards. For example,

7= pop(1) - pop(2) - push(3) - push(4)  zip(z) = (pop(2), push(3)) - (pop(1), push(4))
When there are more pushes than pops or vice versa, we use done as a placeholder. For example,
7" = pop(1) - push(2) - push(3) zip(7') = (pop(1), push(2)) - (done, push(3))

We define the zip operation formally in Figure 5. For strings that are not of the form pop*push®,
the zipping operation is undefined. For example, the trace "’ = pop(1) - push(2) - pop(3) is not
zippable, i.e. zip(7”') = L. We extend zip to sets of traces by applying it to each trace in the set:

zip(L) £ {zip(x) | x € L and zip(x) defined }

This not only zips the language, but also filters out invalid traces, as the zipping operation is only
defined for traces of the form pop*push™.

The key advantage of zip is that whereas poppush(L) is not regular, zip(poppush(L)) is. In fact,
the pop-push canonicalization can easily be performed on the zipped trace language, and the result
is manifestly regular. As zipping already filters out invalid traces, and is a bijection on the Loy push*
fragment, we can check the equivalence of the zipped languages instead of the original languages:

LemMa 3.2. zip(filter(L)) = zip(L)

Lemma 3.3. zip(Ly) = zip(Lz) &= L1 =L for L1, Ly C Lyop push*

The following lemma characterizes the zipped trace language of the pop-push canonicalization
of a language L. Let A = {(pop(v), push(v)) | v € V}.

LeEMMA 3.4. zip(poppush(L)) = A* - zip(L)
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€
(pop(v), push(w)) - zip(x - y)
(pop(v), done) - zip(x)
(done, push(v)) - zip(y)
undefined otherwise

13

zip(e)

zip(x - pop(v) - push(w) - y)
zip(x - pop(v))

zip(push(o) - y)

zip(a)

> 1> I

1>

Fig. 5. Zipping the trace language; in these equations,, x € pop(V)*, y € push(V)*

pop(v) push(w) . .
G — q g — q ¢ initial g2 final

(q1,92) = (done,qs) (g1, q2) — (g1, done) (¢ q) initial

(pop(0),push(w))
_—

(41, 92) (91, q5)

pop(v) push(o)
G —q Q@ ——q

, (pop(v),done) (done,push(v)) ,
(g7, done) ————  (q1,done)  (done, q;) ——  (done, g3)

(done, done) final

42— g %> g > q, @ q,

(q1,92) = (q1.qy)  (done,gz) = (done,q3) (¢}, q2) = (q1,q2) (g}, done) = (g1, done)

Fig. 6. Zipping the trace automaton

Zipping the Trace Automaton. In order to make use of zip for the decision procedure, we need
to define a zipping operation on the automaton level. Given an automaton for a language L, the
zipped automaton for zip(L) should traverse the original automaton “from the middle outwards”,
taking a backward pop step and a forward push step simultaneously. Given a NFA for language L,
we construct an NFA for zip(L) as follows.

States (qi,q2) where g; and g; are either states of the original automaton, or an extra state done.

Initial states (g, q) where q is any state of the original automaton.

Final states (done, done) only.

Transitions A transition in the zipped automaton corresponds to a simultaneous backward pop
and forward push transition in the original automaton. We also add € transitions to done for
the initial and final states. If the first or second component of the state is done, we can step
in the zipped automaton with a single step in the original automaton. The transitions are
defined in Figure 6.

LEMMA 3.5. For any NFA over the alphabet ¥ = {push(v), pop(v) | v € V} representing language
L, the language accepted by the zipped NFA is zip(L).

With the zipped trace automaton in Figure 6, we can can now compute the pop-push closure on

the automaton level by precomposing the automaton with the A* language.

3This language is not visibly pushdown, because it is not known for each alphabet letter whether it is a call (push), return
(pop) or a transition action. For instance a letter pop(v) in a word w € poppush(L) can be both a transition action (in case
the letter already appeared in w before the closure) or a return action (in case the letter is a result of the poppush-closure).
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LEMMA 3.6. For any NFA over the alphabet 3. = {push(v), pop(v) | v € V'} representing language
L, the language accepted by the NFA after performing the push-pop canonicalization, zipping, and
precomposing with A* is zip(poppush(filter(pushpop(L)))).

Example. In the preceding example, the automata for e = push(3)*-pop(3)* and e’ = push(3)*+
pop(3)* already became equivalent after the first two steps of canonicalization, and the final step
of zipping and pop-push canonicalization was not necessary. However, in general, the final step
is necessary to decide equivalence of push-pop programs as the following example illustrates.
Consider the program e” = pop(3)* - push(3)* (note that, compared to e, the order of push and
pop differs here). An automaton for this program is shown on the left below.

The push-pop closure of this automaton is the same as the original automaton, and the intersection
with the pop-push automaton is also the same. The resulting automaton is not bisimilar to the final
automata of e and e’, yet we know that e”’ is semantically equivalent to e and e’. The pop-push
closure is needed to decide this equivalence. We therefore construct the zipped automata for e”’
and e. These are shown below; in the middle is the zipped automaton for e’’, and on the right the
zipped automaton for e. We have omitted the € transitions and merged equivalent states for clarity.

(pop(3), push(3))
pop(3)

pop(3)
@ (done, push(3)) (pop(3),done) (done, push(3)) (pop(3), done)
push(3) push(3) /\

push(3) (done, push(3)) (pop(3),done) (done, push(3)) (pop(3), done)

In order to then perform the pop-push closure on these automata, we simply prepend the language
(pop(3), push(3))* to the automata. This has no effect on the language of the automaton on the left,
as it already starts with (pop(3), push(3))*. The automaton on the right, however, is extended with
a (pop(3), push(3)) loop on the leftmost state. This crucial last step makes the resulting automata
language equivalent, and next we will see that this allows us to conclude that [[¢’’] = [e].

3.4 Deciding Push-Pop Programs

For a StacKAT program e in the push-pop fragment, let L(e) be the language obtained by viewing e
as a regular expression over ¥ = {push(v), pop(v) | v € v}. Further, define

L £ poppush(filter(pushpop(L)))
Note that the notation L does not denote the complement of L, as it sometimes does in other work,
but rather this specific operation. We have the following theorem:
THEOREM 3.7. For two push-pop programs e and f, we have [e] = [f] & L(e) = L(f).

To prove this theorem, we define a semantic interpretation of a language L as follows:
(1= I
x€L
i.e., the semantic interpretation of a language is the union of the semantic interpretations of its
strings, viewed as StacKAT programs (a string can be viewed as a program in the obvious way, where
the empty string is the program 1). The following lemma connects the semantic interpretation of a
push-pop program with the language of its traces.

LemMa 3.8. For a push-pop program e, we have [e] = [L(e)].

i.e., the semantics of a push-pop program agrees with the semantics of all its push-pop traces.
Second, the canonicalization rules are semantically valid w.r.t. [-]:
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LEmMA 3.9. [L] = [L]
We define an alternative semantic interpretation of a language L as follows:

[L]" = {({emp.s), (emp.s)) | pop(s)push(s’) € L}

where emp is the empty packet header, and pop(s) on an entire stack s = s; = ... = s, (as
opposed to a single value) is defined as pop(sy) - - - pop(sy), and similarly, push(s) is defined as
push(sy) - - - push(s;). On languages of the form L, these two semantics agree:

LEmMmaA 3.10. [L] = [L]’

The inclusion 2 is trivial, and the inclusion C follows because [L]" differs from [L] only in that
[L] allows stepping with stacks that may contain additional values below the strings in L, whereas
[L]’ requires the stack to exactly match the strings in L. However, poppush(L) adds additional
strings to L with pop(v)push(v) pairs in the middle, which precisely match the possible additional
values in the stack.

We also have the following (trivial) lemma:

LEmMMA 3.11. If strings in Ly, L, are of the form pop(s)push(s’), then [L1]" = [Ly]" & L =1L,
We can now return to Theorem 3.7.

Proor (oF THEOREM 3.7). By Lemma 3.8, it suffices to prove [L(e)] = [L(f)] &= L(e) = L(f).
By Lemma 3.9, it suffices to prove [L(e)] = [L(f)] &= L(e) = L(f). By Lemma 3.10, it suffices

to prove [L(e)]” = [L(f)]’ & L(e) = L(f). We obtain the desired result by Lemma 3.11. O

We conclude that equivalence of StacKAT programs in the push-pop fragment is decidable:

THEOREM 3.12. To decide whether [[e] = [f]], converte and f to NFAs, perform the push-pop closure,
zipping, and pop-push closure, obtaining automata for zip(L(e)) and zip(L(f)), and check bisimilarity
of these resulting automata.

3.5 Computational Complexity

We establish the computational complexity of the decision problem for the push-pop fragment
of StacKAT, as well as a matching hardness result. Checking equivalence of StacKAT programs
with only push operations and no pop operations (or vice versa) is identical to checking language
equivalence of these programs viewed as regular expressions, as no interaction between the
two types of operations is possible if only one type of operation is present. Checking language
equivalence of regular expressions is known to be PSPACE-complete. We therefore conclude:

THEOREM 3.13. The equivalence problem for the push-pop fragment of StacKAT is PSPACE-hard.

The problem remains in PSPACE even in the presence of both push and pop operation, as our
decision procedure builds a polynomially sized automaton from the input, and then performs a
NFA equivalence check, which can be done in PSPACE; thus, the problem is PSPACE-complete.

THEOREM 3.14. Our decision procedure for the push-pop fragment of StacKAT is in PSPACE.

4 Decidability of Equivalence for Full StacKAT

We now extend the decision procedure to the full StacKAT language, including tests and mod-
ifications, by reducing the problem to the push-pop fragment. For any given input and output
packet headers a; and a,, we define the trace language traces;’ (e) of a StacKAT program e that
can be observed when the input packet header is a; and the output packet header is a,. We will
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present a method for constructing an NFA for tracesy’ (). We then show that the equivalence
problem [e] = [f] can be reduced to the equivalence problem for the trace languages traces,’ (e)
and tracesg’ (f) for all ¢; and @, and that the latter problem can be solved using the decision
procedure for the push-pop fragment.

To start, we define the trace language of a StacKAT program with tests and modifications. We
have a trace language for any given input and output packet header values. For example, consider

e (f=1-push(1) + f<2- push(2))*

The trace languages traces,’(e) fall into several cases. The trace language is:

e push(1)* - push(2)* for input packet header f = 1, and output packet header f = 2.
o push(1)* for input packet header f = 1, and output packet header f = 1.

o push(2)* for input packet header f # 1, and output packet header f = 2.

o () for input packet header f # 1, and output packet header f # 2.

Intuitively, tracesg’ (e) captures an over-approximation of stack manipulations found in e that

can take place while e takes input packet header «; to output packet header a,. The trace language
is formally defined in Figure 7, by recursion on the structure of the program e.

4.1 The Trace Automaton

The trace language tracesg’ (e) for given input and output headers is a regular language, which
we prove by showing that it can be represented by a finite automaton. Furthermore, the explicit
construction of this automaton shows how to implement a possible decision procedure. We represent
states in the automaton as pairs («, e), where « is the current packet header and e is the current
expression. Figure 8 defines the transitions of the trace automaton. The automaton takes € transitions
for tests and modifications, and to decompose the union and star operations. For a sequence e; - e,
the automaton takes a transition on e; until e; is finished, and then continues with e,. For push
and pop, the automaton takes a transition labeled with the corresponding operation.

To construct the NFA for tracesy’ (e), we start with the initial state (a;, e) and take transitions
according to the rules in Figure 8. The final states are those of the form (a, 1).

We also need to show that the resulting automaton is always finite. The o component of («, e)
ranges over a finite set, but it may not be clear that the e component only reaches a finite number
of distinct expressions, because the star rule e* — e - e* can enlarge the expression. However, the
automaton steps only to expressions of the form e; - e, - - - ey where each e; is strictly smaller than
ei+1, and ey smaller than e, where “smaller” means that the expression is a subexpression, possibly
with certain occurrences of f=v, f <o, push(v), pop(v) replaced by 1. Therefore, the number of
distinct reachable expressions is finite.

LEMMA 4.1. The language accepted by the NFA for tracesg’ (e) is indeed tracesy’ (e).

4.2 Decidability of Equivalence

We have shown how to construct an automaton for the trace language and how to perform the
canonicalization steps on the automaton level. We obtain the canonical automaton by putting
together steps for the push-pop closure, zipping, and pop-push closure:

tracest (e) = poppush(zip(pushpop(tracesg:(e))))
We can use the canonical automaton to build a decision procedure for equivalence:

THEOREM 4.2. tracesgf(el) = tracest(eg) for all ay, ay if and only if [e;]] = [e2]
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{e} fa=a
0 otherwise

{e} ifa’ =a[f«o]
0 otherwise

tracesg/(O) 20 tracesg'(l) e {

{e} ifa=a" andar=v

0 otherwise

tracesg, (f=0) £ { tracesgl (f<o) 2 {

{pop(0)} ifa=a’

{push(v)} ifa=a'
0 0 otherwise

tracesg/(push(v)) 2 { traceSZ'(pOP(v)) 2 {

otherwise

tracesg'(el +ey) tracesgl (e1) U tracesg’ (ez)
tracesg'(el cey) = {sy-s2|s1 € tracesg(el), sy € tracesg'(ez),ﬁ €EF—-V}

traces? (e*) £ U tracesa? (e"), where e’ £ 1and e"™! 2 ¢ - ¢
1 1
neN

Fig. 7. The trace language of a StacKAT program.

O(f=l)

(a, f=0) > (a, 1) (@ f <o) = (alfol.1) (@ push(®)) 2, (4. 1)
@pop@) (1) (wete)S@e)  (werte) S (we)
(a,e1) > (', €}) (@,1-€)> (a,e) (@ ey S (a,1) (@S (e e

N
(€1 - €2) > (o', - €)
Fig. 8. The transitions of the trace automaton of a StacKAT program.

The condition on the traces can be checked by language equivalence of the automata, which is
decidable. Second, the packet headers a;, @, range over a finite set. Therefore, we have a decision
procedure for equivalence of StacKAT programs. The proof of Theorem 4.2 is entirely analogous to
Theorem 3.7, except that Lemma 3.8 is replaced by the following lemma:

LEMMA 4.3. For a StacKAT program e, we have [e] = Uy, 4, [tracesg’ (€)] (ay,a)
Here [tracesg’ ()] (a;,a,) is defined as adding the packet headers to the pure stack traces:
[traces® (e)] (e = {((@1,5), (@) | (emp, s), {emp, ")) € [traces: (e)]}

On the right-hand side of this definition, note that tracesg’ (e) contains words over letters of the
form push(v) and pop(v) exclusively, and so the pairs in [tracesg’(e)] are always of the form
((h,s), (h,s")) — i.e., with the output packet the same as the input packet. The rest of the proof
proceeds the same way as for Theorem 3.7, but using [L] (4,,«,) instead of [L].

4.3 Computational Complexity

We establish the computational complexity of the decision procedure for full StacKAT, as well as a
matching hardness result. For the hardness result, we reduce equivalence of regular expressions
with squaring (which is EXPSPACE-complete [23]) to equivalence of push-only StacKAT programs
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with variables. Squaring makes the problem harder because it allows expressions to be encoded
more compactly as e? instead of e - e, which would otherwise lead to an expression that is twice
as large. StacKAT variables can compactly encode squaring: e? can be modeled by x < 0 - ((x =
0O+x=1)-e-(x=0-x«—1+x=1-x2))*-x#0-x # 1, picking x fresh for each square that
occurs, initializing x < 0 at the beginning. In more common parlance, x < 0; while(x =0V x =
1){e; if x = 0 then x « 1 else if x = 1 then x « 2} runs e twice without duplicating e textually.
This increases the size of the expression by only a constant factor, and leads to the following result:

THEOREM 4.4. The equivalence problem for full StacKAT is EXPSPACE-hard.

Our decision procedure matches this bound, as the trace automaton of a StacKAT program is at
most exponential in the size of the program, and the subsequent steps are PSPACE:

THEOREM 4.5. Our decision procedure for full StacKAT is in EXPSPACE.

Note that the encoding of e? requires one additional fresh variable per square; the equivalence
problem with a fixed set of variables is still PSPACE (as this bounds the size of the trace automaton).

5 Counterexample Extraction and Implementation

The decision procedure for equivalence of StacKAT programs can be used to extract counterex-
amples. Given two programs e and f that are not equivalent, the procedure will find a packet
header pair a1, @, such that mjj (e) # %Zf (f). The packet headers a; and a, can be used
to construct a counterexample input-output pair for which the programs e and f differ.

Because traces (e) # traces,. (f), the bisimilarity check will find a difference in the automata.
The difference can be used to extract a word that is accepted by one automaton but not the
other. Because the final automaton has been zipped, this counterexample word will be of the form
push(v;) - - - push(v,)pop(wy,) - - - pop(wy) (after unzipping the word again), where the v;, w; are
values of the stack symbols. Viewing & = (v1,...,0,) and w = (wy,..., wy,) as stacks, we can
construct a counterexample input-output pair as follows:

Input: (ar;,0) Output: (az, w) where ({a,0), {2, w)) € ([e] \ [ Y ([f]\ [e])

This input-output pair is a counterexample to the equivalence of e and f, because either e reaches
the output packet but f does not, or vice versa. In fact, we can obtain a representation of all
counterexamples by computing the symmetric difference of the languages of the canonical automata
of e and f for each pair of packet headers a;, az. The symmetric difference of the canonical automata
of e and f is a regular language, and the corresponding automaton can be used to enumerate all
counterexamples, or to find the smallest.

5.1 Implementation

An interactive web-based demonstration of the StacKAT decision procedure is available online at:
https://apndx.org/pub/ige6/stackatvi.html The user can input two StacKAT programs, and the deci-
sion procedure will output whether the programs are equivalent, and if not, give a counterexample
input that produces different outputs for the two programs. The decision procedure relies only on
the elementary constructions on finite automata, as described in this paper. The implementation
differs from the decision procedure in the paper only in that it supports inequality tests (f # v)
directly, without the need to encode this as a sum over the value space.

5.1.1  Performance Evaluation. The StacKAT equivalence checker was evaluated using five bench-
mark categories, each testing different aspects of the algorithm’s performance:

Proc. ACM Program. Lang., Vol. 9, No. PLDI, Article 158. Publication date: June 2025.


https://apndx.org/pub/iqe6/stackatv1.html

StacKAT: Infinite State Network Verification 158:17

Performance Comparison of All Benchmarks

Header-Stack

Nested Alternation
Stack Depth

Kleene Star Nesting
Header Independence

108
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107

Time (ms)

100

2.5 5.0 75 10.0 125 15.0 17.5 20.0
Operation Depth/Count

Fig. 9. Performance comparison of all benchmarks. The x-axis shows the number of operations or depth for
each benchmark, and the y-axis (logarithmic scale) shows execution time in milliseconds.

e Header-Stack: Tests expressions that combine header tests with stack operations, of the
form (f;=0 - push(0) + fi=1 - push(1)) - ... - (f,=0 - push(0) + f,=1 - push(1)) - (pop(0) +
pop(1)) - ... (pop(0) + pop(1)) compared with the identity 1.

e Nested Alternation: Tests how deeply nested choice operations affect performance by
comparing left-to-right nesting ((push(1) + push(2)) + push(3)) with right-to-left nesting
(push(3) + (push(2) + push(1))).

e Stack Depth: Evaluates performance with expressions that push values onto the stack and
then pop them off in reverse order: push(1) - ... - push(n) - pop(n) - ... pop(1) = 1.

e Kleene Star Nesting: Tests nested repetition operations with expressions of the form
(... ((push(1)*)")*...)* = push(1)*.

e Packet Header Independence: Tests commutativity of header checks with expressions of
the form (h1=0v,) + (hy=0,) - ...+ (hp=vy) = (hp=0vy) - ... (hy=0s) - (h1=0y).

As shown in Figure 9, the benchmarks exhibit different scaling behaviors:

e Exponential Growth: Header-Stack and Header Independence benchmarks show the steep-
est increase in execution time, with both growing exponentially in the number of operations.
These benchmarks involve state space explosions due to independent variables.

e Moderate Growth: Nested Alternation, Stack Depth, and Kleene Star Nesting show more
moderate growth rates, making them more tractable for larger inputs.

The results indicate that the StacKAT equivalence checker performance is primarily affected by
header space size, which grows exponentially with the number of independent header variables.
Operations that primarily affect stack manipulation without expanding the state space show more
favorable performance characteristics.

5.1.2  Naiveté of the Implementation. The implementation is naive in the sense that it enumerates
over the packet header space and checks equivalence for each input-output packet header pair.
For each such pair, it constructs the zipped automata, and checks language equivalence of the two
automata. The alphabet of the automata consists of concrete numeric values that are pushed and
popped by the program. We leave the design and implementation of a symbolic decision procedure
for StacKAT as future work. A symbolic decision procedure would not naively enumerate over the
packet space, nor would it have concrete numeric values on the edges of the automaton: it would
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instead use BDD-like structures, which have been shown to significantly speed up equivalence
checking of NetKAT programs [24]. A simple version would represent the alphabet on edges
symbolically using a BDD, which would allow operations such as generalized pop (pop(V), where
V is a set of values) to be represented as a single edge. How to best integrate symbolic methods
with StacKAT to allow efficient header-to-stack and stack-to-header transfer is a question for
future research, and the current implementation should be seen as an interactive playground for
exploration of the theory of StacKAT.

6 Axiomatization and Completeness

In this section we propose an axiomatization of the push-pop fragment of StacKAT, and prove its
completeness with respect to the equational theory of [-].

Our development reuses the language model developed for the decision procedure, and can be
divided into two phases:

e First, we axiomatize the equational theory of a simple language model corresponding to
push-pop canonicalization and filtering invalid traces—i.e., Ly(—) = filter(pushpop(L(-))).
For this axiomatization, we extend Kleene Algebra (KA) with axioms push(v)pop(v) = 1 and
push(v)pop(w) =0 for v # w.

e Next, we extend this axiomatization to the equational theory of L (resp. [~], by Theorem 3.7),
using the axiom pop(v)push(v) < 1, and an additional axiom scheme. Because the interaction
of push and pop exhibits non-regular, context-free behavior, we introduce a new language
operator T, to allow the formation of a limited class of context-free languages.

For brevity, this section highlights the key aspects of our axiomatization and completeness result.
For full details, please see the appendix.

6.1 Completeness for L,

Let Ly be the language model corresponding to push-pop canonicalization and filtering invalid
traces. That is, Lo(—) = filter(pushpop(L(—))). To abbreviate notation, let us write push(a) € =
simply as a, and pop(a) € ¥ as a. In this section, we show that the axioms of KA, augmented
with the equations aa = 1 and ab = 0 for a # b are complete for the equational theory of Ly, i.e.,
Lo(e1) = Lo(ez) if e; = e, can be proved from these.

Recall that the push-pop fragment of StacKAT is formed by regular expressions over X. Let (E, D)
be the usual Brzozowski derivative on regular expressions [8]. Let D’ be like D, except it removes
symbols from the right instead of the left. The following two versions of the fundamental theorem
for regular expressions can be proved from the laws of KA alone: [36]:

e =E(e)+ZaDa(e) e =E(e)+ZD;(e)a (1)
acy acy

We can straightforwardly extend D and D’ to words: for x € ¥* and a € X, we define
D.(e) =e Dxa(e) = Da(Dx(e)) Di(e) =e Dy(e) = Dy(Di(e)).

There are only finitely many derivatives Dy (e) and D/ (e) up to KA equivalence [8].
A pure push (respectively, pure pop) expression is a regular expression over letters of the form
a € X (respectively, a € 3). The expressions 1 and 0 are both pure pop and pure push expressions.

LEmMMA 6.1. Every expression e1e;, where ey is a pure push expression and e, a pure pop expression,
can be provably transformed to a finite sum of pure push expressions of the form D, ,(e1)a, pure pop
expressions of the form aDy,(ez2), or 1, wherex € " and a € X.
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An expression is in normal form if it is a sum of expressions of the form e;e,, where e; is a pure
pop expression and e; is a pure push expression. Note that L(e) = Lo(e) if e is in normal form.

THEOREM 6.2. Every expression can be provably transformed to normal form.
We now have everything we need to state our completeness result for L.

THEOREM 6.3. The axioms of KA augmented with the equations aa = 1 and ab=0 forb # a are
sound and complete for the equational theory of the interpretation Ly; that is, for any ey, e, € Exp,
Lo(e1) = Lo(ez) iff e; = ey is a deductive consequence of these axioms.

Proor. Soundness of the axioms is routine; thus if e; = e; is provable, then Ly(e;) = Lo(ez).
Conversely, suppose Ly(e;) = Lo(ez). Using Theorem 6.2, we can provably transform e; and e, to
normal forms e] and e;, respectively. By soundness, Ly(e]) = Ly(e;), and since Ly(e) = L(e) for any
e in normal form (by Lemma 6.1), L(e]) = L(e;). By the completeness of KA w.r.t. L [19], e] = e; is
provable. In conjunction with the proofs of e; = e] and e, = e, we obtain a proof of e; = e,. ]

6.2 Completeness for StacKAT

We now turn our attention to proving completeness for the push-pop fragment of StacKAT with
respect to L. We continue to assume the axioms for Ly, namely the axioms of KA in addition to the
equations aa = 1 and ab = 0 for b # a, but L (and therefore [-]) also satisfy an additional property:

LEMMA 6.4. The axioms for Ly plus @a < 1 (equivalently, 1 + aa = 1) are sound for L.

Although inspired by this axiom, our axiomatization is rather more complicated, involving an
infinite set of rules derived from the fundamental theorem. We do not know whether aa < 1 by
itself is enough for completeness, but conjecture that it is not.

To properly describe our axiomatization, we need a new operator. For B C >*, define B" = {xx |
x € B}. For example, (a*)" = {@"a" | n > 0}. Clearly, " does not preserve regularity, which is not
surprising as we are dealing with stacks. However, we will temper the non-regular aspect of this
operator by using the two Brzozowski derivatives D and D’ in tandem. Still assuming aa = 1 and

ab = 0 for b # a, here are some properties of T that are not difficult to derive:
¥ & & i & +
(UBO,) = B! B'B" = B (B =1+ B aB'a= (Ba)!, aesx (2
(24 a

It is also clear that if B is regular, then BT is context-free. We furthermore have the following.
LEMMA 6.5. For pure pop expressions €, and pure push expressions ey, L(e1e;) = L(e1) - *T - L(ey).
We can also extend T to regular expressions, interpreting e' as L(e)". The following then holds.

LEMMA 6.6. Lete; be a pure pop expression and e, e; pure push expressions. The expression €1’ ey is
semantically L-equivalent to a sum of expressions of the following forms:

diad'bd,, a # b dyad’ d"bd, d’ 3)
where d; is a pure pop expression, d and d, are pure push expressions, and a,b € 3, a # b.

Note that the four forms shown in (3) represent pairwise disjoint sets under L. For example, every
string in L(d,ad"bd,), where a # b, contains a substring axxb, whereas every string in L(dyad")
has a suffix of the form axx, and no string in normal form can have both.

Let # be a new delimiter symbol and consider the forms

ad #d#bdy, a # b ad,#d# #d#bd, 4 ()
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corresponding to the four forms of (3). Define the map
K:S%S 45" 535t K (x#y#z) = xyyz.

K is not injective; for example, K (a#a#a) = K(aa##aa). However, K acts bijectively between strings
of the form (3) and corresponding strings of the form (4).

LEMMA 6.7. Let e be one of the expressions in (3) and let ¢’ be the corresponding expression in (4).
The map K restricted to L(e”) is a bijection K : L(e’) — L(e).

Let 2; eireiz and ) ; 31-1 d;j2 be two expressions in normal form. Using Lemma 6.6, reduce }’; €, e,
and ; Ele*dez to sums of expressions ); j_)iqul- and )’ ; Ejz;;wj, respectively, of the form (3). Let
2 pi#qi#ri and ) ; u;#0;#w; be the corresponding sums of expressions of the form (4).

LEMMA 6.8. Z(Zl Eileig) c Z(Z] Ej]djg) =4 L(Zipl—#q,-#r,-) C L(Z} uj#oj#wj)

Now consider the rule

Zipi#ql-#r,- < Zj uj#oj#wj
2ieineiz < X Ejldjz

where the expressions are as described in the paragraph above Lemma 6.8.

®)

THEOREM 6.9. The rule(5), along withaa = 1, ab = 0 forb # a, and the axioms of KA and equational
logic, are sound and complete for the equational theory of the push-pop fragment of StacKAT.

ProOF. Suppose we want to prove that e < d under the interpretation L; or [—]. By Theorem 6.2,
we can provably convert e and d to normal form }’; €;1e;; and . ; dj1d}2, respectively. By Lemma 6.8

and rule (5), to prove that }; e;1e;2 < 3; aﬂd i» under the interpretation Ly, it suffices to prove
2 pi#qi#r; < X uj#vj#w; under the interpretation R. This is provable, as KA is complete for R. O

7 Related Work

In relating StacKAT to existing extensions of regular languages it is important to make a few
observations. Most importantly, a StacKAT program does not have a separate input tape. Hence, it
does not capture behaviors that require both processing the input and pushing/popping symbols
to/from the stack. Using standard pushdown automata, one can model behaviors like “after every
a-transition, write symbol x to the stack” but this is not possible in StacKAT. If StacKAT programs
were equivalent to automata with both an input tape and a stack, equivalence of StacKAT languages
would clearly be undecidable—e.g., we could then use the stack to parse a context-free grammar on
the input tape. Having said that, there are several tractable fragments of context-free languages that
are somewhat reminiscent of StacKAT. The reader might wonder if StacKAT is a particular instance
of one of these previously studied, tractable fragments. To the best of our knowledge this is not the
case. Below, we review below the most closely related work and explain the key differences.

Network Reachability Verification of MPLS Networks. Closely related to our work is the
verification of reachability in MPLS networks [15-17]. Since MPLS networks use the packet as a
stack, the verification problem can be cast as a reachability problem in a pushdown system. These
works can also handle quantitative properties such as failures or latency. Recently, a symbolic
decision procedure was developed [4] that can efficiently handle large packet spaces. In contrast
with these works, StacKAT handles equivalence queries. An interesting question for future work is
whether ideas from the above works can be adapted to StacKAT.
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Visibly Pushdown Languages. One important subclass of languages that is particularly rele-
vant for program analysis are visibly pushdown languages (VPLs) [1]. VPLs are accepted by visibly
pushdown automata. Whereas in general pushdown automata the stack operations depend on both
the input symbol and the current state, in VPAs the input alphabet is partitioned in a way that
the type of stack operation (push or pop) is determined by the input symbol itself alone. VPLs are
more tractable than general context-free languages as they enjoy several closure and decidability
properties. VPLs are closed under union, intersection, and complementation. Moreover, emptiness,
membership, and language equality and inclusion are decidable.

We view the relationship between StacKAT and VPLs as follows. Naively, one might hope to
use equivalence of pushdown automata as a basis for decision procedures. Unfortunately, that
equivalence problem is undecidable. VPLs address this issue by restricting the pushdown automaton
to a specific subclass. StacKAT takes a different approach and instead removes the input tape, but
keeps the pushdown stack completely unrestricted. Therefore, VPLs and StacKAT are incomparable,
being two different ways of taming the expressive power of pushdown automata.

Dyck Languages. VPLs are more general than so-called parentheses languages, also often
referred to as Dyck languages, which are languages consisting of balanced strings of parentheses,
with one and multiple types of parentheses [5, 22]. However, a language poppush(L) cannot be
viewed as such a language, as not all pop/push actions occur parenthesized: a letter pop(v) in
a word w in poppush(L) can be seen as an opening bracket in case it occurred because of the
poppush(—) closure, but otherwise it is just a letter, and there is not necessarily a closing bracket
(push(v)) in w. Thus, the poppush(—)-closure cannot be characterized using Dyck languages.

Another class of related work in which Dyck languages play an important role is language
graph reachability analysis, a common way to tackle certain static analyses [27]. Informally, the
nodes of a graph represent various program segments, while edges capture relationships between
those segments, such as program flow or data dependencies. Analysis is then formulated as a
reachability question between nodes in the graph, as witnessed by paths whose labels along the
edges produce a string that belongs to a language, which is often a visibly pushdown language.
This reachability problem, often referred to as Dyck reachability, has been applied in many contexts
including interprocedural data-flow analysis [14], slicing [29], or type-based flow analysis [26].
Dyck reachability has been generalized to bidirected graphs (with applications in pointer analysis)
and has been studied in terms of decidability and complexity [18].

Interprocedural Analysis and Pushdown Systems. Precise interprocedural dataflow analyses
involve reasoning about the call stack to capture call-return behavior [28, 32]. Pushdown Systems are
another formalism used for program analysis and dataflow analysis [7, 11], which model a control
state as well as a stack. Dataflow queries are then translated to reachability queries in pushdown
systems. This avoids merging data flows from states with the same program point but different
calling context, resulting in a more precise analysis. Our work by contrast is focused on program
equivalence, in order to enable encoding of verification queries such as slicing, translation validation,
loop freedom, etc. [12]. Weigthed versions of pushdown systems have also been developed [30, 31].
It would be interesting to investigate whether techniques for interprocedural dataflow analysis can
be harnessed to answer network verification queries, including weighted variants.

Deterministic Context Free Languages. Another relevant subclass of languages are Deter-
ministic Context Free Languages (DCFLs), the class accepted by deterministic pushdown automata
(DPDAs). DCFLs are closed under complementation, but not under union. The equivalence problem
for DPDAs is decidable [33-35]. Like VPLs, and unlike StacKAT, DCFLs have a separate input tape.
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Deterministic One-Counter Automata. Another relevant subclass are the languages accepted
by deterministic one-counter automata (DOCA) [39]. A DOCA is a special case of a pushdown
automaton, with a single stack that can only hold one type of symbol (often interpreted as a counter),
and the stack operations are restricted to either pushing or popping this symbol (or leaving the
stack unchanged). However, again because StacKAT becomes undecidable when we have a separate
stack and input tape, StacKAT languages are not the languages captured by one-counter automata.

Valence Automata. A generalization of both DOCA and pushdown automata is given by the
notion of valence automaton [9] where transitions are labeled with elements from a monoid. A
valence automaton accepts a string depending not only on reaching a final state but also on the
accumulated product of the transition labels equaling the zero of the monoid. Valence automata
generalize several models and can be used to study languages and automata under algebraic
constraints. In particular, a DOCA is a valence automaton for the monoid of natural numbers
under addition. Pushdown automata are valence automata under the monoid of stack operations.
Transitions push or pop symbols on the stack, accepting if the stack is empty. Decidability and
closure properties of valence automata are dependent on the specific monoid used.

For our setting, it is not clear how to adapt valence automata to StacKAT, because StacKAT
programs can transform the stack, and in fact the way they do so is integral to their semantics,
whereas (stacks encoded in) valence automata function as an additional constraint on acceptance.

Generalized Versions of KA. In [21], the authors investigate an extension of Kleene algebra
called omega algebra with domain to model pushdown automata, and propose axioms to model
the stack that are reminiscent of ours. However, they do not discuss decidability or completeness
of their algebraic theory. Recent advances in completeness techniques led to the development of
the Kleene Algebra with Hypotheses framework [10, 25], which can yield completeness proofs of
several Kleene Algebra extensions. However, some of the axioms we consider in StacKAT fail the
conditions of this framework, which prevents its immediate application. In particular, closure w.r.t.
the hypotheses pop(v) - push(v) < 1 and push(v) - pop(v) < 1 does not preserve regularity.

8 Future Work

StacKAT is an extension of NetKAT [2, 12, 37], but goes beyond it by adding a stack to the data
model. A new symbolic decision procedure was recently developed that can efficiently decide
large NetKAT equivalence queries [24]. We would naturally like to integrate StacKAT within this
symbolic framework. As we can encode dup in StacKAT, one might wonder if the integration is
immediate, which is however not the case. The core of the developments in [24] rely on the fact that
during the decision procedure, when trying to determine whether e; and e; are equivalent, if a dup
action is encountered then the packet state is identical at the corresponding states of e; and e;. This
is fundamentally different in StacKAT: if equivalent e; and e, push the same symbol onto the stack,
that does not imply that the packet state is also the same at that moment. In other words, StacKAT
programs e; and e; might be equivalent even though the packet state they are in is different. This
behavioral difference makes the integration with the framework of [24] challenging, and is left
as future work. Another promising direction for future work is to determine the active domain
of a StacKAT program, similar to APKeep [40], grouping packet values together into equivalence
classes, and then reducing the packet space enumeration to the equivalence classes.
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