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IP Paging Service for Mobile Hosts
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Abstract. In wireless networks, mobile hosts must update the network with their current location in order to get packets delivered. Paging
facilitates efficient power management at the mobile host by allowing the host to update the network less frequently at the cost of providing
the network with only approximate location information. The network determines the exact location of a mobile host through paging before
delivering packets destined to the mobile host. In this paper, we propose the concept of paging as an IP service. IP paging enables a common
infrastructure and protocol to support the different wireless interfaces such as CDMA, GPRS, wireless LAN, avoiding the duplication of
several application layer paging implementations and the inter-operability issues that exist today. We present the design, implementation,
and detailed qualitative and quantitative evaluation, using measurements and simulation, of three IP-based paging protocols for mobile hosts.
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1. Introduction

In networks that support mobility, the precise location of
a mobile host must be known before data can be delivered.
There is a tradeoff between how closely the network tracks
the current location of a mobile host, versus the time and com-
plexity required to locate a mobile host whose position is not
precisely known.

Tracking the location of a mobile host is performed
through update procedures in which a mobile host informs
the network of its location at times triggered by movement,
timer expiration, etc. Locating a mobile host is performed
through search procedures which include paging the mobile
host. Paging typically includes transmitting a request for a
mobile host to a set of locations, in one of which the mobile
host is expected to be. This set of locations is called a paging
area and consists of a set of neighboring base stations.

A network that supports paging allows the mobile hosts
to operate in two distinct states — an active state in which the
mobile host is tracked at the finest granularity possible such as
its current base station (resulting in no need for paging), and
a standby state in which the host is tracked at a much coarser
granularity such as a paging area. The network uses paging
to locate the mobile host in standby state. The mobile host
updates the network less frequently in standby state (every
paging area change) than in active state (every base station
change). Since the power spent in updating the network is an
order of magnitude greater than the power spent in standby
mode [18], battery power consumption at the mobile host is
reduced significantly [17].

Thus, the main benefit of providing a paging service is to
facilitate efficient power management at the mobile host. The
cost of paging is the complexity of the algorithms and pro-
tocols required to implement the procedures, and the delay
incurred in locating a mobile host before data can be deliv-
ered.
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Many research and standardization efforts are underway
to integrate both indoor (LAN) and outdoor (WAN) wire-
less access technologies over a common IP-based access net-
work [11,21,24]. These will allow more flexibility in deploy-
ing equipment which may greatly reduce network operations
costs [20]. In addition, an IP-based access network will be
able to support both voice and data services on a common in-
frastructure resulting in seamless support of services across
wired and wireless networks. These IP-based networks are
expected to be the basis for mature third and fourth genera-
tion wireless networks.

Paging service is available in wireless wide-area networks
(WAN) such as General Packet Radio Service (GPRS) [2] and
CDMA data [7]. Wireless local area network (LAN) proto-
cols such as IEEE 802.11 [6], also have the notion of a power-
save state [18]. Here the paging functionality is limited to
waking the mobile host from power-save (standby) state to ac-
tive state at a single base station. The paging architecture and
protocols in each of these networks are defined independently
and do not inter-operate. This precludes seamless movement
between local-area and wide-area networks or between wide-
area networks of different types. An IP-based paging archi-
tecture is a key element that would facilitate inter-operability
between these different wireless networks.

Mobile IP [12], the mobility protocol for IP networks, cur-
rently does not support paging. The focus of this paper is on
architectures and protocols for adding paging in IP networks
that support mobility. Together, IP paging and IP mobility
will support the full functionality present in current wide-area
wireless networks, thereby serving as the basis for efficient
and cost-effective all-IP third and fourth generation wireless
networks.

An effective paging service should have the following
characteristics. First, it should be simple to implement. Sec-
ond, it should be flexible in terms of supporting various up-
date and paging algorithms, and in terms of being compatible
with existing IP mobility protocols. Third, it should be scal-
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able to large networks with large number of hosts. Fourth, it
should be efficient in terms of the amount of resources it re-
quires to execute (memory, processing power) and overhead
it incurs (number of messages, number of updates). Fifth, the
paging service must be reliable, because its failure may ren-
der operational mobile hosts to become unreachable. Finally,
ease of deployment of the paging service is also important.

In this paper, we make three important contributions. First,
we propose paging as a novel IP layer service in order to facil-
itate the deployment of a common, IP-based infrastructure for
different wireless networks such as GPRS, CDMA, wireless
LAN etc.

Second, we present the design of three paging architec-
tures and protocols. The first two, called Home Agent (HA)
paging, Foreign Agent (FA) paging, are based on the architec-
ture defined for Mobile IP [12] and its derivatives [13]. These
protocols, like the systems on which they are based, manage
paging in a centralized and quasi-centralized manner respec-
tively. The third, called Domain paging, is a distributed ap-
proach that is still compatible with existing IP mobility proto-
cols. While these paging protocols determine which network
nodes initiate and process update and paging messages, algo-
rithms are necessary to determine under what condition up-
dates occur and in what locations a mobile host is paged. We
implement three well-known paging algorithms that demon-
strate the flexibility of our IP paging architectures.

Third, we present a thorough characterization of the per-
formance of the different paging protocols and paging algo-
rithms in terms of the six goals we outlined above. We use
the measurements obtained from our implementation and real
mobility traces as input to a simulator to study the behavior
of IP paging under high load. We also use simple analysis to
characterize reliability.

The remaining sections are organized as follows. In sec-
tion 2, we describe three IP paging architectures and proto-
cols. In section 3, we describe three well-known paging al-
gorithms that we implemented using the Domain paging pro-
tocol. In section 4, we present the software architecture of
our implementation and highlight some issues in implement-
ing the Domain paging protocol in the FreeBSD operating
system. In section 5, we characterize the performance of the
different paging protocols and algorithms using real mobil-
ity traces and performance numbers from implementation. In
section 6, we discuss reliability aspects of the paging proto-
cols. In section 7, we discuss related work and other relevant
issues. In section 8, we present our conclusions.

2. IP paging architecture and protocols

In systems that use paging, mobile hosts will be in one of
two states as shown in figure 1. When actively transmitting
or receiving data, the mobile host is in active state. In this
state the network knows the precise location of the mobile
host and can therefore deliver data quickly. If the mobile host
is inactive for a period of time, it will transition into an idle, or
standby state, during which time its location is not precisely
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Figure 1. Mobile host state diagram.

known!. During this period, if data arrives in the network for
the mobile host, the host must first be located before data can
be delivered. This procedure of locating the mobile is broadly
referred to as paging.

Recall that, when in active state, the mobile host updates
the network each time it changes its point of network attach-
ment (we assume each point of attachment is a separate base
station with an IP address). When in standby state, the mo-
bile host updates the network less frequently only when it
changes its paging area. If a mobile host spends sufficient
time in standby state, power saving is achieved through re-
duced transmissions of updates. Thus, power saving is a ben-
efit in a network that supports paging service.

A network that supports paging service consists of sev-
eral components such as architecture, protocols, and algo-
rithms. A paging architecture determines where paging state
is stored. A paging protocol determines which node initi-
ates paging, defines the messages exchanged between vari-
ous nodes in the architecture, and is responsible for updat-
ing and maintaining paging state. A paging algorithm deter-
mines how and where a mobile host is searched — for example,
searching entire paging areas in parallel by broadcasting pag-
ing messages, or searching paging areas in smaller increments
sequentially.

The focus of this paper is on novel IP paging architectures,
protocols, and algorithms that are necessary for providing the
paging service. IP paging architecture and protocols deter-
mine the scalability, reliability, deployability, and efficiency
of the paging service but do not affect the amount of power
saving directly — power saving is a benefit in a network that
supports paging and is directly impacted by factors such as
the usage, mobility pattern, and update policies of the mobile
host.

Note that networks that support paging also have well-
defined wireless link-layer paging support. The link-layer
support allows for a mobile host to listen to broadcast page
messages periodically in a very energy efficient manner.
Thus, we assume that the IP paging protocols defined in this
paper leverage the efficient link-layer mechanism when the
page messages are transmitted over the wireless medium and
use IP paging protocol messages only over wired links.

In the following sections, we describe the three paging ar-
chitectures and protocols in detail, and discuss how they meet
our goals qualitatively. We quantify their characteristics in
subsequent sections.

! Note that exact synchronization is not required.
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Since IP paging is intricately connected with IP mobility
support, we present our paging protocols in the context of
Mobile IP. Mobile IP defines two entities to provide mobility
support: a home agent and a foreign agent. Foreign agents are
identified by a care-of address. Packets sent to the mobile host
are intercepted by the home agent which then tunnels the data
packets to the mobile host through the foreign agent using the
care-of address. The foreign agent may be present at the base
station or run locally at the mobile host, in which case the
care-of address is known as a co-located care-of address.

2.1. Home Agent paging

Home Agent paging is performed in a centralized manner at
the Mobile IP home agent. This is illustrated in figure 2(a).
When a mobile host registers with its home agent, it includes
the identity of its current paging area. When a packet des-
tined for a mobile host in standby state arrives at the home
agent, the home agent buffers the packet and contacts all the
base stations in the paging area (message 1). The base stations
subsequently page over the air (message 2). The mobile host
then registers its current location with the home agent (mes-
sages 3 and 4), which delivers the buffered as well as subse-
quent packets. It is possible to use a multicast address to iden-
tify a paging area. This requires the use of a globally visible
multicast address which may not be scalable. Otherwise, the
home agent must have access to a database containing pag-
ing area information. A discussion of the use of multicast for
paging can be found in section 7.

We characterize this protocol as centralized because the
paging initiator (home agent) is a statically determined, cen-
tralized entity. This results in a simple protocol implementa-
tion that is required only at the home agent and mobile host.
It is flexible in that different update and paging algorithms
may be implemented in the home agent and mobile hosts.

Home Agent Home Agent

Z
-
)
-
T
»

\ |
Paging- |~ Ay
Initiator| 2 P_ag iﬁé - v XZ

Mobile Host’s IP:1.1.1.100 >

(a) Home Agent Paging (b) Foreign Agent Paging

Figure 2. Home Agent and Foreign Agent paging.
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However, this approach has some drawbacks. Since home
agents may be located some distance from the mobile hosts,
search costs may be high resulting in reduced efficiency. Also,
since home agents in wide-area wireless networks are ex-
pected to serve thousands of mobile users, increasing the
scalability of the centralized home agent could result in high
costs. For the same reason, the failure of a home agent or pag-
ing process in a home agent would render all the mobile hosts
it serves unreachable, decreasing reliability. However, this
is a characteristic of home agents for data delivery in basic
Mobile IP as well.

In terms of deployment, the home agent requires the ad-
dresses of the base stations in the paging area; since the base
stations and the home agent can belong to different adminis-
trative domains, the paging information could be considered
confidential and may not be available.

The Home Agent paging approach is similar to the cen-
tralized paging implementations in current wide-area cellular
networks; in GPRS, paging is performed at the Serving GPRS
Service Node (SGSN) [2], while in CDMA, it is implemented
at the Mobile Switching Center (MSC) [7]. The main differ-
ence is that cellular paging is always performed inside the vis-
iting network rather than from the home network as in Home
Agent paging, thus avoiding the confidentiality and scalabil-
ity issues of Home Agent paging.

2.2. Foreign Agent paging

Foreign Agent paging addresses many of the concerns with
Home Agent paging. In Foreign Agent paging, paging is ini-
tiated from the mobile host’s last attached foreign agent (base
station). As shown in figure 2(b), when a packet destined for
a mobile host in standby state arrives at the home agent, the
home agent tunnels the packet to the foreign agent as in ba-
sic Mobile IP. Thus, the home agent is unaware of paging or
standby states of the mobile host. The foreign agent buffers
the packet and contacts the base stations (foreign agents) in
the paging area (message 1); the base stations subsequently
page over the air (message 2). The mobile host then registers
its new location (foreign agent) with the home agent (mes-
sages 3 and 4), and also simultaneously informs the previous
foreign agent (message 5) so that the buffered packet can be
forwarded. If the mobile host happened to remain at its pre-
vious base station, messages 4 and 5 are avoided.

We characterize Foreign Agent paging as quasi-centralized
because while paging for a given mobile host is distributed
among the different foreign agents in the network, the paging
initiator is statically determined and fixed (previous foreign
agent) at any given time. This approach is fairly simple to
implement, requiring changes to foreign agents and mobile
hosts. It also provides scalability since the processing load of
paging mobile hosts is distributed among the different foreign
agents in the network. Furthermore, the confidentiality issues
of Home Agent paging are avoided since paging is localized
to one administrative domain, making the system efficient and
deployable. The system is somewhat flexible in that different
update and paging algorithms can be implemented in the mo-
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bile hosts and foreign agents, and it is compatible with a ba-
sic Mobile IP network. However, this approach will not work
with the mobile host CCOA option of Mobile IP.

In Foreign Agent Paging, the reliability concerns are more
serious than the Home Agent paging approach. In Home
Agent paging, home agent failure would leave the mobile host
disconnected. In Foreign Agent Paging, in addition, even in
the presence of an end-to-end path to the mobile host, the fail-
ure of the previous foreign agent could result in the mobile
host being unreachable indefinitely (since the previous for-
eign agent is the paging initiator).

Foreign agent paging is similar to paging in cellular data
networks such as GPRS or CDMA in that paging is initiated in
the current serving area of a mobile host. The main difference
is that the cellular networks rely on link level protocols to
disseminate paging information to the base stations, while in
Foreign Agent paging, the foreign agents are on base stations,
so IP is used to distribute the paging messages.

2.3. Domain paging

In order to comprehensively address the shortcomings of
Home Agent and Foreign Agent paging, we propose a router
assisted paging scheme called Domain paging. In Domain
paging, paging state is distributed among the routers and base
stations in a domain rather than at one fixed node such as
the foreign agent or the home agent. This is similar to the
HAWAII micro-mobility protocol [15] where routing state is
distributed among the routers and base stations in the domain.
In this paper we define a domain to be an autonomous system
in the Internet (like a stub domain in the transit stub domain
model of the Internet [1]?). The gateway into each domain
is called the domain root router. The routers/base station in
the path from the domain root router to a given mobile host
maintain routing and paging information for that mobile host,
while other routers in the domain have no specific knowledge
of the same mobile host.

In Domain paging, when a mobile host is in active state,
it sends an update message to the domain root router when-
ever it moves out of its current base station. When the mobile
host is in standby state, it sends an update message to the do-
main root router only when it moves out of its paging area.
These messages are propagated hop-by-hop along the path
from the mobile host’s current base station to the domain root
router, thereby creating new routing and paging state on each
router/base station in the path®. The identity of the domain
root router is periodically advertised in all the paging areas of
the domain®.

Figure 3 illustrates Domain paging using a simple exam-
ple. Here, the foreign agent is co-located with the mobile host

21n the transit stub domain model, there might be a few stub-to-stub edges
but these occurrences in the Internet are rare and will be ignored in this
paper.

3n Home/Foreign Agent paging, such an update would result in a new tun-
nel establishment between the home agent and the foreign agent.

4If routers in the domain do not support Domain paging, this reduces to
Foreign Agent paging.
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(CCOA option of Mobile IP). The paging area is identified
using an administratively-scoped IP multicast group address
(239.0.0.1) [9]. When a packet is received for the mobile host
that is in standby state, a router or base station along the path
from the domain router to the last (recorded) base station of
the mobile host dynamically selects itself to be the page initia-
tor (router R3 in figure 3). The page initiator then buffers the
packet and sends out a page request for the mobile host in the
paging area (message 1). On receiving a page request (mes-
sage 2) the mobile host sends a page response to the initiating
router (message 3). This page response also propagates hop-
by-hop thereby updating the routing and paging information
along the path (message 4) . On receiving the page response,
the page initiator transmits the packet which is now routed to
the mobile host with the help of the state created due to the
page response. Any future packets meant for the mobile are
also routed in the same way. We note that paging function-
ality can be implemented in a router without affecting its fast
path forwarding prowess through the use of virtual interfaces
(as described in the next section). The detailed description of
Domain paging procedures is presented in appendix A.

The decision as to whether to initiate paging from a router
or base station is configurable; it is dependent on how much
of the paging load needs to be shared by each router or base
station. One possible measure of paging load, that we use in
this paper, is the number of outstanding paging requests.

The distribution of paging functionality among the routers
and base stations in the domain serves the dual purpose of
load balancing for performance and fail-over for reliability.
When base stations or routers fail, paging can be initiated
from another node, using a simple soft-state refresh mecha-
nism.

One can view Domain paging as a generalization of For-
eign Agent paging where a base station or a router is dy-
namically selected as the paging initiator, thus resulting in
a completely distributed approach. This avoids the reliabil-
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ity issues with Foreign Agent paging (also examined quan-
titatively in section 6) while retaining the scalability and ef-
ficiency benefits of a distributed approach. Domain paging
is flexible and allows multiple paging algorithms to be imple-
mented. Also, since Domain paging is localized to one admin-
istrative domain, confidentiality issues of Home Agent pag-
ing are avoided. Furthermore, unlike Foreign Agent paging,
which could generate updates to home agent (message 4 in
figure 2(b)), Domain paging is truly localized and results in
no updates to the home agent due to paging. Unlike Home
Agent and Foreign Agent paging, this approach works both
with the co-located care-of option of Mobile IP (shown in the
example) as well as the network-based foreign agent option.

The benefits of Domain paging do not come for free. Do-
main paging requires additional functionality in the routers
of the wireless network domains for buffering packets at page
initiators and also for processing and maintaining paging state
at routers. Therefore, Domain Paging is not as simple to im-
plement nor as easy to deploy as the other protocols. One
way to ease deployment is to allow for incremental updates of
selective routers in the domain with paging functionality and
augmenting the protocol with tunneling as proposed in [4] but
this will result in reduced performance.

3. Paging algorithms

Paging algorithms determine how and where (which base sta-
tions) a mobile host is searched. In this section, we describe
three well-known paging algorithms [25]. In the descriptions
of the three paging protocols so far, we assumed that all the
base stations in the paging area are paged. We refer to this
paging algorithm as the Fixed algorithm. More sophisticated
paging algorithms, which search the paging area hierarchi-
cally or exploit locality of user movement, termed Hierarchi-
cal and Last-location paging, have also been proposed and
studied in the literature [25]. Since paging algorithms are in-
tricately connected with paging protocols, we would like to
study the impact of different paging algorithms on the three
paging protocols. We describe these well-known paging al-
gorithms briefly.

e Fixed paging. In Fixed paging, the base stations that com-
prise a paging area are fixed by a network administrator.
Thus, the network knows the current paging area of the
mobile host and broadcasts a page message to all the base
stations in the paging area.

e Hierarchical paging. This is a generalization of the Fixed
paging. The paging area is divided into hierarchies by the
network administrator. The network pages the base sta-
tions at the first level of hierarchy. If there is no response
within a timeout interval, the network pages the next level
of hierarchy and this process is repeated until the entire
paging area is searched.

e Last-location paging. In Last-location paging, the net-
work first pages only the mobile host’s last known base
station. If there is no response to the page within a time-
out interval, the network then pages all other base stations
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in the paging area. In the case of networks with low mobil-
ity users, probing the user’s last known location can reduce
paging load significantly.

4. Implementation

In this section we describe our implementation of Domain
paging. The two main goals for this implementation are

e to show how paging functionality can be implemented in
a router (though PC-based) without affecting its fast path
forwarding prowess, and

e to measure processing times associated with different pag-
ing operations in a real system.

We choose to implement Domain paging since it has the main
functionality of both Home Agent paging (when a router ini-
tiates paging) and Foreign Agent paging (when a base station
initiates paging), thus, serving as a superset of all three pag-
ing protocols. We implement all three paging algorithms (de-
scribed in section 3) in conjunction with the Domain paging
protocol.

Our implementation platform is a PC-based router run-
ning FreeBSD 3.1. Equivalent functionality, such as virtual
ports, is also available on most routers and our implementa-
tion could be adapted for them. Figure 4 illustrates the differ-
ent components of our protocol software and its interaction
with the kernel. The paging protocol is implemented in user
space and send/receives protocol messages on a well-known
UDP port. This allows for ease of testing and deployment.

Recall that mobile hosts may be in one of two states, ac-
tive and standby, and paging is initiated when the host is in
standby state only. Since the paging daemon is implemented
in user space, it is most efficient if only packets destined for
mobile hosts in standby state are sent to the user level paging
daemon while packets destined for mobile host in active state

Protocol
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Routing Table Paging Table

Packet Buffer|

Raw IP
Routing Socket
Socket
Kernel
User
Entry with Transport Layer,
Routing | Tunnel Interface Multicast Routing Network Layer
Table Table
Regular Entry Network Interfacg Network Protocol

Stack

Figure 4. Protocol software architecture.
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are forwarded in the kernel itself. We achieve this through the
use of a tunnel interface in FreeBSD. The tunnel interface is
a pseudo network interface that delivers packets to user level
processes. The paging daemon simply maintains the kernel
routing entries through the routing socket interface such that
routing entries for active mobile hosts point to real outgo-
ing interfaces; when the mobile hosts are idle and change
to standby state, the paging daemon changes the respective
routing entries to point to the tunnel interface. In this way,
the paging protocol selectively receives only those packets
for which paging is necessary while the kernel forwards all
incoming packets as usual in the fast path.

One issue with initiating paging is the need for the dae-
mon to know on which interface the packet arrived (line 2
in figure 11 in appendix A). Since the FreeBSD tunnel inter-
face does not provide the interface information with the data
packet, we added a new ioct! option to pass the interface in-
formation from the kernel to the paging protocol daemon in
the user address space with each data packet. This new ioctl
option requires adding about 10 lines of code in the kernel.

Finally, when a page response is received, the paging ini-
tiator updates the kernel routing entry for the mobile host and
uses the raw IP socket to deliver the buffered IP packet(s) to
the mobile host. Subsequent IP packets for the mobile host
are forwarded directly by the kernel.

We built a testbed consisting of one PC serving as a router,
two PCs serving as base stations, and a mobile host. The
router is connected to the base stations through a 100 Mb/s
Ethernet and the mobile host is connected to the base stations
through a 2 Mb/s WaveLAN. We present the CPU processing
time for different aspects of the paging protocol processing.
All these measurements were obtained on 333 MHz PCs run-
ning the FreeBSD 3.1 operating system.

Each experiment involves sending a series of ICMP echo
request (ping) packets, with a period of one second, to a given
mobile host. When this packet arrives at the testbed domain,
the ICMP packet is buffered and a page request is initiated by
the Domain paging protocol. When the mobile host responds
to the page request from one of the base stations, the buffered
ICMP echo request packet is forwarded to the mobile host,
which then replies with an ICMP echo reply packet. Thus,
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the latency for the first ping packet includes the cost of pag-
ing. Subsequent ping packets are routed along the fast path,
resulting in no paging overhead. This experiment is repeated
over 100 times to obtain various paging processing timings in
the presence of paging.

Now, in Domain paging, paging can be initiated either
at a router or at the base station. The processing needs of
router initiated Domain paging and base station initiated Do-
main paging are comparable to the processing needs of Home
Agent paging and Foreign Agent paging respectively. In ta-
ble 1, we present results for both possibilities of page initia-
tion for all three paging algorithms (Fixed, Last-location, and
Hierarchical). Table 1 also represents the three algorithms for
the two cases of whether the user was located at the previous
base station (found) or not (not).

Paging protocol processing can be classified into four main
functions: init_page_request (receive the IP data packet from
the tunnel interface, buffer the packet, and initiate a page re-
quest to appropriate base station(s)), retry_page_request (in-
crement page request sequence number and send page request
to different base stations) recv_init_page_request (receive the
page request and initiate a page request over the air interface),
recv_page_response (receive the page response, update the
paging/routing entry in the kernel, and, if necessary, forward
the response to the initiator). Note that there are minor differ-
ences to the functionality depending on whether the function
is implemented at a base station or in a router.

We make a couple of interesting observations regarding the
processing numbers. Consider the case when a router is ini-
tiating the page and the user is found at the previous location
(highlighted numbers in columns 2, 4, and 6, in table 1). The
init_page_request processing at the router in the Fixed and
Hierarchical algorithms is 0.173 ms and 0.196 ms, respec-
tively, but the same item is 0.323 ms for Last-location algo-
rithm. The reason is that the Last-location scheme needs to
perform a route lookup in the kernel in order to send a unicast
paging request to the right base station while, in the Fixed and
Hierarchical case, we just send a page message to the appro-
priate multicast group. Another observation is that, in general,
recv_page_response is more expensive than other processing
(0.2-0.4 ms versus less than 0.2 ms for init processing) be-

Table 1
Paging processing times in ms.
Fixed Last-location Hierarchical

(found) (not) (found) (not) (found) (not)
Router initiated (HA)
init_page_request(router) 0.173 0.173 0.323 0.316 0.196 0.203
retry_page_request(router) - - - 0.157 - 0.155
recv_init_page_request(bs) 0.080 0.080 0.082 0.068 0.079 0.066
recv_page_response(bs) 0.378 0.378 0.331 0.317 0.334 0.316
recv_page_response(router) 0.279 0.279 0.190 0.193 0.204 0.215
Base station initiated (FA)
init_page_request(bs) 0.197 0.199 0.183 0.189 0.197 0.213
retry_page_request(bs) - - - 0.117 - 0.118
recv_init_page_request(bs) 0.106 0.113 — 0.114 0.106 0.114
recv_page_response(bs) 0.237 0.233 0.251 0.234 0.249 0.232
recv_page_response(router) - 0.429 - 0.413 - 0.428
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cause only recv_page_response processing involves updating
the kernel fast path routing entries.

In the next section we use the measured paging processing
times from table 1 in order to compare the paging latencies
of different paging protocols in a simulator that simulates a
highly loaded network with millions of users and up to hun-
dred nodes. While the above measurements have assumed that
processing is devoted solely to paging, paging processing will
have to share CPU resources with other protocols and admin-
istrative tasks in a router. Thus, while the qualitative results
of the next section will still hold true in a deployed system,
processing paging protocol messages in real networks could
become a bottleneck at much lower loads than the loads we
simulated.

5. Performance results

We simulate the three paging protocols for different paging al-
gorithms in order to characterize paging latency and updates.
We use the paging processing measurements from table 1 and
mobility and call traces available from [19] to drive our simu-
lator. These mobility traces have been shown to provide a re-
alistic framework for modeling connection oriented traffic in
Personal Communication Networks and have been corrobo-
rated using measurements and surveys of actual human activi-
ties [8]. The simulation results presented in this paper use two
traces of one hour duration, one representing wide-area traf-
fic and other representing local-area traffic, called Bay Area
Location Information (BALI) and Stanford University Local
Area (SULA) respectively. In addition to call traces, we add
trace information representing paging due to messaging traf-
fic in order to simulate higher paging load representative of
future applications. The inter-arrival time between two mes-
sages to a given user is assumed to be exponentially distrib-
uted as in [25].

The simulation network topology of BALI is the San Fran-
cisco Bay area with 90 zones. These zones can be mapped
logically to the base stations in our earlier discussion since
IP-level handoffs in currently deployed networks will occur
initially only across these zones rather than base stations. The
simulation network topology of SULA is 36 zones in a six-by-
six wrapped mesh. The total number of users is about 1.8 to
2 million in each of the traces, thus making SULA a more
dense network than BALI. The trace file contains call and
mobility details. We map each call trace to a paging event
for the callee. The paging load due to such calls is up to 2
pages/hr/user. In addition, the paging load due to simulated
messaging traffic is up to 60 pages/hr/user.

In order to simulate IP paging in this network, we divide
the zones into paging areas. In our simulated network topol-
ogy, each set of six neighboring zones form a paging area.
The domain has a router hierarchy of two with one mid-level
router for each paging area and one domain root router.

The two metrics that we are interested in are average pag-
ing latency for delivering a packet to the paged host and the
number of updates to the home agent due to paging and move-
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Figure 5. Paging latency versus paging load.

ment of mobile hosts. It is essential to keep the average pag-
ing latency low since this directly contributes to the delay in
contacting the user. It is also important to the keep the num-
ber of updates to the home agent low so that cross-network
traffic and home agent processing overhead are reduced.

5.1. Paging latency

In figure 5, we plot the average paging latencies for dif-
ferent paging loads in SULA and BALI traces for Home
Agent, Foreign Agent, and Domain paging protocols. Pag-
ing loads throughout the rest of this section is in number
of pages/hr/user. The Fixed paging algorithm is used with
a paging area size of six zones. We also make the conserv-
ative assumption that the delay to the Home Agent is negli-
gible; otherwise, a factor of 1.5 round trip delay between the
Home Agent and the base station must be added to the Home
Agent paging latencies.

First consider Home Agent paging. In order for Home
Agent paging to scale to reasonable loads, multiple processors
are used for a single home agent. In this case, mobile hosts
are statically mapped to the different home agent processors
uniformly. It is clear from figure 5(a) that Home Agent pag-
ing with just one processor does not scale well with load since
the centralized home agent becomes a bottleneck. In order to
achieve comparable performance with Domain and Foreign
Agent paging, the Home Agent paging needs 5 and 13 proces-
sors for the SULA and BALI traces respectively.

Now consider Foreign Agent and Domain paging. In this
topology with six zones in the paging area, Foreign Agent
paging uses six base station processors for processing while
Domain paging uses one additional mid-level router as well.
By using the router, which gives 16% gain in processing
power, Domain paging is able to support about 11% in higher
paging load over Foreign Agent paging in this particular con-
figuration at 100 ms latency. Our experiments (not shown)
also indicated that the additional processing power reduces
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the 99 percentile paging latency more significantly than the
average latencies. Thus, Domain paging is able to support
the highest call load among the three protocols by utilizing
available processing resources (routers) in the domain effi-
ciently.

5.2. Impact of varying paging area size

We now consider the impact of paging area size. Having
a larger paging area reduces the number of updates to the
home agent since the user sends an update in standby state
only when the user crosses a paging area. However, a larger
paging area implies that the user has to be paged in more
zones, resulting in higher processing load and higher paging
latency. Thus, there is a tradeoff between latency and number
of updates that impacts the desired paging area size.

Figure 6(a) shows the number of updates to the home
agent versus different paging area sizes for Foreign Agent
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and Domain paging at different loads (Home Agent paging,
not shown, results in a very high number of updates because
each page request results in an update). The number of up-
dates when there is no paging is 149/s. When the paging area
size is 9, the number of updates in Foreign Agent and Domain
paging is reduced by 19% and 72% respectively. In the case
of Foreign Agent paging, recall that, apart from movement re-
lated updates, updates to the home agent occur in cases when
the user is paged and is found at a new foreign agent (mes-
sage 4 in figure 2(b)). This results in higher number of up-
dates than Domain paging in which there are only movement
related updates and no updates when the user is paged (fig-
ure 3). Thus, Domain paging has the least number of updates
to the home agent.

Now consider figure 6(b) where paging latency is plot-
ted against different paging area sizes for Foreign Agent and
Domain paging. As expected, the paging latency increases
with increase in paging area size due to the increased pag-
ing processing load. However, since Domain paging uses the
routers in the network in addition to the base stations, Domain
paging is able to support higher paging area sizes than For-
eign Agent paging. In the figures shown, Domain paging is
able to support paging area sizes from two to nine while For-
eign Agent paging is unable to support a paging area size of
nine (the paging processors get overloaded). Finally, a paging
area size of six seems optimal for this trace resulting in low
latency and lower updates to the home agent.

5.3. Impact of varying paging algorithms

Finally, we consider the difference in the three paging algo-
rithms: Fixed, Last-location, and Hierarchical. In figure 7(a),
(b), and (c) we plot the impact of the three paging algorithms
on the three paging protocols. The results are for the SULA
trace where user mobility is low (high locality).

In the case of Home Agent paging in figure 7(a), we find
that the Last-location algorithm performs the worst while
the Fixed algorithm performs the best. This seemingly unex-
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pected result even in the presence of high user locality has a
reasonable explanation: the Last-location algorithm increases
the load at the initiator (see table 1, row 1) while reducing
the load in the base stations. In the case of Home Agent pag-
ing, since the paging initiator (home agent) is the bottleneck,
Last-location algorithm has the undesirable effect of reduc-
ing the paging performance of Home Agent paging. On the
other hand, in the case of Foreign Agent and Domain paging,
where base station processing is the bottleneck, Last-location
performs the best.

Finally, while the Hierarchical algorithm is a generaliza-
tion of the Fixed algorithm, it does not perform as well as the
Fixed algorithm in terms of paging latency for all three pro-
tocols because 1) the Hierarchical algorithm could result in
multiple paging initiations, the cost of which is much higher
than paging processing at the base station and 2) the impact
of unnecessary retries, discussed next. The main motivation
to using the hierarchical algorithm is to potentially reduce the
number of page messages over the wireless link.

In the Last-location and Hierarchical algorithms, a retry
timeout interval was used to retry paging at different loca-
tions. An unnecessary retry occurs when the paging initiator’s
retry timeout expires before the host’s page response to the
initial page request arrives (page response is delayed due to
queueing and processing at different nodes). Higher number
of unnecessary retries due to low retry timeout value results
in increased paging load and latency. Hence, in figure 7(d),
as the retry timeout value is increased, the average paging
latency decreases up to a certain value (because of reduced
number of unnecessary retries). Beyond this value, the aver-
age paging latency starts increasing. This is because the cost
of locating the host after the retry timeout is now higher due
to the larger timeout value. Thus, the Hierarchical algorithm
needs a load dependent retry timeout value. The adaptive tun-
ing of this parameter is the subject of future study.

5.4. Performance results summary

We find that, among the three paging protocols, Domain pag-
ing supported the highest paging load at a given paging la-
tency. Foreign Agent paging is also able to support a fairly
high load in comparison to Home Agent paging. However,
Home Agent paging can still be useful in small networks with
low paging load due to its simplicity.

With respect to the number of updates to the home agent,
the Domain paging protocol results in the least number of up-
dates with about 70% reduction compared to the case when
paging is not used; Foreign Agent paging results in a reduc-
tion of about 20%. These results highlight the efficiency of
a truly localized paging architecture. We also find that opti-
mal sizing of paging area is impacted by a trade-off between
update rates and paging processing latencies.

Finally, among the three paging algorithms, we find that
while the Last-location algorithm performs the best in Foreign
Agent and Domain paging, it is the worst performer in Home
Agent paging. This unexpected result for the Home Agent
paging architecture is explained by the fact that Last-location
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exacerbates the source of bottleneck in Home Agent paging,
that is, paging initiation processing.

6. Reliability

In this section, we first discuss the reliability issues in the
three IP paging protocols. We then perform a preliminary
unavailability analysis to illustrate the qualitative differences
in the reliability of the three paging protocols.

6.1. Issues

We consider the impact of failure of different network compo-
nents on each of the protocols. All three protocols described
in this paper are susceptible to HA failures as a direct conse-
quence of using Mobile IP. Ways to alleviate this problem are
well-known and involve either avoiding a HA through the use
of a dynamically assigned home agent [15,22] or by making
the HA robust through redundancy. The HA paging scheme
has no additional reliability concerns; however, making the
HA scalable and reliable at the same time can result in high
cost.

In addition to HA failures, the FA paging scheme suffers
from the problem of the previous foreign agent failure; that
is, even in the presence of an end-to-end path to the mobile
host, the failure of the previous foreign agent could result in
the mobile host being unreachable indefinitely (since the pre-
vious FA is always the paging initiator). Ensuring every FA in
all networks to be robust through redundancy is impractical.
So, some form of leader election protocol needs to be imple-
mented and coordinated with the HA so that multiple FAs can
serve as paging initiators. This would reduce the performance
of FA paging.

In the case of Domain paging, paging can be initiated
by any router/base station along the path to the domain root
router. Link and router failures are handled through the soft-
state refresh mechanism. The routing/paging entries within
the routers are maintained as soft-state. Soft-state paging re-
fresh messages are sent independently by each of the nodes on
a hop by hop basis. The base stations and routers send rout-
ing and paging refreshes (containing entries for all the mobile
hosts “under” it) to their upstream routers, determined based
on their default route to the domain root router. Thus, the
paging entries for a given mobile host are refreshed in all the
routers in the path from one base station to the domain root
router by this upstream refresh mechanism. Therefore, there
is no single point of failure with respect to paging. The refresh
messages are fairly infrequent and can be aggregated [23] re-
sulting in minimal impact on performance.

Recovery from base stations and link/router failures in Do-
main paging is illustrated in figure 8. In figure 8(a), the failure
of base station BS1 results in lack of soft-state refresh mes-
sages from BS1 to router R3. Router R3 makes note of this
fact and when data packets arrive for a mobile host whose
entry was being refreshed by base station BS1, it assumes ex-
clusive responsibility for paging that mobile host. Note that,
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Figure 8. Domain Paging recovery from failure.

before the failure, router R3 and base station BS1 shared pag-
ing initiation responsibility. If the mobile host is present in
any of the other base stations in the paging area (say BS2),
then it would be contacted and the data packet delivered suc-
cessfully.

In figure 8(b), the failure of the link connecting the base
station BS1 and router R3 results in change of the default
route from BS1 to the domain router. Intra-domain rout-
ing protocols such as OSPF detect the link failure and route
BS1 traffic to the domain router through R2 instead of R3.
The next soft-state refresh message would now be sent from
base station BS1 to router R2. Router R2 would then up-
date its tables and subsequently send a refresh message to
router R1. Now, data packets arriving for the mobile host
would get routed from router R1 to router R2 instead of R3.
At this time, either router R2 or base station BS1 can be the
new paging initiators, resulting in delivery of packets to the
mobile host. Failure of router R3 would be handled similarly.

6.2. Unavailability analysis

We now perform a preliminary unavailability analysis to il-
lustrate the qualitative differences in the reliability of the three
paging protocols. We calculate the unavailability based on the
time the network is unavailable to a mobile user. This results
in a conservative estimate since this assumes all users are ac-
tively using the network during failures, a likely scenario in
peak-hour usage.

In our analysis, we are primarily interested in the failure
of three components: Home Agents, Foreign Agents, and Do-
main Routers. In our failure model, we assume that failures
of these components are independent, and multiple simulta-
neous failures do not occur. For simplicity, we also assume
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that the mean recovery time for each of these components are
the same in the three paging protocols and be denoted tya,
tra and fR, respectively. Let the mean time between failure
for each of the components be denoted by #y.

Let N denote the average number of routers in a domain
in the path from the HA to any Foreign Agent. Let « be the
percentage of the users in a domain that move out of the do-
main coverage while still in session and § be the percentage
of users under the coverage of a foreign agent that move out
of the foreign agent coverage in standby mode.

Network unavailability probability’, U, in our failure
model can be defined as

2

i€ component

U= Mean recovery time(i)

Mean time between failure(i)’

In the case of Home Agent paging,

IHA + IFA + NIR
UHA = )
M
since users are impacted equally when an home agent, foreign
agent or a router in the path between home agent or foreign
agent fails.
In the case of Foreign Agent paging,

tHA + tFA + Otpa + NtR
™M '

Upa =

As compared to Home Agent paging, the extra term, 8¢ga,
models the impact of failure of foreign agents that serve as
paging initiators for users who move away from the foreign
agent and, thus, are unreachable.

5 Availability would simply be 1 — unavailability.
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In the case of Domain paging,

atga + ga + NIR
UDomain = s
Y

since users are affected by their home agent failure only when
they move out of the domain while still in session (otherwise,
they have no home agents).

For the performance examples in this section, we use
N =2, =0.1,tpy = 1 month, and § = 0.5. We plot the sen-
sitivity of U for each of the paging protocols to home agent
and foreign agent recovery times (all protocols are equally
impacted by the failure of routers in our model). Figure 9(a)
plots the unavailability probability of the three paging pro-
tocols in log scale versus home agent recovery time with
R = 30, and fpa = 120 s. Typical unavailability for systems
such as the mobile switching center ranges between 0.0001
and 0.00001 [10]. It is clear that the Domain paging proto-
col’s unavailability is lower than the other two (thus, avail-
ability is higher) and this gain can be primarily attributed to
the fact that the home agent is only needed for a small sub-
set («) of the users. One way to reduce the unavailability of
Foreign Agent and Home Agent paging is to improve the re-
liability of home agents through replication or other means.

Figure 9(b) plots the unavailability probability of the three
paging protocols in log scale versus foreign agent recovery
time with frg = 30 s, and rga = 120 s. In this case, the differ-
ence in unavailability between the protocols is not significant.
The unavailability probability of Home Agent and Domain
paging approach the same value asymptotically while Foreign
Agent paging performs the worst due to the additional impact
of the foreign agent failure as a paging initiator failure.

While the above simple analysis illustrates the important
differences in reliability in the three paging protocols, there is
scope for future work both in terms of generalizing the analy-
sis as well as designing protocol enhancements to further im-
prove the reliability of all three protocols.
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Figure 9. Unavailability probability.
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7. Related work and other issues

There has been a flurry of activity recently on IP paging sup-
port. The P-MIP [26] approach is very similar to the Foreign
Agent paging approach discussed in this paper where For-
eign Agents serve as paging initiators. The Domain paging
architecture presented in this paper is a generalization of the
HAWAII [14,16] architecture. The Cellular IP [22] approach
also uses a fully distributed paging architecture that is similar
to Domain paging; however, Cellular IP controls who initiates
paging through static placement of paging caches rather than
dynamically determining the paging initiator as is done in Do-
main paging. The Regionalized paging [4] protocol can also
be viewed as Domain paging, albeit with tunnels to skip over
routers that do not understand paging. This paper is the first
to comprehensively present, analyze, and discuss the various
paging protocols in an integrated framework.

One of the important issues to consider in paging protocol
design is the use of IP multicast. Recall that multicast could
be used to distribute paging request messages to the base sta-
tions in the paging area. The multicast group address serves
as a succinct representation of all the IP base stations in the
paging area. Furthermore, administratively scoped addresses
in Foreign Agent and Domain paging avoids unnecessary con-
flicts with other multicast sessions — a disadvantage for use of
multicast in Home Agent paging. The use of IP multicast al-
lows for tremendous flexibility. For example, if a new base
station is installed due to a cell split, the base station just cre-
ates/joins the appropriate multicast group. Base stations can
also regroup into different paging areas, if necessary, by join-
ing the corresponding multicast groups. These changes are
transparent to other routers in the domain; the multicast rout-
ing protocol will automatically compute the new multicast
tree for each of the paging areas. Furthermore, implemen-
tation of sophisticated paging algorithms such as Hierarchi-
cal paging is simplified and only requires the configuration of
appropriate multicast addresses for the different levels.

The price for this flexibility in network management is
the complexity of IP multicast. In our testbed, we used the
DVMRP multicast routing protocol. This protocol works by
a flood and prune mechanism to maintain the multicast tree;
the multicast route cache values at each node timed out fairly
quickly and resulted in unnecessary flooding within the do-
main. The use of multicast protocols such as PIM sparse-
mode [3] or the more recent EXPRESS approach [5] should
help alleviate this problem.

Another issue is the amount of buffering needed for incom-
ing packets while paging is being performed. We believe that
for most applications a buffer size of one packet for each mo-
bile host that is being paged is sufficient. For example, typical
voice-over-IP applications using the Session Initiation Proto-
col would send a SIP Invite packet and wait for a response
before sending more packets; an invoke of a TCP session to
the mobile host would result in a TCP SYN packet being sent
first. Thus, for these common applications, one packet per
paged-host buffer would be sufficient, making adequate buffer
sizing fairly inexpensive.
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The IP paging service proposed in this paper is similar to
the Address Resolution Protocol (ARP) mechanism present
in today’s IP routers and hosts. The key difference is that
while ARP is used to locate a host’s link layer address on
a broadcast LAN, paging can be thought of as a service to lo-
cate a host’s local area network (in other words, current base
station) from a router that is one or more hops away. Also,
there are some similarities between message delivery in ad
hoc wireless networks and paging. However, the mobile na-
ture of routers themselves in ad hoc networks results in the
need for some form of global message broadcast, while in the
case of paging, locating the mobile host attached to a fixed
infrastructure results in a more localized and directed search.

Finally, note that paging functionality is not necessary for
reducing battery power consumption in mobile hosts that only
initiate sessions, for example, when using applications such
as web browsing. This is because the host can implicitly iden-
tify its location every time it initiates a session and can be
powered off when not in use. In fact, for these applications,
Mobile IP is also not necessary since sessions last only a short
duration; every time a mobile host initiates a session from
a new location, it could obtain a new address using, for exam-
ple, DHCP, and contact the appropriate server directly. How-
ever, Mobile IP and paging become critical in future all-IP
networks with voice-over-IP and messaging applications®. In
this case, sessions could be server initiated and mobile hosts
might stay powered on for long durations, possibly awaiting
incoming sessions.

8. Conclusion

In this paper, we first introduced the concept of paging as
an IP service. IP paging enables a common infrastructure
and protocol to support the different wireless interfaces such
as CDMA, GPRS, wireless LAN, avoiding the duplication
of several application layer paging implementations and the
inter-operability issues that exist today. We then proposed
three paging protocols, Home Agent paging, Foreign Agent
paging, and Domain paging. A comparison of the three proto-
cols is presented in table 2. Domain and Foreign Agent paging
have broad applicability with tradeoffs, while Home Agent
paging is applicable only to limited scenarios — for example,
small networks with complete administrative control.

Appendix A. Detailed operation of domain paging

We present the detailed operation of Domain paging in this
section. We distinguish two types of entries, routing and pag-
ing, in the base stations/routers for forwarding packets to the
mobile host. The routing entry allows for regular forwarding
of IP packets while the paging entry enables paging process-
ing. The operation of the router or base station with respect
to these entries is summarized in table 3.

6 While email uses client-based polling, email server “push” avoids unnec-
essary polling, reducing battery consumption.
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Table 2
Paging protocols.

Goals HA FA Domain
Simplicity yes yes somewhat
Flexibility somewhat somewhat yes
Scalability somewhat yes yes
Efficiency no somewhat yes
Reliability somewhat somewhat yes
Deployability somewhat yes somewhat

Table 3

Router processing for a given mobile host.

Routing entry Paging entry Host state Router action
Y Y/N Active Regular IP forwarding
N Y Standby Paging processing
N N Null Drop if no default route

1. Receive protocol message from neighbor with
(MH IP ADDRESS, MGA) on Port A
If I am the Domain Root Router
Set entry to (MH IP ADDRESS — MGA, Port A)
else
Set entry to (MH IP ADDRESS — MGA, Port A)
Forward to upstream neighbor along default route
endif

Nk wn

Figure 10. Paging update processing in base station/router.

Before we discuss paging processing, we first present the
processing required to establish paging entries in the base sta-
tion and routers. Recall that a mobile host in standby state
updates the network with its paging area whenever it crosses
into a new paging area. The pseudo-code in figure 10 illus-
trates the processing of such a paging update message, con-
taining the mobile host address and the multicast group ad-
dress (MGA) of the paging area. These protocols messages
are sent on a well-known UDP port. The code shown in fig-
ure 10 and others presented in this section are executed in
each base station/router independently. Observe that the ex-
ecution of this code results in the processing of the update
message from the base station, in a hop-by-hop manner, up
to the domain root router establishing the latest paging area
information in these nodes. Thus, this code maintains the fol-
lowing Update property:

e Update: up-to-date paging entries are maintained for each
mobile host in all the nodes in the path from its last at-
tached base station in the paging area to the domain root
router.

The pseudo-code for the main paging processing including
the determination of which node initiates the paging request
is shown in figure 11. This maintains the following Upstream
property:

e Upstream: paging is initiated from routers with paging en-
try for the mobile host only if packets arrive from the Do-
main Root Router along the upstream interface.
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1. IP packet for MH arrives at node with
entry (MH IP address — MGA, Port A)

2. if (packet arrives from default route port
or I am Domain root Router)

3. if ((no refresh on Port A) /* Failure */
4. or (page queue < f) /* lightly loaded? */
5. or (I am a base station)) /* Initiate Paging */
6. buffer packet and send page to MGA
7. increase retry counter and set retry timer
8. else /* Push paging initiation downstream */
9. route the packet through Port A

10. endif

11. else

12. forward packet along default route to DRR
13. endif

Figure 11. Paging initiation in base station/router.

Maintaining the Upstream property is essential in order to
be able to page the mobile host using the up-to-date paging
area information. This is because stale paging entries created
by old paging updates may exist in internal routers for sev-
eral reasons including topology or routing changes. In order
to avoid paging using stale paging entries for packets orig-
inating inside the domain and destined for a mobile host in
standby state, these packets will first be forwarded along the
default route to the domain root router. Paging is then initi-
ated only when these packets arrive from the correct upstream
node (line 2 in figure 11).

Note that paging is initiated at a router when there is a po-
tential failure due to lack of soft-state refresh messages from
downstream node (line 3) or when the queue size of outstand-
ing page requests is less than an administratively configured
value B (line 4). The latter check is necessary for load bal-
ancing when the router is lightly loaded’. Otherwise, paging
is initiated from the user’s previous base station by default
(line 6). In appendix B, we discuss how B can be chosen;
for now, observe that 8 can have any value between zero and
infinity (representing always paging from base station and al-
ways paging from the router). A fractional value for 8 can
also be implemented by using probabilistic techniques.

When the base stations in the paging area receive the pag-
ing request packet through multicast, they send out a link-
layer page message on the air interface. The mobile host sends
back a paging response message which is then processed in
the base station and all the routers between the base station
and the paging initiator. This processing is shown in figure 12.
Observe that the processing of this code at each node from the
base station hop-by-hop to the paging initiator helps maintain
the following downstream property:

e Downstream: processing of paging response establishes
up to date routing entries along the path from the mobile
host to the paging initiator.

7We also considered a simpler alternative where the router determined
whether it was the paging initiator probabilistically and found it to have
inferior performance.
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1. Receive protocol message from neighbor with
(MH IP ADDRESS, MGA) on Port A

If I am the paging initiator
Set entry to (MH IP ADDRESS — Port A)
Forward buffered packets

else
Set entry to (MH IP ADDRESS — Port A)
Forward response hop-by-hop towards initiator

endif

NI R LD

Figure 12. Paging response processing in each base station/router.
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Figure 13. Impact of §.

The correctness of the Domain paging protocol can be eas-
ily established from the Update, Upstream, and Downstream
properties. The Update and Upstream properties imply that
the router/base station initiating the paging has the latest (up-
to-date) paging entry for a given mobile host. The Down-
stream property guarantees that the routing path from that
mobile host to the paging initiator is up to date. Combining
the previous two statements, the routing path from the domain
root router through the paging initiator to the mobile host is
up-to-date after paging processing is complete, resulting in
correct delivery of data packets.

Appendix B. Impact of varying 8

We consider the impact of 8 on Domain paging performance.
Recall that 8 (see figure 11) represents the threshold for
the number of outstanding paging requests at a router below
which the router initiates paging. In figure 13(a), we plot the
average paging latency versus . We make two important ob-
servations. First, for a given load, as § increases the average
paging latency reduces upto a certain value of g after which
the average paging latency starts increasing again. The reason
for this behavior is that at low values of 8, the base stations
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becomes the processing bottleneck while for high values of g,
the router becomes the processing bottleneck. Thus, an opti-
mal value of B exists that minimizes average paging latency
by balancing the processing load between the base stations
and the router. Second, as the load increases, the optimal
value of B also increases (note the way the curves shift to
the right in figure 13(b)). This is because higher values of 8
imply that the router is taking a higher processing burden. At
high paging load, one would expect the router to take a higher
processing burden in order to alleviate processing load at the
base stations. Thus, at high paging load, higher 8 values lead
to better load balancing among the base station and routers.
Note that this behavior has an unfortunate side-effect: at low
load, higher B values result in higher latencies. Thus, Domain
paging would benefit from an adaptive algorithm for tuning 8
depending on the paging load. This is the subject of future
study. For now, we note that the penalty for choosing a higher
B value is not significantly costly in terms of latency at low
load while the higher 8 value supports higher loads that lower
values of 8 cannot. In the traces we examined, performance
was good for a wide range of B values from 2 to 10.
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