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0HGLD�REMHFWV

VRXUFH

VWRUH

VLQN

VWUHDP

&ROOHFWLRQV��ORJLFDO�GRFXPHQWV
FG�RU�UHFRUGHG�WUDFNV

VSDQ�PDFKLQHV

+RZ�DUH�DOO�WKHVH�REMHFWV�RUJDQL]HG"

Phish
REM
Vega
Primus
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*URXS�FRPPXQLFDWLRQ�V\VWHPV

$SSOLFDWLRQV�DUH�FROOHFWLRQV�RI�JURXS�PHPEHUV�

(QVHPEOH�SURYLGHV��
FRPPXQLFDWLRQ�EHWZHHQ�PHPEHUV�
EURDGFDVW�FRPPXQLFDWLRQ�

(QVHPEOH�HQVXUHV��
PHPEHUV�KDYH�LGHQWLFDO�YLHZV�RI�JURXS�
EURDGFDVWV�DUH�RUGHUHG�DQG�DWRPLF�
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$SSOLFDWLRQ�GHVLJQ

(DFK�UHVRXUFH�LV�D�JURXS�PHPEHU�

(DFK�PHPEHU�DGGV�LWV�UHVRXUFHV�WR�WKH�YLHZ�

5HVRXUFHV�SURYLGH��ORFNV��VWUHDPV�

$SSOLFDWLRQ��OHYHO�IORZ�FRQWURO��WRNHQ�SDVVLQJ��

fileapp.ml cdapp.ml playapp.ml radioapp.ml

S
text_server.ml

e
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Ejb.java

jaoquin:cdrom/2

jaoquin:cdrom/1
clarkssumit:/audio/a0f1...

jaoquin:dsp/1
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/RJLFDO�H[WHQVLRQV

0HGLD�DUH�RUJDQL]HG�DV�FROOHFWLRQV�

)ROORZV�D�ILOHV\VWHP�PRGHO�
FS��UP��HWF�
8VH�ZLQGRZHG�QDYLJDWLRQ��GUDJ�	�GURS��HWF��

Phish
REM
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Primus
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(QVHPEOH�VXSSRUW

*OREDOO\�FRQVLVWHQW�YLHZ�
,GHQWLFDO�YLHZV�RI�PHPEHUVKLS��UHVRXUFHV�
7UDFN�GDWDEDVH��WUDFN�→��ORFDWLRQ�
$WRPLF�EURDGFDVW�

)DLOXUHV�DUH�KDQGOHG�JUDFHIXOO\�

$SSOLFDWLRQ�XVHV�JURXS�VWUXFWXUH��QRW�SK\VLFDO��

7UDQVSDUHQW�FRQQHFWLRQ�PDQDJHPHQW�
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6HFXULW\

&G�PHGLD�LV�FRS\ULJKW�SURWHFWHG�

8VHUV�PD\�SXEOLVK�XVLQJ�UDGLRV�

$SSOLFDWLRQ��ORFN�EDVHG��FHUWLILFDWH�SDVVLQJ��

SPhish
REM
Vega
Crow

user=world (read)
user=jyh (modify)

user=jyh
(modify)

[user=jyh; machine=jaoquin]
(user ˛cucs, user ˛world)

machine ˛{jaoquin,tehachapi,gulag}
(modify)

track1: user=jyh
track2: user ˛cucs
track3: user ˛world
(read)
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(QVHPEOH�VHFXULW\

&RXUVH�JUDLQ�QHWZRUN�OHYHO�VHFXULW\

���931��VHFXUH�26

���31��VHFXUH�SURWRFROV

NH\�H[FKDQJLQJ

ERRWVWUDSSLQJ�SUREOHP
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6HFXULW\�LVVXHV

0HFKDQLVP�LV�LPSOHPHQWHG�

3ROLF\�LV�VLPSOLVWLF�
:KR�RZQV�FRS\ULJKW"�

$GPLQLVWUDWLRQ�
&XUUHQW�DGPLQ�LV�QRW�JURXS�EDVHG�
+RW�VZDSSLQJ�

1HHG�JHQHUDO�VHFXULW\�IUDPHZRUN�
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3URJUDPPLQJ�ODQJXDJH�LVVXHV

'HVLJQ�LV�KLJKO\�PRGXODU�

,QFOXGH�RQO\�QHHGHG�IXQFWLRQDOLW\�

&RGH�LV�IXQFWRUL]HG�

KLJKO\�KHWHURJHQHRXV�
&�FRGH����.�OLQHV

0/�FRGH����.�OLQHV

-DYD�FRGH����.�OLQHV

(QVHPEOH�
&�FRGH����.�OLQHV

0/�FRGH����.�OLQHV

Ensemble

NT

cd file play rad srv
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0RGXODULW\

3HUIRUPDQFH�SHQDOW\�

6FDODELOLW\�
%URDGFDVWV��YLHZ�FKDQJHV�

6ROXWLRQ��OLJKWZHLJKW�HQGSRLQWV�

Ensemble

NT

cd file play rad srv
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6XEPRGXODULW\

1HHG�OLJKWZHLJKW�JURXSV�

Ensemble

NT

cd file play rad srv

S S S



3UR[\�GHYLFHV

SPhish
REM
Vega
Crow

jyh
jyh@jaoquin

looks like cd/file
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*OREDO�GDWDEDVHV

*OREDO�OLVW�RI�UHVRXUFHV�

&RPPRQ�ILOHV\VWHP�VHPDQWLFV�

SPhish
REM
Vega
Crow

jyh
jyh@jaoquin

S

orodeh
orodeh@mojave

~jyh
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$SSOLFDWLRQ�OD\HUV"

*HQHUDO��FRPPRQ�IXQFWLRQDOLW\�

*OREDO�FRQVLVWHQF\�

3UR[\�

3URFHVV�ORFDO�OLJKWZHLJKW�JURXSV�

GMP

slander

PROXY

GLOBAL

SUBGRP
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0RUH�SURJUDPPLQJ�ODQJXDJH�LVVXHV

3URWRFROV�DUH�GLIILFXOW�WR�JHW�FRUUHFW�

1HHG�DVVLVWDQFH�PDLQWDLQLQJ�LQYDULDQWV�

+HOS�ZLWK�RSWLPL]DWLRQ�

/D\HUHG�SURWRFROV�DUH�LQHIILFLHQW�
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1XSUO

'HGXFWLYH�SURRI�V\VWHP�
,QWHUDFWLYH�WKHRUHP�SURYLQJ�
+HXULVWLFV��GHFLVLRQ�SURFHGXUHV��

WDFWLFV

�

7\SH�WKHRU\�
)XQFWLRQDO�SURJUDPPLQJ�ODQJXDJH�
([SUHVVLYH�W\SH�V\VWHP�
5HILQHPHQW�RI�FRUH�0/� Interactive

Proving

Logic

Proof 
Automation

Mathematical
Facts

Ensemble
Interpretation

Ensemble
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)DVWSDWK�RSWLPL]DWLRQ

,QOLQLQJ��EHWD�UHGXFWLRQ��

UHGXQGDQW�FRGH�HOLPLQDWLRQ�

Protocol stack

Layer (abstraction)
boundaries

Case checking

Common case

module type LayerSig = •••
module FIFO : LayerSig
module STABLE : LayerSig
module GROUP : LayerSig
•••

FIFO o STABLE o GROUP o ••• = Common

1
2
3

4
5 6 7

8
9
10

11



NUPRL

Ensemble
simulation

Ensemble
reconfig

Proof

Opt
Proof

Spec

Ensemble

Secure
Ensemble

Optimize

VerifyImport

Export

Transform

Verify

O

1XSUO�SURJUDPPLQJ�HQYLURQPHQW

6HFXUH�SURJUDP�WUDQVIRUPDWLRQ
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1XSUO�/LJKW��ORJLFDO�SURJUDPPLQJ�HQYLURQPHQW

)RUPDO�LQWHUSUHWDWLRQ�RI�PRGXOHV�

$GG�IRUPDO�W\SHV�WR�PRGXOH�V\VWHP�
YDO�VRUW���∀7��7\SH��∀O��7�OLVW��^�O¶���7�OLVW�_�6RUWHG�O��O¶��`�

,QYDULDQW�H[SUHVVLRQV��
YDO�FGURPV��FGURP�OLVW�
D[LRP�FGBH[LVWV��∀FG��FGURP��FG�∈�FGURPV�⇒�2QOLQH�FG��

2SWLPL]DWLRQ�
)XQFWLRQ�LQOLQLQJ�
3URJUDP�WUDQVIRUPDWLRQ�
7DFWLF�EDVHG�GRPDLQ�NQRZOHGJH�
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6XPPDU\

(-%�LV�D�WHVWEHG�IRU�H[SORULQJ�
*URXS�FRPPXQLFDWLRQV�IRU�PXOWLPHGLD�
6HFXULW\�LQ�GLVWULEXWHG�V\VWHPV�
3ULQFLSOHV�RI�SURJUDPPLQJ�

9HULILFDWLRQ

2SWLPL]DWLRQ

5LFK��IRUPDO�SURJUDPPLQJ�HQYLURQPHQWV

(-%�LV�D�GHPR�IRU�JHQHUDWLQJ�LQWHUHVW�LQ�FRPPRQ�

3/�GLVWULEXWHG�V\VWHPV

�

3UREOHPV�DUH�VROYDEOH�
5HVXOWV�DUH�YLVLEOH�


