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Abstract except in their direct vicinity. IPv6 may eventually solve
this situation, but not any time soon.
Collaborative applications often require peer-to-peer in- One now common solution is to route messages across

teraction and peer discovery mechanisms. In today’s Inter- HTTP over an Application Level Gateway (ALG) such as
net, Firewall and NAT technology, and a lack of support of used in JXTA [9] and Groove [14]. The ALG (see Fig-
IP multicast, have made it very difficult to support such ap- ure 1) is a more-or-less standard Web server that main-
plications. Application Level Gateways and Directory Ser- tains a message queue for client hosts. Hosts can poll
vices can solve these problems to some extent, but have scatheir own message queue, or queue messages intended for
ability problems and should be used as a last resort. This other hosts, simply by sending HTTP requests to the ALG.
paper describes our experience with implementing a serviceThese requests and responses can be routed through web
called Astrolabe which uses a peer-to-peer epidemic proto- proxy servers, or NAT boxes, without problems. If enough
col. We show how we solved peer-to-peer communication, ALGs are deployed on the Internet, this solution may scale
auto-configuration, and peer discovery. The resulting As- quite well, particularly if an auto-configuration protocol like
trolabe service can be used to support the development ofWPAD (Web Proxy Auto-discovery Protocol) were devel-
other peer-to-peer protocols and applications. oped so that hosts use nearby ALGs to receive messages.
Nevertheless, this solution is unsatisfactory for at least
three reasons. First, each host requires a persistent TCP
connection to an ALG, just in case messages arrive for it,
potentially resulting in many unused TCP connections that
waste resources. Second, if two hosts can communicate di-
The original Internet was designed so that any host (or rectly, going through an ALG increases latency and wastes
rather, network interface) had a unique address, and anymore resources. Finally, an ALG is a single point of fail-
two hosts could exchange messages using their respectivare, and its disruption may severely affect a large part of the
addresses. As such, itwas a network ideally suited as a platpeer-to-peer network. Thus it is desirable to use an ALG
form for running collaborative, peer-to-peer applications. only as a last resort.
Unfortunately, driven by a shortage of addresses and com-  Another problem that face collaborative applications is
mercial pressures, today’s Internet is quite different from peer discovery. When a new participant starts up, it either
its original conception [5]. Firewalls [8], Network Address has to find the other participants, or be found. A centralized
Translation [7], and DHCP [6] solve many problems of directory service may not scale or be sufficiently robust, and
scale and security, but make direct peer-to-peer interactionso IP multicast is often suggested as a basis for discovery
in many cases impossible [11]. For example, many IP ad-(see, for example, [1]). Unfortunately, IP multicast in the
dresses in current use are not unique, nor are they routableurrent Internet is very poorly supported.
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Figure 1. Application Level Gateway. (1) Receiver sends a RECEIVE request using an HTTP POST
request; (2) Sender sends the message using a SEND request using an HTTP POST request; (3) ALG
forwards the message to the receiver using an HTTP 200 response; (4) ALG sends an empty HTTP
200 response back to the sender.

of a DNS-like directory hierarchy. Astrolabe uses epidemic Relay Server for communication. They also use the Relay
protocols for internal data dissemination. In addition to Server for other functions. This includes message queuing
solving the problems outlined above, Astrolabe provides for for off-line peers and resource discovery. This makes most
automatic membership discovery and configuration of col- Groove applications heavily dependent on the Relay Server,
laborative applications. Many of the problems and solutions and direct peer-to-peer interactions are rarely used. Groove
described in this paper came up when deployidgmover- Networks has deployed dozens of Relay Servers, and the
sion of Astrolabe, downloadable from the web. The demo Server will be available for sale for use in enterprise set-
had to install and run without any further configuration by tings as well.
the user who downloaded the demo. JXTA [9] (jxta.org) is an open platform for peer-to-peer
We will start with reviewing various related work in Sec-  interactions in the network, intended for pervasive use from
tion 2. Next we describe, in short, the function and imple- servers to workstations to PDAs and cell phones. JXTA of-
mentation of the Astrolabe service in Section 3. In Section fers a variety of services such as Peer Discovery and Peer
4, we present how addressing is performed in Astrolabe. Membership. In order to allow peer discovery and peer-to-
Auto-configuration of Astrolabe is discussed in 5. Commu- peer communication, the notion of an AL&€ndez-Vous
nication using ALGs is the topic of Section 6. Section 7 Serverin JXTA terminology) has been proposed, but this is
presents Astrolabe’s peer discovery mechanisms. We constill an ongoing research effort.

clude in Section 8. Activision (activision.com) has a proprietary UDP-based
broadcast protocol for use in the face of NAT [11]. Game
I heir local UDP/IP Ily lo-

2 Related Work players send their local UDP/IP addresses to a centrally lo

cated server. The server stores this information along with
the UDP/IP address generated by the NAT box, and informs
Groove Networks, Inc. (groove.net) is the provider of a each player about each other player. The players then send

peer-to-peer communications technology. Although in the- hello messages to each other. On receipt ohalio mes-
ory peers in Groove can communicate directly with one an- sage, a player process returns a reply. If a reply is received,
other (assuming they are not separated by firewalls or NAT), the corresponding address becomes the preferred address
they heavily rely on their proprietary ALG calleg@roove for the peer player. This only works for NAT boxes that pass
Relay Serveif14]. Unless peers are explicitly configured UDP packets and set up return paths. Many NAT boxes and
to communicate directly with one another, they will use the firewalls do not pass UDP packets, however.



An Overlay Network (ON) is a network abstraction lay-

domains. For example, “/usa/ny/ithaca/cornell” (rather than

ered on top of the Internet (or possibly another ON). An cornell.ithaca.ny.usa).

ON can offer special capabilities to its users, such as multi-

The implementation of Astrolabe is entirely peer-to-peer.

cast or security. ONs deploy application-level routers in the Each host runs an agent process that communicates with
edges of the Internet, without directly affecting routing in other agents through an epidemic protocogossip The

the Internet itself.

data structures and protocols are designed such that the ser-

A Virtual Private Network (VPN) is an example of an vice scales well:

ON. A VPN can span multiple firewalls, and provides as
such a solution to peer-to-peer communication. Current
VPN solutions, such as PPTP [10], do not scale well, and
will not support a global VPN. For small scale collabora-
tive applications, however, VPNs have been shown to work
adequately.

Another example of an ON is MIT’s Resilient Overlay
Network (RON) [2]. RON is intended to overcome long-
term link outages due to IP routing misbehavior, and does so
by re-routing messages through its application-level routers.
Although RON currently does not support routing through
NAT, it could be adapted to do so [2]. Unfortunately, RON
uses arO(n?) pinging protocol in order to monitor the con-
ditions of links, and therefore does not scale beyond a few
dozen RON routers. Detour [15] is another ON project sim-
ilar to RON.

e The memory requirements on each host grow logarith-
mically with the membership size;

e The size of gossip messages grows logarithmically
with the size of the membership;

o If configured well (more on this in Section 5), the gos-
sip load on network links grows logarithmically with
the size of the membership, and is independent of the
update rate;

e Thelatencygrows logarithmically with the size of the
membership. Latency is defined as the time it takes to
take a snapshot of the entire membership and aggregate
all its attributes;

e Astrolabe is tolerant of severe message loss and host

failures, and deals with network partitioning and re-

NAT (and similarly IP Masquerading) has several well-
covery.

known problems [11]. Realm Specific IP (RSIP) [3] is a
proposal for degling with addrgss shortage as an alterna- |, practice, even if the gossip load is low (the agents in
tive to NAT. Unlike NAT, RSIP is not transparent to TCP  {ha demo version of Astrolabe gossip only once every five
clients, and requires a protocol |mplementat|o.n upgrade ONgeconds), updates propagate very quickly, and is typically
end-hosts. An |mportanF advaptage of RSIP is that clients \yithin a minute even for very large deployments [16].
would be able to accept incoming connections. _ Inthe description of the implementation of Astrolabe be-
Finally, we note that e-mail is perhaps the most ubiqui- |5y we omit all details except those that are necessary in
tous peer-to-peer protocol available. Itsupports, throughthe o ger to understand the function of Astrolabe, and the is-
use of DNS, SMTP, POP, and/or IMAP, uninhibited peer-t0- ges that relate to peer-to-peer communication in the Inter-
peer communication, message queuing, and peer disCOVenyyet  For an in-depth description of Astrolabe, please refer
Although we have considered this option, the potential la- [16].

tencies involved are too large to be practical for Astrolabe. As there is exactly one Astrolabe agent for each leaf do-

main, we name Astrolabe agents by their corresponding do-
main names. Each Astrolabe agent maintains, for each do-
main that it is a member of, a relational table called the
Astrolabe provides a scalable aggregation service to itsdomain table For example, the agent “/a/b/c” has domain
clients. Astrolabe organizes hosts into a domain hierarchy,tables for “/”, “/a”, and “/a/b”. A domain table of a domain
in which the hosts themselves form the leaf domains. Eachcontains a row for each of its child domains, and a column
domain has a set of attributes. Unlike the leaf domains’ at- for each attribute name. One of the rows in the table is the
tributes, which may be directly updated by their correspond- agent’'sown row, which corresponds to that child domain
ing hosts, the attributes of an internal domain are generatedthat the agent is a member of as well. Using a SQL aggre-
by aggregating the attributes of its child domains. Each do- gation function, a domain table may be aggregated to form
main is identified by its domain name. Unlike the DNS con- a single row. This row forms thewnrow in the parent’s
vention, Astrolabe uses Unix-style path names to identify domain table of the agent.

3 Astrolabe



Since multiple agents may be in the same domain, thetion. The aggregation function that determines the set of
corresponding domain table is replicated on all these agentsrepresentatives for the corresponding domain will automat-
For example, agents “/a/b/c” and “/a/d/e” maintain both the ically assign a new representative. When there are no more
“I" and “/a” tables. representatives for the domain, and consequently the last

A replicated table is kept consistent using an epidemic generator of a row is removed, the row itself is deleted from
protocol. Each domain calculates, using an aggregationits table.
function, a small set of representative agents for its domain.  The other side of domain membership, new domain dis-
Typically, Astrolabe is configured to use up to three repre- covery, is much more problematic in today’s Internet. Orig-
sentative agents for each domain. The representative agent®ally Astrolabe depended on occasional IP multicasts, but
of the child domains of a parent domain run the epidemic as IP multicast is very poorly supported in the Internet, this
protocol for the parent’'s domain table. On a regular basis, was not an adequate solution. Section 7 is devoted to the
say once a second, each agent X that is a representative fdgsue of locating new peers.
some child domain chooses another child domain at ran- ~ Finally, new aggregation functions can be installed dy-
dom, and then a representative agent Y within the chosennamically, and their dissemination piggybacks on the gos-
child domain, also at random. X sends the parent’s tablesip protocol. This way an Astrolabe hierarchy can be cus-
to Y. Y merges this table with its own table, and sends the tomized for the applications that use it.
result back to X, so that X and Y now agree on the contents
of their tables. 4 Addressing

The key here is how to merge the tables. The basic idea
is as follows. Y adopts into the merged table rows from  Astrolabe supports communication using UDP/IP, us-
X for child domains that were not in Y's original table, as ing HTTP (on top of TCP/IP or SSL), or both. To sup-
well as rows for child domains that are more current thanin port HTTP, Astrolabe agents act both as HTTP servers and
Y's original table. To determine currency, agents timestamp clients. As we will see in Section 6, the use of an ALG
rows each time they are updated by writing (in case of leaf js transparent to the sending agent, but requires some addi-
domains) or by generation (in case of internal domains). tional work by the receiving agent. Before we discuss the
Unfortunately, this requires all clocks to be synchronized actual communication in more detail, we will first describe
which, atleast in today’s Internet, is far from being the case. the concept ofealms and how addressing is done in Astro-

To solve this problem, each row is tagged with glemer- labe.
ator. the domain name of the agent that wrote or generated A realmis a set of hosts and a communication proto-
the row (in addition to the timestamp). Agents also main- col. For example, the tuple (“Cornell Computer Science
tain, for each row in each table, the set of generators from Department”, UDP) forms a realm, as does (“Core Inter-
which they received updates for that row, along with the net”, HTTP). (“Core Internet” is the set of those hosts on
timestamp on the last received update. The merge operathe main Internet that do not reside behind firewalls.) Each
tion is now executed as follows. When receiving a row in realm has a unique identifier of the form name:protocol, for
a gossip message, the agent adopts it, as is, if it is create@xample “cornellcs:udp” and “internet:http”. The hosts in a
by a previously unknown generator. Ifit is a known gener- realm form an equivalence class, in that they can all be ac-
ator, the row is adopted if and only if the row’s timestamp cessed using the realm’s protocol in the same way. A host
is more recent than the last received timestamp from thatcan be in more than one realm, and can have more than one
generator. This way, only timestamps from the same agentaddress in the same realm. No two hosts in the same realm
are compared with one another, and therefore no clock syncan have the same address, but the same address may be

chronization is necessary. used in different realms. (A similar addressing strategy was
When no update has been received from a particular gen-used in GTS [13].)
erator for some time period’, that generator is consid- UDP addresses are of the form “IP-address:port”

ered faulty, and forgottenI’ should be chosen so that the (e.g., “10.0.0.4:6422") or “DNS-name:port” (e.g.,

probability of anyold gossips from this generator still go-  “rome.cs.cornell.edu:6422”).  HTTP addresses are of
ing around is very low [16]. Since gossips disseminate in the form “agent-name@TCP-address”, where “agent-
time O(logn), this typically is not very long, and can be name” is the Astrolabe domain name of the agent, and
determined by techniques of epidemic analysis or simula- “TCP-address,” as in UDP addresses, consists of a port



and either an IP address or a DNS name. For example, 1. If there is no outstanding gossip, the score is the pref-
“lusa/nylithaca/cornell/cs/rome@210.0.0.4:2246". erence;

We define arextended addres® be the triple (realm
identifier, address, preference). For example, (“cor-
nellcs:udp”, 10.0.0.4:6422, 5). A host has a set of these ad- o ) ] ]
dresses, and can indicate its preference for certain addresses3: If there is justone outstanding gossip, the score is the
using thepreferencefield. We call the set of extended ad- preference minus one;
dresses of a host theontactfor that host. The contact is 4. In all other cases, the score is zero.
dynamic as addresses may appear and disappear over time
as the administrator of the host connects to, or disconnects  This results in the following behavior. In the normal
from, ISPs and VPNSs. case, when gossips are followed by responses, the address

Unlike agent’s contacts, agent’s names are constantOfthe highestpreference is always used. Ifa single response
In order to simplify configuration, we observed that gotlost, the score becomes only slightly smaller. The inten-
realms often coincide with Astrolabe dornains7 and tion is that if there is more than one address of the same

thus named realms using their corresponding domain Preference, the ones that are only somewhat flaky become
name. Thus, rather than “cornellcs:udp”, we would use less preferential. If there are more losses, the score becomes

“lusa/ny/lthaca/cornell/cs:udp”. The core Internet coincides Such that the address is only used as a last resort. Once a

with the root domain, and is thus called “/:http”. minute, the score is, for a single send operation, reset to the
Each domain in Astrolabe has an attribute calbed- original preference. This allows addresses to be occasion-

tacts which contains the contacts of those agents in the do-ally re-tested.

main that have been elected as representatives. This is done

using an aggregation function that computes a union with a 5 Configuration

restricted output size. Theontactsattribute of a leaf do-

main contains the singleton set with the contact of the agent |, 5 der for Astrolabe to scale well, the domain hierarchy

of that leaf domain. - _ has to be set up with care. Each domain in Astrolabe runs
We will now briefly revisit Astrolabe’s gossip protocol 5, instance of the gossip protocol among the representatives
to show how this works in practice. When an agent wants ¢ it child domains. The first concern to think about is the
to gossip the table of some domain, it has to come up with gj,e of domains, that is, the number of child domains in
an address. Firs't, the agent picks one of the table’s rows aty yomain. If very large, the size of gossip messages, as
random and retrieves theontactsattribute from that row. ol as the generated gossip load, will be large as well (they
The agent then picks one of the contacts at random. Theygi grow linearly with the domain size). If chosen to be

resulting contact is a set of extended addresses. The ageryery small, the hierarchy becomes very deep, and latency
removes the addresses of realms that it cannot reach (morg;\'suffer. In practice, we find that a size of 25-100 child

on this below). If there is more than one remaining address, 45 mains in a domain works well. Smaller sizes are possible

the agent has to make one more choice. too, at the cost of some additional latency, but larger sizes
In order to make intelligent choices, each Astrolabe .,o1e the load unacceptably large.

agent maintains statistics about addresses. This is simple 114 second concern is locality. The domains should be

to do, as each gossip message is followed by & response,qnsirycted ideally so that the number of network hops be-
Currently, an agent maintains for each extended address the .. its child domains’ representatives is minimized, and

2. If it has been more than a minute since the last gossip
was sent, the score is the preference;

following three values: so that independent domains (one domain is not an ances-
1. out st andi ng: the number of gossips sent since the tor of the other) do not share any network links. If the In-
last response was received; ternet were a tree topology, the Astrolabe hierarchy should
2. | ast _sent : time of last gossip transmission; be preferably identical to this tree. In reality the edges of

the Internet often resemble a tree topology, but the inter-
nal Internet is a complicated mesh of links that defies any
resemblance to a tree.

If there is more than one extended address to choose In practice, this means that there is considerable freedom
from, the agenscoreseach address: in designing the higher levels of the Astrolabe hierarchy,

3. l ast recei ved: time of last reception of a re-
sponse.



within the limits of the branching factor, but the lower lev- erated integers in our example are 25, 43, and 4 respec-
els should be mapped closely to the topology of the Internet tively. Then the Astrolabe domain name of the agent is
edge. If we ignore the branching factor, this is not much “/edu/25/43/4/cornell/cs/rome/4365”. (The three generated
different from the DNS hierarchy design. In DNS, too, the domains can be hidden from view if so desired.)
low levels often correspond closely to the network topology, = The hope is that each of the domains following
while the high levels of the hierarchy have little correspon- “/edu/25/43/4" are of relatively limited size that can be sup-
dence to the Internet topology. Thus the main difference be- ported by the Astrolabe protocol, and that these domains
tween DNS and Astrolabe configuration is the constrained reflect the network topology to a close enough approxima-
branching factor of the Astrolabe hierarchy. tion. If in the future this turns out to be insufficient, we can
Astrolabe supports two forms of configuration: manual update the downloadable executable to use more levels, or
and automatic. The manual configuration supports variousperhaps come up with an adaptive scheme. The addition
notions of security, including an integrated PKI infrastruc- of the process identifier makes it possible to run multiple
ture for the Astrolabe service. The automatic configuration agents on the same host.
is not secure. In order to foil all but the simplest forms of Next we have to determine the set of realms that the
compromise, the communication is scrambled and signedagent can reach. We assume that any agent can com-
using secret keys. The holy grail of peer-to-peer computing, municate to the “/:http” realm, that is, any agent can
a secure, self-configuring system, seems to be an unachiewsse HTTP to reach another agent on the core Inter-
able dream. Below, we will focus on Astrolabe’s insecure net. (Agents may use WPAD to determine the existence
automatic configuration. More on Astrolabe security can be and location of an HTTP proxy automatically.) Further-

found in [16]. more, we assume thaCy/A1/As/A3/Cr_1/.../Cr:udp
In an insecure version of Astrolabe, all an agent needs to(*/edu/25/43/4/cornell/cs:udp” in our example) is a realm,
know is and that all agents within this realm can communicate with

one another. In Section 7.4, we will see that this is not al-
ways the case and we have to fix this.

e The set of realms that it can send messages to; Currently, these are all the assumptions we make about
realms. In practice this is sometimes conservative, and in
that case agents that can communicate directly using UDP
In the remainder of this section, we will look at the au- Will use a ALG instead. In the next section, we describe

tomatic configuration of domain names and realms. Peer"OW ALGs are configured and used.
location, which is another aspect of configuration, will be
described in a Section 7. 6 Communication through an ALG

Currently, we generate the Astrolabe domain name of
an agent from the DNS domain name of the host, and the  An Application Level Gateway (ALG) may be the only
process identifier of the agent. We will first explain how possibility for two agents to communicate (see Figure 1).
this is done, and then provide the rational for this design. Significant care should be taken in deploying and configur-
Say that the DNS domain name @%.C,.....Cy, and the ing ALGs. The number of ALGs is likely to be small com-
process id of the agent B. We use a one-way hash func- pared to the number of agents using them, and thus they
tion on C...Cy, (all but the first component of the domain  should be used judiciously in order not to overload them

e |ts domain name;

e How to find peer agents to gossip with.

name) to construct three 6-bit integer$;, A2, and As. or the network links that connect them. Also, care should
Finally, the Astrolabe domain name is constructed to be be taken that the peer-to-peer network remains tolerant of
J/Cr/A1/A3/A3/Cr—1/.../]Co/P. failures, and does not get partitioned when a single ALG

For example, say an agent runs as process 4365 orserver crashes or otherwise becomes unavailable, and that
host “rome.cs.cornell.edu”. By hashing “cs.cornell.edu” network security is not compromised. Finally, in order for
onto three 6-bit integers, we have effectively split the the system to scale, it should be possible to add new ALG
“.edu” domain up into2'® pieces, as the “.edu” domain servers dynamically to the system as the number of Astro-
itself is much too large for a single Astrolabe domain. labe agents grows. These new servers should be automati-
Using this construction, the Astrolabe “/edu” domain it- cally discovered and used by the existing agents as well as
self has at most 64 child domains. Say the three gen-the new ones.



Ideally, an ALG is located on the network path between  When an agent determines it is no longer a representa-
a sender and a receiver, so that the number of hops that dive, traffic to it using the ALG address will cease. When
message has to travel is not severely affected by the presan agent is no longer a representative for a firewalled do-
ence of an ALG. Since many senders may send messagemain,andit has not seen any incoming traffic from the ALG
to the same receiver, it follows that the ALG should be lo- server for some time (currently, two minutes), it terminates
cated as close to the receiver as possible. Thus, ideally, eachs TCP connection to the ALG and removes the ALG ad-
firewall or NAT box has a companion ALG that serves re- dress from its contact set. In certain situations it is possible
ceivers behind the firewall. In practice, we suspect that far that traffic will remain arriving over the ALG connection
fewer ALGs will be deployed, but it is still important for  indefinitely, however, so that the ALG connection never ter-
receivers to connect to the nearest-by ALG or ALGs. minates (see Section 7.4).

Each receiver that wishes to receive messages through
an ALG has to use HTTP requests to the ALG. In practice, 7 L ocating Peers
this happens over a persistent TCP connection. In order to
reduce the number of such connections to an ALG, not ev-
ery host behind a firewall has to connect to the ALG. In
Astrolabe, only representatives for the realm corresponding
to the firewalled site gossip beyond the firewall boundaries,

In an auto-configuring peer-to-peer system, peers have
to find each other automatically. The same mechanisms
should also unify partitioned components of a peer-to-peer

: ' system. That is, peer location is simply a specific case of
and only these agents (typically, two or three), need to re partition repair. In Astrolabe, peers can be found using the

ceive through an ALG. The other agents learn indirectly of ; . ;

. S following four mechanisms:
updates outside the realm through gossip with the represen-
tatives (see Figure 2). 1. Direct gossip

In order for agents to locate ALGs, the ALGs themselves o pulticast and Broadcast
are situated in the Astrolabe hierarchy itself. Each ALG
has a companion Astrolabe agent with a configured domain 3. Configuration
name. Theelaysattribute of the corresponding leaf domain
is set to the singleton set containing the TCP/IP address of
the ALG. This attribute is aggregated into internal domains e already described the first mechanism: when one
in the same way as thepntactsattribute, that is, througha  agent X gossips to another agent Y, Y will learn about all
union operator with a restricted output size. the agents that X knows. Multicast and broadcast provide
An agent determines whether it is a representative for asimple ways to discover peers automatically, but care need
firewalled site by monitoring theontactsattribute of the ~ be taken not to create broadcast storms or response implo-
corresponding realm domain and noticing whether its con- sions. Using configuration and indirect gossip, connections
tact is in there. When this becomes the case, the agent find&hat go beyond multicast and broadcast can be initiated. Be-
ALGs by traveling up the Astrolabe hierarchy starting inits low we will describe the latter three mechanisms in more
realm and finding theelaysattributes, stoppingwhenithas detail.
locatedk ALGs or when it reaches the root domain. To
ensure fault tolerancé; is typically chosen to be a small 7.1 Multicast and Broadcast
integer such as 2 (as in Figure 2). If no ALGs are found,
agents resort to using a set of static built-in addresses of
ALG servers that we deployed for this purpose.

4. Indirect gossip

By IP broadcasting or IP multicasting a gossip message,
a single sender can update the tables of any agent that re-

For each ALG in the set, the agent generates a newceives the message. In order to avoid a large load of broad-
extended address of the form (“domain-name@ALG”", casts and multicasts, the following policies are observed.
“I'http”, preference), and adds this address to its contact setFor broadcast, each agent maintains a timer. When the timer
The preference is chosen to be relatively low compared toexpires, the agent broadcasts a gossip onits local LAN. The
its other addresses, so as to discourage its use. Finally, théimer is reset each time the agent receives such a broad-
agent sends an HTTP request to the ALG to receive the firstcast. The setting of the timer is slightly randomized in order
message on this address. to prevent synchronization effects that result in the agents
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Figure 2. The many ways gossip can travel from a source host in Site 1 to a destination host in Site
2. Each site has four hosts, two of which are representatives, behind a firewall. The representatives
of Site 2 connect to two different ALG servers to receive messages from outside their firewall.

broadcasting all at the same time. In the demonstration ver-obvious choice for this purpose. The demonstration ver-
sion, it is set so that a broadcast is generated once every 28ion of the Astrolabe agent comes with a set of built-in ad-
seconds on average. dresses of ALG agents that are located on the core Internet.
For multicast, each agent makes use of the fact that anyWhen an agent starts up, it will first attempt to find other
agent knows, approximately, how many agents there are inagents using built-in multicast and broadcast addresses. If
each domain. This is done by aggregating tileembers  an agent turns out to be a representative for the root domain,
attribute (initialized to one in the leaf nodes) by summa- the agent will occasionally gossip to the well-known ALG
tion. In particular, thexmembersttribute of the root do-  agents in order to integrate with the global Astrolabe net-
main contains the approximate total number of agents in thework.
Astrolabe hierarchy. Each agent multicasts with a rate that
is inversely proportional to this number, so that the over- 7.3 Indirect Gossip
all rate of multicasts is independent of the total number of
agents. The demonstration version also uses a total rate of |n practice, the multicast, broadcast, and configuration
once every 20 seconds for multicasts. techniques described above did turn out to be insufficient.
Receivers of multicast and broadcast messages shouldhe problem is that our automatic address and realm gener-
not respond as they do with other gossip messages, as thigtion makes mistakes. For example, “sulfur.cs.cornell.edu”
could result in a large implosion of messages back to the may be a laptop, which is sometimes connected directly
sender, and it is unnecessary to do so. Receivers of sucho the “cs.cornell.edu” network, but may also be connected
messages learn about the sender and its direct peers, anfdom other places using VPN technology like PPTP [10], or
will from then on occasionally gossip back resulting in a even be connected to the Internet but without a PPTP con-
complete merge. For example, say that A and B know eachnection set up. The automatic address and realm generation
other, as do C and D. Also say that at some point D broad- techniques, however, led an Astrolabe agent on the laptop
casts a message, which only B receives. B will now gossip pelieve it was in the firewalled domain of “cs.cornell.edu”
this information on to A, and gossip aboutitself and A back (see Figure 3).
to D. Finally, D gossips this information on to C, and the  To illustrate what will happen, consider three agents

merge is complete. /alblc, la/b/d, and /a/e/f. Say the first two agents are each
_ _ in their own firewalled realms, while the third is on the core
7.2 Configuration Internet. As a result, the first two agents can communicate

with /a/elf, but not with each other. Thus /a/b/c will gos-

In order to find peers that cannot be reached by multi- sip to /a/e/f, claiming it is the only agent in /a/b. /a/b/d will
cast, agents can be configured to gossip with agents at well-do the same. The gossip protocol will cause /a/e/f to be-
known addresses. The addresses of ALG agents make alieve that /a/b has only one agent in it, when in reality there



argon.cs.cornell.edu

boron.cs.cornell.edu

sulfur.cs.cornell.ed

Figure 3. Auto-configuration based on DNS may cause the laptop to think it is in the same realm as
the other computers. However, multicast may be disabled so that discovery is not possible this way.
Also, in the absence of a VPN, the only form of point-to-point communication may be through an
ALG.

are two. In general, the information gathered by /a/b/c and about each other and are communicating, they will merge
/a/bld will never be aggregated together, resulting in two their tables and aggregate the information for /a/b correctly.
different versions of attributes for /a/b. /a/e/f will switch

back and forth between these two versions as gossips fromy 4 A Problem Remains

/a/b/c and /a/b/d arrive.

We considered fixing the automatic reaim generation  pere is still a remaining issue, which fortunately does
problem, but .for two reasons we elected a different 4P~ not turn out to be a show stopper. Say there are many agents
proach. The first reason is that we could not come up with ;- put that they are split up in two sites S and T that
a realm generation strategy that always works. It would are se,parated by firewalls, so that an agent in S can only
have required extensive network topology discovery( communicate with an ageﬁt in T by using an ALG. They

[4, 12]), which would always have been prone to mistakes. should have been configured into two separate realms, but

The other reason is that the approach descpbed below Ih'they are not. Indirect gossip through some other agent will
creases the robustness of the Astrolabe gossip protocols Si9210w them to locate one another. and form a single domain
nificantly, and may solve further unanticipated problems. /a/b containing both the agents in,S and the agents in T. Only
The idea is that /a/e/f will gossip information about /a/b/d  the representatives of /a/b are required to receive messages
back to /a/b/c, and vice versa. Remember that /a/e/f alreadythrough the ALG. There are two cases of interest: either all
maintains for each domain a list of representatives. In par- the representatives are in one of the sites S or T, or some are
ticular, for domain /a/b, it maintains both /a/b/c and /a/b/d as in S and some are in T.
representatives, in order to implement the replacement strat- | the first case, without loss of generality let us as-
egy of the merge algorithm described of Section 3. Origi- sume all representatives of /a/b are in S. All agents in T can
nally agents would maintain only the timestamps associatedsend gossip messages to the representatives of S through the
with updates from representatives. We extended this by alsoa| G, which are then gossiped on to the other agents in S.
maintaining the contacts of the representatives. But it appears as if there is no way to send gossip messages
Now, when /a/e/f gossips to /a/bl/c, itincludes for domain to agents in T. Luckily, agents do not terminate their con-
/a/b the contact of /a/b/d. In general, when an agent X gos-nection with the ALG unless they no longer receive mes-
sips to agent Y, X includes in the gossip message the con-sages through the ALG (see Section 6). As the only way for
tacts for all the domains that Y is in and that X knows about. agents in S to send messages to agents in T is through the
When /a/b/c receives this gossip message, it finds out abouALG, the agents in T that had ALG addresses will main-
/a/b/d, recognizes that it does not know about this represen-tain their ALG addresses. Througtansitivity of gossip
tative, and gossips to it. Now that /a/b/c and /a/b/d know all updates will spread among all agents in /a/b. The sec-



ond case is similar, and somewhat less problematic, as thdreferences

representatives in S can gossip without restriction with the
representatives in T. [1]

Although this works in practice, the solution is not ideal.

We are investigating if it is possible to analyze the address [2]

statistics that are kept at each agent to determine if such a

configuration mistake has been made, in which we may be

able to adjust the assigned addresses and realms dynami—[3]

cally.

8 Conclusion
[4]

In this paper, we presented how the Astrolabe service
achieves efficient and scalable peer-to-peer communication,
auto-configuration, and peer discovery. Firewall and NAT [5]
technology, and the lack of IP multicast support, make this [6]
complicated. The popular solution, the deployment of Ap-
plication Level Gateways (ALGs), is inefficient and may [7]
lead to reduced robustness. In the solution implemented by
Astrolabe, a novel addressing scheme allows peers to avoid [8]
using ALGs when possible.

Astrolabe’s auto-configuration is based on mimicking [°]
the DNS domain hierarchy, although some adjustments had [10]
to be made in order to enforce Astrolabe’s constraints on
branching factors used in the domain tree. Astrolabe’s ar-
chitecture limits the number of ALGs that need be used, as [11]
only the representatives of firewalled domains need to inter-
act through ALGs. [12]

Peer discovery is accomplished through broadcast, mul-
ticast, and configuration, but primarily through Astrolabe’s
gossip protocols. An extension to these protocols, céafled
direct gossipallows mistakes in the auto-configuration pro- [13]
cess to be masked and significantly increases the robustness
of the gossip protocols.

Once up an running, the Astrolabe service itself may be
of great use to other collaborative applications. For exam- [15]
ple, we have developed an application-level multicast and
publish/subscribe service that works in the face of firewalls
and NAT using Astrolabe. The service takes care both of
efficient message routing and listener discovery, depending[16]
heavily on Astrolabe’s aggregation functionality. It is de-
scribed in [16].
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