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Abstract

Epidemic protocols have been heralded as appropriate
for wireless sensor networks. The nodes in such networks
have limited battery resources. In this paper, we investi-
gate the use of power in three styles of epidemic protocols:
basic epidemics, neighborhood flooding epidemics, and hi-
erarchical epidemics. Basic epidemics turn out to be highly
power hungry, and are not appropriatefor power-aware ap-
plications. Both neighborhood and hierarchical epidemics
can be made to use power judiciously, but a trade-off exist
between scalability and latency.

1 Introduction

Epidemic protocols are a style of peer-to-peer protocols
that has proved itself highly robust, efficient, and scalable
[2, 6, 3]. In this paper we investigate the effectiveness of
such protocols in networks where power is a limited re-
source, such aswireless sensor grids. Initsmost basic form,
an epidemic protocol consists of a population P of n par-
ticipants p1, po, ..., pn. At fixed time intervals, often called
rounds, each participant p; initiatesatransaction with aran-
domly chosen peer p;. In the transaction, p; and p; merge
their states. If initially one participant is infected, and state
merge involves spreading the infection, it can be shown that
the expected number of roundsthat it takesto infect all par-
ticipants grows O(logn) [1, 7]. It has aso been demon-
strated that infections spread rapidly in the face of high de-
grees of independent or dependent message |oss (except, of
course, network partitions), and host failures[7].

The basic epidemic protocol was used in the Clearing-
house directory service [2] and the REFDBMS distributed
bibliographic database system [4]. In spite of appearances,
the basic epidemic does not scale well in practice. For one
thing, the basic epidemic requires al participants to know
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and keep track of the membership of the entire population.
In applications where al participants contribute state (such
as asensor network), the total amount of informationthat is
exchanged in a state merge grows O(n) as well. But worst,
if power isalimited resource, the basic epidemic does not
take geographic locality into account, causing the protocol
to use energy for sending in a very inefficient fashion.

In order to deal with these scalability problems, there are
two approachestakenin practice. Intheliterature, thesetwo
approaches are often confused, as both approaches exploit
locality. But they behave quite differently from one another.
We will call the two approaches ” neighborhood epidemics’
and "hierarchical epidemics’. A neighborhood epidemic is
similar to flooding: participants only exchange information
with “nearby” participants. The application of neighbor-
hood epidemicsin a power-constraint wireless network was
previously studied in [3].

In a hierarchical epidemic, the population is structured
into a hierarchy or tree of zones, where the participants
themselves form the leaf zones (e.g., [6]). Then, each group
of sibling zones runs a separate basic epidemic protocol. As
far as we know, there has been no previous power use study
of hierarchical epidemics.

Although a neighborhood epidemic significantly reduces
the amount of power per round used, latency grows approx-
imately polynomial in n. The hierarchical epidemic, on
the other hand, still exhibitslogarithmic latency growth, be-
cause of small world phenomena (see [8], Chapter 6). The
average amount of power per round that is used is small,
as most participants are involved mainly in geographically
nearby gossip. However, as we shall see, the power source
of particular participants can be much higher taxed than oth-
ers, leading to asymmetries that may or may not be desir-
able. Fortunately, it turns out the asymmetry can be reme-
died without serious loss of scalability.

It is interesting to note that the basic epidemic is a spe-
cial, degenerate case both of neighborhood epidemics (if
the size of aneighborhood equal s the size of the geographic
areain which the total population resides), as well as a spe-
cia case of hierarchical gossip (if the number of levelsin
the hierarchy is one).



In this paper, we will investigate the effect of parameter-
ization on both latency and power usage in epidemic proto-
colsusing simulation. Latency and power (energy per time
unit) are related: for any protocol and configuration, we can
reduce latency by increasing the rate of gossip, which cor-
respondingly increases power use. Thus it makes sense to
look at latency times power in these systems, which is a
measure of the energy necessary to run the epidemic proto-
cols and thus their efficiency.

For neighborhood epidemics, we will vary the maximum
distance that a message can be sent. For hierarchical epi-
demics, we will vary the branching factor of the zone hier-
archy. In both cases, we will use asquare, flat area that we
divide into 64 by 64 equal square pieces. One participant
is located in the middle of each piece, for a total of 4096
participants. We assume, as is common, that the amount of
power used to send a message between two participantsis
proportional to the square of the distance between the par-
ticipants.

In the (simulated) experiments, we have each participant
gossip once a second for atotal of three minutes. We mea-
sure latency by seeing how long it takes for an infection
introduced in one corner of the grid to travel to the opposite
corner. We al so measure the power used by each participant.
We only measure the power used for sending messages, not
for receiving or processing. This is reasonable, as the am-
plification power used for idling and receiving is usually ap-
proximately constant and can be independently accounted
for. Also, if distances between sensors are large enough
(approximately larger than 100m), the sending power tends
to dwarf the amplification power.

In al experiments we will use point-to-point communi-
cation exclusively. This may seem inefficient, as wireless
is a broadcast medium. However, in a redlistic protocol,
a gossip exchange between two participants is much more
than simply exchanging an infection. The two participants
have to negotiate their corresponding states, and thisusually
requires several messages to be sent back and forth. These
exchanges are hard to generalize to more than two parties,
and doing so could lead to substantial packet collision.

Another option would be to exploit eavesdropping on
gossip exchanges. Doing so would require no additional en-
ergy (in our model), and particularly in cases where agossip
issent across along distance, the resulting pay-off could be
significantly higher. In spite of this advantage, we have not
considered this in our experiments for two reasons. First,
in order to minimize power use and packet collision, long
range transmissions should be avoided in practice. Sec-
ond, in a hierarchical epidemic, the long range transmis-
sions usually contains summarized information that is of
little use to eavesdropping hosts, which are typically near
to the sender.

2 Neighborhood Epidemics

In a neighborhood epidemic, each participant knows, and
can reach, only those participants that are within some ra-
dius d, called the neighborhood of the participant. In the
simulation study, each participant chooses one of its neigh-
bors uniform at random each time the participant gossips.
(Note that since there are typically more distant neighbors
than nearby neighbors, the participant is more likely to
choose distant neighbors.)

We vary the diameter from 1 to 64 times the width of the
pieces in the grid. In the case of d = 1, the neighborhood
of a participant not on the edge of the grid contains exactly
four neighbors. (A corner participant would have only two,
while an edge participant would have three neighbors.)

In Figure 1 we show the latencies involved in such epi-
demics. If each participant gossips once a second, we can
see that the latencies involved for small radii are quitelarge.
However, at the same time, the amount of energy used is
very small. If we fix the amount of energy used for each
participant by varying the rate of gossip, we can see that
using small radii is actually more efficient. (An added ad-
vantage is that transmit collisions, something not modeled
by the simulations, also decrease with radius.) In thefigure,
we fixed the amount of power so that with aradius of 1, the
latency is exactly one second. In that case, the participants
gossip about 85 times per second.

3 Hierarchical Epidemics

Inahierarchical epidemic, the participants are organized
inatree of zones. The participantsthemselves form the |eaf
zones in thistree. In our experiments, we will use a fully
balanced tree with one, two, or three levels. In the case of
one level, we have 4096 zones of 1 participant each. In the
case of two levels, we use 64 zones of 64 participants each.
Finally, in the case of threelevelswe use 16 top-level zones
of 16 mid-level zones of 16 participants each. In all cases,
we have 4096 participantstotal.

There are many ways in which the actual epidemics can
be set up in such a hierarchy, but not al lead to efficient
dissemination. One strategy that works particularly well is
to choose for each zone a small set of representative partic-
ipants [6]. In the case of a leaf zone, the participant is its
own representative. In the case of an internal zone, the rep-
resentatives are chosen from the representatives of its child
zones. These representatives run abasic epidemic on behalf
of their zone. Note that they can both import and export in-
fectionsinto or out of their zones. Such complex epidemics
till obtain logarithmic latency growth[1, 6].

In our experiments, we use three representatives per zone
(except for leaf zones, which have one representative by ne-
cessity). Using more than one representative per zone in-
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Figure 1. The latency (in seconds) as afunction of radius in a neighborhood epidemic. We show both
the latency when each participant gossips once a second, and the latencies when each participant
uses a constant amount of power irrespective of radius. The variances observed are very low and

thus not indicated in this figure.

#levels branching factor mean min  max

1 4096 73 67 719
2 64 91 83 100
3 16 95 84 104

Table 1. Hierarchical epidemic latencies.

creases fault tolerance and reduces latency, but it increases
overall power usage. Each individual (non-leaf) representa-
tive also uses more power than most other participants be-
cause of two other reasons. First, it is involved in more
than one basic epidemic. And second, it has to gossip over
longer distances.

Table 1 shows the observed latencies, in seconds. It can
be seen that the hierarchical epidemics are only dightly
slower than the basic epidemic. (See dso [7, 6].) In Fig-
ure 2 we show how much energy the participants used. The
participants were initialized with just enough energy to run
the basic epidemic for the three minutes of the experiment.
We can see that for the basic epidemic, alot of power was
used, as expected. For the hierarchical epidemics, most par-
ticipants used very little power (3094 out of 4096 for two
levels, and 4048 for three levels). These are exactly those
participants that are not representatives. However, the rep-
resentatives used significantly more.

This asymmetry can be dealt with in two different ways.
In practice, it may be quite reasonable to endow represen-

#levels branchingfactor mean min  max

1 4096 73 67 19
2 64 91 83 98
3 16 89 81 98

Table 2. Hierarchical epidemic latency with re-
election.

#levels mean min  max normalized latency

1 34 A5 10 146
2 035 .020 .078 18.6
3 018 .013 .032 9.3

Table 3. Percentage of initial energy used in
hierarchical epidemic experiments, and cor-
responding normalized latencies.

tative participants with more battery power. Since there are
many fewer representatives than other participants, thismay
be quite cost-effective. Another optionisto re-assign repre-
sentativeson aregular basis. For example, zones could el ect
those representatives that have the most remaining power.
A system like Astrolabe [6] makes this easy to do. We will
investigate this particular strategy in the simulations.
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Figure 2. Distributions of power use in a hierarchical gossip. The figure shows on the x-axes the
percentage of remaining energy after the experiment, and the number of agents with this much energy
on the y-axes. (a) basic, one level; (b) two levels, branching factor = 64; (c) three levels, branching

factor = 16.

Table 2 shows the resulting latencies. Interestingly, the
latencies are dlightly improved. This is because the hier-
archical epidemic with re-election is closer to a basic epi-
demic (which is faster) than a hierarchical epidemic with-
out re-election. In Table 3 we show the amount of power
used by the participantsas well as the normalized latencies.
The normalized latencies are computed by fixing the power
usage as in the neighborhood epidemics.

4 Discussion and Conclusion

Interestingly, in spite of the small world behavior of hi-
erarchical epidemics, neighborhood epidemics with a small
radius appear more efficient. In neighborhood epidemics,
participants use a constant amount of power independent
of membership size, whilein hierarchical epidemics, power
use grows with membership. In fact, itis easy to see that if
the branching factor of the zone treeis k, arepresentative of
level = uses about k times more power than a representative
of level z — 1 (assuming aregular two-dimensional grid of
participants). Thus, if there are m = log,, n levels, the total
amount of energy used in around of gossip is proportional
tokm 1 k24 km 2. k3 4+ ..+ 1-k™H, whichisequa
to k™t . m = k- nlog, n. That is, the amount of power
used per participant grows O(logn) if the branching factor
isfixed.

However, this analysis needs to be qualified. First, we
did not take into consideration power used for computing,
but while the efficiency of transmission in neighborhood
epidemics with small radius is much better, the rate of gos-
sip, and thus the compute overhead, is significantly higher.
Second, a hierarchical epidemic allows information to be
summarized in a natural way (see [6]), which can be ex-
ploited to reduce message size significantly. Finaly, for
very large scales, a neighborhood epidemic is simply im-

practical, while a hierarchical epidemic can be made prac-
tical by routing messages through participants (using, for
example, AODV [5]), rather than using high powered trans-
missions.
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