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Abstract

This position paper presents a new design for an Internet-

wide peer-to-peer storage facility. The design is intended
to reduce the reguired replication significantly without loss
of availability. Two techniques are proposed. First, ag-
gressive use of parallel recovery made possible by plac-
ing blocks randomly, rather than in a DHT-based fashion.
Second, tracking of individual nodes availabilities, so that
it becomes unnecessary to use worst case availability as-
sumptions. The design uses a full membership DHT, and
proposes a protocol for replica management.

1 Introduction

restore the replication factor quickly in the case of fail-

ures [1]. We also propose to track the reliability of each

machine and make the replication factor of individual ob-

jects dependent on the reliability of the machines on which
the replicas are stored, further reducing the amount of repli-
cation. How to maintain strong consistency in such a sys-
tem is outside the scope of this paper.

In our storage architecture, we assume that storage is or-
ganized in fixed size blocks. Each blogkhas a unique
identifier b.id. We also assume that each peehas a
unique identifierp.id, and that identifiers are chosen uni-
formly at random from a large identifier space.

We start by showing that replica placement is important
to reducing recovery time in Section 2. In Section 3 we
show how reduced recovery time improves reliability. Sec-
tion 4 shows a technique for pseudo-random placement that

In recent years many Internet-wide storage facilities have makes fast recovery possible while still allowing replicas to
been proposed that are based on peer-to-peer organizationgde located efficiently. In Section 5 we present a technique
of personal computers attached to the Internet. These peersfor tracking the reliability of individual peers. Finally, Sec-

organize themselves into a global network overlay and each tion 6 presents the full replication protocol. We discuss

takes on part of the responsibility of storage. These peers related work in Section 7, and conclude in Section 8.
are unreliable—they may regularly detach from the net-
work, or be badly connected in the first place—so aggres-
sive replication is necessary to make sure all stored ob-
jects are available at all times. Replication factors of 16
or 32 or more are often suggested in order to deal with
this “churn” (frequent joining and departure) problem. One
reason that contributes to the high replication factor is that
these systems ignore the fact that the availability of these
peers is highly variable, and thus the worst case is assumed
in which all peers are highly unreliable.

High replication factors result in ineffective use of stor-
age resources, particularly if most objects are rarely ac-
cessed. For reading popular objects, the high replication
factor can be advantageous for load balancing, but this
should really be accomplished by caching.

In this position paper, we propose a different way of
building a storage facility that uses much less replication,
but maintains high availability by using fast recovery to

*This work was funded in part by DARPA/AFRL-IFGA grant F30602-
99-1-0532, and by the AFRL/Cornell Information Assurance Institute.

2 Replica Placement

One requirement of replica placement is that, given a
block b, you can find peergg,pi,... that store this
block. Unstructured p2p networks such as Gnutella
(www.gnutella.com) use a location query flooding ap-
proach, one that is notoriously inefficient and ineffective
for rare objects. Because we are interested in lookup effi-
ciency and availability, we now take a look at how so-called
structured p2p networks such as CFS [2] and PAST [3] ad-
dress this problem.

Structured p2p networks build a routing overlay that al-
lows messages addressed to a kep be delivered to the
peerp whose identifier ilosest to k& (by some metric). If
the replication factor ig, a blockb is replicated on the
peers with identifiers closest toid, and the routing over-
lay is used to place and locate replicas. This leads to a
grouping of blocks, because blocks with nearby identifiers
are stored on the same peers.



Figure 1: Parallel recovery for DHT-based replica place-
ment. Here the replication facter= 3. Each arrow repre-
sents a copy of blocks stored pythat the destination does
not already have.

If a peerp; becomes unavailable, then the nearby peers
will download replicas in order to restore the replication
factor of the blocks that were stored pn If the replication
factor isr, this can most efficiently be done inparallel
transfers (see Figure ), _,.1 copies ta;; those blocks
that it had in common with;, p;—,+2 copies top, 5 those
blocks that it had in common with; but not withp; .11,
and so on. Finallyp;; copies the remaining blocks to
Pitr-

The amount of time required to do such recovery can

be significant. Say that on average each peer contributes

4096 blocks of 64 kilobytes. A typical effective cable up-
load speed is no more than 10 kilobytes per second. If the
replication factor isl6, then we can do 16 parallel copies,
which means that it takes approximately 4096 * 64/ 16 / 10
seconds, which is approximately half an hour. This is also
the window of vulnerability. If during this window other
nearby peers become unavailable, recovery will slow fur-
ther because fewer parallel transfers will be possible, grow-
ing the window. Although this calculation is independent
of the replication factor, the window tends to depend on it:
if only one of these peers has a slow Internet connection,
the window and hence the vulnerability will grow.

If, instead of storing replicas on consecutive peers in the
identifier space, the replicas of blocks were randomly scat-
tered across the p2p network overlay, recovery could be

indirection and only push the problem one step away. In-

stead, we will propose to place the blocks pseudo-randomly
with the help of a hash function. First, however, we discuss

what effect small recovery time has on availability.

3 Effect of Recovery Time

In Figure 2, produced from simulation data in [5], we show
the Mean Time Between Unavailability (MTBU) as a func-
tion of the number of peers for various replication/repair
strategies and replication factors. Unavailability refers here
to the unavailability of any block. In each of these cases,
each peer contributes 100 blocks of data to the p2p net-
work. The strategies are:

e DHT-based replica placement is done using a struc-
tured DHT. The maximum number of parallel replica
copies isr.

e random/slow placement is random, but the maximum
number of parallel copies is limited to

e random/fast placement is random, and maximum
parallelism is exploited for copying replicas.

To summarize [5], a short recovery time is highly impor-
tant to providing good availability. The initial dip of MTBU
in therandom/fast strategy is caused by the fact that little
parallelism is possible, combined with a high probability
that r simultaneous failures will affect the availability of
some block. Comparin@HT-based with random/slow
placement shows that random placement adversely affects
the MTBU, because in thBHT-based strategy onlyr si-
multaneous failures of “consecutive peers” (neighbors in
the identifier space) leads to unavailability. Nonetheless,
with more aggressive parallel recovery, random placement
significantly outperforms DHT-based placement.

done much faster. Assuming the number of peers is much 4 Pseudo-Random Placement

larger than the number of blocks per peer (4096 in this

case), as many as 4096 parallel transfers could be started |t is possible to place replicas of a bloekseudo-randomly

simply by partnering peers storing replicas of each of the
4096 blocks stored on the failed peer with 4096 new peers.
In this case, that would bring the recovery time back to 64
/10 = 6.4 seconds! Also, this would spread the load of re-

in the identifier space using a DHT as follows: use lo-
cations HASH (b.id, 1)... HASH (b.id,r). However, this
strategy does not suit our purpose: if a pgarashes, all
the replicas of blocks nearid would still have to be copied

covery much more evenly across all the peers. The Google among the" neighbors o, leading to no improvement in
File System [4] uses this approach, albeit on a small scale parallel recovery.

within a storage cluster.
The problem with this approach is that if replicas of

Instead, we propose to use a full membership DHT, as
discussed in [6]. In such a DHT, every peer knows ev-

blocks are scattered randomly across the p2p network over- ery other peer, and thus all routing can be accomplished

lay, then it will be hard to locate them. One could envision
using a directory, but such a directory would add a level of

in a single hop. The authors argue that multi-hop routing
DHTs are only useful in fairly unusual situations. They
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Figure 2: The MTBU and 99% confidence intervals as a function of the number of peers and replication factor for three

different placement strategies: (a) DHT-based placement with maximum possible parallel recovery; (b) random placement,
but with parallel recovery limited to the same degree as is possible with DHTSs; (c) random placement with maximum possible
parallel recovery.

also present a simply full membership DHT, in which peers Every failure would need to be broadcast, and as the rate
essentially gossip their membership lists with each other of failures is expected to rise linearly with the number of

(similar to the approach in [7]). peers, doing so is unlikely to be scalable.

We construct a pseudo-random placement as follows. A different approach is necessary, which we will now
For each bloclb, assign a ranking to each pee(faulty present. At the same time we will tackle the reliability het-
or not) by calculatingdASH (b.id, p.id). Now store the erogeneity problem: we would like to take this into account
replicas ofb on the peers with the lowest rankings. when determining how many replicas to create.

Given that every peer knows the identity and location of
every other peer, this allows any peer to locate all replicas .
of any blockb. If a peerp were to become unavailable, 5 Extended Member ship
then each block that it stored would now be need to be
placed on the peer with the+ 15 lowest ranking for that The main idea in the suggested approach is to extend the
block. As the ranking of each peer is very different for full membership at each peer with reliability information
each block, the resulting peers that need to receive copies of about each peer. We will assume that membership will
p's blocks are pseudo-randomly distributed in the identifier only grow—failed members are not removed, in the expec-

space, thus satisfying our needs. tation that eventually they will recover. In practice, long
In order to make aggressive recovery possible, we need time failed members will have to be removed, but we do
to not think that doing so will present complications. We
have each peer monitor itsnearest neighbors in the iden-
1. detect the failure of a peprapidly; tifier space, and assign a score to each neighbor based on

its measurements. For example, the peers could be ping-
ing each other at regular intervals, and the score could be
¢ a smoothed average of the fraction of pings to which re-
sponses have been received. That way, the score would
represent the availability as a number between 0 and 1.
4. select peers that have replicas of those blocks to send The membership information, slowly but reliably up-
the copies. dated through gossip, would contain for each pgéhne
following information:

2. determine what blocks were storedgn

3. determine the peers that now need to receive copies o
those blocks;

While [6] offers a full membership service, it detects and
recovers from persistent failures of peers very slowly (on e ¢.id: the identifier of the peer;
the order of days). It seems unlikely each peer could main-
tain recent information on the availability of all other peers: e g.address: the peer's network address;



e g.scores[r]: ¢'s scores of it nearest neighbors in the
membership list

Any peerp can calculate agliability score R(q) for any
peerg by combining the scores fay from the » nearest
neighbors ofg. For example,R could be calculated by
taking the median of the neighbors’ scores.

A block b would now be placed on thie lowest ranked
peersp;...px for that block, withk the lowest number so
that the combined reliability scores for thgpeers exceeds
the required reliability. For example, say that a certain min-
imum availability is specified in terms of “the number of
9's”. Using the availabilities calculated for each peer, it is
possible to find & so that the probability that at least one of
the k lowest ranked hosts is available exceeds the required
availability.

Note that our protocol does not guarantee that all peers
agree on the reliabilities of the peers, and therefore the
peers will not agree exactly on how many peers should be
used for replication of a block. However, we expect that
there will be a sufficiently large overlap, and the location
protocol of the next section will be immune to such incon-
sistencies.

6 Aggressive Recovery

Let us return now to solving the problems to aggressive re-
covery. The first problem is fast detection of failures. We
can solve this problem because each péerclosely moni-
tored by itsr neighbors. Each of theseneighbors, besides
determining a score fa#, can also determine whethgis
currently available or not. We allow for false suspicions—
doing so is not a big problem as our recovery mechanism
is cheap and fast. Thus for simplicity, if any neighbor sus-
pectsp, then we can invoke recovery at that time.

The next problem is determining which blocks were
stored orp. We need additional mechanism for this as well,
as in our approach so far there is nobody who knows except
p itself. We propose that each peenotifies each of its
neighbors of the identifiers of each of the blocks it stores.
As aresult, each peerknows the identifiers of the blocks
stored by each of its neighbors. Thus, iff suspecty, it
knows which blocks were stored py

Next, ¢ can determine, for each bloékstored byp, the
k + 1% lowest ranked peerfor b, and send a message to
t notifying the failure ofp with respect to block. Peert,
if not already storing a copy @ can proceed to download
a copy from one of the peers storing replicas. Although
simple, this by itself might not be sufficient. There might
be more than one of the original replicas that have become
unavailable, and even if there were only ohenight not
be reliable enough to restore the required availability for

the block, and more copies may be required. Worsetyet,
might currently be failed itself.

Instead,q employs the following protocol. It contacts
each of the peers in order of ranking toistarting with the
lowest (and skipping). Each timeg receives a response
from a peett, it incorporates the corresponding reliability
R(t) into a total score fob. Once the combined result
exceeds the required reliability,stops. On the receiving
side: when a peerreceives such a request frgpyit returns
a positive response. Then it check to see if it is already
storing a copy ob. If not, ¢ locates a replica using the
hash function and the full membership list, and downloads
a copy. This completes the aggressive recovery protocol.

Eventuallly, this will lead to too many replicas being
used. We also need a mechanism for peers to drop unnec-
essary replicas. A simple technique could be as follows.
Periodically, a peey selects a block it stores for which
it is not one of thek lowest ranked peers. (Remember
thatk is a function of the block identifier and the member-
ship information.)q then proceeds to run a protocol much
like the aggressive recovery protocol above, scanning the
peers in order of ranking. if does not reach itself because
enough reliability is established before theran drop the
block. This protocol also causes recovering peers to down-
load blocks they are missing automatically.

Note that the initial block installation and the lookup
protocol would look much like the recovery protocol as
well, scanning peers in order of ranking for the block, al-
though the lookup protocol would stop at the first positive
response. Yet another instance is when the reliability of
certain peers is reduced over time, requiring more replicas
to be created. Therefore, the scanning protocol is the basic
building block for both for maintaining and locating repli-
cas.

7 Related Work

Previous work on replica placement has focussed on
achieving high throughput and/or low latency rather than
on supporting high availability. Acharya and Zdonik [8]
advocate locating replicas according to predictions of fu-
ture accesses (basing those predictions on past accesses).
In the Mariposa project [9], a set of rules allows users to
specify where to create replicas, whether to move data to
the query or the query to the data, where to cache data, and
more. Consistency is transactional, but no consideration is
given to availability. In [10], Wolfson et al. consider strate-
gies to optimize database replica placement in order to op-
timize performance. The OceanStore project also considers
replica placement[11, 12] but from the CDN (Content Dis-
tribution Network, such as Akamai) perspective of creating
as few replicas as possible while supporting certain quality



of service guarantees. There is a significant body of work
(e.g., [13]) on placement of web page replicas as well, all
from the perspective of reducing latency and network load.

In FARSITE [14], Douceur and Wattenhofer investigate
how to maximize the worst-case availability of files while
spreading the storage load evenly across all servers [15,
16]. Servers are assumed there to have varying availabili-
ties. The algorithms they consider repeatedly swap files be-
tween machines if doing so improves file availability. The
results are of a theoretical nature for simple scenarios; it is
unclear how well these algorithms will work in a realistic
storage system.

Storage requirements can be reduced by using erasure
coding, and this has been proposed for the OceanStore sys-
tem [17]. However, erasure codes require a minimum num-
ber of replicas in order to be effective, and are mostly used
to increase availability for the same storage requirements,
not the reduce storage requirements at the same availability
like our technique. Having said this, we believe that era-
sure coding is orthogonal to our approach, and the two can
be combined to provide higher availability at lower storage
costs.

Finally, the Recovery-Oriented Computing project
(ROC) [1] also aims to improve availability by speeding up
recovery. In the ROC project the emphasis is on fast roll-
back in order to recover from such failures as misconfigu-
rations or bad upgrades, not on replication and roll-forward
recovery.

8 Conclusion and Future Work

This position paper proposes a new approach to replica
placement in a large scale p2p storage facility in order to

increase efficiency. The two major innovations of the ap-

proach are:

e pseudo-random placement in the identifier space,
rather than placement on consecutive peers in the
identifier space, leading to the potential for extremely
fast recovery from failures. This in turn allows a
smaller number of necessary replicas in order to es-
tablish a desired minimum level of availability of ob-
jects;

using a variable number of replicas based on the mea-
sured reliabilities of the peers; This also results in
reducing the number of necessary replicas, as it is
no longer necessary to choose the number of replicas
based on worst case peer reliability assumptions;

We have been silent on the issue of consistency. The
easiest approach would be to build an immutable storage

facility, avoiding the issue altogether. We believe, how-
ever, that the chain replication approach of [5] is adaptable
to our environment. The replicas in chains would be orga-
nized by ranking, with the lowest ranked peer forming the
head and the highest ranked peer the tail for a chain. Given
that replicas can find each other using the full membership
DHT, they can recover from failures.
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