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Abstract. A new class of gossip protocols to diffuse updates
securely is presented. The protocols rely on annotating up-
dates with the path along which they travel. To avoid a com-
binatorial explosion in the number of annotated updates, rules
are employed to choose which updates to keep. Different sets
of rules lead to different protocols. Results of simulated exe-
cutions for a collection of such protocols are described – the
protocols would appear to be practical, even in large networks.
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1 Introduction

The essential characteristic of a gossip protocol is that infor-
mation exchanges, or gossips, occur between hosts and ran-
domly chosen gossip partners. Gossip protocols have proven
effective in building systems resilient to benign host fail-
ures [1,13,5,16,15,12]. In this paper, we discuss techniques
for constructing gossip protocols that are resilient to malicious
host failures.

An archetypal problem for gossip protocols, introduced
in [9], is the diffusion problem, where some update u known to
a few hosts must be disseminated and accepted by all correctly
operating hosts. When failures are known to be benign, the
diffusion problem can be solved by a simple gossip protocol:
a host H accepts an update as soon as it gossips with any
host that already has (or claims to have) accepted that update.
But, this protocol does not tolerate malicious failures, since
a malicious host could cause other hosts to accept arbitrary
updates.
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In designing a diffusion protocol that can tolerate up to t
malicious failures, the central question is what evidence would
allow a host to accept an update? One obvious answer is to
accept an update u only after gossiping with t + 1 hosts that
claim to have accepted u. We refer to such gossip protocols
as direct verification protocols. Protocols using direct verifi-
cation were first studied in [9], and the approach was found to
yield protocols that are necessarily slow to complete or impose
a high load on at least some hosts.

In this paper, we consider a more efficient class of gos-
sip protocols called path verification protocols. Path verifica-
tion protocols allow an update to be forwarded even when the
forwarding host has not accepted that update. In these proto-
cols, hosts exchange proposals, each consisting of an update
u paired with a gossip path p. The gossip path records a se-
quence of hosts through which the proposal is alleged to have
traveled. And a host accepts an update u only after receiving
t+1 proposals with the same update and disjoint gossip paths.

The central problem in designing a path verification pro-
tocol is deciding which proposals a host will store. Because
of the large number of paths along which a proposal can be
transmitted, storing all possible proposals is not practical. The
decision of which proposals to keep can be made using two
sub-protocols: a selection protocol that chooses a single distin-
guished proposal at every host, and a sampling protocol that,
for each host, gathers from a set of randomly selected hosts
proposals chosen by the selection protocol at that host. This
paper is thus about the design of these sub-protocols and about
the performance and security implications of various design
choices.

The paper is organized as follows. Section 2 presents our
model and assumptions; it also discusses performance metrics.
Section 3 defines the class of path verification protocols and
presents some protocols within that class. Section 4 shows
how the protocols of Sect. 3 can be improved by introducing a
more efficient sampling protocol. Section 5 then analyzes the
performance of our path verification protocols. Related work
and some open problems are reviewed in Sect. 6.
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2 Model and definitions

Assume a synchronous system (i.e., host execution speeds and
message delivery delays are bounded), so that protocols can
be described in terms of rounds. We also assume that a host
can determine the sender of each message it receives and that
messages are not modified in transit.1 And we assume that
every site can communicate with every other site. Note that
a cryptographic infrastructure with facilities for constructing
digital signatures is not being assumed.2 These assumptions
are the same as those first made in [9].

Hosts that are uncorrupted follow their specified proto-
cols; due to failures and/or attacks, corrupted hosts can exhibit
arbitrary and malicious behavior, perhaps even colluding with
other corrupted hosts. If a host is uncorrupted, then it is pre-
sumed to be uncorrupted throughout execution of the protocol.

Under this model, we investigate protocols that solve:

(2.1) Diffusion Problem: Of n hosts that make up a system,
at most t are corrupted. Let there exist k source hosts, each un-
corrupted and each of which knows that it is a source host and
has accepted initial update u. Assume 1 ≤ t < k holds. Once
an uncorrupted host accepts an update, that host is considered
updated.

A solution to the diffusion problem satisfies:
Accept Safety: No uncorrupted host accepts an update other
than u.
Accept Liveness: With probability 1, every uncorrupted host
eventually accepts some update A source host presumably re-

ceives initial update u from outside the diffusion protocol. One
scheme might have source hosts receive u from some distin-
guished host D, which is assumed to be uncorrupted. If D
sends u to 2t + 1 or more hosts, then at least t + 1 recipients
are uncorrupted and satisfy the definition of a source host. Fur-
ther, the assumption that D is uncorrupted can be dropped by
disseminating u using an agreement protocol with D serving
as the “transmitter”.3

A second scheme for distributing initial update u to source
hosts is possible when u is part of a shared environment that k
uncorrupted hosts can each directly sense.An uncorrupted host
readingu from that shared environment becomes a source host.
For example, under some assumptions about the timing char-
acteristics of the network and the nature of host failures, a host
H can detect whether another host J has crashed by whether
J responds to messages. If H detects that J has crashed, then
H can act as a source host with its initial update being a datum
indicating that J has crashed.

In analyzing solutions to Diffusion Problem (2.1), three
performance metrics are likely to be of concern:

Diffusion time: Number of rounds until all uncorrupted hosts
accept u.
Host load: Maximum number of messages in a given round

1 In fact, it suffices to assume that corrupted hosts cannot imper-
sonate uncorrupted hosts.

2 Having digital signatures would simplify the diffusion problem
considerably, because malicious hosts are then prevented from alter-
ing updates that they relay.

3 The value that uncorrupted source nodes obtain from execution
of an agreement protocol, although equal, might be meaningless were
transmitter D corrupted.

Fig. 1. Examples of gossip propagation

that a single uncorrupted host H sends (to any host) plus the
number of messages that H receives from uncorrupted hosts.4

Message size: The worst-case size of messages sent by un-
corrupted hosts.
Computation time: The worst-case computational complex-
ity of running the protocol on any host.

It is these metrics that drive the design of our protocols.5

The Diffusion Problem is only concerned with the dis-
tribution of a single update and there is no requirement that
a diffusion protocol ever terminate. In a real system a non-
terminating protocol capable of distributing only a single up-
date would not be particularly useful – a means for distributing
multiple updates would therefore be required. Further discus-
sion of termination and the distribution of multiple updates
can be found in Sects. 5 and 6.

3 Path verification

One of the reasons gossip protocols based on direct verification
are slow (as shown in [9]) is that direct verification does not
allow a host to further disseminate an update until that host has
itself accepted the update. To improve upon the performance
of direct verification, path verification protocols have hosts
forward updates not yet accepted. Forwarded updates might
be modified in transit, but this problem can be solved by taking
into account the paths along which updates are transmitted.

Figure 1 depicts updates transmitted along two different
paths. Nodes correspond to hosts; a directed edge from a host
I to a host J signifies that I forwarded update u to J .

The corrupted host in example 1 of Fig. 1 is part of both
paths to H , and therefore it can affect the update transmitted
along each; but the corrupted host in example 2 can affect the

4 Messages from corrupted hosts are excluded from host load be-
cause a corrupted host could send an unbounded number of messages.
If host load included messages from corrupted hosts then host load
would be unbounded.

5 Diffusion time is called delay in [9]. Host load is replaced there
by fan in, defined as the expected maximum number of messages
received by any replica in any round from correct replicas. Our host
load seems the more useful metric, since it encompasses the cost of
both in-bound and out-bound traffic that a host must handle.
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update transmitted along only one of the two paths depicted.
Generalizing, i distinct corrupted hosts are necessary in order
to corrupt updates transmitted along i disjoint paths.

Accept Safety of Diffusion Problem (2.1) holds if and only
if a host only accepts an update if that update was accepted
previously by some uncorrupted host. The examples of Fig. 1
suggest that a host H can conclude that some uncorrupted host
has previously accepted u if H receives u along t + 1 disjoint
paths originating at hosts that claim to have accepted u.

This disjoint path test requires knowing the paths through
which updates are transmitted. Our gossip protocols therefore
communicate not just updates but proposals, which contain an
update and a list of hosts through which that proposal has been
forwarded. We write (u, p), for the proposal containing update
u that has traversed gossip path p; we write ∅ for the empty
gossip path and use square brackets to write a non-empty gos-
sip path (e.g. [H, J, K]); we write π::H to denote proposal π
with host H appended to its gossip path. Two proposals are
said to be disjoint iff, independent of the updates they contain,
their gossip paths are disjoint.

The class of Path verification protocols is characterized as
follows.

(3.1) Path Verification: For each host H , let PH be the set of
proposals that contains a given proposal π iff

(i) π = π′ :: J and H received proposal π′ from host J , or
(ii) π = (u, ∅) and host H has accepted update u.

A protocol is a path verification protocol if and only if, for
every uncorrupted host H , the following conditions hold.

(1) When H sends proposal π, π ∈ PH holds.
(2) When H accepts update u, PH contains a satisfying set

for update u – a set of t + 1 mutually disjoint proposals
with update u.

Here and throughout, variables are subscripted by the host to
which they are associated, and variables are presumed to be
instantiated once per instance of the protocol. In particular
there is a different instance of PH for each instance of the
diffusion protocol.

Note that Path Verification allows corrupted hosts to forge
proposals they transmit to other hosts and, in particular, to
forge a proposal’s gossip path. However, since the receiver is
required to add the sender’s identity to the path, a corrupted
host cannot remove its own identity from the gossip path of a
proposal it sends to another host. Because of this, the require-
ment that hosts accept only those updates for which they have
t + 1 mutually disjoint proposals ensures that Accept Safety
holds. This is shown in the following theorem.

Theorem 3.1. Path verification protocols satisfy Accept
Safety.

Proof. A proposal π in PH can be traced back from receiver
to sender, repeatedly, terminating either when it first reaches a
corrupted host, or else when it reaches the host originating the
proposal, which itself must have accepted u. Call the resulting
sequence of hosts the true path of proposal π.A true path is de-
fined to be uncorrupted if it contains all uncorrupted hosts, and
corrupted otherwise. A proposal is said to be (un)corrupted
iff its true path is (un)corrupted. Note that if proposal π is
uncorrupted, then its gossip path is equal to its true path.

To prove that Accept Safety is preserved, it suffices to
show that if a non-source host H accepts an update u then
some uncorrupted host has already accepted u. Condition (2)
of Path Verification (3.1) requires that if H accepts update u,
then PH contains t+1 disjoint proposals with update u. Given
the assumption of at most t corrupted hosts, we conclude that
at least one of those proposals – call it π – must have no
corrupted hosts on its gossip path. Therefore, the true path of
π equals the proposal’s gossip path and is also uncorrupted.

Thus, it suffices to show that whenever a proposal’s true
path is uncorrupted, then some uncorrupted host appearing on
that path has accepted the update. Either the first host on the
true path is a source host which, by definition, has accepted
the update. Or, the first host on the true path is an uncorrupted
host H ′ for which (u, ∅) is in PH′ and, therefore, according
to clause (ii) of the definition of Path Verification (3.1), host
H ′ has accepted update u.

We have thus proved that some uncorrupted host has ac-
cepted u, and therefore Accept Safety holds.

3.1 Direct Diffusion

A naive Path Verification protocol would have each host H
store every proposal it receives; that entire set of proposals
would then be forwarded to any host that chooses H as a gossip
partner. In such a protocol, H would (approximately) double
the set of proposals it stores and transmits each round, since in
a given round H keeps all of the proposals it is already storing
and adds all of the proposals being stored by its gossip partner.
Message size and storage for proposals grow exponentially,
rendering the protocol impractical.

In order to avoid these exponential costs, hosts must limit
the number of proposals they store and transmit. One approach
to discarding proposals comes from direct verification. Direct
verification can be understood as a special case of Path Verifi-
cation where all proposals with gossip paths of length greater
than 1 are discarded. A host H accepts an update once it has
gossiped with t + 1 or more hosts J for which PJ contains
(u, ∅). By definition, if PJ contains (u, ∅), then either J is cor-
rupted or J has accepted u. Thus, H only accepts an update
after gossiping with t + 1 hosts that claim to have accepted u,
satisfying the definition of direct verification.

Direct Diffusion, shown below, is a simple direct verifi-
cation protocol recast as a Path Verification protocol. Variable
dH is initially set to null proposal ⊥, unless H is a source
host, in which case dH is initially set to (u, ∅).

(3.2) Direct Diffusion:6

Let J be H’s gossip partner.

(1) If dJ = (u, ∅) for some update u, then DH := DH ∪
{(u, [J ])}

(2) If DH contains a satisfying set for some update u, then
accept update u and set dH to (u, ∅)

6 Direct Diffusion can be divided into a selection protocol that
sets the value of dH and a sampling protocol that collects values in
DH . Such a division, however, is not instructive for analyzing this
protocol. Further discussion of selection and sampling protocols is
deferred to Sect. 3.2.
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In the above, whenever the value of a variable v belonging
to a remote host J is referenced, it is presumed to be the value
of v from the previous round; if J is corrupted, then the value
is arbitrary. Each host writes only to its own local variables.

Direct Diffusion was described by Malkhi et al. in [9].
The following lower bound on the expected diffusion time of
Direct Diffusion is implied by their analysis for 2 < t < n/4:

Ω

(
t
(n

k

)(1−1/2t)
)

.

This bound is polynomial in n, and it becomes nearly linear
in n as t gets larger (so 1 − 1/2t approaches 1). In contrast,
as shown in [2,16,7], diffusion protocols that don’t tolerate
malicious failures (e.g., Direct Diffusion with t = 0) have
diffusion times logarithmic in the number of hosts.

Malkhi et al. [9] noted that the long diffusion time of Direct
Diffusion can be attributed to the early behavior of the pro-
tocol. To better understand this insight, let nu be the number
of updated hosts in a given round. In [9] it is shown that once
nu/n is greater than 1/2, the number of rounds remaining
until nu = n holds is O(log(n)). Since the overall diffusion
time of Direct Diffusion for t > 0 is polynomial in n, the bulk
of the diffusion time must be spent in the early phase, when
nu/n is less than 1/2.

The �-tree-random protocol of [9] is a direct verification
protocol that improves upon the diffusion time of Direct Diffu-
sion by changing how hosts choose gossip partners. As shown
in [9], however, for direct verification protocols there is a trade-
off between diffusion time and host load. Improvements to
diffusion time are thus accompanied by a deterioration in host
load. Moreover, as discussed in Sect. 6, our experiments sug-
gest that the best diffusion times achievable by �-Tree-Random
are significantly longer than those of the fastest algorithms
shown in this paper.

Another problem with the �-Tree-Random protocol is that
benign fault tolerance is sacrificed. Processes are organized
into blocks of � processes, arranged in a binary tree. If the
hosts in one or more of these blocks fail or are partitioned,
then this tree becomes disconnected and distribution of up-
dates becomes impossible. This is in contrast to Direct Dif-
fusion, where no matter how many benign failures there are,
a collection of t + 1 source hosts can always disseminate an
update throughout the system.

3.2 Youngest Diffusion

In order to improve upon the performance of Direct Diffusion,
we seek a better method for discarding proposals. Discarding
the wrong proposals could make it unlikely that a host ever
stores the t + 1 disjoint proposals needed to accept an update.
Indeed, corrupted hosts might be able to generate proposals
that are unlikely to be discarded, thereby crowding-out other
proposals and preventing or delaying system-wide dissemina-
tion of the update.

Consider a selection protocol that each round selects a
proposal πH from among the proposals in PH (as defined in
Path Verification (3.1)). The choice of πH might change from
round to round; unless otherwise specified, the initial value of
πH is ⊥. Consider a sampling protocol that collects for each

host values of πH from a random subset of at least t + 1 hosts
H . A host looks for a satisfying set from among the non-⊥
proposals obtained using the sampling protocol.

Refining the Selection Protocol. Since the sampling protocol
obtains values of πH from randomly chosen hosts H , the sam-
pling protocol retrieves a significant number of non-⊥ propos-
als only when a significant fraction of hosts have non-⊥ values
for πH . Moreover, for there to be a high probability that pro-
posals gathered by the sampling protocol contain a satisfying
set (as required for termination), the selection protocol must
ensure that non-⊥ proposals held by hosts chosen at random
are likely to be disjoint.

Accordingly, a selection protocol should ensure that each
host H chooses non-⊥ values for πH early in the protocol’s
execution and that those values are likely to be disjoint. To this
end, we propose selection protocol Youngest Selection, where
πH stores the youngest, i.e. minimum-age, proposal seen by
H . The age of a proposal is a natural number equal to the
number of rounds since the proposal originated.7

Youngest Selection is described formally below. Variable
ageH holds the age that hostH records for proposalπH .⊥ :: J
is defined to be ⊥, and if πJ = ⊥ then ageJ is defined to be
∞. Accordingly, πH is initialized to ⊥ and ageH is initialized
to ∞ for all hosts except source hosts. For source hosts, πH

is initially set to (u, ∅) and ageH is set to 0.
The following defines the behavior of Youngest Selection

for a host H in a given round.

(3.3) Youngest Selection:
Let J be H’s gossip partner.
If H is not a source host, then

(1) πH :=

{
πH if ageH < ageJ ,
πJ :: J otherwise.

(2) ageH := min(ageH , ageJ) + 1

Youngest Selection has a number of advantages as a selec-
tion protocol. First, Youngest Selection causes a host H to
select non-⊥ values for πH within a small (viz logarithmic in
the number n of hosts) number of rounds. This is because H
chooses a non-⊥ value for πH once it gossips with a single
host J that has already chosen a non-⊥ value for πJ .As shown
in [4,14], a gossip protocol that spreads an update in this way
requires only O(log n) rounds until the update is disseminated
throughout the system.

A second advantage of Youngest Selection is that low-age
proposals tend to have short gossip paths. This increases the
probability that youngest proposals held by different hosts are
disjoint. Given the utility of short paths, it might seem more
natural for each host to select the shortest path it has seen,
rather than selecting the youngest. The problem with selecting
the shortest path is that once a host has selected a particularly
short path for πH , that path is unlikely to change quickly.
Thus, an unlucky distribution of proposals that persists for a
long time is possible, making it difficult to find a satisfying

7 As noted in the proof of Theorem 3.1, a proposal can be traced
back from receiver to sender over multiple rounds, eventually reach-
ing the host at which the proposal originated. It is from this round
that the age of the proposal is measured.
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set. UnderYoungest Selection, however, proposals perpetually
get older and less attractive, so no distribution of proposals
persists for long. Note that line (1) ofYoungest Selection (3.3)
specifies that πH is kept only if ageH < ageJ , rather than
if ageH ≤ ageJ , for similar reasons – that is, to encourage
proposals to change quickly.

The most important feature of Youngest Selection is that
corrupted hosts have only a limited ability to forge the age of a
proposal. The worst a corrupted host might do is perpetuate its
own proposals by setting the age of proposals it distributes to
zero. The presence of a corrupted host is thus, at worst equiv-
alent to an extra source host distributing the wrong update.
(This last point is discussed in more detail in Sect. 5.2.)

A seemingly natural improvement to Youngest Selection
would be to have any host that has accepted update u there-
upon start to act as if it were a source host for u, setting πH

to (u, ∅) and ageH to 0. The resulting protocol, which we call
Promiscuous Youngest Diffusion, is in fact a Path Verification
protocol, but it turns out not to have the well-defined and lim-
ited worst case behavior just described. However, in Sect. 3.3
we will develop a protocol, called Hybrid Diffusion, whose
performance is very close to that of Promiscuous Youngest
Diffusion in the normal case while maintaining a well-defined
worst case behavior. The explanation of why the worst-case
behavior for Promiscuous Youngest Diffusion is problematic
is given in Appendix C.

Refining the Sampling Protocol. A straightforward sampling
protocol has each host H obtain πJ directly from each gossip
partner J . In order to bound the storage required, each host
stores at most S proposals, where S is some constant. The
resulting protocol, called Simple Sampling, is shown below.
Queue YH contains the S most recent proposals collected by
H , and it is initially empty.

(3.4) Simple Sampling:
Let J be H’s gossip partner.
If H is not a source host:

(1) If πJ �= ⊥, then:
(2) YH .enqueue(πJ :: J)
(3) if |YH | > S then YH .dequeue()

More sophisticated sampling protocols are discussed in
Sect. 4.

Youngest Selection and Simple Sampling can be combined
into a single protocol, called Youngest Diffusion. The follow-
ing defines the behavior of Youngest Diffusion in any given
round.

(3.5) Youngest Diffusion:

(1) Execute Youngest Selection (3.3)
(2) Execute Simple Sampling (3.4)
(3) If YH contains a satisfying subset for update u, then accept

u

Youngest Diffusion satisfies Accept Safety and Accept Live-
ness, and therefore satisfies Diffusion Problem (2.1). This is
shown below.

Theorem 3.2. Youngest Diffusion satisfies Accept Safety of
Diffusion Problem (2.1)

Proof. Given Theorem 3.1, it suffices to prove that Youngest
Diffusion (3.5) is an instance of Path Verification (3.1). So, we
show that actions taken by Youngest Diffusion (3.5) are con-
sistent with conditions (1) and (2) of Path Verification (3.1):

• Condition (1) of Path Verification (3.1) is satisfied because
πH ∈ PH holds throughout execution, and πH is the only
proposal transmitted by H .

• Condition (2) of Path Verification (3.1) is satisfied because
YH ⊆ PH holds, so the decision to accept an update u in
line (3.2) of the protocol implies that PH contains t + 1
mutually disjoint proposals with update u.

Theorem 3.3. If S > t then Youngest Diffusion (3.5) satisfies
Accept Liveness of Diffusion Problem (2.1).

Proof: InYoungest Diffusion, an uncorrupted host will accept
an update if it chooses as its gossip partners t + 1 different
source hosts, one after the other, and if S > t. There is a non-
zero probability of this occurring in any sequence of t + 1
rounds. Therefore, the probability that this never occurs con-
verges to zero as the number of rounds approaches infinity.
Thus, the probability that an uncorrupted host eventually ac-
cepts an update is 1. And therefore, the probability that all
uncorrupted hosts eventually accept an update is also 1.

3.3 Hybrid Diffusion

Section 3.1 notes that, although Direct Diffusion has a very
long diffusion time, the performance of Direct Diffusion im-
proves whennu/n is large. Indeed, oncenu/ngets sufficiently
large, Direct Diffusion becomes more efficient than Youngest
Diffusion: once a certain value of nu/n is reached, the last
few non-updated hosts will become updated sooner under Di-
rect Diffusion than underYoungest Diffusion. This is because,
as shown in Sect. 4, finding t + 1 disjoint proposals through
sampling can take a significant number of rounds, even under
optimistic assumptions about the likelihood that πH at differ-
ent hosts H are disjoint. For Direct Diffusion, however, once
nu/n is close to 1, almost every gossip partner chosen by any
given host will have accepted an update, so the remaining hosts
will accept updates more quickly.

By composing Youngest Diffusion and Direct Diffusion,
we can construct a diffusion protocol that does better than
either – it performs at least as well asYoungest Diffusion when
nu is small, and at least as well as Direct Diffusion when nu

is large. Our Hybrid Diffusion protocol is such a composition.
It involves running Direct Diffusion and Youngest Diffusion
side by side, as follows.

(3.6) Hybrid Diffusion:

(1) Execute Youngest Diffusion (3.5)
(2) Execute Direct Diffusion (3.2)
(3) if YH ∪ DH contains a satisfying set for update u, then

accept u

Note that the tests in line (3.2) ofYoungest Diffusion (3.5) and
line (3.1) of Direct Diffusion (3.2) are redundant in light of
line (3.3) of Hybrid Diffusion, so these tests can be removed
for Hybrid Diffusion. Also note that lines (3.3) and (3.3) are
executed using the same gossip partner.
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Fig. 2. Transmission of disjoint proposals

There is a sense in which Hybrid Diffusion is more efficient
than either Youngest Diffusion or Direct Diffusion, since if a
host would accept a given update at a given round under Direct
Diffusion or underYoungest Diffusion, then that host will have
accepted the update by that round under Hybrid Diffusion as
well.8 As such, the fact that Youngest Diffusion and Direct
Diffusion satisfy Accept Liveness implies that Hybrid Diffu-
sion satisfies Accept Liveness.9 SinceYoungest Diffusion and
Direct Diffusion are Path Verification protocols, Hybrid Dif-
fusion is a Path Verification protocol, and, therefore, it must
satisfy Accept Safety. Thus, we have:

Theorem 3.4. Hybrid Diffusion satisfies Diffusion Prob-
lem (2.1).

4 Efficient Sampling

The diffusion time of Youngest Diffusion (3.5) is based, in
part, on the number of rounds it takes under Youngest Selec-
tion (3.3) for hosts to select non-⊥ values for πH , and, in part,
on the number of rounds required under Simple Sampling (3.4)
for a host to collect a satisfying set once a significant subset of
hosts have selected non-⊥ values for πH . So, it is instructive
to estimate the performance of Simple Sampling. This esti-
mate gives insight that leads to a new sampling protocol with
improved performance (at the expense of increased message
size).

4.1 Estimating the performance of Simple Sampling

Define the first host and last host of a proposal to be the first and
last hosts respectively on that proposal’s gossip path. Figure 2
depicts a host H that has received two disjoint proposals, π and
π′, with first hosts S and S′ and last hosts J and J ′ respectively.
That π and π′ are disjoint trivially implies that S �= S′ and
J �= J ′ hold, i.e., that π and π′ have different first and last
hosts. We refer to a pair of proposals whose gossip paths have
different first and last hosts as end-disjoint.

A set of disjoint proposals are necessarily end-disjoint.
Because youngest proposals tend to have short gossip paths,
a pair of youngest proposals that are end-disjoint are more

8 However, message size with Hybrid Diffusion is larger than mes-
sage size with either Youngest or Direct Diffusion. So, in that sense,
Hybrid Diffusion is less efficient.

9 Actually, it suffices that only one of Youngest Diffusion and Di-
rect Diffusion satisfy Accept Liveness.

Fig. 3. Expected number of rounds required for sampling inYoungest
Diffusion. The minimum of t + 1 required rounds is also plotted

likely (though not guaranteed) to be disjoint. Thus the number
of rounds that it takes for a host to obtain a set of end-disjoint
youngest proposals is correlated with the number of rounds
required to find a set of disjoint proposals.

To provide a lower bound on the number of rounds re-
quired to collect t + 1 end-disjoint proposals in the absence
of corrupted hosts, we make the following optimistic assump-
tions:

1. For all hosts H , proposal πH is not ⊥.
2. S is unbounded.
3. n is sufficiently large that the probability of a host choos-

ing the same gossip partner twice in close succession is
negligible.

4. The first host of the proposal stored in πH for a randomly
chosen host H is an independent random variable dis-
tributed uniformly over the set of source hosts.

By Simple Sampling (3.4) and assumption 1, a non-⊥ pro-
posal πJ :: J is added to YH every round, where J is H’s
gossip partner in the given round. By assumption 2, none of
these proposals are discarded. Assumption 3 implies that H’s
gossip partners are (with high probability) distinct. Since the
last host of πJ :: J is J , the proposals in YH must (with high
probability) have distinct last hosts.

Assuming that the proposals in YH have distinct last hosts,
YH contains a set of t + 1 end-disjoint proposals if and only
if YH contains a set of proposals with distinct first hosts. First
hosts are chosen from among the k source hosts, and as such
are much less likely to be distinct than the last hosts, which
can be any host in the system.

By assumption 4, the first hosts of the proposals in YH

are chosen uniformly and at random. Thus, the problem of
finding t + 1 proposals with distinct first hosts is equivalent
to the problem of randomly choosing t + 1 different values
from a set of k possibilities. This problem is known as the
(t + 1, k) coupon collector’s problem [3, p. 11]. Therefore,
under assumptions 1 through 4, the number of rounds required
for a host to obtain t+1 end-disjoint proposals when there are
k source hosts can be approximated by the number of iterations
required by the (t + 1, k) coupon collector’s problem.

Figure 3 graphs the expected number of iterations required
to solve the (t+1, k) coupon collector’s problem, for k = t+1.
This value of k is the minimum allowed, and it is also the case
with the largest expected number of rounds, since it becomes
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easier to collect t + 1 distinct values the more possibilities
there are to sample from. Note also that the minimum number
of rounds required for solving the (t+1, k) coupon collector’s
problem is t+1. This minimum is also graphed in Fig. 3. Since
our lower bound is based on the coupon collector’s problem,
the graph suggests that Simple Sampling requires far more
than the t+1 round minimum in order to obtain t+1 disjoint
proposals. For t = 15, for example, the (16, 16) coupon col-
lector problem is expected to take more than 50 rounds. Thus,
the expected number of rounds required to find t + 1 disjoint
proposals is more than 3 times the minimum (16).

Clearly, there is significant room to improve the perfor-
mance of Simple Sampling, and consequently the performance
of Youngest Diffusion. Hybrid Diffusion would benefit from
improving the sampling protocol as well, since when nu is
small, Hybrid Diffusion behaves similarly to Youngest Diffu-
sion.

4.2 Bundle Sampling

The performance of Simple Sampling (3.4) is limited by the
fact that a given host can obtain at most one sample per round.
Better performance can be achieved by a distributed sampling
protocol in which hosts share their samples, thereby allowing
an individual host to get multiple samples per round. Thus, a
host H gossiping with a host J could obtain not only proposal
πJ , but also some values collected by J from yet other hosts.

In designing such a distributed sampling protocol, a deci-
sion must be made about which samples to keep and which
to discard. Ideally, samples would be gathered quickly and
discarded quickly so that if a host is unlucky and the samples
it gathers do not contain a satisfying set, then those samples
will be replaced as soon as possible. This argues against using
path length, for example, as a basis for discarding samples
because the samples that remained would then become less
and less likely to change over time. Furthermore, we want to
limit the influence that corrupted hosts have on the set of sam-
ples gathered, which argues against using any property of the
sampled proposals themselves as a basis for discarding them
– the proposal’s age, for example, could be manipulated by
a corrupted host to make those proposals it contributes more
desirable, thereby displacing legitimate proposals.

So we consider protocols that decide which proposals to
discard according to sample age, where the sample age of
a proposal is the number of rounds since that proposal was
obtained by the sampling protocol. Consider a sampling pro-
tocol that discards proposals with sample age larger than some
bound SA. Initially, proposals are gathered as quickly as pos-
sible, since in the first SA rounds, no proposals are discarded.
In subsequent rounds, proposals are discarded in order of their
sample age, so no proposal is stored for more than SA rounds.
Discarding proposals based on sample age also limits the in-
fluence of corrupted hosts, as shown in Sect. 4.3.

A sample will be a pair (π, sAge), where π is a proposal
and sAge is the sample age. A sample is initially created by the
originating host H as a pair (πH , 0) and can be transmitted
from one host to another, with the gossip path of π extended
accordingly. Whether or not the proposal is forwarded, sAge
is incremented each round.

Bundle Accumulation is a sampling protocol based on the
above ideas. Each host H maintains a set of samples bundleH ,
called a sample bundle. When H gossips with another host J ,
H adds bundleJ to bundleH , along with a sample holding
the current value of πH . H then discards from bundleH any
samples with sample age greater than SA.

Bundle Accumulation uses the following function to up-
date the age of each sample and to discard old samples.

(4.1) UpdateBundle(bundle) =
{(π, sAge + 1) | (π, sAge) ∈ bundle ∧ sAge < SA}
When a host H receives a bundle from another host J , it ap-
pends J to every sample in host J’s bundle. Accordingly, de-
fine bundle :: J to be {(π :: J, sAge) | (π, sAge) ∈ bundle}.
The following summarizes the behavior of Bundle Accumu-
lation for a host H in a given round. bundleH is assumed to
be initially empty

(4.2) Bundle Accumulation:
Let J be H’s gossip partner.

(1) bundleH :=
UpdateBundle(bundleH ∪ bundleJ :: J)

∪ {(πH , 0)}

As noted above, in the first SA rounds of the protocol, no
proposals are older than SA, so no proposals are discarded by
UpdateBundle. As such, the size of each host’s bundle grows
exponentially, approximately doubling every round. After SA
rounds, the size of each host’s bundle stabilizes. Thus, the size
of each sample bundle is exponential in SA.

Samples collected by BundleAccumulation (4.2) have ran-
domly chosen originating hosts. However, the paths taken by
the samples since leaving the originating host are not particu-
larly diverse – samples in a bundle are collected directly from
no more than SA different hosts (i.e., one host per round), and
thus the proposals contained therein can have no more than
SA different last hosts. Thus, in order to obtain a set of t + 1
disjoint proposals, SA must be larger than t. This, however,
is an inefficient way of obtaining proposals with diverse last
hosts, since it would require O(2t) bundles per sample bundle,
which can become unmanageable for even moderate values of
t.

We need a way of collecting proposals that have both di-
verse last hosts and diverse originating hosts, without requiring
too many samples. Simple Sampling (3.4) ensures that propos-
als are gathered with multiple different last hosts by keeping
a queue of proposals chosen from successive gossip partners.
Since gossip partners are chosen at random, the last hosts of
the proposals gathered are likely to be different. Following a
similar approach, we can require each host to store a bounded-
length queue of sample bundles taken from successive gossip
partners. This ensures diversity of last hosts among the pro-
posals from different bundles in the queue. Moreover, if the
length of the queue is on the order of t, then the number of
proposals stored is O(t · 2SA), which can be kept small by
keeping SA small.

The resulting protocol is called Bundle Sampling. Let BH

be the queue containing the most recently collected bundles,
and S > t the maximum number of bundles stored in the queue
at an individual host. The following defines Bundle Sampling
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for a host H in a given round. BH is assumed to be initially
empty.

(4.3) Bundle Sampling:
Let J be H’s gossip partner.

(1) BH := BH .enqueue(bundleJ :: J)
(2) If |BH | > S then BH .dequeue()

Note that the above protocol requires Bundle Accumulation
to choose values for bundleH . Bundle Sampling can be used
in place of Simple Sampling in Youngest Diffusion (3.5), as
follows.

(4.4) Youngest Diffusion with Bundle Sampling:

(1) Execute Youngest Selection (3.3)
(2) Execute Bundle Accumulation (4.2)
(3) Execute Bundle Sampling (4.3)
(4) If BH contains a satisfying subset for update u, then accept

u

In the above protocol,Youngest Selection is used to determine
the value of πJ for each host J . These values are then used
by Bundle Accumulation to compute bundleJ for each host
J , and those values are in turn used by Bundle Sampling to
compute BJ for each host J . Note that, in a given round, a
host H requests both πJ and bundleJ from its gossip partner
J .

Bundle Sampling can also be applied to Direct Diffusion,
except that instead of samples containing values of πH , sam-
ples would contain values of dH . It follows that Bundle Sam-
pling can be applied to Hybrid Diffusion as well.

Theorem 4.1. Youngest Diffusion, Direct Diffusion, and Hy-
brid Diffusion with Bundle Sampling all satisfy Path Verifica-
tion.

The proof of this theorem is found in Appendix A.1.

4.3 Fault tolerance of Bundle Sampling

Because we are interested in using sampling as part of
Byzantine-fault tolerant protocols, it is necessary to assess
the behavior of our sampling protocols in the presence of cor-
rupted hosts. Define the sample path of a sample to be the
sequence of hosts along which the sample was transmitted
from its originating host to some host at which the sample
resides. Note that the sample path is the tail end of the gossip
path from the proposal held by that sample. This is because a
sample path only records the hosts through which a proposal
was transmitted since it was included in a sample. The gossip
path of a proposal, however, also records the hosts through
which the proposal was transmitted before that point.

Define a sample held by host H to be uncorrupted iff its
sample path does not contain any corrupted hosts. A sample
can be uncorrupted even if the proposal it contains is cor-
rupted, since the gossip path of some proposal π may contain
a corrupted host even though the sample path of a sample con-
taining π may not. This corresponds to the situation where a
corrupted proposal held by an uncorrupted host is obtained by
the sampling protocol and then transmitted through a sequence

of uncorrupted hosts. A measure of the influence of corrupted
hosts is the expected number of corrupted samples contained
in a given uncorrupted host’s bundle. The following theorem
bounds this expectation.

Theorem 4.2. Let f be the actual number of corrupted
hosts,10 and let H be an uncorrupted host. If 0 ≤ a ≤ SA
and a ≤ r, then the expected number of uncorrupted samples
with sample age a in bundleH at round r is (2 − f/n)a, and
the actual number of uncorrupted samples of sample age a
never exceeds 2a.

The proof of Theorem 4.2 is found in Appendix A.2.
Note that Theorem 4.2 does not bound the number of cor-

rupted samples in bundleH . Indeed, as described, Bundle Sam-
pling allows a corrupted host J to store arbitrarily many pro-
posals in bundleJ . If an uncorrupted host chooses J as a gos-
sip partner and therefore integrates bundleJ into bundleH , an
unbounded number of corrupted proposals will be integrated
into bundleH , even though in the absence of failures, no host’s
bundle can contain more than 2a samples of sample age a. To
avoid this problem, uncorrupted hosts must refuse to accept
sample bundles with more than 2a samples of any given sam-
ple age a. This ensures that, even in the presence of corrupted
hosts, an uncorrupted host’s sample bundle will contain no
more than 2a samples of age a.

If the above rule for discarding sample bundles is used,
then the expected ratio of uncorrupted samples to total number
of samples of a given age a is bounded below by

(2 − f/n)a/2a = (1 − f/2n)a.

Here the numerator is the bound on the number of uncorrupted
samples from Theorem 4.2, and the denominator is the bound
on the total number of samples. This ratio approaches zero as
a increases. However, for f small relative to n and moderate
values of a, this ratio is favorable. For example, for n = 100
f = 10 anda = 4, each sample bundle will contain 16 samples
of age 4, 81% of which are expected to be uncorrupted. This
suggests that Bundle Sampling is reasonably efficient in terms
of the number of uncorrupted proposals obtained.

4.4 Choosing constants

Bundle Sampling is parameterized by SA, the maximum sam-
ple age of the proposals stored in bundleH , and S, the maxi-
mum number of bundles stored in BH . In the following, we
investigate values for these constants by considering how dif-
ferent values affect the number of rounds of sampling required
to obtain a satisfying set.

As in Sect. 4.1, we use the number of rounds required to
find a set of mutually end-disjoint proposals as a guide to the
number of rounds required to find a satisfying set. We make
simplifying assumptions that each bundle contains b proposals
and that the source host of each proposal in a bundle can be
modeled as an independent random variable distributed evenly
over the k source hosts. Finally, we assume that each bundle
in BH is obtained from a different host. Our analysis then

10 In contrast to t, which is the number corrupted hosts tolerated by
a given protocol.
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Fig. 4. Average number of rounds required to complete b-ary coupon
collector’s problem. Results are shown for b = 1, 2, 4 and 8. Each
data point was generated from 10,000 iterations

looks at the case where the number k of source hosts is t + 1,
the minimum number of source hosts allowed by Diffusion
Problem (2.1).

Under the above assumptions, the number of rounds re-
quired for a host to find a set of end-disjoint proposals using
Bundle Sampling is the same as the number of rounds required
for the termination of the following process, which we call the
b-ary coupon collector’s problem: Each round, a collection of
b source hosts are selected at random (with replacement) from
the set of k source hosts. These source hosts represent the first
hosts of the different proposals stored in a given bundle. The
process terminates as soon as any set of t + 1 different source
hosts can be selected, one from each collection.

Unable to derive a closed form solution, we ran a Monte-
Carlo simulation in order to estimate the expected number of
rounds required for our b-ary coupon collector’s problem to
terminate. Figure 4 shows the average number of rounds over
10,000 iterations. Results are shown for b equal to 1, 2, 4 and
8. For b = 1, the process is exactly the coupon collector’s
problem, and the results are the same as those shown in Fig. 3.
As in that case, the process cannot terminate in fewer than t+1
rounds. The fact that the line for b = 4 is within a few rounds
of the minimal t + 1 rounds, suggests that, for the values of
t shown, b = 4 is near optimal, and that further increasing b
will do little to improve expected diffusion time.

We now consider how to choose SA in order to ensure
that each bundle contains b = 4 uncorrupted proposals. In
the absence of failures, Theorem 4.2 implies that if SA =
2, then each bundle contains 2SA = 4 uncorrupted samples
of sample age SA.11 Corrupted hosts can reduce the number
of uncorrupted proposals in a sample bundle in two ways.
First, as shown in Theorem 4.2, the number of uncorrupted
samples collected decreases as t/n increases. However, for
small values of SA and t/n, this effect is small.

The second way in which corrupted hosts reduce the num-
ber of uncorrupted proposals in a sample bundle is by cor-
rupting the proposals πH being sampled. If a given proportion
ρ of the values of πH are corrupted, then, for any randomly
selected subset of those proposals, the expected fraction of cor-

11 Since a bundle contains samples of all ages between 0 and SA,
there are in fact 2SA+1−1 different samples. However, we only count
the 2SA maximum-age samples, because samples of different ages are
not necessarily chosen independently.

rupted proposals will be ρ as well. Thus, in order to estimate
the number of uncorrupted proposals obtained by sampling,
we must estimate the proportion of underlying proposals that
are uncorrupted.

As argued in Sect. 5.2, the worst behavior by corrupted
hosts is to act like source hosts, i.e, to distribute (corrupted)
proposals with age 0. Accordingly, consider the case where
there are 2t+1 hosts acting as source hosts, t+1 of which are
uncorrupted and t of which are corrupted. Thus, almost half
of the hosts acting as source hosts are corrupted, suggesting
that for approximately half of the hosts H , proposal πH is
corrupted. As argued above, this implies that roughly half of
the proposals in any given bundle will be corrupted. Thus, by
settingSA to 3, we ensure that there are2SA = 8maximum-age
proposals, and therefore approximately 8/2 = 4 uncorrupted
samples. This is equal to the desired value of b computed
above, i.e., the desired number of samples per sample bundle.

It remains to select a value for S, the number of bundles
stored by each host. S should be chosen such that most hosts
do not require more than S rounds before they can obtain a
satisfying set of proposals – otherwise, the dropping of sample
bundles due to S might slow down the protocol.

In order to choose a sufficiently large value for S, we must
consider the probability that a host will require more than S
rounds. We therefore consider the standard deviation of the
number of rounds required for the b-ary coupon collector’s
problem. For b = 4, our Monte-Carlo simulations found that
2(t + 1) is within 5 standards of deviation of the expected
number of rounds required to complete the b-ary coupon col-
lector’s problem. By Chebyshev’s Inequality [3, p. 233], the
probability that more than 2(t + 1) rounds will be required
is no more than 4%. Insofar as the b-ary coupon collector’s
problem is a good model for the number of rounds of sam-
pling required to obtain a set of end-disjoint proposals, this
suggests that 2(t + 1) is a reasonable setting for S.

The above analysis presumes that a given host chooses S
distinct gossip partners in a row. In fact, it is sufficient that
almost all of the S gossip partners chosen by a given host are
distinct. It is easy to show that the expected number of distinct
hosts among S randomly selected gossip partners is bounded
by S − S2−S

2n−2 . Thus, when S, and therefore t, is on the order
of

√
n, the expected number of distinct hosts is only a small

constant away from S, and the above analysis applies.

5 Estimating performance

5.1 Host load and message size

The gossip protocols described so far share two features. First,
they are all pull protocols [2], meaning that the host initiating
a gossip requests information from its gossip partner. Sec-
ond, gossip partners are selected uniformly and at random.
We refer to the class of protocols sharing these two properties
as uniform-pull gossip protocols. In any uniform-pull gossip
protocol, the expected number of requests each host receives
is one. Thus, in the absence of failures, the expected host load
for uniform-pull gossip protocols is O(1).

Even though messages from corrupted hosts are not
counted in host load, corrupted hosts can affect host load by
causing uncorrupted hosts to respond to spurious requests. The
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worst case has every corrupted host sending a request to every
uncorrupted host in each round. Accordingly, each host re-
sponds to each of the t corrupted hosts, leading to an expected
host load of O(t). This analysis assumes that hosts refuse to
respond to more than one request per round from the same
host.12

Message size. In order to bound message size, we must bound
both the number of proposals per message and the length of
each proposal’s gossip path. Note that the length of the gossip
path of an uncorrupted proposal πH is bounded by ageH . It
thus suffices to consider how ageH can be bounded.

Recall, ageH records the age of the youngest path received
by H . Accordingly, no matter how corrupted hosts behave, if
there is a sequence of gossips leading from some source host to
host H involving only uncorrupted hosts in the last m rounds,
then ageH must be no greater than m. This is shown more
formally in Appendix B.1.

Define simple diffusion to be the special case of Direct
Diffusion where t = 0, so no Byzantine failures are tolerated.
Under simple diffusion, if H has accepted an update by round
r, then there is necessarily a sequence of gossips leading from
some source host to H . This means thatageH must be bounded
by m. If within m rounds all hosts would accept an update by
round r, then for all H , the value of ageH is bounded by m.
Thus, a bound on the diffusion time of simple diffusion serves
as a bound on ageH for Youngest Path Diffusion and Hybrid
Diffusion.

The above analysis bounds the length of πH ’s gossip path
only if H is uncorrupted. If H is corrupted, then πH ’s gossip
path could be arbitrarily long. Since our protocols may retrans-
mit proposals held by other, uncorrupted hosts, this means that
the message size of our protocols is unbounded.

In order to limit message size, our protocols must reject
proposals with excessively long gossip paths. Whether a pro-
posal is excessively long can be determined from bounds on
the diffusion time of simple diffusion, as discussed above.
Asymptotic bounds of O(log n) for the diffusion time of sim-
ple diffusion are well known (see, for example [7]). Tight
explicit bounds on the diffusion time of simple diffusion can
be computed using the techniques found in [16]. In particular,
the results of [16] allow the computation of a bound rε for any
probability ε, such that the probability that there exists a host
that has not been reached within rε rounds is ε.

In the case of Bundle Sampling, proposals should be dis-
carded whose gossip paths exceed rε by SA or more. This
is because proposals collected by Bundle Sampling may be
transmitted from host to host for up to SA rounds, so these
proposals may have gossip paths as much as SA longer than
the gossip paths of the proposals πH being sampled.

If proposals are discarded according to the above rules,
then the size of an individual proposal is bounded by SA +
rε, where rε is O(log n). It remains to bound the number of
proposals sent per message. The only protocol where a host

12 More aggressive techniques for reducing expected host load are
possible. For example, hosts could refuse to respond to multiple re-
quests from the same host in close succession. Since it is unlikely
that an uncorrupted host would send multiple requests to the same
host, this should impact diffusion time minimally.

sends more than a constant number of proposals per round is
Bundle Sampling. By Theorem 4.2, the number of age a ≤ SA
proposals per bundle is at most 2a, so the total number of
proposals per bundle is 2SA+1 − 1. For SA = 3, the value
proposed in Sect. 4.4, this leads to 15 proposals per bundle. In
Hybrid Diffusion, where sampling is used to sample values of
both πH and dH , this leads to 30 proposals per bundle.

In order to bound overall message size, bounds on the
size of host names and the allowable size of updates must
be obtained as well. Such bounds depend on specifics of the
environment.

5.2 Diffusion time

Diffusion time has proven to be difficult to calculate. Our ap-
proach, therefore, is to estimate diffusion time by using simu-
lation. Since our protocols are meant to tolerate malicious fail-
ures, it is important that these simulations capture the worst-
case behavior of the protocols in the presence of corrupted
hosts.

The protocols in Sects. 3 and 4 were designed so that the
worst case behavior by corrupted hosts is well-defined and
carefully circumscribed. In this worst-case behavior, corrupted
hosts act as if they were source hosts that have accepted the
wrong update û instead of the initial updateu. In addition, if the
sampling protocols of Sect. 4 are in use, then corrupted hosts
maintain empty sample bundles. A proof that this behavior is
in fact the worst case is found in Appendix B.2; the following
gives the results of simulations of this worst-case behavior.

The simulator executes as a series of synchronous rounds.
Each data point we report is an average of 10 experiments;
standard deviation is shown with error bars. Figure 5 shows
the performance of Direct Diffusion, Youngest Diffusion, and
Hybrid Diffusion without Bundle Sampling, for networks of
size n = 100 and 1000. In the n = 100 case, we see that
Direct Diffusion and Youngest Diffusion perform similarly,
while the number of rounds for completion of Hybrid Diffu-
sion is approximately one third. In the n = 1000 case, the
diffusion time of Direct Diffusion increases by nearly a factor
of 10, while the diffusion time of Youngest Diffusion and Hy-
brid Diffusion increase by only a few rounds. The poor scaling
of Direct Diffusion with n is consistent with the analysis of
Sect. 3.1.

Figure 6 shows the diffusion time of Youngest Diffusion
and Hybrid Diffusion, both with and without Bundle Sam-
pling. Here, the maximum sample age SA of a sample bundle
is set to 3 and S is set to 2t+1, in accordance with the discus-
sion of Sect. 4.4. The improvement due to Bundle Sampling is
quite large, particularly in the case of Youngest Diffusion. In-
deed, Youngest Diffusion with Bundle Sampling has a shorter
diffusion time than Hybrid Diffusion without Bundle Sam-
pling. The diffusion time of Youngest Diffusion is decreased
by almost a factor of 4, while the diffusion time of Hybrid
Diffusion is decreased by a factor of just under 2.5.

Figure 7 shows the diffusion time of Hybrid Diffusion
for n = 100, 1000 and 10000. Notably, the diffusion time
deteriorates more quickly when n = 100 than it does for
n = 1000 and 10000. Indeed, for t = 10, the diffusion time
for n = 100 rises to nearly match the diffusion time for n =
10000. The reason that diffusion time increases more quickly
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Fig. 5. Diffusion time of Direct Diffusion, Youngest Diffusion and
Hybrid Diffusion for n = 100 and n = 1000 hosts

Fig. 6. Diffusion time of Youngest Diffusion and Hybrid Diffusion
for n = 1000 hosts, with and without Bundle Sampling

when n = 100 then when n = 1000 or n = 10000 is that
finding t + 1 mutually disjoint proposals is harder in smaller
networks. Let L be the average length of a proposal’s gossip
path and let n be the number of hosts in the network. Then
the smaller L(t + 1)/n is, the more likely it becomes that a
randomly chosen set of t+1 proposals will be disjoint. L only
grows logarithmically with n, so L(t+1)/n becomes smaller
as n gets larger.

Fig. 7. Diffusion time of Hybrid Diffusion with Bundle Sampling for
n = 100, n = 1000 and n = 10000

Fig. 8. Diffusion time of Hybrid Diffusion and PromiscuousYoungest
Diffusion, both with Bundle Sampling. No faulty hosts are simulated

Figure 8 compares the performance of Hybrid Diffusion
with Bundle Sampling and Promiscuous Youngest Diffusion
with Bundle Sampling. The results shown reflect the behav-
ior of the protocols in the absence of malicious hosts, since as
noted in Sect. 3.2, we do not have a well-defined worst-case be-
havior for PromiscuousYoungest Diffusion. The performance
of the two protocols is close, although as expected, Promiscu-
ousYoungest Diffusion is clearly better, particularly for larger
values of t. Note also that message size and storage require-
ments for Hybrid Diffusion are worse than for Promiscuous
Youngest Diffusion, since Hybrid Diffusion needs to keep
track of twice as many proposals as Promiscuous Youngest
Diffusion. These experiments suggest that we pay a small but
significant penalty for the well-understood worst-case behav-
ior of Hybrid Diffusion.

Comparison to optimal diffusion time. Define an uncorrupted
host H to be touched if either it is a source host or it has gos-
siped with at least one touched host. Note that for any Path
Verification protocol, a host H can only have an uncorrupted
non-⊥ proposal in PH if H is touched. A satisfying set of
proposals must have proposals with t + 1 distinct last hosts.
Therefore, in order for a host to obtain a satisfying set of pro-
posals, it must obtain a proposal from at least t + 1 different
hosts. A host can therefore only become updated once it gos-
sips with t + 1 touched hosts. As a result, the diffusion time
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Fig. 9. Difference between diffusion time of Hybrid Diffusion and
optimal diffusion time for n = 100, n = 1000 and n = 10000

of any Path Verification protocol can be no less than the time
it takes for all hosts to become touched plus t more rounds for
the last touched host to gossip with t other touched hosts.

Figure 9 shows the difference between the diffusion time
of Hybrid Diffusion and the optimal performance described
above: namely t plus the round at which the last host becomes
touched.13 The difference is zero for t = 0, since when no ma-
licious failures are tolerated, a host becomes updated as soon
as it becomes touched. For n = 1000 and 10000, the differ-
ence stays within 5 rounds, and the growth in the difference
gets smaller as t gets larger. As discussed above, the diffusion
time is markedly worse for n = 100.

These results show that for sufficiently large n and mod-
erate values of t, the diffusion time of Hybrid Diffusion is
close to the best possible diffusion time for the class of Path
Verification protocols.

5.3 Computation time

The only significant computational step in our protocols is that
of finding a satisfying set from among the proposals held by a
given host. As we show below, this problem is NP-complete.

Recall, a set of proposals Π contains a satisfying set iff it
contains a set of proposals with the same update and disjoint
gossip paths. Define Π|u to be the set of proposals contained
in Π that have update u. We therefore consider the problem
of finding a set of t + 1 mutually disjoint proposals in Π|u,
for some update u.

We can reduce the t + 1 independent set problem to the
disjoint proposal problem described above. The t + 1 inde-
pendent set problem is the problem of determining whether
a given undirected graph G = (V, E) has a subset of t + 1
vertices V ′ such that for every pair of nodes v, v′ ∈ V ′, the
edge (v, v′) is not in E.

Given a graph G, we construct a corresponding set of pro-
posals as follows: For every vertex v ∈ V , associate a proposal
πv . Edges serve as hostnames, and the gossip path of the pro-
posal πv will contain every edge that is incident on vertex v.
Accordingly, a pair of proposals are disjoint iff they do not
share an edge. A set of mutually disjoint proposals, therefore,
corresponds to an independent set.

13 Note, this means that optimal performance in Fig. 9 is being
defined relative to pull-uniform Path Verification protocols.

Although finding independent sets is NP-complete, actual
computational load is quite manageable for small values of t
and for the moderate number of proposals stored by each host.
We were able to simulate 10,000 nodes on a 700MHz Pen-
tium III machine, which required running 10,000 instances
of the independent-set problem for each round of the simu-
lation. This computational problem does, however, limit the
usefulness of this approach for large values of t.

5.4 Distribution of multiple updates

The performance analysis so far applies only to distributing
a single update. Multiple updates can be distributed by run-
ning multiple instances of a given diffusion protocol. Section 6
discusses the problem of how to control the number of pro-
tocol instances. Below, we consider how the performance of
our diffusion protocols scales with the number of concurrent
instances.

Diffusion time for one protocol instance is unaffected by
other instances running concurrently, so diffusion time is un-
affected by the number of instances. The main computational
load comes from the search for a satisfying set. Each protocol
instance has a different set of proposals to search, so this cost
cannot be shared. Accordingly, computation time scales lin-
early with the number of instances. The scaling of host load
and message size with respect to the number of protocol in-
stances depends on the implementation. Multiple instances
can each initiate their own separate gossip messages, in which
case message size will remain unchanged, but host load will
increase linearly. Alternately, multiple instances can share the
same gossip messages, leaving host load unchanged but mes-
sage size increased.

6 Related work and open problems

Few of the gossip protocols for disseminating updates or mes-
sages [1,13,5,16,15,12] tolerate malicious failures. Those that
do allow for malicious failures, such as [15], generally assume
the availability of unforgeable signatures.

The table in Fig. 11 summarizes the performance of those
gossip-based protocols that have been developed to address the
Diffusion Problem without the use of unforgeable signatures.
The first such protocols were described by Malkhi, Mansour
and Reiter in [9]. Their analysis was restricted to the class of di-
rect verification protocols, and they presented lower bounds on
the performance of that class of protocols. These lower bounds
showed that, although it is possible to trade off between host
load and diffusion time, the product of these two performance
metrics is necessarily high. They also presented a protocol
called �-Tree-Random Diffusion that achieves different trade-
offs between host load and diffusion time for different values
of �.

Our Path Verification protocol class is not governed by
the analysis of [9]. The first two columns of Fig. 11 compare
the performance of two of the direct verification protocols
discussed in [9]: Direct Diffusion, where gossip partners are
chosen uniformly and at random, and Tree-Random, which
is just �-Tree-Random where � has been chosen equal to 4t,
so as to maximally optimize diffusion time at the expense of
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Fig. 10. Graph of diffusion time for Hybrid Diffusion with Bundle Sampling and for the �-Tree-Random protocol with � = 4t

host load. The graph in Fig. 10 compares the diffusion time
of the Tree Random protocol with that of Hybrid Diffusion.
As the graph shows, the diffusion time of Tree-Random is
significantly worse than that of Hybrid Diffusion, and the gap
in performance grows with n.

Concurrently with and independent from our research,
Malkhi, Pavlov and Sella [10] also developed a Path Verifi-
cation protocol. That protocol keeps all proposals with length
less than log(n/(t + 1)); longer proposals are discarded. We
refer to this protocol as Short-Path Diffusion, and its perfor-
mance is summarized in the third column of Fig. 11.A strength
of the work is an asymptotically optimalO(log n+t+1)bound
on diffusion time.14 However, Short-Path Diffusion requires a
large number of proposals to be stored and transmitted by each
host – in particular, the size of messages carrying proposals is
bounded from above by

(
n

t + 1

)O(log(t+1+log n))

. (6.1)

Thus, the number of proposals stored per host grows faster
than any polynomial in the number n of hosts. Explicit bounds
on message size are not derived in [10], but if we assume a
constant of 1 to transform the asymptotic complexity in (6.1)
to a concrete complexity, then for n = 1000 and t = 1,
an individual host might have to store as many as 600,000
proposals. Increase n by a factor of 10, to n = 10000, and the
number of proposals rises by a factor of nearly 1000. (By way
of contrast, the number of proposals stored in our protocol
is constant in n.) Given that finding a satisfying set is NP-
complete, these protocols do not appear to be practical.

Malkhi, Reiter, Rodeh and Sella [11] also developed a class
of direct verification diffusion protocols that are not strictly
speaking gossip protocols because communication is done de-
terministically. The protocols are based on the division of the
system into a logical tree-structure, where each node in the tree
represents a set of � ≥ 2t + 1 hosts. Updates are propagated
along this tree through deterministic communication between
hosts in neighboring nodes. A similar tree structure is used
in the Tree-Random protocol, and the performance of the re-
sulting protocols is largely the same as that of Tree-Random,

14 The techniques used to obtain these bounds unfortunately do not
appear to apply to our protocols, and obtaining analytic bounds for
the diffusion time of our protocols remains an open question.

except in terms of host load. The performance of this protocol
is therefore summarized in column 3 of Fig. 11, which is also
used to summarize the performance of Tree-Random.

The key issue in these protocols is how to ensure that some
single node ends up with at least 2t + 1 hosts that know the
update in question. Two approaches are proposed. The first is
to require that the sets of hosts that might act as source hosts
for a given update be known a priori, and that there be few such
sets. (Malkhi et al. argue that this assumption is appropriate
to Byzantine quorum systems.) The nodes of the tree structure
are chosen to ensure that every possible set of source hosts
overlaps with some node of the tree in at least 2t + 1 hosts.
The second approach is to use the content of the update in
question along with a pseudorandom function to select a node
of the tree for the source hosts to target. This latter approach
performs well when the rate at which updates are introduced
is low.

The use of an explicit tree structure in the above algorithm
sacrifices some of the benign fault-tolerance of gossip. In par-
ticular, the crash-failure or partition of any single node of this
tree would disconnect the system, even if the source hosts
themselves have not crashed or become partitioned. Further-
more, simulations [11] show diffusion times somewhat infe-
rior to the diffusion times of �-Tree-Random (although with
much lower host load). As shown in Fig. 10, our protocols sig-
nificantly outperform the �-Tree-Random protocols in terms
of diffusion time.

Controlling the number of protocol instances

As noted in Sect. 5, the distribution of multiple updates re-
quires execution of multiple concurrent instances of the given
diffusion protocol. How are such instances brought into exis-
tence, and how are they terminated? If the number of protocol
instances is not controlled then a malicious host could launch
a denial of service attack by creating new instances or prevent-
ing existing instances from terminating. Moreover, neither the
related work in Fig. 11 nor the protocols presented in this paper
have explicit mechanisms for initiation or termination. While
a full analysis of these issues is beyond the scope of this paper,
we nonetheless present some preliminary ideas below.

One simple approach to controlling the number of protocol
instances would be to schedule the creation and termination of
protocol instances in advance. Each protocol instance would
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Direct Diffusion Tree Random15 Short-Path
Diffusion

Hybrid w/Bundle
Sampling

Diffusion time Ω
(
t
(

n
k

)(1−1/2t)
)

Ω(t log(n/t)) O(log n + t) ∼ O(log n) + t + c16

Host Load O(1) O(n/t) , O(1)17 O(1) O(1)
Message Size O(1) O(1) ξ(n, t)18 30t · O(log n)
Storage O(t) O(t) ξ(n, t) 30t · O(log n)

Comp. Time O(log t) O(log t) Ω

((
ξ(n,t)

log(n/b)

)t
)

O(tt + t log n)

Fig. 11. Performance comparison of different diffusion protocols. Each measure is per host per round in the worst case. All metrics are relative
to the distribution of a single update. In all of these protocols, diffusion time and host load do not change with the number of updates being
distributed concurrently, whereas the other metrics all increase linearly with the number of updates
15 Includes both the �-Tree Random protocol for � = 4t as well as the tree-based deterministic algorithms of [11].
16 The ∼ indicates an experimental and not analytic result. Our experiments show diffusion time within a small number c of rounds of the
lower bound t plus the diffusion time in the absence of malicious faults, which is O(log n).
17 Results shown for protocols in [9] and [11] respectively.
18 ξ(n, t) is equal to (n/(t + 1))O(log(t+1+log n)). This term is not exponential but does grow faster than any polynomial in n.

begin at a predefined time and run for a bounded period. The
initiation time of the various instances would have to be stag-
gered in order to bound the total number of concurrent execu-
tions; the amount of time alloted to each instance determines
the probability that that instance successfully distributes its
update to all hosts. Note, this scheme relies on synchronized
clocks.

The synchronized clocks used in the above scheme are
not strictly necessary. Consider a diffusion protocol used to
broadcast messages from a given host H . In this approach, two
protocol instances execute concurrently. In order to initiate a
broadcast, H would recruit a set of at least 2t+1 hosts to act as
source hosts for the first instance of the protocol. Once enough
time had elapsed so that the proposal is likely to have been
distributed to all hosts, H would use the second instance of
the diffusion protocol to terminate the first instance and, at the
same time, to deliver a new message. After a further timeout,
H could initiate a third instance to terminate the second, and so
on. Higher throughput can be achieved with a larger collection
of simultaneous protocol instances.

Another approach to controlling the number of protocol in-
stances is to avoid termination altogether. This makes sense in
a context where, rather than distributing a single update to all
hosts, the goal of the diffusion protocol is to distribute recent
values of some changing source of information. A variety of
such gossip protocols have been considered in the context of
benign failures [8,5,6,16,15]. Perhaps the simplest example
is the failure detector of [16]. There, each host has a heartbeat
counter, which is an integer counter that is incremented ev-
ery round. A gossip protocol is used to distribute each host’s
heartbeat counter, with hosts storing only the largest received
value of the other hosts’ heartbeat counters. H marks J as
faulty if H’s knowledge of J’s heartbeat counter is not up-
dated within a given timeout. Thus, every value of a given
host J’s counter need not be delivered to every other host – it
suffices that each host periodically receives recent versions of
every other host’s heartbeat counter. Since newer versions of
a host’s heartbeat counter displace older versions, no explicit
termination mechanism is required.

Unfortunately, the Diffusion Problem as defined in Sect. 2
does not allow source hosts to change the updates they are

Direct
Diffu-
sion

Tree
Random

Path Ver-
ification

Message Size�� α α β

Storage β ≥ α ∧ ≤ β� β

Comp. Time�� α ≥ α ∧ ≤ β� β

Fig. 12. Cost multiples associated with distributing multiple updates.
β corresponds to the bound on the number of concurrent updates, and
α corresponds to the actual number of updates being distributed by
t or more hosts
∗ The amount of storage and computation is multiplied by β for all
hosts in blocks adjacent to blocks containing corrupted hosts, and α
for all other hosts. The number of hosts in blocks adjacent to blocks
with corrupted hosts can be as large as 3t�, where � is at least 4t.
∗∗ The values for message size and computational time apply in
rounds when a host’s gossip partner is uncorrupted. When a host’s
gossip partner is corrupted, the values are all β.

distributing. As such, the Diffusion Problem is not amenable
to the kind of termination-free protocol just described. But the
diffusion protocols presented in this paper can be extended to
handle changing updates by employing a means for combining
proposals that contain different updates. Although we do not
develop this approach further here, we believe some of the
most promising applications of the algorithms described in
this paper involve termination-free gossip protocols.

When the number of concurrent protocol instances is
bounded, must a cost be incurred for all instances allowed
by that bound? Our protocols as well as Malkhi et al.’s Path
Verification protocol [10] have the same worst case cost in-
dependent of whether uncorrupted hosts use every protocol
instance. This is because corrupted hosts can always forward
proposals to uncorrupted hosts. These proposals will then be
forwarded on, consuming resources as they go. In the case of
Direct Verification, however, a host will not transmit an update
until it has accepted that update. As such, t or fewer corrupted
hosts cannot effectively increase message size. Storage and
computation time, however, do increase with the bound on the
number of protocol instances.
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Figure 12 shows how the performance metrics of Fig. 11
are multiplied for a given bound β on the number of proto-
col instances and a given number α of protocol instances that
are actually used by uncorrupted hosts to distribute an update.
Host load and diffusion time are not included in Fig. 12 be-
cause these are unaffected by the number of protocol instances.
The column for Path Verification protocols includes both our
Hybrid Diffusion with Bundle Sampling and Malkhi et al.’s
Shortest Path Diffusion, since they have the same behavior in
this respect.
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Appendix

A Proofs from Section 4

A.1 Proof of Theorem 4.1

In the following we will show that Direct Diffusion, Path Dif-
fusion and Hybrid Diffusion with Bundle Sampling are each
instances of Path Verification (3.1).

Bundle Accumulation (4.2) requires that if host H se-
lects host J as a gossip partner, then J must transmit its
bundle bundleJ to H . To satisfy condition (1) of Path Veri-
fication (3.1), any proposal in bundleJ must be contained in
PJ . This is proved below. The following holds independent of
whether Bundle Sampling is being used with Youngest Diffu-
sion, Direct Diffusion or Hybrid Diffusion.

Lemma A.1. If J is uncorrupted and (π, sAge) ∈ bundleJ ,
then π ∈ PJ .

Proof. We proceed by induction in the round number. The
base case is trivial, since initially bundleJ is empty. We now
consider the induction case.Assume that the theorem holds for
all rounds before round r. Assume that J is uncorrupted and
(π, sAge) ∈ bundleJ in round r. We must show that π ∈ PJ .

By inspection of Bundle Accumulation (4.2), there are
three cases:

Case 1. (π, sAge) = (πJ , 0)
Since π = πJ , we must show that πJ is in PJ . Assume πJ

is chosen by Youngest Diffusion. Since Youngest Diffusion
satisfies Path Verification, it follows that πJ ∈ PJ . If Bundle
sampling is used to samples values of dJ , then the correspond-
ing case is (π, sAge) = (dJ , 0), and the rest of the argument
remains the same.

Case 2. (π, sAge) was in bundleJ at the previous round.

Since J is uncorrupted, from the induction hypothesis we can
conclude that π ∈ PJ .

Case 3. There exists some π′ such that π′ is in bundleK and
π′ :: K = π.

In this case, π′ was obtained from K. Therefore, by part (i) of
the definition of PJ in Path Verification (3.1), π′ :: K ∈ PJ .
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The proposals collected in BH by Bundle Sampling are used to
determine whether host H can find a satisfying set in order to
accept an update. To satisfy condition (2) of Path Verification,
the proposals contained in BH must be in PH as well. This is
shown in the following lemma.

Lemma A.2. If H is uncorrupted and (π, sAge) ∈ bundle
and bundle ∈ BH , then π ∈ PH .

Proof. If bundle ∈ BH , then by inspection of Bundle Sam-
pling (4.3), bundle = bundleJ :: J , and bundleJ was ob-
tained by H from J in some previous round. By part (i) of the
definition of PH in Path Verification (3.1), we conclude that
π ∈ PH .

Lemma A.1 and A.2 together imply that Bundle Sam-
pling does not falsify conditions (1) or (2) of Path Verifica-
tion. Thus, Direct Diffusion, Youngest Diffusion and Hybrid
Diffusion with Bundle Sampling satisfy Path Verification, so
Theorem 4.1 holds.

A.2 Proof of Theorem 4.2

Theorem A.3. Let f be the number of corrupted hosts, and
let H be an uncorrupted host. If 0 ≤ a ≤ SA and a ≤ r, then
the expected number of uncorrupted samples with sample age
a in bundleH at round r is (2−f/n)a, and the actual number
of uncorrupted samples of sample age a never exceeds 2a.

Proof. Let J be H’s gossip partner in round r. If H is un-
corrupted, define S(a, H, r) to be the number of uncorrupted
samples bundleH at the beginning of round r with exactly
sample age a. Define Jr to be H’s gossip partner in round r.
Then, from Bundle Accumulation (4.2), we can conclude that

S(0, H, r) = 1 (A-1)

S(a, H, r) =




S(a − 1, H, r − 1) +
S(a − 1, Jr, r − 1) if Jr is uncorrupted

S(a − 1, H, r − 1) otherwise

(A-2)

Equation (A-2) only holds if 0 < a ≤ SA and 0 < r. From this
recurrence, induction can be used to show that S(a, H, r) ≤
2a, proving that the absolute number of uncorrupted samples
of age a held by a host never exceeds 2a.

The probability that Jr is corrupted is f/n. By the prop-
erties of expectation, we can conclude that

E(S(0, H, r)) = 1 (A-3)

E(S(a, H, r)) = E(S(a − 1, H, r − 1)) +
(1 − f/n)E(S(a − 1, Jr, r − 1)) (A-4)

If 0 ≤ a ≤ SA and a ≤ r, it follows that E(S(a, H, r)) =
(2 − f/n)a. Note that this does not depend on H or r.

B Proofs from Section 5

Proofs in this section require a formalization system execution.
Define a system state to be a mapping that associates a value

with each state variable (e.g., πH , bundleH , BH ). Define a
run to be a mapping from a round to a system state – the state
that exists at the start of that round. The value of a variable x
of a host H at a round r of a run R is denoted in terms of these
abstractions as R[r].xH .19

In the protocols described so far, the choice of gossip part-
ners is the only nondeterminism in the execution of uncor-
rupted hosts. We represent these gossip partner choices by a
partner choosing PC, which is a mapping such that PC(H, r)
is H’s gossip partner in round r.

B.1 Bounding ageH

In the following,ageH is proved to be bounded by the diffusion
time of simple diffusion (i.e., Direct Diffusion with t = 0).
This result is used in Sect. 5.1 to bound the length of πH .

Define a gossip sequence to be a series of gossips occur-
ring in a given run of a gossip protocol, listed in increasing
round order. The host receiving information in the ith gossip
is the host sending information in the i + 1st gossip. Thus, a
gossip sequence corresponds to a path through which informa-
tion could be transmitted by the gossip protocol. Let the initial
round of a gossip sequence be the round at which the first gos-
sip in the sequence occurred, and the final round be the round
at which the last gossip in the gossip sequence occurs. The age
of a gossip sequence is the number of rounds since the gossip
sequence’s initial,l round. A gossip sequence is uncorrupted
if all hosts along the gossip sequence are uncorrupted.

The following theorem shows that the age of any uncor-
rupted gossip sequence leading from a source host to H serves
as an upper bound on ageH .

Theorem B.1. For a given round r, if there is an uncorrupted
gossip sequence σ leading from some source host to host H ,
such that σ’s final round is less than r, then ageH is no greater
than the age of σ at round r.

Proof. We proceed by induction over r. The theorem holds
trivially for r = 0, since there can be no gossip sequence
whose final round is less than 0.

Assume that the theorem holds for round r − 1, And let a
be the age of σ. Note that a must be at least 1, since round r is
presumed to follow the final round of σ, so the age of σ must
be at least 1. For each of the following cases, we will show
that ageH ≤ a.

a = 1: Since σ has age 1 and it’s final round is r − 1, σ
must consist of a single gossip in round r − 1 between H
and some source host J . Since σ is uncorrupted, both H
and J must be uncorrupted. Therefore, ageJ is 0, and, by
line (3.2) of Youngest Selection (3.3), the value of ageH

must be 1 in round r. Thus, ageH = a, so trivially ageH ≤
a.

a > 1: The last gossip in σ must have occurred in some round
r′ < r. We consider two cases:
r′ < r − 1: Since r′ < r − 1, round r − 1 occurs after

the final round of σ. In round r − 1, the age of σ is
19 As a shorthand, if E(v1, . . . , vj) is an expression in the

variables {v1, . . . , vj}, we write R[r].E(v1, . . . , vj) to signify
E(R[r].v1, . . . , R[r].vj).
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a − 1. From the induction hypothesis it follows that
ageH ≤ a − 1 holds at round r − 1. By inspection
of Youngest Selection, ageH cannot increase by more
than 1 per round, so ageH ≤ a holds at round r.

r′ = r − 1: Define σ′ to be the gossip sequence σ with
its final gossip removed. Let J be the host receiving
information in the final gossip in σ′. Since σ is uncor-
rupted, J must be uncorrupted as well. The final gossip
in σ must consist of H receiving information from J .
Since r′ = r − 1, that gossip occurs in round r − 1.
Since the last gossip in σ occurs in round r−1, the last
gossip in σ′ must occur in some round before r − 1.
Since the age of σ is a in round r, the age of σ′ in round
r − 1 must be a − 1, since σ and σ′ share the same
initial round. By the induction hypothesis, ageJ must
be no greater than a−1 in round r−1. By line (3.2) of
Youngest Selection, ageH in round r is no more than 1
greater than the ageJ in round r − 1. Thus, ageH ≤ a
holds in round r.

In Direct Diffusion with t = 0, host H accepts update u
in round r iff there is an uncorrupted gossip sequence leading
from some source to H . Thus, if all hosts accept an update
within a rounds, then for every host there is an uncorrupted
gossip sequence leading from some source host to H with age
no more than a. By Theorem B.1, this implies that for a run of
Youngest Selection with the same partner choosing PC, ageH

will be bounded by a for every host H . Thus, the diffusion time
of Direct Diffusion with t = 0 serves as a bound on ageH .

B.2 Proof of worst case behavior

We prove that worst-case behavior described in Sect. 5.2 pro-
duces the largest possible diffusion time. Recall that this worst
case behavior has corrupted hosts acting as source hosts that
have accepted the wrong update û (instead of the initial update
u). In addition, if the sampling protocols of Sect. 4 are in use,
then corrupted hosts in the worst case do not store or transmit
samples from other hosts.

Informally, this behavior is worst because, by acting as
source hosts with update û, a corrupted host displaces propos-
als originating from uncorrupted hosts, and because the most
a corrupted host can do to slow down Bundle Sampling is to
not take part.

Let R be some run of a Path Verification protocol with
partner choosing PC and set F of corrupted hosts. In run R, no
assumptions are made about the behavior of corrupted hosts.
Let R̂ be the worst case run with partner choosing PC and
set F of corrupted hosts, i.e., a run where the corrupted hosts
follow the worst-case behavior described above. The theorem
we seek is that if a host H accepts an update in round r in
the worst-case run R̂, then H accepts the update by round r
in R. Instead of proving this theorem, we prove strengthening
WC(r), defined as follows.

(B.1) WC(r′) holds iff, for all r ≤ r′: WC1(r) ∧ WC2(r) ∧
WC3(r) ∧ WC4(r),
where:

WC1(r): If H is uncorrupted, then R̂[r].πH = ⊥ ⇒
R[r].πH = ⊥

WC2(r): R̂[r].ageH ≤ R[r].ageH .
WC3(r): If R̂[r].πH has update u, then R̂[r].πH =

R[r].πH and
R̂[r].ageH = R[r].ageH .

WC4(r): If H is uncorrupted and H accepts u at round r

of run R̂ then H has accepted u no later than round r
of run R.

We now prove that WC(r) holds for all rounds r, for both
Youngest Diffusion (3.5) and Hybrid Diffusion (3.6), both as
originally described and with Bundle Sampling (4.3). State-
ments about variables that don’t appear in a given protocol
in question are considered to hold trivially. This is harmless,
since variables that do not appear can have no affect on whether
an update is accepted.

Lemma B.2. WC1(r − 1) ⇒ WC1(r).

Proof. Assume that H is uncorrupted, and that WC(r − 1)
and R̂[r].πH = ⊥ hold. We must prove that R[r].πH = ⊥.

From the initial conditions ofYoungest Selection (3.3) and
the fact that R̂[r].πH = ⊥, it follows that H is not a source
host. Let J = PC(H, r). By line (3.2) of Youngest Selection,
if either R̂[r − 1].πH or R̂[r − 1].πJ is non-⊥, then R̂[r].πH

will be non-⊥ as well.20 Thus, we conclude that:

R̂[r − 1].πH = ⊥ ∧ R̂[r − 1].πJ = ⊥
⇒ ((In R̂, if J is corrupted then πJ is (û, ∅). Since

R̂[r − 1].πJ = ⊥, host J is uncorrupted. H
is uncorrupted by assumption. We conclude by
WC1(r − 1)))

R[r − 1].πH = ⊥ ∧ R[r − 1].πJ = ⊥
⇒ ((by line (3.2) of Youngest Selection and because

H is not a source host))

R[r].πH = ⊥
Lemma B.3. WC2(r − 1) ⇒ WC2(r).

Proof. Assume that WC2(r − 1) holds. We need to show that
for any H ,

R̂[r].ageH ≤ R[r].ageH .

Proof. We consider the following cases:

Case 1. H is corrupted.

By definition of R̂, corrupted hosts act as source hosts, so
R̂[r].ageH is zero. Since zero is the minimal possible age, the
lemma holds trivially.

Case 2. H is uncorrupted and H is not a source.
Let J be H’s gossip partner in round r. Then,

R̂[r].ageH

= ((by line (3.2) of Youngest Selection))

min(R̂[r − 1].ageH , R̂[r − 1].ageJ) + 1
≤ ((By WC2(r − 1) and monotonicity of min))

min(R[r − 1].ageH ,R[r − 1].ageJ) + 1
= ((by line (3.2) of Youngest Selection))

R[r].ageH

20 This follows from the definition ofageK given in Sect. 3.2, which
states that, for any host K, if πK = ⊥, then ageK is defined to be
∞.
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Case 3. H is an uncorrupted source.
According to Youngest Selection (3.3), ageH is equal to 0 in
any run, so the lemma holds.

Lemma B.4. WC(r − 1) ⇒ WC3(r).

Proof. Assume WC(r − 1), and that R̂[r].πH has update u.
We must show that R̂[r].πH = R[r].πH and R̂[r].ageH =
R[r].ageH .

We consider the following cases.

Case 1. H is a source host.
Then, in both R̂ and R, πH = (u, ∅) and ageH = 0. The
lemma therefore holds.

Case 2. H is not a source host and H is corrupted.

By the definition of R̂, proposal R̂[r].πH must contain update
û. This contradicts our assumption that R̂[r].πH has update
u, so this case does not occur.

Case 3. H is not a source host and H is uncorrupted.
Let J be H’s gossip partner in round r. By lines (3.2) and (3.2)
of Youngest Selection, the values of πH and ageH in round r
are derived from the values in the previous round of either πH

and ageH or of πJ and ageJ . More formally,

(R̂[r].πH = R̂[r − 1].πH ∧
R̂[r].ageH = R̂[r − 1].ageH + 1)

∨ (R̂[r].πH = R̂[r − 1].πJ :: J ∧
R̂[r].ageJ = R̂[r − 1].ageJ + 1)

Let K be the host among H and J from which proposal
R̂[r].πH is derived, and let L be the other host. Since R̂[r].πH

has update u, R̂[r − 1].πK must have update u as well. By
WC3(r − 1),

R̂[r − 1].πK = R[r − 1].πK

∧ R̂[r − 1].ageK = R[r − 1].ageK

By WC2(r − 1),

R̂[r − 1].ageL ≤ R[r − 1].ageL.

Thus, at round r−1, πK and ageK are the same in runs R̂ and
R, and ageL is no larger in R̂ than it is in R. Since Youngest
Selection chooses in favor of smaller ages, it follows that, if
πH is derived from πK at round r of run R̂, then πH is derived
from πK at round r of run R. Since πK and ageK are the same
in R̂ and R, we can conclude that R̂[r].πH = R[r].πH and
R̂[r].ageH = R[r].ageH .

The following three lemmas show that, for the various different
protocols, the proposals with update u collected via sampling
in R̂ are a subset of the set of the proposals collected via
sampling in R.

Lemma B.5. For a set Π of proposals, define Π|u to be the
set of proposals in Π with update u. InYoungest Diffusion and
Hybrid Diffusion, if H is uncorrupted and WC(r − 1) holds,
then

R̂[r].YH |u ⊆ R[r].YH .

Proof. Assume that WC(r − 1) holds, H is uncorrupted, and
π ∈ R̂[r].YH |u. We must show that π ∈ R[r].YH .

Let Jr be H’s gossip partner in round r. For a given run
R, define samples(R) to be the sequence

{R[r − 1].πJr−1 :: Jr−1,

R[r − 2].πJr−2 :: Jr−2,

...

R[0].πJ0 :: J0}.

Thus, samples(R) is the sequence of youngest proposals re-
ceived by host H before round r in run R. Not all of these
samples are kept in YH , however. In particular, by inspection
of Simple Sampling (3.4), R[r].YH contains only the most
recent S non-⊥ elements of samples(R).

By assumption, π ∈ R̂[r].YH |u. Therefore, there is some
integer i such that the ith element of samples(R̂) is π and is
also among the most recent S non-⊥ elements of samples(R̂).
Thus,

π

= ((Since π is the ith element of samples(R).))

R̂[r − i].πJr−i
:: Jr−i

= ((From assmpt. that π has update u and WC3(r −
1).))

R[r − i].πJr−i :: Jr−i

which is the ith element of samples(R). The only remaining
question is whether π is among the most recent S non-⊥ ele-
ments of samples(R). By WC1(r − 1), if the ith element of
samples(R̂) is ⊥, then the ith element of samples(R) is ⊥ as
well. Thus, π must be among the most recent S elements of
samples(R), so π ∈ R[r].YH .

Lemma B.6. If H is uncorrupted and WC(r − 1) holds, then

R̂[r].DH |u ⊆ R[r].DH

Proof. Assume that WC(r − 1) holds, H is uncorrupted, and
π ∈ R̂[r].DH |u. We must show that π ∈ R[r].DH .

By inspection of of Direct Diffusion (3.2), the fact that
π is in R[r].DH implies that π is of the form (u, [J ]), where
J = PC(H, r′), for some round r′ < r.Additionally the value
of R̂[r′].dJ is (u, ∅).

Recall that in run R̂, corrupted hosts act as if they had
accepted update û. Thus, if J were corrupted, R̂[r′].dJ would
be (û, ∅). Therefore, J must be uncorrupted. Further, J must
have accepted update u by round r′. By WC4(r − 1), host J
must have accepted update u by round r′ of run R. Therefore,
R[r′].dJ is (u, ∅). Since J is H’s gossip partner in round r′,
it follows that (u, [J ]) is in R[r].DH .

Lemma B.7. If H is uncorrupted and WC(r−1) holds, then,
if proposal π has update u, then

(π, sAge) ∈ R̂[r].BH ⇒ (π, sAge) ∈ R[r].BH



Tolerating malicious gossip 67

Proof. We prove a strengthened version of the above theorem.
In particular, we show that if π has update u, then

(π, sAge) ∈ R̂[r].bundleH ⇒ (π, sAge) ∈ R[r].bundleH

(A-1)

(π, sAge) ∈ R̂[r].BH ⇒ (π, sAge) ∈ R[r].BH

(A-2)

We proceed by induction over r. The base case is triv-
ial, since bundleH and BH are initially empty. We therefore
assume the theorem holds for round r − 1, and that H is un-
corrupted and WC(r − 1) holds. We must then show that if π
has update u, then equations (A-1) and (A-2) hold.

We will first show that equation (A-1) holds. Assume that
(π, sAge) ∈ R̂[r].bundleH , and we will show that (π, sAge) ∈
R[r].bundleH .

By inspection of Bundle Accumulation, since (π, sAge) ∈
R̂[r].bundleH , it follows that sAge < bundleH . Let J be H’s
gossip partner in round r. By inspection of Bundle Accumu-
lation (4.2), there are three cases to consider:

Case 1. π = R̂[r − 1].πH and sAge = 0.

By WC3(r − 1), we can conclude

R̂[r − 1].πH has update u

⇒ R̂[r − 1].πH = R[r − 1].πH .

(A-3)

Since π has update u, it follows that R̂[r − 1].πH =
R[r − 1].πH . By inspection of Bundle Accumulation, (R[r −
1].πH , 0) ∈ R[r − 1].bundleH , so (π, sAge) = (π, 0) ∈
R[r − 1].bundleH .

(If Bundle Sampling is used to collect values of dH instead
of values of πH , then the case should be π = R̂[r − 1].dH

and sAge = 0. The analogue of equation (A-3) follows from
WC4(r − 1) and the fact that if H is uncorrupted, then dH =
(u, ∅) if H has accepted u, and ⊥ otherwise.)

Case 2. (π, sAge − 1) ∈ R̂[r − 1].bundleH

By the induction hypothesis, (π, sAge − 1) ∈ R[r −
1].bundleH . By inspection of Bundle Accumulation and the
fact that sAge < SA, it follows that (π, sAge − 1) is in
R[r].bundleH .

Case 3. (π′, sAge−1) ∈ R̂[r−1].bundleJ , where π = π′ :: J
and J = PC(H, r).
J must be uncorrupted, since otherwise bundleJ would be
empty in run R̂. By the induction hypothesis, (π′, sAge −
1) ∈ R[r − 1].bundleJ must hold. By inspection of Bundle
Accumulation and the fact that sAge < SA, it follows that
(π, sAge − 1) is in R[r].bundleH .

Since these cases are exhaustive, eq. (A-1) must hold in round
r.

It remains to show that eq. (A-2) holds in round r. Assume
that (π, sAge) ∈ R̂[r].BH . We must show that (π, sAge) ∈
R[r].BH holds.

By inspection of Bundle Sampling (4.3), we can conclude
that for some round r′ < r, (π, sAge) ∈ R̂[r′].bundleJ ,
where J is H’s gossip partner in round r′, where r − r′ is
less than S. Since R̂[r′].bundleJ is non-empty, it follows that

J is uncorrupted. By the induction hypothesis, (π, sAge) ∈
R[r′].bundleJ . Since r − r′ is less than S and J is H’s gossip
partner in round r′, R[r′].bundleJ ∈ R[r].BJ must hold, so
(π, sAge) ∈ R[r].BJ holds as well. Thus, eq. (A-2) holds.

Lemma B.8. WC(r − 1) ⇒ WC4(r).

Proof. Assume that WC(r − 1) holds, that host H is uncor-
rupted, and that H has accepted update u at round r of R̂.
We must show that H accepts update u no later than round r
of run R. By Lemmas B.5, B.6 and B.7, every proposal with
update u gathered by H in run R̂ is also gathered by H in run
R. As such, if H finds a satisfying subset for update u in run
R̂, it will also find a satisfying subset in run R.

Theorem B.9. If any host H accepts update u in round r of
run R̂, then H accepts u by round r of run R.

Proof. WC(0) holds trivially, since the initial states of R̂ and
R are identical. Lemmas B.2, B.3, B.4 and B.8 together imply
that WC(r − 1) ⇒ WC(r), so by induction, WC(r) holds for
all rounds r. The theorem is simply WC4(r).

C Promiscuous Youngest Diffusion

As noted in Sect. 3.2, one possible variation on Youngest Dif-
fusion would be to allow hosts that have accepted a given
update to begin to act as source hosts for that update. This
resulting protocol is called Promiscuous Youngest Selection.
Hybrid Diffusion (3.6) is, in some sense, a compromise be-
tween Youngest Diffusion and Promiscuous Youngest Diffu-
sion. In Youngest Diffusion, hosts only store proposals that
originate at the original source hosts. In Hybrid Diffusion,
hosts store proposals originating at any updated host, but only
if the proposal was obtained directly from the updated host. In
Promiscuous Youngest Diffusion, hosts store proposals origi-
nating from updated hosts both directly and indirectly.

Promiscuous Youngest Diffusion does not appear to have
an easy to simulate worst case behavior. Without such a worst
case behavior, simulations do not necessarily reveal the be-
havior of the protocol under Byzantine failures. We are thus
reluctant to advocate this protocol for use in the presence of
malicious hosts.

The problem is that partner choosings exist for which the
worst case behavior discussed in Sect. 5.2 is not the worst case
for PromiscuousYoungest Diffusion. Figure 13 shows one ex-
ample. There, edges denote information transmitted from one
host to another during a gossip, and the numbers on the edges
indicate the round in which the information is transmitted.

Recall that the worst case behavior of Sect. 5.2, requires
that any corrupted host M act as a source host with the wrong
update. In the following, we compare what happens in Fig. 13
with that seemingly worst-case behavior and with the behavior
where M acts as if it were an uncorrupted source host.Assume
that t = 2.

Case 1. M acts like a source host with the wrong update û.

By round 3, note that E has received only 2 proposals propos-
ing update u, from V and W . As such, E has not accepted
update u by round 6. So, proposals received by A from X in
round 4 will be younger than the proposals received from E
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Fig. 13. One host delayed from accepting an update due to another
host accepting an update

in round 6. As a result, D will receive proposals with gossip
paths [X, A], [Y, B] and [Z, C] respectively. Accordingly, D
will accept update u.

Case 2. M acts like a source host with the right update u.

Since M acts as a source host with update u, host E will accept
update u in round 2.As a result, the proposals originating from
E will have age 0. Because of this, A and B will set their
youngest proposals to the proposals originating from E in
rounds 6 and 7 respectively. Thus, in rounds 8 through 10, host
D will receive youngest proposals with gossip paths [E, A],
[E, A, B] and [Z, C]. The first two intersect, so D does not
have a satisfying set and cannot accept u in round r.

It is easy to extend the partner choosing shown in Fig. 13 so that
D never accepts an update in Case 2 – for example, by insisting
that D only chooses B as its gossip partner after round 10, and
all other hosts communicate normally. This shows that at least
for some partner choosings, the seeming worst-case behavior
of Sect. 5.2 is not the worst-case behavior for Promiscuous
Youngest Diffusion. An open problem is whether such a well-
defined worst-case behavior exists for Promiscuous Youngest
Diffusion.

It is notable that, as shown in the above example, a cor-
rupted host can degrade the behavior of the protocol by acting
as if it were a source host with the right update. This situation
must be rare, since our simulations show that the addition of
source hosts improves the expected performance of Promiscu-
ousYoungest Diffusion. What might be less rare, however, are
situations where corrupted hosts can increase diffusion times
by distributing the right update specifically where it will delay
acceptance of an update. Such an attack would seem, however,
to depend on some advance knowledge of how hosts choose
gossip partners.

One might wonder why there are no anomalous partner
choosings like the one described above for Direct,Youngest, or
Hybrid Diffusion. The key distinction between those protocols
and Promiscuous Youngest Diffusion is that the former are
monotonic in the sense that causing non-faulty hosts to accept
the initial update u can only reduce the time until all hosts have
accepted u. The partner choosing described above makes it
clear that PromiscuousYoungest Diffusion is not monotonic in
this sense. The monotonicity of Direct Diffusion follows from
the fact that a host accepts an update u once it gossips with
t + 1 hosts that claim to have accepted u. As such, increasing
the number of hosts that have accepted u can only hasten the
time at which other hosts will accept u. Youngest Diffusion is
monotonic simply because a host that has accepted an update
does not change its external behavior in any way – in particular,
it does not start behaving as if it were a source host. Hybrid
Diffusion is simply the combination of Youngest and Direct
Diffusion, and since causing hosts to accept u does not slow
down either of the constituent protocols, it does not slow down
the combined protocol either.

It may not be necessary to have a single well-defined worst-
case behavior for all possible partner choosings. There may be
a statistical sense in which the worst-case behavior of Sect. 5.2
is the worst case for Promiscuous Youngest Diffusion, partic-
ularly when corrupted hosts are assumed unable to predict the
partner selections of other hosts. How to construct such an
analysis is a topic for further research.


