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1. Introduction

Two schemes for key distribution in a computer
network are presented in [1]. Given a network of N
users, these schemes allow the construction of group
keys and master keys for each of the 2N — N — 1 sub-
groups of two or more users from only O(N) pieces
of secret information. A group key allows the mem-
bers of a group to communicate among themselves;

a master key allows the holder to compute group
keys for all subgroups of the group for which it is the
master.

In this paper we show that the first of the two
schemes presented in [1] can be compromised. We
present a solution to this problem, and then show that
our solution leads to a general strategy for construct-
ing schemes that support group keys and master
keys.
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2. Polynomial derived group keys
2.1. The original scheme

Associated with each user i is a pair of secret
values (x;, y;). These values are not known by the
user, but are known to holders of master keys for
groups of which i is a member. Holders of master keys
are assumed to be trustworthy.

Given a group, G = {iy, iz, ..., im}, of m users, let
f(x) be the unique (m—1)-st degree Lagrange inter-
polating polynomial through the points: (x;,,y;,)
(Xigys Yip):

fg(x)= f; [

m
X — X
= n - ])’ih-

F1, #h Xip — Xjj

The group key for G, kg is given by:

kG=fG(0)=§>[ = ]yi.,- )

h=1l =1, j#h Xjp — Xjj

All arithmetic is done in the field GF(p), where pis a
fixed prime number known to all users of the net-
work. On request, the holder of a master key for G
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sends the group key kg to any member of G, using
some cryptographic system for security.

2.2. The problem

The security of the above scheme depends on the
2N secret values, X3, Vi, ..., XN, YN. Unfortunately, if
N >4 a conspiracy of two (or more) users can obtain
enough information to compute keys for groups to
which they do not belong. This is done as follows.
The two users are individually or together members
of a total of 3(2N~"2—-1)+1 groups. Thus, they can
acquire 3(2N~2—1)+1 group keys and form 2N-N—1
equations of the form (1) in the unknowns x,,y;,
. XN, Y and the remaining 2N ~2—(N—2)—1 keys.
These equations are linearly dependent for N =>4,
This dependency can be used to compute some of
the unknown keys. For example, users 1 and 2 can
collaborate and acquire the following keys for the
SUbgrouPs of {1 ’ 2: 39 4}‘ klZ) kl31 kl4! k23a k241
K;23, K124. They can then compute the key kiq
private to group {3, 4} by

_ k1a(ki23—ka3) (k12-Kzq) — k13(Ki24-K24) (ky2-kg3)

(k123~k12) (K124-k24) — (Ky2a—K12) (k123—Ko3)

(This equation does not hold in the (very unlikely)
case that the denominator is 0.) Thus, two users can
collaborate to derive the group key for almost any
subgroup of size two. It is very likely that the same
technique would also allow group keys for larger
subgroups to be compromised.

2.3. The solution

Let E be a one-way function. Clearly, such a func-
tion must be non-linear. Thus, by distributing kg =
E(f(0)) (in some suitably encrypted form) as the
group key for G, the equations are no longer linearly

126

- no
PROCESSING _ETTERS 13 December 1981

depencent. Hence, compromise by this method is no
longer possible.

3. The general scheme

A stheme for generating group keys that supports
maste' keys can be constructed as follows. First, a

~ technique is devised to generate an exponential

numb::r of key-seed values using only a linear number
of use- values. Moreover, there should be no way to
synthesize the key-seed value for a group G without
posse:sion of the user values for all users in G. The
techn: que discussed above generates key-seed values
by using interpolating polynomials; the second
scheme described in [1] generates key-seed values by
computing a product of user values. Next, a one-way
function is devised to convert these key-seed values in
group keys. This destroys any linear dependency
among the keys that might arise by virtue of the
generating procedure. The second scheme described
in [1] was not vulnerable to our method of com-
promise because the key-seed values were passed
through a one-way function (exponentiation over a
finite field).
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