
Chapter 9 

Issues and Tools for Protocol  
Spec i f icat ion  

A system is said to be distributed when it includes several geographically 

distinct components cooperating in order to achieve a common distributed 

task. 

The development of informatic networks and telematic services, as well 

as the access to public data transmission networks raised the question of 

building distributed applications. However it should be understood that 

distributed processing is not only the result of the combination of local 

data-processing and transmission facilities. 

• With the introduction of dedicated processors (eg. I/O processors...), 

then of multiple-processor systems and finally of local area 

networks, distributed processing has been introduced inside 

data-processing systems themselves. 

• Simultaneously distributed processing was appearing within intimity 

of the telecommunication networks themselves, first with packet and 

circuit networks, second in Common Signalling Systems [CCITT 80] 

where a separate computer deals with all signalling information. 

When p r o g r a m s  a re  r u n n i n g  at  d i f f e r e n t  loca t ions  to  a ch i eve  a common,  

d i s t r i bu t ed  task.  t he  se t  of ru l e s  which  de f i ne s  the  d ia logue  pa r t  among  t he  

c o o p e r a t i n g  en t i t i e s  is ca l led  a protocol .  When looking into a complex  

d i s t r i bu t ed  s y s t e m  e x e c u t i n g  an appl ica t ion  d i s t r ibu ted  among  seve ra l  

m u l t i p r o c e s s o r  d a t a - p r o c e s s i n g  s y s t e m s  c o m m u n i c a t i n g  t h r o u g h  a p a c k e t  
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switched network, protocols are used for the internal operation of the 

network and for the internal operation of the data-processing systems, as 

well as for the cooperation of the application programs. In other words this 

complex distributed system is made of the assembly of several distributed 

systems in a more complex architecture in which one of the systems is used 

as a vehicle for the protocols of the other. 

This clearly shows that the scope of distributed systems and their 

protocols is not restricted to user-oriented application but also applies to 

the intimity of data-processing as well as telecommunication systems. The 

complexity and the globality of this problem indicates the need for a common 

reference architecture for all distributed systems as demonstrated in 

[Zimmermann 83]. 

In these lectures we first present the OSI Basic reference model [ISO 83a] 

established by ISO (International Organization for Standardization) joined by 

CcIYr (Cornit~ Consultatif International pour le T~l~phone et le T~16graphe) 

as a structuring technique for distributed systems. We discuss the main 

concepts used for decomposition and try to show their generality for any 

distributed system. The OSI model is then used as a guideline for presenting 

some issues and tools in protocol specification. We conclude our first lecture 

on overview in presenting some problems which, despite of their 

commonality to all protocol design, are not very well known and understood: 

flow control, expedited flow, multiplexing. 

The second section - corresponding to the second and third lecture - 

describes a set of tools developed by the Agence de rlnformatique toward a 

general Telecommunication Software Factory: Design - Specification - 

Implementation - Testing of communication protocols. 

In the next section we present the OSI Transport protocol [ISO 83b] in its 

internal mechanisms as well as we give some indication about its formal 

specification validation and automated implementation using the tools 

previously presented. 

Finally, we conclude with some "protocol games" in order to give the 

reader some flavour of the kind of problems encountered with protocol 

design and specification. 
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In th i s  s ec t i on  we f i r s t  p r e s e n t  t he  OSI bas ic  r e f e r e n c e  model  as  a 

c o m m o n  r e f e r e n c e  a r c h i t e c t u r e  for  all d i s t r i bu ted  sys tems .  Along th i s  

p r e s e n t a t i o n  we de f ine  some  keywords  and c o n c e p t s  which  will be u sed  

t h r o u g h o u t  t he  o t h e r  sec t ions .  

The s e c o n d  pa r t  of th i s  overv iew emphas i ze s  some  of the  s t r u c t u r i n g  

p r inc ip les  which  have  been  u sed  for  building the  OSI basic  r e f e r e n c e  model  

and t r i e s  to  show the i r  g e n e r a l i t y  and t he i r  appl icabi l i ty  to  any  d i s t r i bu ted  

sys tem.  The las t  s u b s e c t i o n  of th i s  pa r t  also gives  t he  c u r r e n t  limit of t he  

model  and the  f u r t h e r  s tud ies  requi red .  

Final ly  the  las t  pa r t  of th is  ove rv iew en l igh t s  some  a s p e c t s  c o m m o n  to all 

p ro toco l  spec i f i ca t ion  and tes t ing.  

9.1.1. The 0~I Basic r e f e r e n c e  m o d e l  

From the  complex i ty  of d i s t r i bu ted  s y s t e m s  it is c l ea r  t h a t  t he  

c o n s t r u c t i o n  of s y s t e m s  will be fac i l i t a t ed  if all d i s t r ibu ted  s y s t e m s  would 

r e f e r  to the  s ame  decompos i t i on  pr inciples ,  cal led a c o m m o n  r e f e r e n c e  

a r c h i t e c t u r e .  The n a t u r e  of the  p rob lem is so complex  t ha t  t he  n a t u r a l  

s e l ec t i on  of t he  bes t  a r c h i t e c t u r e  among all t hose  e x p e r i m e n t e d  by users ,  

supp l i e r s  and c a r r i e r s  would t ake  y e a r s  and years ,  leading to a s i tua t ion  in 

which  the  i n v e s t m e n t s  made  in d i v e r g e n t  e x p e r i m e n t s  would make  any  

c o n v e r g e n c e  impossible .  T h e r e f o r e  a v o l u n t a r y  p r o c e s s  has  b e e n  s t a r t e d  by 

ISO and CCITT, r e su l t ing  in t he  def in i t ion  of OSI bas ic  r e f e r e n c e  model.  

E xt e r n a l  visibi l i ty v e r s u s  in terna l  behav iour  

In order not to impose useless constraints to systems, the model defines 

only the communication part of distributed system, and therefore only deals 

with the communication protocols and their external visibility (i.e. the 

behaviour of the system viewed from outside, not its internal organization). 
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Layering principles 

Layering is a structuring technique allowing to view a network of open 

systems as composed as a succession of layers. Each layer performs a set of 

specific functions which, in combination with those provided by the lower 

layers provide a new - enhanced - service to the upper layer. The service 

offered to the upper layers may differ from the service offered by the layer 

below either in the nature of the service (i.e. new services are added) or in 

the quality of the service (i.e. the service is only enhanced) or both. 

Figure I: A network of open systems as a succession of layers, each system 
being viewed as subsystems. 

Each individual system is viewed as being an "abstract" open system 

composed of a succession of subsystems, each corresponding to the 

intersection of the system with a layer. In other words a layer is viewed as 

logically composed of all of its subsystems. 

Each subsystem is in turn viewed as being made of one or several 

entities. One entity belongs to only one system and only one layer. All the 

entities in the same layer are named peer-entities. Since some concepts are 

layer independent we use the notation "(N)-name" to designate a component 

or a function which applies to a layer, irrespectively of the actual name of 
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the layer. Application of the above notation leads to the following definition: 

a (N)-subsystern is the intersection of a (N)-layer with an open system. A 

(N) - subsystem may contain one or more (N)-entities. 

When a (N)-layer communicates with the adjacent layer and higher layer 

it is also conveniant to use the notation (N+ 1)- layer and (N- 1)-layer. 

Objectives of l a y e r i n g  - S e r v i c e s  - S t a b i l i t y  

The goal of layering as a structuring technique is to allow the design of 

the (N)-protocol to be done in knowing what the (N+ 1)-layer is expecting 

and what the (N-1)-layer is providing for, but knowing neither what 

function the (N+l)-layer is performing nor how the (N-1)-layer is 

operating. In other words this is to ensure independence between layers. This 

permits changes to be made in one (set of) layer(s) provided the service 

offered to the next higher layer remains unchanged. This property is 

guaranteed if the services provided by the layer are defined independently of 

how these services are performed. 

Communication between the (N)-entities makes exclusive use of the 

(N-1)-service. In particular direct communication between (N)-entities in 

the same system is not visible from outside the system and is therefore not 

covered by the reference model. 

The set of rules governing the cooperation between (N)-entities is 

termed an (N)-protocol: this defines how (N)-entities are working together 

for offering the (N)-service in using the (N- t)-service and adding their own 

(N)-functions. The (N)-service is offered to the (N+l)-entities at the 

(N)-service-access-point or (N)-SAP for short. A (N)-SAP offers service to 

only one (N+1)-entity and is served by only one (N)-entity, but a 

(N+ 1)-entity may use several (N)-SAPs as well as a (N)-entity may serve 

several (N)-SAPs. 

Each layer offers as a common service a way to perform an association 

between peer SAPs. 

The most current association is a bipoint connection between a pair of 

SAPs. Connection-less-data transmission between SAPs is also now defined 

as an addendum to the first version of the basic reference model [ISO 82] 
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(multi end-point connection and broadcast are still under study). 

For the other concept we encourage the reader to refer directly to [IS0 

83a] or [Zirnmermann 81]. 

Figure ~ Entities, Services, Protocols, SAPs 

The specific layers 

The basic model includes seven layers defined as follows: 

1. Physicat tayer. The first and well known function of this layer is to be 

responsible for interfacing systems to the actual physical media for 

0SI. The physical layer has also the role of relaying bits when 

necessary (i.e. performing the function of interconnecting data 

circuits). 

2. Data link/ayer. The main function of this layer is to perform framing 

and possibly error dectection and error recovery. 

3. Nef~work layer. The network layer relays packets and routes both 

packets and data circuits. 

Additionally it may perform multiplexing, error recovery and flow 

control when needed for the optimization of the transmission 

resources. 

4. Tra~spo'rt layer. The transport layer performs end-to-end control 

and end-to-end optimization of the transport of data between 

end-systems. The transport layer is the last and highest 

communication oriented layer which purpose is to hide to the users 
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the  pecul iar i ty  of the  communica t ion  facilities and to optimize the i r  

use f rom the  viewpoint of the  user. No funct ion re la ted  to the  

t ranspor t  of information (e.g. r ecovery  f rom t ransmiss ion error ,  

multiplexing,...) is allowed to be per formed above the  t ranspor t  layer. 

5. Session layer. The session layer  offers common funct ions  used by any  

dialogue between processes: initialization, d i f fe ren t  var iants  of 

terminat ion,  synchronization.. .  

6. Presentation layer. The presenta t ion  layer  offers  funct ions  for data  

formats,  code and represen ta t ion  of the  informat ions  which 

application wishes to manipulate:  the  presenta t ion  layer  takes  care  of 

syntac t ic  aspects  of information exchange.  Therefore  application 

ent i t ies  are  only conce rned  with the semant ic  aspects. 

7. Application layer. The appl ica t ion- layer  performs those funct ions  

neces sa ry  to achieve a specific distr ibuted task using the  services 

provided b y t h e  lower layers. 

Names of 
layers 

Application 

Presentation 

Session 

Transport 

Network 

Data-Link 

End Intermediate End 
Open System Open System Open System 

Physical 

L t I 
Figure  ~ The seven layers  of the  OSI Reference  Model 

9.1.2~ Basic principles for decompomtion 

While the  previous sect ion presented  a brief overview of the  OSI Basic 

Refe rence  Model, this sect ion recal ls  t h ree  basic principles which have been 

used when building the  model and which can be applied for the  

decomposit ion of any distr ibuted sys tem [Zimmermann 83]. 
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Separation b e twe en  data transmiss ion  and data process ing  

The t r a n s p o r t  s e rv i ce  de f ines  a f i rm b o u n d a r y  b e t w e e n  the  

d a t a - t r a n s m i s s i o n  pa r t  ( l aye r  1 to  4) and the  d a t a - p r o c e s s i n g  pa r t  ( l ayer  5 

to 7). This is based  on t he  following assumpt ion :  

• evo lu t ion  of t e c h n o l o g y  in bo th  doma ins  shou ld  be  a l lowed 

i n d e p e n d e n t l y  

• t he  p rob l ems  to be solved a re  of d i f f e r e n t  na tu re :  

as  an example  r e c o v e r y  f rom e r r o r  when  t r an smi t t i ng  is m u c h  s impler  t h a n  

r e c o v e r y  in d a t a - p r o c e s s i n g .  

Separation between "end-to-end" and network control 

This separation allows to make a clear distinction between 

• network control such as routing (finding, changing, reconfiguring 

routes), 

recovery from line failure or from intermediate mode crash or 

congestion, controlling flow over network. 

• end-to-end transport function managing only simple configuration, 

based on well known ent-to-end flow control and recovery 

mechanism. 

One could view the network layer as taking into account the interest of 

the overall community in sharing the telecommunication resources and 

offering the highest possible availability, while the transport layer offers to 

its users what they need, on an end-to-end basis without the knowledge of 

the internal organization of the network - using the network at the lowest 

cost. 

End-to-end transport and network control do not deal with the same 

kind of optimization, the same kind of resources and therefore do not call on 

the same kind of functions. 
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Basic and specif ic function8 in the higher layer  

The 0SI r e f e r e n c e  model s t ruc tu re s  the higher  layers (da ta -process ing)  

as follows: 

t. The session and presenta t ion  layer  conta ins  funct ions  of general  use  

for d is t r ibuted application. In order  to offer  this service the session 

layer  [ISO 83d, ISO 83e] conta ins  a set  of funct ions  ( termed funct ional  

units) which can be se lec ted  or not  on reques t  of the application. 

Those funct ional  uni ts  include negocia ted release,  expedited flow, 

t w o - w a y - a l t e r n a t e  (TWA) versus  t w o - w a y - s i m u l t a n e o u s  (TWS) mode 

of dialogue, weak synchronizat ion ( termed minor marks) or strong 

synchronizat ion ( termed major marks), resynchroniza t ion  and the 

possibility to s t r uc tu r e  a dialogue into phases  ( termed activities). At 

session es tab l i shment  t ime the appl ica t ion-en t i t i es  se lec t  the  

funct ional  units  they  need to achieve thei r  common task. The OSI 

session sevice and protocol are defined in [ISO 83d, ISO 83e]. 

In order  to play this role (allow the application enti t ies  to share  a 

common view of data without  taking care  of the  syntac t ic  aspects)  

the  presen ta t ion  layer  - which is still under  definition - will allow for 

syntax t ransfomat ion  and use of predefined types (eg. the s t ruc tu re  

of a document  into pages, windows, graphics .... for a virtual terminal)  

as well as u s e r - d e f i n e d  types  [CCI~r 83]. 

2. The application layer  conta ins  the  funct ions  which are specific to the  

application to be executed.  

It is c lear  tha t  this s t r uc tu r e  has been largely inf luenced by high level 

languages  (as well as by operat ing sys tem concepts) .  The reader  will find in 

[Zimmermann 83] a comparison between some funct ions  in OSI and in 

tradit ional  data processing.  

Despite of the  fact  tha t  some fu r the r  s tudy is still neces sa ry  both in the  

session layer  (mult ipar ty dialogue, commitments  protocol,...) and the  

presen ta t ion  layer, we share  the  view expressed  by H. Zimmermann tha t  any 

dis t r ibuted sys tem a rch i t ec tu re  should adhere  to the same s t ruc tu r e  as OSI 
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for the higher layers. 

9.1.3. Some basic concepts and terminology for protocol design and 

specification. 

This s ec t i on  i n t r o d u c e s  some  bas ic  c o n c e p t s  and  t e r m s  as  de f ined  in [ISO 

83a] which  knowledge  and u n d e r s t a n d i n g  is u se fu l  for  p ro toco l  des ign  and 

spec i f ica t ion .  

Identifiers 

Objects within a layer or at the boundary to the layer above and below 

need to be identified. 

• Each (N)-entity is uniquely identified by a global title in the network 

of open systems. 

• Within a specified domain a local title identifies the (N)-entity in the 

domain. A domain can be defined geographically or for one layer or 

any other combinations. 

• A (N)-SAP is identified by a (N)-address at the boundary to the 

(N+ 1)-layer. 

• A directory allows to find the (N-l) address through which a 

(N)-entity having a given global title can be reached. 

• A mapping function gives the correspondence between the 

( N ) - a d d r e s s e s  s e r v e d  by a ( N ) - e n t i t y  and the  (N- l ) - a d d r e s s ( e s )  u sed  

for  th is  purpose .  Address  mapping may  be done by table  or  on a 

h i e r a r c h i c a l  bas is  (in which  case  the  ( N ) - a d d r e s s  is fo rmed  or  t he  

( N - 1 ) - a d d r e s s  c o m p l e t e d  by a (N)-suff ix) .  

• A (N)-CEP ( c o n n e c t i o n  e n d - p o i n t  ident i f ie r )  is u sed  to d i s t ingu i sh  

ins ide a SAP b e t w e e n  d i f f e r e n t  connec t ions .  

Data-units 

• (N)-SDU (se rv ice  da t a  uni t )  is t he  a m o u n t  of da ta  whose  in t eg r i ty  is 

p r e s e r v e d  f rom one  end  of a ( N ) - c o n n e c t i o n  to  t he  o ther .  In some  
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services  the length of the SDU is unlimited (e.g. X25). 

(N)-PDU is an unit  of data exchanged between two (N)- entities, using 

a (N-1 ) - connec t ion ,  when operating the (N)-protocol.  A (N)-PDU 

conta ins  (N)-protocol  control  information and possibly (N) -use r  data  

(which is a (N)-SDU or a part  of a (N)-SDU or serveral  (N)-SDUs. In 

X25 the n e t w o r k - p r o t o c o l - d a t a - u n i t  is the packet. A data packet  

conta ins  e i ther  a complete n e t w o r k - s e r v i c e - d a t a - u n i t  or a part  of a 

n e t w o r k - s e r v i c e - d a t a  unit. The 'more data' bit allows for the 

preserva t ion  of the integri ty of the NSDU 

(N)-layer 

(N-1)-layer 

PCI: Protocol  control  information 

PDU: Protocol  data unit  

SDU: Service data unit  

, , , , , , , , ,  , ,  , ,  , , ,  

1 (NI-PDu I 

I(,:I)-SDO I 
(N-1)-PCI 

Figure  4: Logical re lat ionship between data units  in adjacent  layers. 

Relationship between (N) and (N- l)-connections 

The operat ion of a (N)-connec t ion  requi res  the use of (N-1 ) -  

connect ion(s) .  

Three types  of combinat ions  are of par t icular  interest:  

I O n e - t o - o n e  cor respondence  where each (N)-connec t ion  uses  one 

(N-1 ) - connec t ion ,  and one ( N - 1 ) - c o n n e c t i o n  is used for only one 

(N)-connect ion.  
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Multiplexing where  severa l  ( N ) - c o n n e c t i o n s  use the  same 

(N- l ) - c o n n e c t i o n .  

Spli t t ing where  one ( N ) - c o n n e c t i o n  uses  several  ( N - 1 ) - c o n n e c t i o n s .  

(Note t h a t  spl i t t ing and  mul t ip lexing can  be combined).  

I i { i ~i(N) -CEP - 

one-to-one Multiplexing Splitting 

% S Iii: 

Spli t t ing and Multiplexing 

Figure 5: Correspondence between connections 

Flow control 

Some se rv ices  o f fe r  a flow cont ro l  serv ice  allowing the  rece iv ing  use r  to 

slowdown the  ra t e  at  which the  service  del ivers  to it the  SDUs. The service  

p ropaga tes  (if n e c e s s a r y )  th i s  r egu la t ion  to the  sender .  

This flow cont ro l  serv ice  may  be o f fe red  at  t he  protocol  level us ing d i f f e r e n t  

t e c h n i q u e s  which can  be classif ied in two main  categor ies :  

explici t  t e c h n i q u e s  where  the  protocol  inc ludes  its own m e c h a n i s m  

for  flow regula t ion .  

implici t  t e c h n i q u e s  where  the  protocol  makes  use of the  flow cont ro l  

provided by the  lower service.  In th is  case  t h e r e  is a risk of long t e r m  

blocking which may  lead to an u n a c c e p t a b l e  deg rada t ion  of t he  

service.  

Expedited data 

Some serv ices  of fe r  an 'expedi ted data '  t r a n s f e r  service  allowing for  the  

t r a n s m i s s i o n  of a shor t  piece of ' fast '  data. An expedi ted  da ta  may  bypass 

no rma l  data,  in pa r t i cu l a r  when  the  rece iv ing  u s e r  exe rc i ce s  flow cont ro l  on 

normal  data.  Exper ience  using expedi ted  da ta  has  shown t h a t  th is  is a 

powerful l  serv ice  - in pa r t i cu l a r  for  forc ing  r e s y n c h r o n i z a t i o n  when  the  
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receiving use r  is not willing to accep t  normal data any more. However 

unexpec ted  bypass of normal data  by an expedited is a source  of e r rors  in 

protocol design (e.g. an expedited carr ing a resynchroniza t ion  reques t  

arr ives  before  the normal data  carring the synchronizat ion mark re fe r red  t o  

in the  resynchroniza t ion  request) .  

9.2. Toward a t e l e c o m m u n i c a t i o n  sof tware  fac tory  

This sect ion presen ts  a set  of in tegrated tools developed by the Agence de 

l ' Informatique in France  for helping the protocol designers,  implementors  

and users  at each  stage of the 'life' of a protocol. 

At the  first  stage the protocol is designed by users,  suppliers or 

s tandardizat ion committees.  During this stage the protocol should be 

specified and validated. 

At the  second stage the protocol will be implemented, possibily by 

di f ferent  teams, in d i f ferent  systems. 

At the  last stage, the protocol will be put into operat ion in real networks 

with possible ma in tenance  of the equipments  running the protocol (or of the  

protocol itself !). 

At f irst  glance it appears  tha t  specif icat ion - validation are t ightly 

coupled. However our  methodology proposes a r e f inement  of this stage into 

two steps: 

• The first  s tep includes an initial specification of the protocol in which 

some details may not be included (like encoding, mapping of (N)-PDU 

into (N-1)-SDU...) and a validation of this specification. The tool for  

helping during this stage is called LISE and is p resen ted  in the  first 

subsect ion.  

• The second step consis ts  in a complete  specif icat ion of the  protocol 

(including those  details which have been missed in the first  step) 

using a formal specif icat ion language called PDIL. This also includes 

simulation, s tudy of propert ies  as well as au tomated  
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implementation. 

From one h a n d  th is  provides  a r e f e r e n c e  descr ip t ion  which can  be used  

by any  implementor ,  f rom a n o t h e r  h a n d  th i s  builds all the  e n v i r o n m e n t  for  

conduc t i ng  real  e x p e r i m e n t s  at  low cost  and  provides help  for  a smooth  

t r ans i t i on  toward  easy  implementa t ion .  PDIL is p r e s e n t e d  in the  nex t  

subsec t ion .  

Whatever  t h e  tools a re  for  helping the  imp lemen to r s  - i n c l u d i n g  an  

a u t o m a t i c  t r a n s l a t i o n  f rom the  speci f ica t ion  into m a c h i n e  execu tab le  code - 

it is l ikely t h a t  a lot of imp lemen to r s  will imp lemen t  protocols  m a n u a l l y  in 

a s semble r  l anguage  because  of specif ic  p e r f o r m a n c e  or  e n v i r o n m e n t  

cons t r a in t s .  There fo re  th is  ra i ses  the  ques t ion  of t e s t ing  equ ipmen t s  which 

c la im to be in c o n f o r m a n c e  with t he  protocol.  The th i rd  subsec t ion  p r e sen t s  

some tes t ing  tools which can  also be used  when the  ne twork  is opera t iona l  

(i.e. dur ing  the  t h i rd  stage).  

9.2.1. LISE 

LISE is a tool based on ex t ended  f ini te  s ta te  a u t o m a t a  (s ta te  a u t o m a t a  

with predicates) .  This fo rm has  been chosen  s ince it is t he  more  popular  in 

the  c o m m u n i t y  of protocol  des igners  (i.e. suppliers,  car r ie rs ,  s t anda rd iza t ion  

commit tes ) .  

The concepts  

According to the  OSI Refe rence  Model a (N)-protocol  is r u n  by peer  

(N) -en t i t i e s  - 2 or  more  - us ing a n - ( N - 1 ) - s e r v i c e  and  providing a 

(N)-service .  The behav iou r  of each  (N) -en t i t y  is descr ibed  us ing an 

ex t ended  au toma ta ,  by a se t  of t r a n s i t i o n s  of the  following form: 

<trans>::  = ' ( '<event> < f roms ta t e>  <predica te>  < tos ta te>  <ac t ion> ')' 

<event>::  = no th ing  t < i n p u t - e v e n t >  

Nothing m e a n s  t h a t  th is  is a s p o n t a n e o u s  t r ans i t i on  which can  fire at  any  

t ime provided t h e  s ta te  and  pred ica te  are  as specif ied in t he  o t h e r  par t  of t h e  

t rans i t ion .  
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<input event>:: = N-service request or response 

<f rom state>::  = 

<to state>::  = 

<predicate>: :  = 

<action>::  = 

< a c t i o n - o n - v a r i a b l e >  :: = 

< a c t i o n - t o - ( N -  1) -serv ice>: :=  

<action- to- (N)- service>:: = 

[(N- 1)-service indication or confirmation 

KN)-PDU 

state- name 

state-name 

a boolean expression calculated using parameters of 

the event and variables. The variables are in fact an 

extension of the state of the process. 

<action-on-variable> <action-to- (N- 1)-service> 

<action-to- (N)- service> 

nothing[set-variables 

nothing [ send (N)-PDU send ] an 

(N- 1)-service request or response. 

nothing [ send (N)-service indication or 

confirmation. 

Then a model  of t h e  (N- 1 ) - s e rv i ce  is i n t roduced  and  the  (N) -en t i t i e s  a re  

i n t e r c o n n e c t e d  t h r o u g h  th i s  model. 

We have  ga ined  f r o m  our  expe r i ence  t h a t  c o n s t r u c t i n g  t h e  model  of t he  

( N - l ) - s e r v i c e  m a y  be more  cos t ly  t h a n  building the  model of t he  protocol  

i tself .  

For  th i s  r e a s o n  LISE of fe rs  a se t  of p rede f ined  models  co r re spond ing  to 

a lmos t  all exis t ing  networks .  The p rede f ined  models  are  l is ted in t he  sec t ion  

on " ( N - 1 ) - s e r v i c e  models",  page 498. 

After  t h e  model  has  been  se l ec t ed  (or c o n s t r u c t e d  by u s e r  if none  of t h e  

p reex is t ing  models  f i t  in to  t h e  ( N - l ) - s e r v i c e  which is to  deal  with) t he  

p roper t i e s  of t h e  overal l  c o m m u n i c a t i o n  can  be studied.  This s tudy  may  

include:  va l ida t ion  t h r o u g h  global s t a te  explorat ion,  s imula t ion ,  s tudy  of 

proper t ies .  

User interface 

LISE has been designed to be an interactive tool, therefore it includes an 

ease-of-use user interface which essential features are: 

• A transition oriented editor including functions such as searching or 
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de le t ing  t r a n s i t i o n s  us ing c r i t e r i a  like: 

l ist  all t r a n s i t i o n s  inc lud ing  a spec i f ic  ob j ec t  as a c o m p o n e n t  ... e tc .  

S a v e - r e s t o r e  a se t  of t r a n s i t i o n s  i n t o / f r o m  a spec i f ied  file. 

Check  t he  p r o p e r t i e s  of a local  s t a t e  au tomata :  connex i ty ,  paths,  

cycles ,  s ink state.. .  

List t h e  ob jec t s  (i.e. t h e  c o m p o n e n t s  of the  t r ans i t i ons )  and  t h e i r  

c h a r a c t e r i s t i c s  and  c h e c k  t h e m  for  c o n s i s t e n c y  ( for  i n s t a n c e  a s t a t e  

and a (N)-PDU shall  no t  have  t he  same name,  o r  a (N)-PDU which  

n e v e r  a p p e a r s  as t h e  e v e n t  of a t r a n s i t i o n  c a n n o t  be a (N)-PDU!). 

The u s e r  i n t e r f a c e  also i nc ludes  some fac i l i t ies  which  a re  ca l led  on a f t e r  

a va l ida t ion  has  b e e n  done  - t h e y  a re  p r e s e n t e d  la ter .  

Final ly  it shou ld  be n o t e d  t h a t  LISE is a bi l ingual  s y s t e m  which  p roposes  

to  its u s e r  to  use  e i t h e r  F r e n c h  or  English.  

Validat ion 

We will f i r s t  c o n s i d e r  t h e  case  of two ( N ) - e n t i t i e s  and t h e n  de sc r i be  t h e  

e x t e n s i o n  fo r  n. Similar i ly  we f i r s t  c o n s i d e r  t he  case  of a s imple 

(N- 1 ) - s e r v i c e  compr i s ing  two fifo q u e u e s  wi thou t  flow con t ro l  (i.e. when  t h e  

q u e u e  is full  th i s  is an e r ro r ) .  

The m e t h o d  is v e r y  simple and based  on a global s t a t e  exp lora t ion .  As 

p roposed  in [Zaf i ropoulo  80], s t a r t i ng  f r o m  an init ial  global s t a t e  in which  

bo th  p r o c e s s e s  a r e  in t h e i r  ini t ial  s t a t e  and  t he  c h a n n e l s  a re  empty ,  t h e  

r e a c h a b i l i t y  of t h e  s y s t e m  is build in s tudy ing  all possible t r a n s i t i o n s  done  by 

t h e  two p roces ses .  A da ta  base  c o n t a i n s  all t h e  global s t a t e s  and  when  a new 

global  s t a t e  is c o m p u t e d  it is f i r s t  c h e c k e d  aga ins t  t he  a l r e ady  exi t ing  global  

s t a t e s  in t h e  da t a  base  and added to t he  da t abase  only  if it does  no t  a l r e a d y  

exist .  The va l ida t ion  s tops when  t he  t r e e  has  been  global ly exp lo red  (i.e. no  

new global  s t a t e  c an  be c rea t ed ) .  

The m e t h o d  allows t h e  d e t e c t i o n  of t h r e e  kinds  of e r ro r s :  

• u n s p e c i f i e d  r ecep t ion :  Recep t ion  of an e v e n t  ev, head  c h a n n e l  

Pi - -  > Pj' when  t h e  p r o c e s s  Pj is in a s t a t e  

S such  t h a t  t h e r e  a re  no  t r a n s i t i o n s  
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e 

<ev S p red ica te  ...> for  which the  

p red ica te  is t rue .  

deadlock:  The global s t a te  of t he  s y s t e m  is such  t h a t  

no t r a n s i t i o n  can  be e x e c u t e d  fu r t he r .  

non  execu t ab l e  t rans i t ion :  At the  end of t h e  c o m m u n i c a t i o n  ana lys i s  

a t r ans i t i on  has  n e v e r  execu ted .  

In case  of e r r o r s  t he  sy s t em may  display upon r eques t  of the  u s e r  a 

'h i s tory '  of t h e  error .  

In paral le l  with the  c o n s t r u c t i o n  of the  r eachab i l i t y  t r ee  of the  

c o m m u n i c a t i o n ,  t h e  global s t a te  a u t o m a t a  is c o n s t r u c t e d  (i.e. no t  only  the  

global s t a t e s  but  also all t he  t r ans i t i ons  be tween these  s t a t e s  are put  into t he  

da ta  base) and  a new par t  of the  u s e r  i n t e r f a c e  is t h e n  available: 

• Display all or  pa r t  of t he  global s t a t e  au tomata .  

• S tudy  its connex i ty ,  cyc les  ...(note t h a t  the  deadlock d e t e c t e d  by th is  

m e t h o d  has  less power t h a n  the  l iveness  p rope r ty  in p e t r i - n e t s ,  

which  has  to be s tud ied  t h r o u g h  the  c o n n e x i t y  of the  global s t a te  

au toma ta ) .  

• Display c o m m u n i c a t i o n  scenar ios :  a global cover ing  of t he  s ta te  

a u t o m a t a  is c o n s t r u c t e d  and t h e n  the  co r re spond ing  t r a n s i t i o n  

s e q u e n c e s  a re  displayed. This can  be f u r t h e r  used  e i t h e r  for  protocol  

t e a c h i n g  purpose  (a special  ex tens ion  of LISE, cal led a protocol  

t e a c h e r  is also available for  th is  purpose)  or as t e s t  su i tes  when  

pe r fo rming  e q u i p m e n t  tes t ing .  

Simulation and propert ies  s tudy 

While in va l ida t ion  mode the  s y s t e m  f i res  all possible t r a n s i t i o n s  in eve ry  

global s ta te ,  when  t u r n i n g  to s imula t ion  mode the  s y s t e m  se lec t s  only  one 

t r ans i t ion .  This se lec t ion  is done on a r a n d o m  basis. This mode is use fu l  when  

it t u r n s  out  t h a t  a va l ida t ion  c a n n o t  be r u n  due to a too h igh  n u m b e r  of 

global s ta tes .  

An o t h e r  f e a t u r e  allows to put  low pr ior i ty  to t r a n s i t i o n s  co r re spond ing  to 

e r r o r  cases  (for ins tance) .  The re fo re  when  r u n n i n g  a s imula t ion ,  the  e r r o r  
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cases are considered with a lower probability than the normal operation 

c a s e s ,  

It is ve ry  well known t h a t  absence  of deadlock does not  proof t h a t  t he  

protocol  ope ra t e s  properly:  it is ve ry  simple to build a ( so -ca l l ed )  mu tua l  

exc lus ion  a lgo r i thm which does not  fall in to  deadlock but  a l loca tes  the  

r e s o u r c e  more  t h a n  once  s imul t aneous ly .  One key drawback  of t he  s t a t e  

explora t ion  m e t h o d  is t h a t  it provides no tool for  ver i fy ing  t h a t  t he  protocol  

m e e t s  c e r t a i n  r equ i r emen t s .  Such a f e a t u r e  has  been added in LISE in the  

f o r m  of global asser t ions .  

A global a s se r t ion  is no th ing  but  a s p o n t a n e o u s  t r ans i t i on  whose 

p red ica te  can  check  any  c o m p o n e n t  of the  c o m m u n i c a t i o n  ( including the  

r emo te  process,  and  the  (N-1 ) - se rv i ce ) .  In f ac t  t he  p red ica te  of such  a 

t r a n s i t i o n  is t r u e  when  the  asse r t ion  is false and t h e n  the  process  goes  in to  

an e r r o r  s tate .  Global a s se r t ions  have  the  h ighes t  pr ior i ty  in o rder  to be still 

d e t e c t e d  in s imula t ion  mode. 

(N- l)-service models 

The basic ( N - 1 ) - s e r v i c e  model cons is t s  of two fifo queues .  LISE proposes  

to t he  u s e r  to  build its (N- 1 ) - se rv ice  model  in adding to th i s  basic model a n y  

combina t ion  (except  c e r t a i n  combina t ions  which are sense less  like d a t a g r a m  

and flow cont ro l  or d a t a g r a m  and expedi ted  data)  of the  following propert ies :  

• purge:  

• complete purge: 

• flow control: 

• expedi ted  data: 

The fifo queue  can  be purged  on reques t ,  e ach  

d i rec t ion  independent ly .  

The fifo queue  can be purged  on reques t ,  

s imul t aneous ly ,  inc luding  a purge  coll ision 

reso lu t ion  a lgo r i thm (like t he  X25 reset) .  

The rece iv ing  process  can  b l o c k / u n b l o c k  the  

c h a n n e l  and  the  c h a n n e l  can  b l o c k / u n b l o c k  the  

sending  process.  

Each e l e m e n t  put  in the  queue  can  be 

c h a r a c t e r i z e d  as no rmal  or expedited.  Expedi ted 

e l emen t s  may  bypass no rmal  e lements .  All 

combina t ions  resu l t ing  f rom bypassing are  



499 

• da t ag ram:  

• datagram with loss: 

c o n s i d e r e d  by t h e  sys tem.  

The o r d e r  in which  t h e  e l e m e n t s  a r e  d e l i v e r e d  is 

i n d e p e n d e n t  of t h e  o r d e r  t h e y  have  ben  pu t  in to  

t he  q u e u e  (misoder ing) .  

Similar  to  t h e  p r ev ious  one  e x c e p t  las t  t h a t  t h e  

(N- l ) - s e r v i c e  may  also loose any  data.  

The p r o p e r t i e s  s e l e c t e d  by t he  u s e r  a re  r e p r e s e n t e d  in t h e  f o r m  of 

p a r a m e t e r s  which  a r e  u sed  by t h e  v a l i d a t i o n / s i m u l a t i o n  a l g o r i t h m  when  

bui lding t h e  n e x t  global  s ta te (s ) .  The s y s t e m  also o f f e r s  global va r i ab l e s  

which  can  be used  to  add u s e r - d e f i n e d  p r o p e r t i e s  to  t he  ( N - 1 ) - s e r v i c e .  

These  global  va r i ab l e s  c an  be c h e c k e d / s e t  in e v e r y  t r ans i t i on .  

T i m e r s  

As an  i m p o r t a n t  f e a t u r e ,  t he  s y s t e m  inc ludes  a t i m e r  m a n a g e m e n t  

faci l i ty .  A p r o p e r t y  is added to  t h e  c h a n n e l s  which  is to  de f ine  a m i n i m u m  

t r a n s i t  de l ay  and  a m a x i m u m  t r a n s i t  de lay  fo r  t h e  e l e m e n t s  pu t  in to  t h e  

c h a n n e l .  

An a c t u a l  t r a n s i t  de l ay  is a t t a c h e d  to e a c h  e l e m e n t  in t he  c h a n n e l  and  

in i t ia l ized  to z e ro  when  a p r o c e s s  pu ts  an e l e m e n t  in to  a channe l .  When 

exp lo r ing  t h e  global s t a t e s  t he  va l ida t ion  a l g o r i t h m  

® 

® 

@ 

does  no t  de l ive r  an e l e m e n t  if i ts a c tua l  t r a n s i t  de lay  is less  t h a n  t he  

min imum.  

f o r c e s  t h e  d e l i v e r y  of t he  e l e m e n t  if i ts a c t u a l  t r a n s i t  de lay  ha s  

r e a c h e d  t h e  max imum.  

p r o g r e s s e s  t h e  t ime  if no t r a n s i t i o n  c o r r e s p o n d i n g  to  a t i m e r  which  

has  r u n  ou t  or  to  t he  de l ive ry  of an e l e m e n t  hav ing  r e a c h e d  t h e  

m a x i m u m  t r a n s i t  de lay  can  be f ired.  

" P r o g r e s s i n g  t h e  t ime"  means :  

- i n c r e m e n t  by one  t h e  ac tua l  t r a n s i t  de lay  of e v e r y  e l e m e n t  in t h e  

c h a n n e l s  

- e x e c u t e  a u s e r - d e f i n e d  ac t ion  (like d e c r e m e n t i n g  a c o u n t e r  

model ing  a t i m e r  which  has  been  s ta r ted) .  
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Unlike classical  s imula t ion  sys t ems  t h e r e  is no 'v i r tual  clock'  in the  

s y t e m  (such a var iable  would p reven t  the  val idat ion a lgo r i thm to ever  

t e rmina te ) .  

E x t e n s i o n  t o  n p r o c e s s e s  

Although very  powerful,  the  main  drawback of the  sy s t em is to be l imited 

to t he  s tudy  of t he  c o m m u n i c a t i o n  be tween two processes .  An ex tens ion  

allowing to i n t e r c o n n e c t  n processes  t h r o u g h  a ( N - 1 ) - s e r v i c e  has  been 

r e c e n t l y  developed and  is c u r r e n t l y  u n d e r  test .  

While f igure  6 gives the  gene ra l  con f igu ra t ions  of LISE in the  2 - p r o c e s s  

vers ion,  f igure  7 gives the  con f igu ra t ion  of the  ex tens ion  in t he  n - p r o c e s s  

version.  

P1 g loba l  P2 
v a r i a b l e s  

- State 

var iab le~ 

l I 
channels 

< 

- State 

var iable~ 

a d d i t i o n a l  p r o p e r t i e s  
of (N- I )  se rv i ce  

F i g u r e  6: LISE in t he  2 - p r o c e s s e s  vers ion  (model) 

PI P12 
- - F U n  

i l 
l:J ................... i -  
F-I t I ]  P2 

F i g u r e  7: LISE in the  n - p r o c e s s e s  vers ion  (model) 
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In t h e  n - p r o c e s s e s  vers ion  t h e r e  are  still two "processes"  PI  and  P2. 

• PI  is dec l a r ed  as having  n i n s t a n c e s  Pl l . . .  P l n  r e p r e s e n t i n g  the  n 

(N) - en t i t i e s  to  be i n t e r c o n n e c t e d .  Each i n s t a n c e  has  its own s ta te  

and  variables.  

• Each  i n s t a n c e  of PI  c o m m u n i c a t e  with P2 t h r o u g h  an  i n t e r f a c e  

model led  by two c h a n n e l s  which are  fifo queues  P2 has  a global s t a t e  

and  c o n t e x t - s t a t e s  (one con t ex t  is a t t a c h e d  to each  channe l ) .  P2 is 

used  to model  t he  ( N - l ) - s e r v i c e .  The v a l i d a t i o n / s i m u l a t i o n  

a lgo r i t hm again  explores  all t r an s i t i ons  and builds t he  global s ta tes .  

A global s t a t e  is a vec to r  compris ing  

- t h e  s ta te  and  var iables  of PI  l . . .P ln  

- t he  s t a t e  and  var iables  of P2 

- t he  c o n t e x t - s t a t e  and c o n t e x t - v a r i a b l e s  of all con t ex t s  of P2 

- t he  global var iables  

- t he  c o n t e n t  of t he  i n t e r f a c e  channe l s .  

It is c l ea r  t h a t  t he  n u m b e r  of global s ta te  is l a rge ly  growing with th is  

conf igu ra t ion .  The re fo re  if va l idat ion c a n n o t  be used, the  s y s t e m  

a u t o m a t i c a l l y  t u r n s  to s imula t ion  mode. 

C o n c l u s i o n  

The LISE s y s t e m  is opera t iona l  u n d e r  Multics on a Honeywell  68 large 

main  f r a m e  compute r .  It has  been  used  for  val idat ing example  protocols  

(HDLC/X25) but  also rea l  pro tocols  dur ing  t h e i r  design phase  ISO Transpor t ,  

IS0 Session, file t r ans f e r .  

The f o r m a t  of t he  inpu t  ( t rans i s t ions )  f ac i l i t a t e s  the  se t t ing  up of t he  

s y s t e m  s ince  it is close to what  is used  by s t anda rd iza t ion  commit tees .  The 

global a s se r t i on  f e a t u r e  has  been fe l t  of p r imary  impor t ance  when  val ida t ing  

t h e  t r a n s p o r t  protocol  [Ansar t  80]. 

The possibil i ty to easy  se lec t  a complex ( N - l ) - s e r v i c e  model has  been 

l a rge ly  used  when  val ida t ing  a subse t  of the  OS] sess ion protocol  [Ansar t  83a] 

and  has  pe rmi t t ed  to c o n d u c t  a s ign i f i can t  val idat ion of th i s  complex 
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pro toco l  in a s h o r t  t ime  [Ansar t  82a, Ansar t  82b]. 

The r e a d e r  f ami l i a r  with t h e  f r e n c h  l anguage  may  f ind in [Ansar t  83b] a 

c o m p l e t e  u s e r ' s  m a n u a l  of LISE. 

9.2.2. PDIL 

PDIL (Pro toco l  de sc r i p t i on  and i m p l e m e n t a t i o n  l anguage )  is a l a n g u a g e  

deve loped  by t h e  Agence  de I ' In fo rma t ique  - and also se t  of a s soc i a t ed  tools: 

a comp i l e r  (or  more  a p p r o p r i a t e l y  a p r e p r o c e s s o r )  which t r a n s l a t e s  a PDIL 

p r o g r a m  in to  a PASCAL program,  a s i m u l a t o r  which  e x e c u t e s  t h e  PASCAL 

p r o g r a m s  p r o d u c e d  by the  p r e p r o c e s s o r  and  f ina l ly  a se t  of r u n - t i m e  

e n v i r o n m e n t s  which  allow to i n t e g r a t e  t he  PASCAL p r o g r a m s  in to  rea l  

ope ra t i ng  s y s t e m s  and e x e c u t e  t h e m  as an a u t o m a t i c  i m p l e m e n t a t i o n  of a 

pro tocol .  

C o n c e p t s  

PDIL allows t he  de sc r i p t i on  of bo th  s e rv i ce s  and protocols .  For  desc r ib ing  

a p ro toco l  t h e  t e c h n i q u e  used  in PDIL is to de sc r i be  a ( N ) - e n t i t }  r u n n i n g  t h e  

(N) -p ro toco l .  When spec i fy ing  a se rv ice ,  t h e  c o r r e s p o n d i n g  PDIL p r o g r a m  

d e s c r i b e s  it as a box. The main  d i f f e r e n c e  b e t w e e n  t h e s e  two un i t s  of 

de sc r i p t i on  is t h a t  in t h e  case  of an e n t i t y  t h e r e  a re  s e rv i ce  a c c e s s  point(s)  

at  which  t he  e n t i t y  is o f f e r ing  s e rv i ce  and s e rv i ce  point(s)  a t  which  t he  

e n t i t y  is us ing  se rv ices ,  while a s e rv i ce  un i t  of de sc r i p t i on  does  no t  use  o t h e r  

se rv ices .  

In genera l ,  a s e rv i ce  is no t  sub jec t  to a u t o m a t i c  i m p l e m e n t a t i o n  bu t  is 

only  used  fo r  s imu la t ion  purpose .  This is t he  case  when  we de sc r i be  a 

d i s t r i bu t ed  s e r v i c e  in t h e  OSI sense  (e.g. t he  t r a n s p o r t  se rv ice) .  Howeve r  

local  s e r v i c e s  m a y  also be d e s c r i b e d  and t h e r e f o r e  i m p l e m e n t e d  (e.g. a 

m e m o r y  m a n a g e m e n t  se rv ice) .  We will f o c u s  on en t i t y  d e s c r i p t i o n  in t h e  

r e m a i n d e r  of t h e s e  l e c tu r e s .  

Model a n d  I n s t a n c e s .  The un i t  of de sc r i p t i on  in PDIL is in f a c t  a model  of 

an e n t i t y  which  r e p r e s e n t s  all possible b e h a v i o u r s  of a ( N ) - e n t i t y  r e s p e c t i n g  

a (N) -p ro toco l .  At i m p l e m e n t a t i o n  t ime a s y s t e m  will suppo r t  one  o r  more  
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i n s t a n c e s  of th i s  model,  e a c h  i n s t a n c e  being de r ived  f rom the  model  in fixing 

p a r a m e t e r s .  The b e h a v i o u r  of e a c h  i n s t a n c e  c o n f o r m s  to  the  model.  

provides services 

' '  ~ 

provides services 

ent i ty  

! l 
use service 

service 

F i g u r e  8." Ent i ty  and s e r v i c e s  uni t  of desc r ip t ion  

Pa ramet r ima t ion .  Fou r  levels  of p a r a m e t r i z a t i o n  a re  o f f e r e d  in t h e  PDIL 

l a n g u a g e  in t h e  following way: cons t an t s ,  types ,  va r i ab le s  and  

p r o c e d u r e s / f u n c t i o n s  may  be d e c l a r e d  as  " ex t e rna l "  with t he  following 

semant ic :  w h a t e v e r  t h e i r  va lues  are,  t he  b e h a v i o u r  of any  i n s t a n c e  giving to  

t h e m  the  ac tua l  va lues  c o n f o r m s  to the  b e h a v i o u r  of the  model  which  

spec i f i e s  t he  protocol .  

Machines, channe ls ,  c o n t e x t ~  Ent i t ies  in a s y s t e m  are  c o m m u n i c a t i n g  

t h r o u g h  channe l s .  Channe l s  a re  b id i rec t iona l  fifo q u e u e s  which  can  be  

dynamica l l y  a l loca ted  and des t royed .  Additional in te l l igence  can  be a t t a c h e d  

to c h a n n e l s  ( for  i n s t a n c e  r e s o l u t i o n s  of col l is ion when  closing a channe l ) .  

An e n t i t y  c an  be spl i t ted  into s eve ra l  mach ines .  As ent i t ies ,  m a c h i n e s  

c o m m u n i c a t e  t h r o u g h  c h a n n e l s  (no s h a r e d  memory) .  

An ( N ) - e n t i t y  does  no t  n e e d  to know t h e  in t e rna l  s t r u c t u r e  of t he  (N- I) 

and (N+ l ) - e n t i t i e s  (i.e. how t h e y  a re  spl i t ted  in to  mach ines ) .  

Inside a mach ine ,  s eve r a l  c o n t e x t s  can  be dynamica l l y  c r e a t e d /  

des t royed .  There fo re ,  a m a c h i n e  has  the  capabi l i ty  to mul t ip lex  s eve ra l  

ac t iv i t i e s  in paral lel .  
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S ta te  a u t o m a t a .  The behav iou r  of a m a c h i n e  is descr ibed  in t e r m s  of an  

ex t ended  f in i te  s t a t e  m a c h i n e  as follows: 

The de f au l t  c o n t e x t  of the  m a c h i n e  con t a in s  a major  s t a t e  and  

var iables  (minor  s ta tes)  for  the  overal l  mach ine .  This is used  for  

cont ro l l ing  the  gene ra l  behav iou r  of t he  machine .  In gene ra l  only  a 

few s t a t e s  (like n o t - o p e r a t i o n a l ,  operat ional ,  s h u t d o w n - i n - p r o g r e s s )  

are  used. I n t e r a c t i o n s  asking for  c r ea t i on  of new ac t iv i t ies  are  

p rocessed  in t h e  de f au l t  con t ex t  (e.g. a new c o n n e c t i o n  is r e j e c t ed  in 

t h e  s h u t d o w n - i n - p r o g r e s s  state) .  

@ Each c r e a t e d  con t ex t  con ta in s  also a s ta te  and  variables.  When 

i n t e r a c t i o n s  deal ing with an exist ing ac t iv i ty  are r ece ived  t h r o u g h  a 

c h a n n e l  t h e y  are  d i rec ted  to t he  appropr ia te  con t ex t  in which t h e y  

are  p rocessed  accord ing  to the  s ta te  a u t o m a t a  of the  context .  

Channe l s  are  dynamica l ly  a t t a c h e d  to c o n t e x t  in o rde r  to have  th i s  

assoc ia t ion  done  au toma t i ca l l y  for  all i n t e r a c t i o n s  r ece ived  via 

channe l .  

SAPs 
I M-entity 

lf""il tl 

I -M-ent i ty  

--> 
I-entity 1 I 1-entityl 

Models of entities in instances of entities 
layer (N) and (N+l) in layer (N) and (N+I) 

Figu re  ~. Use of SAPs for  address ing  i n s t a n c e s  of ent i t ies .  

A d d r e s s  a n d  s e r v i c e  a c c e u  po in t~  Ent i t ies  are  c o n n e c t e d  at  

s e r v i c e - a c c e s s - p o i n t s  (SAPs). Each SAP is un ique ly  ident i f ied  by an address .  
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When a c h a n n e l  is c r e a t e d  the  address  of the  SAP is g iven as a pa r ame te r .  

This allows severa l  i n s t a n c e s  to be c r e a t e d  in a d j a c e n t  l aye r s  a t  

i m p l e m e n t a t i o n  t ime,  in c o n f o r m i t y  with t he  model. 

Moreover  th is  allows for  sepa ra t e  compi la t ion  and imp lemen ta t i on  of t he  

layers :  adding new u s e r s  only  r equ i re s  to  c h a n g e  the  SAP table  in t h e  sys tem.  

Language features 

The l anguage  used  is an  ex t ens ion  of Pascal .  Pascal  has  been c h o s e n  due  

to  its popular i ty ,  good s t r u c t u r a t i o n ,  typing  fac i l i t ies  and  t h e  f ac t  t h a t  it  is 

s tandard ized .  

A un i t  of desc r ip t ion  s t a r t s  with a h e a d e r  of the  following form: 

e~tity n a m e l  pravi~Iing-to name2  u s i n g  (name31 .... name3n) ;  

n a m e  l de f ines  t he  service  which is provided. There  could be severa l  

desc r ip t ions  providing the  same service.  Each i n s t a n c e  will use  one of those  

a t  i m p l e m e n t a t i o n  t ime.  

n a m e 2  is on ly  used  i n t e r n a l l y  to des igna te  t he  potent ia l  u s e r s  of t he  service.  

This h e a d e r  is used  to provide l inking in fo rma t ion  be tween sepa ra t e  

desc r ip t ions  of en t i t i e s  and services ,  t h e r e f o r e  allowing for  s epa ra t e  

compi la t ions .  

name3 i  de s igna t e s  o t h e r  se rv ices  which are  used  by the  c u r r e n t  descr ip t ion.  

They shal l  be de f ined  somewhere  else as 'name 1' of o t h e r  descr ip t ion.  

As is Pascal ,  labels, cons tan t s ,  and types  are  t h e n  in t roduced ,  with the  

d i f f e r e n c e  t h a t  c o n s t a n t s  and types  may  be ' ex te rna l '  (i.e. no t  defined) .  

The n e x t  sec t ion  gives t h e  c o m p o n e n t s  of t h e  ent i ty ,  mainly:  

- t he  n a m e s  of the  m a c h i n e s  composing the  ent i ty ,  

- t he  n a m e  of t he  c h a n n e l s  to be used, 

- t he  s t r u c t u r e  for  t he  addresses  of t he  SAPs, 

- the  name  of t he  i n t e r a c t i o n s  to be e x c h a n g e d  t h r o u g h  the  

channe l s ,  

- t he  s t r u c t u r e  of the  i n t e r a c t i o n s  in t he  fo rm of Pascal  records ,  

- t he  s t r u c t u r e  of t he  con tex t s  and the  s ta te  space of each  of t h e  

s ta te  variables.  
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Then  t h e  b e h a v i o u r  of t he  e n t i t y  is spec i f i ed  in t he  f o r m  of an  e x t e n d e d  

s t a t e  mach ine ,  t h r o u g h  c o n s t r u c t s  of t he  following form: 

when i n t e r a c t i o n -  n a m e  

from s t a t e - n a m e  

provided p r e d i c a t e  

to s t a t e - n a m e  

ac t ion  

provided o t h e r - p r e d i c a t e  

from o t h e r - s t a t e - n a m e  

when  i n t e r a c t i o n - n a m e  

U n d e t e r m / n i s m  

One i m p o r t a n t  f e a t u r e  of t he  PDIL l anguage  is t h a t  it allows to d e s c r i b e  

an u n d e t e r m i n i s t i c  behav iou r .  This is of p r ime  i m p o r t a n c e  when  desc r ib ing  

p ro toco l s  in o r d e r  to  avoid o v e r - s p e c i f i c a t i o n .  U n d e t e r m i n i s m  c a n  be 

i n t r o d u c e d  

• in cal l ing on e x t e r n a l  f u n c t i o n s  which  r e t u r n  a r e s u l t  hav ing  a 

spec i f i ed  type  bu t  an  u n d e f i n e d  value ,  

• when  m o r e  t h a n  one  p r e d i c a t e  (provided  c lause )  is t r u e  and one  of 

t h e  ac t i ons  c o r r e s p o n d i n g  to one  of t hose  p r e d i c a t e s  may  be 

e x e c u t e d .  

• S p o n t a n e o u s  t r a n s i t i o n s  may  also be in t roduced :  t h e y  a re  t r a n s i t i o n s  

which  a re  no t  t r i g g e r e d  by any  e x t e r n a l  event .  A s p o n t a n e o u s  

t r a n s i t i o n  can  f i re  a t  any  t ime, p rov ided  a se t  of cond i t i ons  based  on 

t he  i n t e r n a l  s t a t e  of t he  e n t i t y  is t rue .  
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Other fac i l i t i es  

A s ta t e  a u t o m a t a  de sc r ip t i on  implies  t h a t  t h e r e  a re  well ident i f ied  e v e n t s  

which  a re  r e c e i v e d  in well known s ta tes .  The p rob l em in p ro toco l  de sc r ip t i on  

is t h a t  iden t i fy ing  t he  e v e n t  i tself  is a pa r t  of t he  p ro toco l  descr ip t ion .  

Similar i ly  iden t i fy ing  to  which  s t a t e  a u t o m a t a  i n s t a n c e  t he  e v e n t  appl ies  is 

a lso  a pa r t  of t he  protocol .  

When a ( N - 1 ) - S D U  is rece ived ,  it is f i r s t  n e c e s s a r y  to r ecogn ize  a 

(N)-PDU (i.e. iden t i fy  the  event ) ,  t h e n  f ind to what  c o n n e c t i o n  t he  PDU 

be longs  (i.e. s e l e c t  t he  s t a te  a u t o m a t a  in s t ance )  be fo re  applying t he  

t r a n s i t i o n  of t he  s t a t e  au tomata .  

PDIL c o n t a i n s  all t he  appropr i a t e  f e a t u r e s  for  desc r ib ing  th is  pa r t  of t he  

protocol .  

When a ( N - 1 ) - S D U  is r e c e i v e d  it is f i r s t  p r o c e s s e d  in t he  c o n t e x t  

a t t a c h e d  to  t he  c h a n n e l  to  which  t h e  i n t e r a c t i o n  ca r ry ing  t he  ( N - t ) - S D U  

has  b e e n  rece ived .  

Then a specia l  decod ing  f u n c t i o n  is called,  which  allows for  recogniz ing  

t h e  PDU and se l ec t ing  t he  appropr i a t e  event .  

If n e c e s s a r y ,  t he  p a r a m e t e r s  of the  PDU may  be used  to iden t i fy  wha t  

a u t o m a t o n ' s  i n s t a n c e  the  PDU belongs  to. 

Then t he  appropr i a t e  c o n t e x t  is s e l e c t e d  be fo re  the  s t a te  a u t o m a t a  is 

called.  Contex t  can  be s e l ec t ed  by iden t i f i e r  or  by cr i ter ia .  Other  c o n s t r u c t s  

allow to apply one  e v e n t  to s eve ra l  c o n t e x t s  in t u r n  (e.g. all c o n t e x t s  mee t ing  

a p a r t i c u l a r  cr i ter ia) .  

A b s t r a c t  m e m o r y  m a n a g e m e n t  

Additionally,  PDIL inc ludes  a fac i l i ty  cal led ' a b s t r a c t  m e m o r y  

m a n a g e m e n t '  al lowing to de sc r ibe  wha t  happens  to t he  da ta  passed  by t h e  

(N+ l ) - e n t i t y  and  t h e  (N- 1)enti ty.  A se t  of s y s t e m  calls  ( f ragment ,  assemble ,  

copy, forget ,  c r ea t e ,  expand)  a re  o f f e r e d  to the  u s e r  for  desc r ib ing  u s e r - d a t a  

manipula t ion .  This a p p r o a c h  o f fe r s  tools  for  an u n a m b i g u o u s  desc r ip t i on  of 

th is  i m p o r t a n t  a s p e c t  of a c o m m u n i c a t i o n  p ro toco l  and has  pe rmi t t ed  to 

a ch i eve  a u t o m a t i c  - and e f f i c i en t  - implementa t ion .  
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Automatic  implementat ion and s imulat ion 

Automat ic  i m p l e m e n t a t i o n  and s imula t ion  both  re ly  on a compi l e r  (a 

p r e p r o c e s s o r )  which  t r a n s l a t e s  PDIL s o u r c e  in to  PASCAL programs .  

The preprocessor .  The p r e p r o c e s s o r  - ope r a t i ona l  u n d e r  Multics - 

t r a n s l a t e s  a PDIL desc r i p t i on  in to  

• a ma in  Pasca l  p r o g r a m  con t a in ing  one  p r o c e d u r e  pe r  i n t e r a c t i o n  

be long ing  to  t h e  en t i ty .  

• a se t  of Pasca l  s u b r o u t i n e s  which  may  be e i t h e r  comp le t e  (i.e. t h e y  

c o n t a i n  a c o m p l e t e l y  p r o g r a m m e d  body) or  to be c o m p l e t e d  by t h e  

u s e r  a t  imple ta t ion  t ime. 

• a se t  of t ab les  c o n t a i n i n g  i n t e r n a l  i n f o r m a t i o n  on t he  s t r u c t u r e  

(mach ines ,  i n t e r a c t i o n s  .... ). 

The PDIL p r e p r o c e s s o r  makes  t he  syn t ax  check ing  and p r o d u c e s  a Pasca l  

code i n d e p e n d e n t  f r o m  the  t a r g e t  sys tem.  

A u t o m a t i c  i m p l e m e n t a t i o n .  Automat ic  i m p l e m e n t a t i o n  is t he  c r e a t i o n  of 

i n s t a n c e s  c o r r e s p o n d i n g  to t he  model  p r ev ious ly  descr ibed .  The Pasca l  

p r o g r a m s  p r o d u c e d  by t h e  p r e p r o c e s s o r  shou ld  be c o m p l e t e d  (in o r d e r  to 

b e c o m e  execu t ab l e ) :  

1. with a r u n  t ime e n v i r o n m e n t  o f fe r ing  t he  s y s t e m  cal ls  used  by a PDIL 

desc r ip t ion :  main ly  a b s t r a c t  m e m o r y  m a n a g e m e n t  and c h a n n e l  

m a n a g e m e n t .  

2. with some pa r t  of t h e  p ro toco l  which  may  no t  be ful ly  spec i f i ed  (e.g. 

de ta i l t ed  e n c o d i n g / d e c o d i n g ) .  

3. with t h e  p a r a m e t e r s  and  s u b r o u t i n e s  c h a r a c t e r i z i n g  t h e  i n s t ance .  

The r u n  t ime  e n v i r o n m e n t  d i f f e r s  depend ing  on t he  t a r g e t  s y s t e m  on 

which  t h e  a u t o m a t i c  i m p l e m e n t a t i o n  is to be e x e c u t e d .  But  it has  to  be 

c o n s t r u c t e d  only  once  pe r  t a r g e t  s y s t e m  and can  t h e n  be r e u s e d  for  any  

p ro toco l  i m p l e m e n t a t i o n  in any  l aye r  on t he  same sys tem.  

The pa r t  2 r e f e r r e d  to  above is spec i f ic  of e a c h  p ro toco l  and shou ld  be 

coded  m a n u a l l y  fo r  e a c h  new pro toco l  which  is implemen ted ,  
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The pa r t  3 may  be r e d u c e d  to some simple t ab les  or  may  be compr i s e  

some s o p h i s t i c a t e d  s u b p r o g r a m s  depend ing  on t he  p ro toco l  (like an 

a l g o r i t h m  to opt imize  local  r e s o u r c e s ) .  

Our e x p e r i e n c e  has  shown tha t ,  when  t h e  r u n  t ime e n v i r o n m e n t  has  been  

c o n s t r u c t e d  for  a g iven  ope ra t i ng  sys tem,  m o r e  t h a n  90~ of t h e  code  

r e p r e s e n t i n g  an  i m p l e m e n t a t i o n  is ob t a ined  au tomat i ca l ly .  

The  mrau la to r .  The s i m u l a t o r  is no th ing  but  a spec i f ic  r u n  t ime  

e n v i r o n m e n t  which  e x e c u t e s  the  code in a c o n t r o l l e d  m a n n e r .  S imula t ion  of 

t he  ( N ) - p r o t o c o l  r e q u i r e s  t h a t  t h e  ( N - 1 ) - s e r v i c e  has  also been  specif ied.  A 

typ ica l  c o n f i g u r a t i o n  of a s imula t ion  is g iven  in f igu re  10. 

(N+l)-layer 

(N)-layer 

I ,,,,, ,,, (N-l)service I I  (N-l)-layer 

F i g u r e  I0: Typical  c o n f i g u r a t i o n  of an ( N ) - p r o t o c o l  s imula t ion  

As can  be s een  in f i gu re  !0, t he  s imu la t ion  also r e q u i r e s  u s e r s  in l a y e r  

(N+I).  The u s e r s  e x c e r c i s e  t he  s e rv i ce  provided  by t he  (N) -en t i t i e s .  The 

u s e r s  a re  also wr i t t en  in PDIL as v e r y  simple (N+ 1 ) - e n t i t i e s .  They  inc lude  

s p o n t a n e o u s  t r a n s i t i o n s  r e p r e s e n t i n g  all possible b e h a v i o u r s  of t h e  u s e r  of a 

t h e  ( N ) - s e r v i c e .  

Conclus ion  

From e x p e r i e n c e  it a p p e a r s  t h a t  PDIL and t he  a s soc i a t e  tools  a r e  r ea l l y  

t he  basis  of a p ro toco l  so f tware  fac to ry .  The p r e p r o c e s s o r ,  t he  s i m u l a t o r  and 

a r u n  t ime  e n v i r o n m e n t  on INTEL RMX 86 a re  opera t iona l .  A lot  of p ro toco l s  in 

l a y e r  2,3,4 and  5 have  been  spec i f i ed  us ing PDIL [Ansar t  83c] and  t he  

e x p e r i m e n t s  of t h e  a u t o m a t i c  i m p l e m e n t a t i o n  on RMX86 a re  v e r y  p romis ing  

- more  t h a n  90~ of t he  code  is p r o d u c e d  a u t o m a t i c a l l y  and t he  m e a n  t ime  for  
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imp lemen t ing  a p ro toco l  is r e d u c e d  by more  than  70~ c o m p a r e d  with 

t rad i t iona l  imp lemen ta t i on  m e t h o d s  for  protocols .  New e x p e r i m e n t s  are  in 

p r o g r e s s  us ing  UNIX. 

PDIL is c lose  to t he  work deve loped  at t he  Montreal  Unive r s i ty  by the  

t e a m  of G.V. B o c h m a n n  [Bochmann  82], at  NBS [Blummer  82] and also to the  

l anguage  c u r r e n t l y  in d e v e l o p m e n t  by ISO/TC97/SCI6  [ISO 83f]. 

Overview :of PDIL in English can  be found  in [Ansar t  83d] and the  r e a d e r  

fami l ia r  with t he  f r e n c h  l anguage  will f ind in [Chari 83] a comple t e  

spec i f i ca t ion  and u s e r ' s  manua l  of PDIL. 

9.2.3. Test ing tools  

As soon as a d i s t r i bu ted  s y s t e m  involves  seve ra l  c o m p o n e n t s  bui l t  by 

d i f f e r e n t  pa r t i e s  - e.g. users ,  suppl ie rs  . . . . .  - and c o m m u n i c a t i n g  us ing 

pro tocols ,  se t t ing  up t he  s y s t e m  does  not  end with t he  p ro toco l  des ign and 

i m p l e m e n t a t i o n  steps:  ver i fy ing  t ha t  t he  c o m p o n e n t s  c o n f o r m  to the  

p ro toco l s  - i.e. t ha t  the  e q u i p m e n t s  rea l ly  r e s p e c t  t he  p ro toco l s  when  

r u n n i n g  is also an i m p o r t a n t  task. 

Purpose  of tes t ing  and test ing tools  

First,  t e s t ing  tools  should  provide  he lp  for  debugging  i m p l e m e n t a t i o n s  

while building the  sys tem.  This inc ludes  main ly  two aspects :  

• check ing  t h a t  t he  e q u i p m e n t  c o r r e c t l y  r un  the  protocol;  

• check ing  t he  r o b u s t n e s s  of the  so f tware  aga ins t  abnormal  s i tua t ions :  

r e a c t i o n  to p ro toco l  e r r o r s  made  by a n o t h e r  pa r ty  as well as to 

t r a n s m i s s i o n  e r r o r s  (i.e. e r r o r s  s ignal led  by t he  (N- l ) - s e r v i c e ) .  

Secondly,  t e s t ing  tools  should  provide  help  for  pe r fo rming  a c c e p t a n c e  

tes t ing:  when  a c o m p o n e n t  of a ne twork  is ins ta l led  by its u s e r  who may  have  

b o u g h t  it f r om a supplier ,  t he  u s e r  should  be able to ve r i fy  that :  

• t he  e q u i p m e n t  c o n f o r m s  to the  protocol ,  

• t he  r ange  of op t ions  rea l ly  s u p p o r t e d  c o n f o r m s  to what  is c la imed  to 

be s u p p o r t e d  by the  supplier ,  

• t he  e q u i p m e n t  has  an a c c e p t a b l e  deg ree  of robus tnes s ,  



511 

• t he  p e r f o r m a n c e  m e e t s  t he  u s e r  r equ i r emen t s .  

Finally, a f t e r  equ ipmen t s  have been put  into an opera t iona l  network,  t he  

expe r i ence  has  shown t h a t  t h e r e  is a need  for: 

0 a rb i t r a t ion  facil i t ies:  in the  case  of abnormal  behav iou r  it is of pr ime 

i m p o r t a n c e  to be able to des igna te  wi thout  ambiqui ty  the  fau l t ing  

equipment ;  

onl ine  m e a s u r e m e n t  facil i t ies:  th is  covers  t r a f f i c  m e a s u r e m e n t  (in 

o rde r  to an t i c ipa t e  t he  possible evolu t ion  of the  ne twork  topology) - 

as well as specif ic  protocol  p e r f o r m a n c e  m e a s u r e m e n t  (like t he  ra t io  

be tween  the  n u m b e r  of da ta  messages  ve r sus  con t ro l  messages)  in 

o rde r  to p repare  the  nex t  vers ions  of the  protocols  themse lves .  

Specif ic  c o n s t r a i n t s  f o r  a t e s t i ng  t o o l  i n  an  open  e n v i r o n m e n t  

For sys t ems  u n d e r  t e s t  which have  imp lemen ted  an i n t e r f a c e  pe rmi t t ing  

d i r ec t  acces s  to a specif ic  layer,  it will be possible to t e s t  th is  layer ,  provided 

t h a t  t he  lower l ayers  have  a l ready  been  tes ted.  

If th i s  is no t  possible, combined  t e s t ing  of l ayers  will be necessa ry .  

For example,  once  the  t r a n s p o r t  l aye r  has  been t e s t ed  in th is  way, t he  

sess ion l aye r  may  be tes ted.  Then, a f t e r  this,  it will be possible to t e s t  a 

v i r tua l  t e r m i n a l  protocol  or a file t r a n s f e r  protocol.  Conversely,  if t he  

t r a n s p o r t  l aye r  i n t e r f a c e  is no t  available,  but  t he  sess ion  i n t e r f a c e  is 

available,  t h e  t r a n s p o r t  and  sess ion l aye r  will be t e s t ed  toge the r ,  before  t he  

VTP is s u b s e q u e n t l y  tes ted .  

This f lexibi l i ty is of pr ime impor tance ,  because  a sy s t em will make the  

choice  no t  to exhibi t  a pa r t i cu l a r  i n t e r f a c e  for  p e r f o r m a n c e  or a r c h i t e c t u r a l  

co n s ide r a t i on  e.g. an )[25 chip  does  no t  provide ex t e rna l  access  to t he  l aye r  2 

serv ice  i n t e r f ace .  

Ano the r  f u n d a m e n t a l  c o n s t r a i n t  for  a t es t ing  tool is i ts abil i ty to 

a c c o m m o d a t e  d i f f e r e n t  vers ions  of protocols:  if the  cost  for  building the  

t e s t ing  tool when  chang ing  the  protocol  is h i g h e r  t h a n  the  equ ipmen t  

p roduc t ion  cost,  t h e n  the  t e s t ing  tools  will n e v e r  be used... This aspec t  is very  

i m p o r t a n t  when  severa l  ve rs ions  of a protocol  are  exper imented .  This 
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proper ty  is some t imes  r e f e r r e d  to as 'protocol  i ndependence '  of the  t e s t ing  

tools [Ansar t  81]. 

B r i e f  overview o f  s o m e  t e s t i ng  tools  

In paral lel  with t he  deve lopmen t  of the  0SI protocol,  some c o u n t r i e s  have 

decided to s t a r t  an  ex tens ive  s tudy  of t es t ing  tools for  equ ipmen t  

imp lemen t ing  the  OSI protocols .  In the  USA, t he  NBS has  se t  up a se t  of tools 

for  the  OSI h ighe r  l aye r  ( layer  4 to 7) which are now opera t iona l  for  the  

t r a n s p o r t  protocol  [Nightingale 81, Nightingale 82]. 

In Ge rmany  the  GMD c o n c e n t r a t e d  on t e l e t ex  l aye r  4 [Faltin 83] . In t h e  

UK, the  t e a m  leaded by D. Rayner  at  NPL has  developed t e s t ing  faci l i t ies  for  

the  ne twork  l aye r  over  X25 [Rayner  82], While in France ,  the  Agence de 

l ' In fo rmat ique  rece ived  the  task  to s tudy  tools for  l ayer  4,5 and 6. 

This subsec t ion  br ief ly  p re sen t s  t h r e e  t es t ing  tools developed by the  

Agence de l ' In format ique  in F rance  [Ansart  83e, Damidau 82, Bonhomme 83, 

F e r r e t  83]. 

The STQ sys tem.  The STQ sys t em is based on two main  c o m p o n e n t s  

• t h e  r e f e r e n c e  sys tem,  

• a d i s t r ibu ted  appl icat ion which uses  (and exerc ices )  the  serv ice  

provided by the  r e f e r e n c e  sys t em and the  imp lemen ta t ion  u n d e r  test .  

The d i s t r ibu ted  appl icat ion con ta in s  main ly  two parts:  

• a t e s t  d r iver  which is the  act ive par t  execu t ing  a scenar io ,  

• a t e s t  r e sponde r  ac t ing  as a passive sys t em which responds  to t he  

s t imul i  s en t  by the  t e s t  d r ive r  via the  (N)-service .  The t e s t  d r ive r  and  

the  t e s t  r e sponde r  are coopera t ing  in execu t ing  a scenar io .  

A scena r io  is a se t  of c o m m a n d s  requi r ing  (N)-services .  The t e s t  d r ive r  

t r a n s m i t s  to t he  t e s t  r e sponde r  t he  c o m m a n d s  to be e x e c u t e d  in (N)-SDUS of 

a previous ly  opened (N) -connec t ion .  To some ex t en t  the  r e sponde r  may  be 

viewed as an i n t e r p r e t e r  which is r emo te ly  loaded by the  act ive tes te r .  

Execu t ion  of a s cena r io  is spl i t ted into severa l  phases,  e a c h  of which s t a r t ing  

with the  t r ansmi s s ion  of the  commands  to be e x e c u t e d  in the  second  par t  of 
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the  phase. Since the responder  is a quite complicated program, it is 

important  to reduce  the cost  of its production, as well as to ensure  its 

cor rec tness .  In order  to achieve these  two goals the  tes t  r esponder  is split ted 

into two parts: 

• One is the  main program comprising the algori thm for command 

loading, in terpre ta t ion  and execution.  This part  is wri t ten in Pascal  

and portable. It is given to each potential  cl ient  of the STQ tes t  

system. This part  assumes  a (N)-service  s t r ic t ly  identical to the  

theore t ica l  (N)-serv ice  defined by ISO for the (N)- layer  under  test. 

• The second part  deals with the  mapping of the (N)-service  abs t rac t  

in te r face  into the  real in ter face  available inside the implementat ion 

under  test.  This part  is sys tem dependent  and shall be realized by the  

use r  of the  implementat ion under  test.  (I..U.T). 

Portable 
test responder 

Interface 
adaptator 

> 

| 

I I  I I 

iiI IIIII 

IUT 

( test responder 
theorical (N)-service 
interface 

i 

• Real interface to 
(N)-ent i ty 

Figure  II:  The tes t  responder.  

As shown in f igure 12, the STQ sys tem contains  the following components:  

O 

O 

the r e f e r e n c e  implementat ion runs  the (N)-protocol;  

the  management  and configurat ion module allows for  t racing the 

events,  configuring the tes t  (setting pa ramete r s  and options) and also 

introducing er rors  and simulating abnormal behaviour;  
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• t h e  t e s t  d r ive r  con t ro l s  the  e x e c u t i o n  of the  t e s t s  and pilots t he  

r e m o t e  t e s t  r e sponder ( s ) ;  

• t he  ( N - l ) - s e r v i c e  imp lemen ta t i on  r u n s  p ro toco l s  ( N - l )  ... to 1 in 

o rde r  to provide  the  (N- 1 ) - s e r v i c e  used  by the  (N) -en t i ty .  

The s c e n a r i o  c o m m a n d s  a re  divided into t h r e e  subca t ego r i e s :  

• t he  supe rv i s ion  c o m m a n d s  allow the  u s e r  of the  s y s t e m s  (i.e. t he  

o p e r a t o r  of t he  STQ t e s t  sys t em)  to  se t  up  t he  conf igura t ion ,  and 

a c t i v a t e / d e a c t i v a t e  the  t r a c e  and log facil i t ies;  

• t h e  o p e r a t o r  c o m m a n d s  for  bu i ld ing /modi fy ing ,  l o a d i n g / e x e c u t i n g ,  

s t a r t ing  / suspend ing  / r e suming  scenar ios ;  

a u t o m a t i c  as well s t ep  by s t ep  mode of opera t ion  are  available;  

• t he  s c e n a r i o  e l e m e n t s  t hemse lves :  ope ra t ion  of t h e  (N) - se rv i ce ,  

r e m o t e  loading of the  t e s t  r e sponder ,  and e x e c u t i o n  of a d i s t r i bu ted  

s c e n a r i o  ( s e n d / r e c e i v e  data,  synchron ize ,  e cho  .... ). 

STQ system System under test 

SCE"-AR20- ~ i 
Test ,, Test 
dr iver  Responder 

imp I ementa- 
t ion r 

(N-l)  

~N-z) 

"T i .... I I Po  lw r k 
,I L 

N a er 
under 

_ test  

(N1)service 

F i g u r e  12: The c o m p o n e n t s  of a STQ sys tem.  
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A t r a d u c t o r  ba sed  on an s y n t a x  a n a l y s e r  t r a n s l a t e s  t h e  e x t e r n a l  f o rm  of a 

s c e n a r i o  (i.e. a f o r m  su i tab le  for  t he  ope ra to r )  in to  an i n t e rna l  f o r m  (i.e. a 

f o r m  su i t ab le  for  e x e c u t i o n  by in t e rp re t a t i on ) .  

In o r d e r  to  p e r f o r m  t e s t s  s t a r t ing  f rom e l e m e n t a r y  t e s t s  and i nc rea s ing  

t he  complex i ty  and t he  comple t enes s ,  a s c e n a r i o  da ta  base  is a lso available.  

The t e s t s  r e c o r d e d  in t he  da ta  base  fall into f o u r  ca tegor ies :  e l e m e n t a r y  t e s t s  

for  s e r v i c e  availabil i ty,  t e s t s  r equ i r ing  conf igura t ion ,  t e s t s  of p ro toco l  

op t ions  and  p a r a m e t e r s ,  t e s t s  inc luding e r r o r  r e c o v e r y  and  r e a c t i o n  to  

a b n o r m a l  s i tua t ion  ( e r r o r  genera t ion) .  M o n o - c o n n e c t i o n  as  well as  

m u l t i - c o n n e c t i o n  t e s t s  can  be also be run.  

The CERBERE tool.  CERBERE is a tool des igned  to be i n t r o d u c e d  

b e t w e e n  two e q u i p m e n t s  r unn ing  high level protocols .  One e q u i p m e n t  is t he  

i m p l e m e n t a t i o n  u n d e r  tes t ,  t he  o t h e r  one is t he  r e f e r e n c e  e q u i p m e n t  (i.e. a 

t e s t ing  c e n t e r  o r  an e q u i p m e n t  p rev ious ly  tes ted) .  The CERBERE c a n n o t  

provide  d i r ec t l y  fo r  a c o m p l e t e  t e s t  s y s t e m  bu t  is only  a c o m p l e m e n t a r y  aid. 

CERBERE is a lso  u s e f u l  for  a rb i t r a t i on  and m e a s u r e m e n t s  in an ope ra t iona l  

ne twork .  

CERBERE ac t s  as  a re lay  in l ayer  3, allowing for  

• ana lys ing  t he  u s e r  of the  ne twork  se rv ice  made  by the  h i g h e r  level  

pro tocols ,  

• s imula t ing  e r r o r s  in the  ne twork  serv ice .  

CERBERE o f f e r s  to  i ts  u s e r  an i n t e r f a c e  allowing for  d e c o d i n g / a n a l y s i n g  

t he  high level  p ro toco l s  c o n t a i n e d  in the  ne twork  se rv i ce  da ta  uni ts .  In 

paral le l  mode  the  ana lys i s  is done  s i m u l t a n e o u s l y  with the  r e l ay  f u n c t i o n  

t h e r e f o r e  g u a r a n t e e i n g  t h a t  t he  t r a f f i c  is no t  pe r tu rbed .  In ser ia l  mode  t he  

ana lys i s  is p e r f o r m e d  b e f o r e  the  re lay  func t i on  is ca l led  on, allowing for  

' in te l l igent '  p e r t u r b a t i o n  of t he  n e t w o r k  se rv i ce  (e.g. s imula te  a ne twork  

d i s c o n n e c t  when  t h e  high level  commi t  p ro toco l  is in i ts  'window of 

vulnerabi l i ty ' ) .  

CERBERE also o f fe r s  a lot of c o m p l e m e n t a r y  s e r v i c e s  like: s ta t i s t i c  

ca l cu l a t i on  tools,  ne twork  u sage  cos t  computa t ion ,  soph i s t i ca t ed  full s c r e e n  
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display of resul ts ,  t r a f f i c  s torage  on disk for  d e f e r r e d  o f f - l i n e  ana lys i s  ... etc. 

el 
CERBERE e2 

I [Ao l,sis : 
! _ J  .,relay __] ......... 

I PDU(X25) 
T - - - - - I  i J 

I high level 
protocols 

I Network service 

F i g u r e  13: CERBERE as a high level protocol  a n a l y s e r  

The GENEPI tool. GENEPI is a protocol data units generator which is 

indepedent of the protocol: i.e. changing the protocol supported by GENEPI is 

an easy (and costless) task. 

• GENEPI is des igned  to man ipu l a t e  concep tua l  objects  involved into  a 

(N)-protocol :  (N)-PDUs, access  to (N-1 ) - s e rv i ce ,  mapping of PDUs 

into  (N- 1)-SDUs, e n c o d i n g / d e c o d i n g  .... 

• The basic sof tware  knows n e i t h e r  the  fo rma t  of the  PDUs ( the 

syntax)  nor  of tab les  and a u t o m a t a  t h a t  the  GENEPI basic sof tware  

uses  to g e n e r a t e  t he  (N)-protocol .  

Assuming that GENEPI is designed to generate (N)-PDUs, its basic 

software contains: 

- an implementation of the (N-1)-service 

- a set of commands to access the (N- 1)-service 

- a set of commands to manipulate local variables 

- a set of commands to compose and send (N)-PDUs and to decode 

(access to the fields of) received (N)-PDUs 

- a facility for macro-commands 

- a state automata-driver 

- trace, logging and display functions 

In the first stage, the operator introduces the format of the PDUs in two 
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d i f f e r e n t  ways: t he  logical fo rma t  descr ibes  the  PDU's fields as " records"  

while t he  phys ica l  f o r m a t  deals  with the  ac tua l  PDU's bit s t r ings  and the  

mapping be tween  logical  and  phys ica l  formats .  

GENEPI can  be r u n  in m a n u a l  mode: the  ope ra to r  composes  logical PDUs 

with the  he lp  of t he  sy s t em (prompting for  each  pa ramete r ) ,  t h e n  the  s y s t e m  

en codes  and  sends  them.  When receiving,  t he  s y s t e m  decodes  t he  a r r iv ing  

PDUs und  displays  t h e m  in logical format .  

P a r a m e t e r  va lues  can  be set  t o / a s s i g n e d  f rom local var iables  for  

speeding up the  protocol  opera t ion.  This mode allows to se t  up e l e m e n t a r y  - 

but  s ign i f i can t  - t e s t s  of h igh  level protocols  in a very  few days. 

Ano the r  mode - t e r m e d  au toma t i c  - is also available: the  m a n u a l  

ope ra to r  is r ep laced  by a se t  of i n t e r c o n n e c t e d  s ta te  au tomata ,  whose even t s  

are  (N)-PDUs and  ( N - 1 ) - s e r v i c e  indicat ions ,  and  ac t ions  are  GENEPI 

commands .  Automat ic  mode permi t s  to build an a c c e p t a n c e  t e s t  which can  be 

r u n  wi thou t  t he  help  of any  operator .  The sy s t em inc ludes  mul t ip le  s ta te  

a u t o m a t a  i n s t a n c e s  s e l e c t i o n / m a n i p u l a t i o n ,  t h e r e f o r e  complex f u n c t i o n s  

like mul t ip lex ing  - spl i t t ing - e r r o r  r e c o v e r y  are  easy  to i n t roduce  into  

GENEPI. 

Finally,  t he  s y s t e m  provides  for  a mu l t i l aye r  t es t ing  fac i l i ty  in which 

PDUs of two ad j acen t  levels  (N and  (N+I)) can  be man ipu l a t ed  

s imul t aneous ly .  The GENEPI package has  the  ne twork  and t r a n s p o r t  serv ice  

i m p l e m e n t e d  as s t a n d a r d  (N- l ) - s e r v i c e :  it can  t h e r e f o r e  be used  for  t e s t ing  

any  protocol  in l aye r  4,5,6 of t he  OSI a r c h i t e c t u r e .  It has  been  used  to t e s t  the  

ea r ly  i m p l e m e n t a t i o n s  of OSI made by F r e n c h  suppl iers  and PTT. 

Conclus ion  

Test ing the  c o n f o r m i t y  of equ ipmen t s  to protocol  is one of the  key  points  

for  t he  OSI pro tocols  deve lopmen t  and  use: the  object ive of OSI will no t  be 

ach i eved  un le s s  p roduc t s  are  p roduced  in c o n f o r m a n c e  with OSI and  t e s t e d  

for  th is  c o n f o r m a n c e .  Al though some ear ly  t es t ing  tools are  available - with 

promis ing resul ts ,  t h e r e  is one main  a r ea  which has  not  rea l ly  been t ack led  

so far: how can  the  spec i f ica t ion  tools  au toma t i ca l l y  p roduce  the  t e s t ing  

tools: 
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• deriving the test scenarios automatically from the specification, 

• implementing the testing center automatically from the formal 

specification of the protocol, 

• generating automatically analysis programs to be run in an 'observer' 

(like CERBERE). 

Although a tool like LISE produces test scenarios as a result of the 

validation process, the number of scenarios is too high for being used in 

practical tests and there is no tool for selecting an useable - and significant 

- subset offering an appropriate test covering. 

Although implementations can be automatically produced from a formal 

specification, this does not address the problem of error generation and does 

not help for producing the test scenarios. 

The only area in which significant results have been obtained so far is in 

deriving an automatic observer for the specification of a protocol [Ayache 

79]. 

9.3. Example: The OSI transport protocol 

The transport layer is the last layer of the communication oriented 

layers of the OSI reference model. 

Its purpose is to isolate the processing oriented layers from the variation 

of the quality of service of the network service. It also allows for the 

optimization the use of the network service on an end-to-end basis. 

9.3.1. The transport  service  

The t r a n s p o r t  layer  provides the  t r a n spo r t  service  [ISO 83c] by adding to 

the  ne twork  service  the  func t ions  suppor ted  by the  t r anspo r t  protocol.  

The t r a n s p o r t  service  offers  p o i n t - t o - p o i n t  t r an spo r t  c o n n e c t i o n  

be tween  t r a n s p o r t - s e r v i c e - a c c e s s  points. More t h a n  one t r an spo r t  

c o n n e c t i o n  may be opened  be tween the  same pair  of T-SAPs: accord ing  to 

t h e  model  t hey  are  locally d i s t inguished  by means  of T r a n s p o r t -  

c o n n e c t i o n - e n d - p o i n t  ident i f iers  (T-CEP-ID). 
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A transport  c o n n e c t i o n  comprises  three  phases: 

@ The c o n n e c t i o n  phase  al lows for opening the c o n n e c t i o n  be tween  a 

pair of spec i f i ed  transport  adresses .  The c o n n e c t i o n  e s tab l i shment  

phase  provides also for: 

- negot iat ion  of the quality of service;  

- negot iat ion of the  use  of expedited data trans fer  serv ice  during 

the  subsequent  data transfer  phase; 

- t ransmiss ion  of a l imited amount  of user  data. 

Figure 14 summarizes  the  transport  serv ice  primit ives  for the  

c o n n e c t i o n  es tab l i shment  phase,  while  f igure 15 g ives  typical operat ion 

of c o n n e c t i o n  es tabl i shment .  

Primitive Parameters 

T-CONNECT request 

T-CONNECT indication 

T-CONNECT response 

T-CONNECT 
confirmation 

expedited data t Called Address, calling address, 
option, quality of service, user-data. 

same as T-CONNECT request 

Responding address, quality of  service, expedi- 
ted data opt ion,  user -data  

same as T-CONNECT response 

Figure 14: Parameters  for c o n n e c t i o n  establ i shment .  

USER 

T-CONNECT request 

T-CONNECT conf i rm 
< 

TRANSPORT SERVICE USER 

. . . .  T-CONNECT i n d i c a t i o n  

. . . . . . . . . . . . .  T-CONNECT response 

Figure  15: Typical operat ion of the c o n n e c t i o n  es tab l i shment  phase.  

• The data t rans fer  phase  provides for 

- t ransmiss ion  of TSDUs of unl imited lenght  in both d irect ions  



520 

accord ing  to the  agreed  upon qual i ty  of service;  

t r a n s m i s s i o n  of expedi ted  TSDUs (up to 16 oc te t s  in 

d i rec t ions ,  if nego t i a t ed  dur ing  the  e s t ab l i shmen t  phase.  

both 

Flow con t ro l  is o f fe red  i ndependen t l y  for  both, t he  expedi ted  and  t h e  

normal  flows. An expedi ted  da ta  may  bypass  a no rmal  da ta  but  a no rmal  

da t a  c a n n o t  bypass  an  expedi ted  one. 

The re lease  service  allows for  t e r m i n a t i n g  the  c o n n e c t i o n  at  any  

time. Termina t ion  is no rma l ly  invoked by one of the  u se r s  (or both 

s imu l t aneous ly )  but  may  also be invoked by the  service  i tself  in case  

of er rors .  Termina t ion  is an u n c o n f i r m e d  service  which may  r e su l t  in 

loss of data.  

F igure  16 shows typical  t e r m i n a t i o n  cases  of a t r a n s p o r t  c o n n e c t i o n  

t e r m i n a t i o n  

T-DISCONNECT I 

.......... " - .  {indic;tion 

termination by user 

T-DISCONNECT I 
indlca~ion [ ~, T-D I S CONNEC T 

indication 

termination by the service 

F i g u r e  16: Typical cases  of a t r a n s p o r t  c o n n e c t i o n  t e r m i n a t i o n  

9.3.2. The transport protocol 

In o rde r  to  bridge the  gap be tween  the  ne twork  service  and the  serv ice  to 

be provided to t he  users ,  t he  t r a n s p o r t  protocol  uses  t he  following func t ions :  

• mapping of t r a n s p o r t  addresses  into ne twork  addresses ,  

• a s s i g n m e n t  of t r a n s p o r t  c o n n e c t i o n s  onto ne twork  connec t ions ,  

• iden t i f i ca t ion  of t r a n s p o r t  connec t ions ,  

• s egmen t ing  TSDUs into TPDUs and reassembl ing  TPDUs into TSDUs, 

• implici t  flow cont ro l  (use of the  (N-I )  flow control)  or explici t  flow 

cont ro l  by m e a n s  of a cknowledgemen t  and credi t  mechan i sms ,  

• mul t ip lexing of severa l  t r a n s p o r t  c o n n e c t i o n s  onto  one simple 
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ne twork  connec t ion ,  

• explici t  d i s c o n n e c t i o n  (i.e. d i s connec t i ng  the  t r a n s p o r t  c o n n e c t i o n  

wi thou t  d i s connec t i ng  the  suppor t ing  ne twork  connec t i on )  or  

implici t  d i s connec t i on  (via the  d i s connec t i on  of the  suppor t ing  

ne twork  connec t ion) ,  

• r e c o v e r y  f rom e r ro r s  s ignal led by the  network,  

• de t ec t i on  of e r ro r s  not  s ignal led f rom the  network.  

Due to the  va r i e ty  of ne twork  serv ices  and the  d i f f e r e n c e s  in the  use r ' s  

r e q u i r e m e n t s ,  t he  t r a n s p o r t  should  be able to dynamica l ly  adapt  the  q u a n t i t y  

of f u n c t i o n s  put  into opera t ion  over  a given t r a n s p o r t  connec t ion .  This is 

done in nego t i a t ing  the  f u n c t i o n s  to be used  at  c o n n e c t i o n  e s t a b l i s h m e n t  

t ime.  

In o rde r  to simplify the  negoe ia t ion  mechan i sm,  the  f u n c t i o n s  have  been  

organized  in classes:  

• Class 0 is the  s imples t  c lass  inc luding  the  m i n i m u m  func t iona l i ty :  

- c o n n e c t i o n  es tab l i shment ,  

- da ta  t r a n s f e r  and  segment ing ,  

- implici t  d i sconnec t ion .  

• Class 1 inc ludes  c lass  O f u n c t i o n s  and  also 

- explici t  d i sconnec t ion ,  

- r e c o v e r y  f rom e r ro r s  s ignal led by the  network.  

• Class 2 inc ludes  c lass  0 f u n c t i o n s  and in addi t ion those  f u n c t i o n s  

n e c e s s a r y  for  mult iplexing:  

- explici t  d i sconnec t ion ,  

- c o n n e c t i o n  ident i f ica t ion ,  

- explici t  flow control .  

• Class 3 uses  c lass  2 f u n c t i o n s  and  of fe rs  addi t iona l ly  r e c o v e r y  f rom 

e r ro r s  s ignal led  by the  ne twork  layer.  

• Class 4 d e t e c t s  and r ecove r s  f rom e r ro r s  which are no t  s ignal led by 
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the  network, 

There fo re ,  c lass  4 may  ope ra t e  on top  of c o n n e c t i o n - l e s s  ne twork  (e.g. 

d a t a g r a m  ne twork)  or  split  a t r a n s p o r t  c o n n e c t i o n  onto  s eve ra l  n e t w o r k  

c o n n e c t i o n s  (use  of seve ra l  ne twork  c o n n e c t i o n s  for  a s ingle t r a n s p o r t  

c o n n e c t i o n  leads  to  miso rde r ing  of TPDUs). 

The f u n c t i o n s  inc luded  in the  c lasses  d e m o n s t r a t e  the  possible  

nego t i a t i ons  (see f igure  17). 

/ / • \  "" ~ . \  

\ \ 

, 

0 

- - ->  

CR (proposed classes,~IteFr, a~e 
"-- ~ classe~) 

CC (selected class) 

negotiation mandatory in the protocol defini t ion 

negotiation also possible 

Figure 17: Poss ib le  negot ia t ions .  

In o rde r  to avoid coll ision on a given c o n n e c t i o n  iden t i f i e r  when  

es tab l i sh ing  two c o n n e c t i o n s  s i m u l t a n e o u s l y  (and to s implify t he  

implementa t ions ) ,  t he  c o n n e c t i o n  r e f e r e n c e s  a re  e s t ab l i shed  as follows: 

e a c h  pa r ty  s e l e c t s  one  pa r t  of t he  iden t i f i e r  (see figu~re 18) and 

c o m m u n i c a t e s  it to t he  p a r t n e r  dur ing  t he  c o n n e c t i o n  e s t a b l i s h m e n t  phase .  

Then both  p a r t n e r s  keep  t r a c k  of the  pa r t s  which  have  been  local ly s e l e c t e d  

( local  r e f e r e n c e )  and r e m o t e l y  s e l e c t e d  ( r emote  r e f e r e n c e ) .  

In t he  da ta  t r a n s f e r  phase  only t he  r e m o t e  r e f e r e n c e  is pu t  in the  PDUs 

which  are  s e n t  (in the  'des t ina t ion  r e f e r e n c e  field'). When a PDU is rece ived ,  

t he  de s t i na t i on  r e f e r e n c e  f ield is u sed  to m a t c h  with the  local  r e f e r e n c e  in 

o r d e r  to a s soc i a t e  the  r e c e i v e d  PDU with the  appropr ia t e  connec t ion .  In t he  

d i s c o n n e c t i o n  phase ,  bo th  r e f e r e n c e s  a re  e x c h a n g e d  again  in o rde r  to  

p e r f o r m  a m o r e  s e c u r e  exchange .  This t e c h n i q u e  gives  to  i m p l e m e n t a t i o n s  

all f r e e d o m  for  a l l o c a t i n g / r e l e a s i n g  r e f e r e n c e s  in the  mos t  c o n v e n i e n t  way 
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and avoids ' c ros s -gene ra t ion '  of systems. 

Figure 19 gives the  list of the TPDUs and the i r  eventual  parameters ,  

while Figure 20 shows some typical protocol exchanges  in classes O, 1 and 2. 

Remote = 0 
l o c a l  : 0 

S e l e c t e  a l oca l  
r e f ( a )  
remote = 0 
l o c a l  = a 

remote  = b 
l o c a l  : a 

CR OST=o, SRC:a 

CC D S~=a'SRC=b / 

~ a  DST= b 

remote = 0 
l o c a l  : 0 

--> 

remote : a 
local  = 0 

Select a local 
reference(b) 
remote = a 
local = b 

f 
Figure 18: Connection r e f e r e n c e s  selection and use. 



TPDU's 

Connection reques t  (CR) 

Connection conf i rm (CO) 

Disconnect  reques t  (DR) 

Disconnect  conf i rm (DC) 

Acknoledgment (AK) 

Reject (RJ) 

Data (DT) 

Expedited data (EX) 

Error  (ER) 
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PARAMETERS 

initial credit  dest inat ion re fe rence ,  

source  re fe rence ,  proposed class and 

options, a l ternat ive class, addresses, 

quality of service, data 

initial credit, dest ination re fe rence ,  

source r e f e r ence  selected class and 

options, address, quality of service, 

data 

dest inat ion re fe rence ,  source  

r e f e r ence  reason, data 

dest inat ion re fe rence ,  source  

r e f e r e n c e  

dest inat ion re ference ,  credit, 

expected TPDU number  

destination r e f e r e n c e  (in class 2,3, 

and 4) end of TSDU mark, 

TPDU number  in classes o ther  than 0 

dest inat ion r e f e r e n c e  expedited TPDU 

number,  data 

dest inat ion re fe rence ,  reason, text  of 

re jec ted  TPDU. 

Figure  19: TPDUS and thei r  parameters .  
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Dl 

N-DISCONNECT 

class o operation 

CR(o,a) <.__------- 

OT(b,l) 

DT(b,3) 

etc 

DR R(b,a) 

OC(a,b) 

class 2 operation 

oT(o) OT(o) 

~ N-RESET 

DRIb,a) 

% 

class I operation 

F i g u r e  20 : Typical e x c h a n g e s  on c l a s ses  0,1,2. 

9.4. Protocol  games  

This s ec t i on  p roposes  some "pro toco l  games"  based  on ve ry  s imple 

examples ,  in o r d e r  to  give to  the  r e a d e r  some  f l avour  of t he  p rob lems  which  

may  be e n c o u n t e r e d  when  spec i fy ing  and val idat ing protocols .  

For  t he  sake  of simplicity,  we focus  on the  following two aspects :  

* u se  of ( N - l )  f low con t ro l  se rv ice ,  

e i n f l u e n c e  of t r a n s i t  delay.  

The s tudy  is done  us ing a simple p ro toco l  i nven t ed  only for  th is  purpose .  

When n e c e s s a r y ,  r e f e r e n c e s  a re  made  to exis t ing  p ro toco l s  (e.g. ISO t r a n s p o r t  

and ses s ion  p ro toco l )  w h e r e  s imi lar  p rob lems  are  found  when  s tudy ing  them.  

9.4.1. The example  
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The  p r o t o c o l  i n v o l v e s  two  p r o c e s s e s  c a l l e d  ' S e n d e r '  a n d  ' R e c e i v e r ' .  

On r e q u e s t  of  i t s  u s e r  t h e  S e n d e r  s e n d s  m e s s a g e s  of  f i x e d  - ( s h o r t )  a r b i t r a r y  

l e n g t h .  The  S e n d e r  h a s  a v a r i a b l e  c a l l e d  X u s e d  a s  fol lows:  

• At i n i t i a l i z a t i o n  t i m e  X is e q u a l  t o  ze ro .  

• B e f o r e  s e n d i n g  a m e s s a g e  X is i n c r e m e n t e d  b y  one .  

• If X r e a c h e s  a b o u n d  c a l l e d  M, t h e  S e n d e r  d e t e c t s  a n  e r r o r  a n d  s tops .  

• When  t h e  S e n d e r  r e c e i v e s  f r o m  t h e  R e c e i v e r  a RESET m e s s a g e ,  i t  

r e s e t s  X to  ze ro .  

T h e  R e c e i v e r  r e c e i v e s  m e s s a g e s  a n d  p a s s e s  t h e m  to  i t s  u s e r .  

The  R e c e i v e r  h a s  a v a r i a b l e  c a l l e d  Y u s e d  a s  fol lows:  

• At i n i t i a l i z a t i o n  t i m e  Y is e q u a l  to  ze ro .  

• When  r e c e i v i n g  a m e s s a g e  Y is i n c r e m e n t e d  by  o n e  

• If Y r e a c h e s  a b o u n d  c a l l e d  N, t h e  R e c e i v e r  s e n d s  a RESET m e s s a g e  to  

t h e  S e n d e r  a n d  r e s e t s  Y to  ze ro .  

M a n d  N a r e  p a r a m e t e r s  of t h e  c o m m u n i c a t i o n  a n d  h a v e  v a l u e s  a l l o c a t e d  

b e f o r e  t h e  c o m m u n i c a t i o n  s t a r t s .  

The  S e n d e r  a n d  t h e  R e c e i v e r  e x c h a n g e  t h e i r  m e s s a g e s  v i a  a m e d i u m  

w i t h o u t  e r r o r  ( n o  loss ,  n o  d u p l i c a t i o n ,  n o  m i s o r d e r i n g ) .  

9.4.2. Notation 

In o r d e r  to  f a c i l i t a t e  f u r t h e r  r e f e r e n c e  to  t h i s  p r o t o c o l  we u s e  t h e  

f o l l o w i n g  n o t a t i o n :  

The  S e n d e r  a n d  t h e  R e c e i v e r  a r e  d e s c r i b e d  by  m e a n s  of t r a n s i t i o n s  of t h e  

f o l l o w i n g  f o r m :  

< e v e n t  s t a t e  ( p r e d i c a t e )  r e s u l t i n g - s t a t e  m e s s a g e  ( v a r i a b l e - s e t t i n g ) >  

Us ing  t h e  n o t a t i o n ,  t h e  S e n d e r ' s  t r a n s i t i o n s  a re :  

$1 : < U - r e q u e s t  n o r m a l - s t a t e  (X<M-1)  n o r m a l  s t a t e  d a t a  (X:=X+ 1)> 

$2 : < U - r e q u e s t  n o r m a l - s t a t e  ( X = M -  i)  e r r o r - s t a t e  - 0 > 

$3 : <RESET n o r m a l - s t a t e  ( ) n o r m a l - s t a t e  - (X:=O)> 
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The Receiver ' s  t r a n s i t i o n s  are: 

R1 : <data  n o r m a l - s t a t e  (Y<N- I) n o r m a l - s t a t e  U - i n d i c a t i o n  

(Y:=Y+ 1)> 

R2 : <da ta  n o r m a l - s t a t e  (Y=N- 1) n o r m a l - s t a t e  

RESET&U-indicat ion (Y:=0)> 

We r e p r e s e n t  a global s ta te  of the  c o m m u n i c a t i o n  as follows • [West 78a, West 

785] 

Sender Receiver~ 
M(S<-R) M(R<-S) 

Where Sender  and Receiver  are the  s ta te  (and variables)  of the  p rocesses  

and  M (S<-R) and  M (R<-S) are the  c o n t e n t  of the  med ium in t he  speci f ied  

d i rec t ion .  

In our  case  t he  s t a t e s  of s e n d e r  and r ece ive r  are  r e p r e s e n t e d  by the  X 

and  Y var iables  respect ive ly .  

Using th i s  no t a t i on  the  init ial  s ta te  is: 

0 

ILempty erupt 

We also give a possible Petr i  ne t  for  the  Sender  and for  the  Receiver:  

. 

~/$e 

Sender'~ petri net 

/~ ~ Udata n 

Receiver's Petri net 
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9.4.3 .  F l o w  c o n t r o l  

Although v e r y  simple, t he  p ro toco l  is in f ac t  

no th ing  is said abou t  flow cont ro l .  

In f ac t  t he  following implici t  a s sumpt ion  is made: 

i n c o m p l e t e l y  specif ied:  

• t he  r e c e i v i n g  u s e r  r e g u l a t e s  t he  r a t e  at  which  t he  R e c e i v e r  de l ive r s  

massage  to it, 

• t h e  R e c e i v e r  r e g u l a t e s  t h e  r a t e  at  which  t h e  m e d i u m  de l ive r s  

m e s s a g e s  to it, 

• t h e  m e d i u m  r e g u l a t e s  t he  r a t e  a t  which t he  S e n d e r  may  pass  

m e s s a g e s  to it, 

• and f ina l ly  t he  s e n d e r  r e g u l a t e s  t he  r a t e  at which it a c c e p t s  m e s s a g e s  

f r o m  its u s e r  

Converse ly ,  it is c l e a r  t h a t  t he  p ro toco l  c a n n o t  o p e r a t e  wi thou t  th i s  

a s sumpt ion ;  if t h e  S e n d e r  c an  send  an in f in i t e  n u m b e r  of m e s s a g e s  e v e n  if 

t he  r e c e i v e r  does  no t  p r o c e s s  t h e m  (i.e. t h e y  a re  in t he  medium) ,  t h e n  t h e  X 

var iab le  will r e a c h  t he  bound  M and t he  S e n d e r  will d e t e c t  an e r ro r .  

In g e n e r a l  t he  p ro toco l  spec i f i ca t i on  does  no t  inc lude  th i s  flow con t ro l  

a spec t  fo r  t he  following reason:  p ro toco l s  inc lude  con t ro l  phases  based  on 

h a n d s h a k e  in which  an e n t i t y  r e f r a i n s  i tself  f r om sending  an in f in i te  n u m b e r  

of m e s s a g e s  b e f o r e  wait ing for  an ackno l edgmen t ,  and  th i s  m e c h a n i s m  h ides  

t h e  above  d e s c r i b e d  ' b a c k p r e s s u r e '  flow cont ro l .  

It shou ld  also be n o t e d  t h a t  a full  spec i f i ca t i on  of t h e  c o m m u n i c a t i o n  

c a n n o t  be ob ta ined  wi thou t  spec i fy ing  t he  m a x i m u m  c a p a c i t y  of t he  medium.  

We give h e r e  a possible model  of m e d i u m  with a c apac i t y  of 2 and t he  flow 

c o n t r o l  p roper ty .  

R1 R2 
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The 'send'  t r a n s i t i o n  r e p r e s e n t s  the  a c c e p t a n c e  of a message  by the  

medium,  while 'deliver '  models  the  a c c e p t a n c e  of the  message  by the  

Receiver .  

P laces  RI and  R2 r e p r e s e n t  the  capac i ty  of the  medium,  while MI and M2 

model the  med ium itself  (fifo with capac i ty  of 2). 

It is now n e c e s s a r y  to express  the  ' b a c k - p r e s s u r e '  flow cont ro l  be tween 

the  m e d i u m  and the  Sender  (i.e. the  Sender  shall  be r e f r a i n e d  to put  t okens  

into the  'DT to be sent '  place while the  place is busy) and be tween  the  Sender  

and  the  user ,  etc... The tota l  capac i ty  of the  sys t em is the  sum of t he  capac i ty  

of e a c h  of its componen ts .  Note tha t ,  when using Petr i  nets ,  a more  simple 

solut ion  is to  p r e v e n t  the  sending  u s e r  to put  a new token  in the  ' u se rda t a  

r eques t '  place unt i l  the  previous  message  has  not  been  comple te ly  p rocessed  

by the  sys tem.  

, user data user data ' 
request indicat ion ~, 

SYSTEM ~ i  

) 
_ _  ! 

Ready 

This model is more simple and guaran tees  an overa l l  capac i ty  of one (or p 

if we put  p t okens  in t he  r eady  place). However it is fa r  f rom the  real  protocol  

to  be model led  and  the  equ iva lence  of both  models  has  to be proved. 

The ISO t r a n s p o r t  protocol  c lasses  0 and 1, as well as the  ISO sess ion 

protocol  use  b a c k - p r e s s u r e  flow cont ro l  dur ing  the i r  da ta  t r a n s f e r  phase.  

9.4.4. Transi t  de lay  

In gene ra l  t he  t r a n s i t  de lay  is n e i t h e r  specif ied in protocol,  nor  used  by 

the  va l ida t ion  sys tems.  

The s e m a n t i c  beh ind  th i s  absence  of spec i f ica t ion  of t ime is some t imes  

unc lea r ,  some t imes  an even t  may  appear  in the  in te rva l  (0, infini ty) .  
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This is at  leas t  t he  case  in Pe t r i  nets ,  but  also in the  p e r t u r b a t i o n  m e t h o d  

as deve loped  at  t he  IBM ZURICH Lab [West 78a, West 78b]. 

Let us  c o n s i d e r  o u r  example ,  a s suming  a flow c o n t r o l  and a m e d i u m  

c a p a c i t y  of one.  In e a c h  d i r e c t i o n  a s sume  also t h a t  IV[ is g r e a t e r  t h a n  N but  

lower  t h a n  2 x N. 

Let  us  c o n s i d e r  t h e  fotlowin~ global s t a t e  

X = N y = N-I I 
_ MESSAGE 

Since  t he  m e d i u m  is full  t h e  only  possible n e x t  global s t a t e  is ( t r a n s i t i o n  

R2). 

I X= N Y = 0 

L RESET 

Then, t he  nex t  global s t a t e  could  be e i t h e r  the  de l ive ry  of t he  r e s e t  

mes sage  or  a p r o d u c t i o n  of a new message .  The l a t e r  ca se  will lead  to  t h e  

following global s ta te  ( t r an s i t i on  S1). 

'--X= N+I Y = 0E~ 
RESEI MESSAG 

i NRESE- 

7 :; RESET me 

/ 

/ 

I N+2 
RESET 

J [o =] 

o] 

,] 
mes 

? :] ESET 

/ ",. 
etc 
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Final ly  t h e  Sende r  will d e t e c t  an e r r o r  and  stop. The problem comes  f rom 

t h e  f ac t  tha t ,  s ince  t h e r e  is no bound of t he  t r a n s i t  de lay  for  t he  messages ,  it 

is possible to  send  an  ' inf in i te '  n u m b e r  of messages  in one d i rec t ion  (Sender  

to Receiver) ,  while t h e  RESET message  s e n t  by the  Receiver  is no t  de l ivered  

(i.e. is still in t rans i t ) .  Again, th is  is due to t he  absence  of a h a n d s h a k e  in t he  

protocol:  in t he  case  of a handshake ,  t he  execu t i on  of t he  h a n d s h a k e  implies 

t h a t  a message  is sen t  and  a n o t h e r  r ece ived  and th is  r e p r e s e n t s  a bound  for  

t he  t r a n s i t  delay.  

If we a s sume  for  t he  messages  a m i n i m u m  and a m a x i m u m  t r a n s i t  delay, 

t h e n  the  protocol  ope ra t e s  proper ly  (with appropr ia te  va lues  for  N, M and the  

bounds  of t he  t r a n s i t  delay).  

A s imilar  problem has  been d i scovered  in the  OSI sess ion protocol  in 

which, in the  absence  of t r a n s i t  delay, an inf in i te  n u m b e r  of expedi ted  da ta  

may  bypass  a given normal  da ta  .... 

If we go back to our  P e t r i - n e t ,  it would be n e c e s s a r y  to add a [tmin, tmax]  

in te rva l  to eve ry  t rans i t ion ,  tmin  being the  m i n i m u m  t ime the  t r a n s i t i o n  will 

wait a f t e r  being and  s tay ing  enabled,  and tmax  being the  m a x i m u m  t ime the  

t r a n s i t i o n  may  wait  a f t e r  being and s tay ing  enabled  before  f i r ing [Merlin 76]. 

All t r a n s i t i o n s  will r ece ive  an [0,0] in te rva l  except  

- produc t ion  of messages  by the  sending use r  and a c c e p t a n c e  of 

mes sages  by the  rece iv ing  u s e r  which rece ive  a [ O, in f in i ty  ] in terval ,  

- t r a n s i t i o n s  for  p rogress ion  of messages  in the  m e d i u m  which  

r ece ive s  a [ tmin,  t m a x  ] in terval .  

The r e su l t i ng  P e t r i - n e t  can  be ana lysed  [Ber thomieu  83] and will be 

found  cor rec t .  

9.4.5. S ide  e f f e c t  in f low contro l  

Let us a s sume  now t h a t  M> 2*N, and cons ide r  t h a t  t h e r e  is no t r a n s i t  

de lay  speci f ied  for  t he  messages° 

Assume t h a t  t he  med ium capac i ty  is one. 

Let us  cons ide r  t he  following global s tate .  
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ESKT MESSAGE 

This global s t a t e  r e a c h e d  a f t e r  t he  S e n d e r  has  f i r s t  s en t  N messages .  

Then,  t he  R e c e i v e r  has  s en t  a RESET when  r ece iv ing  t he  message  n u m b e r  N 

and has  se t  his Y var iab le  to  zero.  Again t he  s e n d e r  has  s en t  N m e s s a g e s  

be fo r e  t h e  RESET has  b e e n  de l ivered .  

S ince  Y = N-  I, t h e  p ro toco l  spec i f i ca t i on  says  t h a t  a RESET message  shal l  

be s e n t  back. However ,  t he  m e d i u m  is no t  r e a d y  fo r  a ccep t i ng  a new message .  

The re  is a lack of spec i f i ca t i on  in the  protocol .  Depending on t h e  s e m a n t i c  

used  for  t he  model  of spec i f i ca t ion ,  t he  cho ice  may  be: 

1. S ince  t he  Rece ive r  c a n n o t  comp le t e ly  p roce s s  the  r e c e i v e d  message  

we c o n s i d e r  t h a t  t he  r e c e i v e r  does  no t  wi thdraw the  message  f r o m  

the  m e d i u m  ( the  send ing  and r e c e i v i n g  flow con t ro l  is coup led  in a 

l o o p - b a c k  fashion) .  

2. This is an e r ro r .  

3. The RESET message  is p r o d u c e d  by the  Rece ive r  and put  in to  a 

t e m p o r a r y  q u e u e  in which  it waits be fo re  being sent.  

In t he  case  1 and only  in th i s  case  t he  p ro toco l  is ope ra t i ng  proper ly .  

A s imi lar  case  has  been  found  in the  OSI t r a n s p o r t  p ro toco l  when  

spu r ious  TPDUs a re  r e c e i v e d  and  a n s w e r e d  ( for  i n s t a n c e  a D i sconnec t  

Conf i rm is s e n t  back  fo r  any  u n e x p e c t e d  r e c e i v e d  D i sconnec t  Request ) ,  

r e g a r d l e s s  of t he  sending  c a p a c i t y  of t he  ne twork  c o n n e c t i o n .  

9.4.6. P r o t o c o l  c o r r e c t n e s s  v e r s u s  s e r v i c e  c o n f o r m i t y  

The example  below p r e s e n t s  a protocol ,  c u r r e n t l y  u n d e r  des ign  by CCITT 

and ca l led  "D-p ro toco l " .  The p ro toco l  is v e r y  simple and des igned  fo r  re l iab le  

t r a n s m i s s i o n  of m e s s a g e s  ove r  an un re l i ab l e  link which  does  no t  s ignal  

e r ro r s .  Only one  message  is t r a n s m i t t e d  at  a t ime.  

The D - p r o t o c o l :  The model  of the  D - p r o t o c o l  can  be g iven  as follows: 
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user] 

I Sender I 

NEDIIN.~ 

user2 ] 

receiver I 
? $ 

J 
User1 r e q u e s t s  of a m e s s a g e  in pass ing to the  Sende r  the  DTA r e q u e s t  

pr imi t ive  and will e v e n t u a l l y  r e c e i v e  f rom the  Sende r  the  DTA con f i rma t ion  

which  ind ica te s  t h a t  t he  S e n d e r  is r e a d y  for  accep t ing  the  nex t  r eques t .  A 

p a r a m e t e r  of the  DTA con f i rma t ion  also ind ica tes  if t he  m e s s a g e  has  been  

s u c c e s s f u l l y  t r a n s m i t t e d  (+ conf i rma t ion)  or  has  been  (possibily) lost  

( -  conf i rmat ion) .  

At t he  r ece iv ing  side t h e r e  is one s e rv i ce  pr imi t ive  passed  by the  

R e c e i v e r  to user2:  NDTA indicat ion.  

The p ro toco l  i tself  makes  use  of two messages :  

DT ( S e q u e n c e _ n u m b e r ,  data)  s en t  by the  s e n d e r  to the  r e c e i v e r  

AK ( S e q u e n c e _ n u m b e r )  s en t  by the  r e c e i v e r  to the  s e n d e r  

The p ro toco l  is de f ined  as follows (in pseudo-PDIL)  

const maxretrans=...; 

timer_value=...; 

t ype  s e q u e n c e _ n u m b e r =  0... 1; 

d a t a t y p e  =...; 

(* the  m a x i m u m  r e t r a n s m i s s i o n  *) 

(* va lue  to be used  for  r e t r a n s m i s s i o n  

t imer*)  

(* as for  a l t e rna t ing  bit *) 

(* u n d e f i n e d  s tr ing of oc ted  *) 

c o n f _ t y p e  = (posi t ive ,negat ive) ;  (* con f i rma t ion  *) 

i n t e r a c t i o n  DT = r e c o r d  

seq: s e q u e n c e _ n u m b e r ;  

data: da ta type;  

end  ; 

AK = r e c o r d  

seq: s e q u e n c e _ n u m b e r ;  

end ; 

DTArequest  = r e c o r d  
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data: da ta type;  

end  ; 

DTAindication = r e c o r d  

data: da ta type;  

end  ; 

DTAconfirmation = r e c o r d  

conf:  conf_ type ;  

end  ; 

(* s e n d e r  opera t ion  *) 

var  r e t r ans :  in teger ;  

my_seq :  s e q u e n c e _ n u m b e r ;  

s ta te  ( ready,  waiting); 

copy_da ta :  da t a_ type ;  

init  begin re t rans :=O ; 

my_seq:=O ; 

to ready;  

end  ; 

t r a n s  when  DTArequest  

f rom r eady  

to wait ing 

(* r e t r a n s m i s s i o n  c o u n t e r  *) 

(* c u r r e n t  s e q u e n c e  n u m b e r  *) 

(* c u r r e n t  s ta te  *) 

(* copy of da ta  for  r e t ransmiss ion*)  

(* initialize r e t r a n s m i s s i o n  c o u n t e r  *) 

(* initialize s e q u e n c e  n u m b e r  *) 

(* initial s ta te  *) 

(* f r o m  u s e r  *) 

(* in r eady  s ta te  *) 

(* nex t  s ta te  *) 

s e n d _ t o _  m e d i u m _  DT(my_ seq, 

DTArequest.data);  (* send  *) 

copy_da ta :=  DTArequest.data; (* nex t  copy *) 

s e t _ t i m e r  ( t imer_va lue ) ;  

e n d f r o m  

endwhen;  

when  AK 

f rom wait ing 

provided (AK.seq=my_seq)  

or ( r e t r a n s  = 0); 

r e s e t _ t i m e r ;  r e t r ans :=  0; 

to r e a d y  ; 

m y _  seq:= 1-  my_  seq; 

(* in o t h e r  s tate ,  this  is a u s e r  e r r o r  *) 

(* f rom r e m o t e  en t i ty  via m e d i u m  *) 

(* in waiting s ta te  *) 

(* OK *) 

(* r e s e t  variable  *) 

(* back to ready*) 

(* r eady  for  nex t  seq. n u m b e r  *) 
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s e n d _ t o _ u s e r _ D T A c o n f i r m a t i o n  (positive); 

endprov  

provided  o the rwise  

r e s e t _ t i m e r ;  

s e t _ t i m e r  ( t imer_va lue ) ;  

my_seq :=  1 - m y _ s e q ;  

r e t r a n s m : = r e t r a n s +  1; 

(* not OK *) 

(* a new t i m e r  *) 

(* c h a n g e  seq *) 

(* r e t r a n s m i t  *) 

s e n d _ t o _ m e d i u m _ D T  (my_seq,  cpoy_data) ;  

(* again *) 

endprov  

e n d f r o m  

endwhen;  (* in o t h e r  s ta te  th is  is an e r r o r  *) 

when  t i m e _ o u t  

f rom wait ing 

provided ( r e t r a n s = m a x r e t r a n s )  

re t rans :=0;  

my_seq :=  1 -my_seq ;  

(* t i m e r  runs  out  *) 

(* in wait ing s ta te  only *) 

(* l imit  r e a c h e d  *) 

(* r e se t  r e t r a n s  *) 

(* r eady  for nex t  *) 

s e n d _ t o _ u s e r _ D T A c o n f i r m a t i o n  (negative);  

(* may be lost *) 

endprov  

provided o therwise  

r e t r a n s : = r e t r a n s +  1; 

s e t _ t i m e r  ( t imer_va lue) ;  

(* l imit  no t  r e a c h e d  *) 

(* i n c r e m e n t e d  r e t r a n s  *) 

(* t i m e r  n e e d e d  *) 

s e n d _ t o _ m e d i u m _ D T ( m y  seq,copy data);  

(* r e t r ansmi s s ion  *) 

endprov  

e n d f r o m  

endwhen;  

(* r e c e i v e r  opera t ion  *) 

var  my_seq : in teger ;  

ini t  my_seq:=0;  

t r a n s  when  DT 

(* no s ta te  n e e d e d  *) 

(* init ial ize my s e q u e n c e  *) 

(* f rom m e d i u m  *) 
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provided (my_seq=DT.Seq) (* s e q u e n c e  as expec ted  *) 

s e n d _ t o _ m e d i u m _ A K  (my_seq);  (* AK *) 

s e n d _ t o _  user_DTAindica t ion  (DT.Data); 

(* da ta  to u se r  *) 

my_seq :=  1 - m y _ s e q ;  (* r eady  for  nex t  *) 

endprov  

Environment and parameter assumptions: The m a x r e t r a n s  p a r a m e t e r  

may  take  any  value. The t i m e r - v a l u e  p a r a m e t e r  may  take  any  value provided 

it is g r e a t e r  t h a n  twice the  m a x i m u m  t r ans i t  de lay  of the  medium. The 

med ium may  t r a n s m i t  or loose any  message  provided the  message  is e i t he r  

de l ivered  before  t he  m a x i m u m  t r a n s m i t  delay or never .  Provided the  above 

desc r ibed  condi t ions  are respec ted ,  t h e r e  is only one message  in t r a n s i t  at  a 

t ime, t he r e fo re ,  t he  ques t ion  w h e t h e r  the  med ium may  del iver  the  message  

out  of o rder  is i r re levant .  

Protoco l  validation: The val idat ion of the  protocol  has  been done  (using 

LISE) and shows the  following: 

• There  are  no deadlocks  or unspec i f i ed  recept ions .  

• The global s t a te  a u t o m a t a  is connex  and con ta ins  no unp roduc t i ve  

produc t ive  cycles.  

Se rv i ce  c o n f o r l ~ t y :  Al though the  protocol  val idat ion has  been 

s u c c e s s f u l l y  accompl ished,  it r e m a i n s  to be proved t h a t  t he  protocol  provides  

t he  se rv ice  it has  been  des igned  for. 

The se rv ice  can  be def ined  as follows: 

• For eve ry  NDTArequest i ssued by the  user ,  the  da ta  is e i t h e r  

de l ivered  at  t he  o t h e r  end (NDTAindieation) or lost. 

• A NDTAconfirmation (positive) is n e v e r  de l ivered  if the  da ta  is lost. 

• A NDTAconfirmation (negat ive)  may  be de l ivered  even if the  da ta  has  

no t  been  lost, but  on th is  case, is passed to the  u se r  a f t e r  the  da ta  has  

been de l ivered  to the  r emote  user .  

• If the  da ta  is lost a NDTAconfirmation (negat ive)  is always passed to 
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t he  user .  

If t he  da ta  is no t  lost  a NDTAconfirmation (positive) is a lways passed 

to t he  user .  

In o t h e r  words, t h e  only  valid s equence  of serv ice  pr imit ive is de f ined  as: 

v a l i d - s e q u e n c e : : =  NDTArequest .<resul t>.<val id-  s equence>  

resul t : := NDTAindication. NDTAconfirmation (positive) 

tNDTAindication. NDTAconfirmation (negat ive)  

INDTAconfirmation (negat ive)  

The se rv ice  c o n f o r m i t y  check ing  can  be done by using "global var iables"  

and one " i n v a r i a n t  t r ans i t ion" .  

A var iable  is said to be global if it can  be accessed  by the  s ende r  and 

r e c e i v e r  side. An i n v a r i a n t  t r a n s i t i o n  is a s p o n t a n e o u s  t r ans i t i on  which shal l  

n e v e r  be enabled,  o therwise  an e r r o r  is de t ec t ed  (in o the r  words t he  

p red ica te  r e p r e s e n t i n g  the  gua rd  of the  t r ans i t i on  is of the  fo rm "provided 

i n v a r i a n t -  i s -  false") .  

The serv ice  c o n f o r m i t y  can  be checked  as follows: t he  two following 

global var iables  are in t roduced .  

diff : i n t e g e r  (* t he  d i f f e r e n c e  be tween  the  n u m b e r  of da ta  s en t  

and  the  n u m b e r  of da ta  passed to t he  u s e r  *) 

r ece iv  : boolean (* t r u e  if a message  has  been  de l ivered  *) 

The t r a n s i t i o n s  a re  modif ied as follows: 

- sending  DT: d i f f :=di f f+ l ;  

receiv:=false;  

- passing d a t a t o  user:  d i f f :=di f f -1 ;  

rece iv := t rue ;  

- passing NDTAconfirmation (negat ive)  to the  u s e r  

if (not  receiv)  t h e n  d i f f :=d i f f -  I; 

• The following i n v a r i a n t  t r ans i t i on  is i n t roduced  

provided (diff <0 or d i f f> l )  to e r r o r - s t a t e ;  

Running  the  val idat ion with LISE has  shown t h a t  a serv ice  violat ion is 
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possible (i.e. a message  lost and  posit ive con f i rma t ion  r e tu rned) .  

9.4.7. Conclus ion 

A n u m b e r  of o t h e r  "games"  can be c o n s t r u c t e d  with t he se  protocols  or 

with var ian ts ,  bu t  th is  is no t  our  talk... Our goal was only to i l lus t ra te  by a few 

examples  t he  need  for: 

• A prec ise  spec i f ica t ion  of a protocol  including the  r e l a t ionsh ip  

be tween  the  (N)-protocol  and the  ( N + l ) - u s e r ,  and the  use  of the  

(N- 1) - se rv ice .  

• A prec ise  and  well known seman t i c  when the  va l ida t ion  of t he  

protocol  is done. Otherwise problems may  be d e t e c t e d  only a t  

imp lemen ta t i on  time. 

• A prec ise  def in i t ion  of the  service  the  protocol  should  provide. 

There  exists  a la rge  va r ie ty  of t e c h n i q u e s  for  speci fying and  ana lyz ing  

protocols .  The mos t  impor tan t ,  f rom the  use r ' s  point  of view, seems  to be how 

to deal  with t h e  fou r  s teps  of the  design procedure :  spec i f ica t ion  - val idat ion 

- i m p l e m e n t a t i o n  - m a i n t e n a n c e .  The tools which have  been  p r e s e n t e d  

along t h e s e  l e c t u r e s  are probably not  the  most  advanced  and e f f i c i en t  for  a 

specif ic  phase,  however  t h e y  p r e sen t  the  advan tage  to be ful ly  opera t ional ,  

to  have  been e x p e r i m e n t e d  with a large n u m b e r  of ' real '  protocols  and to 

provide aid for  each  of t he  four  above m e n t i o n e d  phases.  Conversely,  we 

m u s t  admi t  t h a t  t he  t e c h n i q u e s  p r e sen t ed  he re  have  the  drawback to work a t  

a "low" level of abs t r ac t ion  and to use  val idat ion by e n u m e r a t i o n  r a t h e r  t h a n  

ver i f i ca t ion  by proof .... 


