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Abstract links and stationary hosts. These protocols assionges-
tion in the netwrk to be the primary cause for patkosses

Reliable transport protocols such as TCP are tuned to perand unusual delays. TCP performs wekiosuch netarks

form well in traditional netwrks where paait losses occur
mostly because of congestion. wiwer, networks with
wireless and other lossy links also feuffrom significant

by adapting to end-to-end delays and gadkisses caused
by congestion. The TCP sender uses the cumudati
acknavledgments it recees to determine which paets

non-congestion-related losses due to reasons such as blave reached the reogr, and proides reliability by
errors and handfsf. TCP responds to all losses bydking retransmitting lost paeks. for this purpose, it maintains a
congestion control andvaidance algorithms, resulting in  running aerage of the estimated round-trip delay and the
degraded end-to-end performance in wireless and lossy sysmean linear dégation from it. The sender iden§ the loss
tems. In this papewe compare seral schemes designed of a paclet either by the awal of several duplicate cumula-

to improve the performance of TCP in such netks. These tive acknavledgments or the absence of an ackiealg-
schemes are classified into three broadgoaies: end-to-  ment for the paait within atimeoutintenal equal to the
end protocols, where the sender vgaee of the wireless  sum of the smoothed round-trip delay and four times its
link; link-layer protocols, that prade local reliability; and ~ mean deiation. TCP reacts to grpaclet losses by drop-
split-connection protocols, that break the end-to-end con-ping its transmission (congestion) windsize before
nection into tw parts at the base stationeWresent the  retransmitting pacdts, initiating congestion control or
results of seeral experiments performed in both LAN and  avoidance mechanisms (e.g.,slstart [8]) and backing bf
WAN ervironments, using throughput and goodput as the its retransmission timer (Kars'/Algorithm [11]). These
metrics for comparison. measures result in a reduction in the load on the intermedi-

) ) ) ate links, thereby controlling the congestion in the netw
Our results she that a reliable link-layer protocol with

some knwledge of TCP praides \ery good performance.  Unfortunately when packts are lost in netwrks for rea-
Furthermore, it is possible to achéegood performance sons other than congestion, these measures result in an
without splitting the end-to-end connection at the base sta-unnecessary reduction in end-to-end throughput and sub-
tion. We also demonstrate that seleetacknavledgments optimal performance. Communicationes wireless links is
and eplicit loss notifications result in significant perfor- often characterized by sporadic high bit-error rates, and
mance impreements. intermittent connectity due to handdé. TCP performance

in such netwrks sufers from signifcant throughput dga-

1. Introduction dation and ery high interactie delays [5].

Recently several schemes kia been proposed to the aile

ate the dects of non-congestion-related losses on TCP per-
formance wer networks that hae wireless or similar high-
loss links [2, 3, 21]. These schemes choose froariaty of
mechanisms, such as local retransmissions, split-TCP con-
nections, and forerd error correction, to impve end-to-
end throughput. Heever, it is unclear to whataent each

of the mechanisms contrilkes to the impneement in per-
formance. In this papewe examine and compare thefed-
tiveness of these schemes and theariants, and
experimentally analyze the inddual mechanisms and the
degree of performance imprement due to each.

The increasing popularity of wireless netks indicates
that wireless links will play an important role in future inter-
networks. Reliable transport protocols such as TCP [18, 19]
have been tuned for traditional nedvks comprising wired
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There are tw fundamentally diferent approaches to
improving TCP performance in such lossy systems. The
first approach hides gmon-congestion-related losses from



the TCP sender and therefore requires no changegste e In this paperwe &aluate the performance ofveeal end-to-

ing sender implementations. The intuition behind this end, split-connection and link-layer protocols using end-to-
approach is that since the problem is local, it should beend throughput and goodput as performance metrics, in both
solved locally and that the transport layer need notwara LAN and WAN configurations. In particularwe seek to

of the characteristics of the imitilual links. Protocols that answer the follwing specific questions:

adopt this approach attempt to reake lossy link appear as

a higher quality link with a reducedfeftive bandwidth. As

a result, most of the losses seen by the TCP sender are
caused by congestion. Examples of this approach include 2. How important is it for link-layer schemes to beaae
wireless links with reliable link layer protocols such as of TCP algorithms to achie high end-to-end through-
AIRMAIL [1], split connection approaches such as Indirect- put?

TCP [2], and TCP-&are link-layer schemes such as the
snoop protocol [3]. The second class of techniques attempts
to male the sendernveare of the eristence of wireless hops

1. What combination of mechanisms results in best per-
formance for each of the protocol classes?

3. How useful are seleste acknavledgments in dealing
with lossy links, especially in the presence afdi

and realize that some patlosses are not due to conges- losses?

tion. The sender can themcdd invoking congestion control 4. |Is it important for the end-to-end connection to be split
algorithms when non-congestion-related losses occur — we in order to efiectively shield the sender from wireless
describe some of these techniques in Se&idtinally it is losses and obtain the best performance?

possible for a wirelessaare transport protocol to caist

with link-layer schemes to achie good performance. We answer these questions by implementing and testing the

various protocols in a wireless testbed consisting of Pentium
We classify the manschemes into three basic groups, PC base stations and IBM ThirddPmobile hosts communi-
based on their fundamental philosgpbnd-to-end propos-  cating wer a 915 MHz A&T Wavelan, all running BSD/
als, split-connection proposals and link-layer proposals. TheOS 2.0. ler each protocol, we measure the end-to-end
end-to-end protocols attempt to neathe TCP sender han- throughput, and goodputsr the wired and (one-hop) wire-
dle losses through the use ofttechniques. First, tgause less paths. & ary path (or link), goodput is dekd as the
some form of seleate acknavledgments (SEKS) to allav ratio of the actual transfer size to the total number of bytes
the sender to rewer from multiple pacét losses in a win-  transmitted wer that path. In general, the wired and wireless
dow without resorting to a coarse timeout. Secondy the goodputs dier because of wireless losses, local retransmis-
attempt to hee the sender distinguish between congestion sions and congestion losses in the wired oekwThese
and other forms of losses using an Explicit Loss Matif metrics allav us to determine the end-to-end performance
tion (ELN) mechanism. At the other end of the solution as well as the transmissiorfiefency across the netovk.
spectrum, split-connection approaches completely hide thewhile we used a wireless hop as the lossy link in gpee
wireless link from the sender by terminating the TCP con- iments, we belige our results are applicable in a wider con-
nection at the base station. Such schemes use a separate rdkbxt to links where significant losses occur for reasons other
able connection between the base station and the destinatiothhan congestion.

host. The second connection can use techniques such

negative or selectie acknavledgments, rather than jusgre :
g ¢ Jusg knowledge of TCP results inewy good performance. Our

ular TCR to perform well ger the wireless link. The third ) ts indicate that shielding the TCP der f
class of protocols, link-layer solutions, lie between the other SXPEIMENLS Indicate that shielding the 157 sender from
duplicate acknaledgments caused by wireless losses

two classes. These protocols attempt to hide link-related. L .
losses from the TCP sender by using local retransmissiong " Pr V€S throughput by 10-30%. Furthermore, it is possible

and perhaps forard error correction [e.g., 13)er the to achiee g(_)od performance vv_ithout splitting the end-to-
wireless link. The local retransmissions use techniques thaFnOl connection at the base statior 8150 demonsirate that

are tuned to the characteristics of the wireless link to pm_selectve acknavledgments andplicit loss notiications

vide a significant increase in performance. Since the end-to-_resu“ n 5|gn|fcant performance |mpm3me_nts. br
nstance, the simple ELN scheme waleated impreed

end TCP connection passes through the lossy link, the TCF}[h gt d th hout b t ¢ than 1
sender may not be fully shielded from wireless losses. This' ¢ & -dot-e[I]'CP I;oug pL'Ith y actor (l)al mored u?n o
can happen either because of timer interactions between th&ompared to €no, with comparable goodplties.

two layers [5], or more ligly because of TCB'duplicate  The rest of this paper is ganized as follws. Sectior?
acknavledgments causing sendesst retransmissionsen briefly describes some proposed solutions to the problem of
for S@ments that are IocaIIy retransmitted. As a result, SOMereliable transport protoco|3/er wireless links. Sectio®
proposals to impnee TCP performance use mechanisms describes the implementation details of théedéint proto-
based on the kndedge of TCP messaging to shield the cols in our wireless testbed, and Sectibpresents the

TCP sender more fctively and aoid competing and  results and analysis of\sral experiments. W present our
redundant retransmissions [3].

6\i/e shav that a reliable link-layer protocol with some



conclusions in Sectioh, and mention some futureovk in
Section6.

2. Related Work

In this section, we summarize some protocols thatha
been proposed to impve the performance of TCR/er
wireless links. V& also bridfy describe some proposed
methods to add S2Ks to TCP

Link-layer protocols: There hae been seeral propos-

als for reliable link-layer protocols. The twmain .
classes of techniques empéal by these protocols are:
error correction (using techniques such as &dierror
correction (FEC)), and retransmission of lost gashkn
response to automatic repeat request (ARQ) messages.
The link-layer protocols for the digital cellular systems
in the U.S. — both CDMA [10] and TDMA [17] — pri-
marily use ARQ techniques. While the TDMA protocol
guarantees reliable, in-order dedry of link-layer
frames, the CDMA protocol only mak a limited
attempt and leses it to the (reliable) transport layer to
recover from errors in the wrst case. The AIRMAIL
protocol [1] emplgs a combination of FEC and ARQ
techniques for loss regery.

The main adantage of emplang a link-layer protocol

for loss recwery is that itits naturally into the layered
structure of netark protocols. The link-layer protocol
operates independently of higHayer protocols (which
makes it applicable to a wide range of scenarios), and
consequentlydoes not maintain gnperconnection
state. The main concern about link-layer protocols is the
possibility of aderse effect on certain transport-layer
protocols such as TCRVe investigate this in detail in
our periments.

Indirect-TCP (I-TCP) protocol [2]: This was one of

the early protocols to use the split-connection approach.
It involves splitting each TCP connection between a
sender and reog@r into two separate connections at the
base station — one TCP connection between the sender
and the base station, and the other between the base sta-
tion and the receer. In our classification of protocols, I-
TCP is a split-connection solution that usegutar TCP

for its connection eer wireless link.

I-TCP, like other split-connection proposals, attempts to
separate loss regery over the wireless link from that
across the wireline netwk, thereby shielding the origi-
nal TCP sender from the wireless link. wiwer, as our
experiments indicate, the choice of TC¥eothe wire-
less link results in seral performance problems. Since
TCP is not well-tuned for the lossy link, the TCP sender
of the wireless connection often times out, causing the
original sender to stall. In additiornyexy paclet incurs

the overhead of going through TCP protocol processing

twice at the base station (as compared to zero times for a
non-split-connection approach), althougtira copies

are aoided by an dfcient kernel implementation.
Another disadantage of this approach is that the end-to-
end semantics of TCP ackmtedgments is violated,
since acknwledgments to paeks can ne reach the
source gen before the paeks actually reach the mobile
host. Also, since this protocol maintains a siigaifit
amount of state at the base station per TCP connection,
handof procedures tend to be complicated anavslo

The Snoop Protocol [3]: The snoop protocol introduces
a module, called th&noop agent, at the base station. The
agent monitors\ery paclet that passes through the TCP
connection in both directions amdaintains a cache of
TCP sgments sent across the link thatéaot yet been
acknavledged by the recetr. A paclet loss is detected
by the arnval of a small number of duplicate ackvie
edgments from the recar or by a local timeout. The
snoop agent retransmits the lost padkit has it cached
and suppresses the duplicate acidealgments. In our
classifcation of the protocols, the snoop protocol is a
link-layer protocol that tads adantage of the knal-
edge of the highdayer transport protocol (TCP).

The main adantage of this approach is that it suppresses
duplicate ackn@ledgments for TCP genents lost and
retransmitted locallythereby &oiding unnecessaryast
retransmissions and congestion contrebications by
the senderThe perconnection state maintained by the
snoop agent at the base statiosof, and is not essential
for correctness. Li& other link-layer solutions, the
snoop approach could also farffrom not being able to
completely shield the sender from wireless losses.

Selective Acknowledgments: Since standard TCP uses
a cumulatire acknavledgment scheme, it often does not
provide the sender with difient information to receer
quickly from multiple packt losses within a single
transmission winde. Several studies [e.g., 6] e
shavn that TCP enhanced with selegtiacknavliedg-
ments performs better than standard TCP in such situa-
tions. SACKs were added as an option to TCP by RFC
1072 [9]. Havever, disagreementsver the use of
SACKs prevented the speddation from being adopted,
and the SEK option was remeed from later TCP
RFCs. Recentlythere has been ramed interest in add-
ing SACKs to TCPTwo of the more interesting propos-
als are the TCP S&Ks Internet Draft [14] and the
SMART scheme [12].

The Internet Draft proposes that each aegkedgment
contain information about up to three non-contiguous
blocks of data that lva been receed successfullygach
block of data is described by its starting and ending
sequence numbebDue to the limited number of blocks,



Name Category Special M echanisms
E2E end-to-end standard TCP-Reno
E2E-NEWRENO end-to-end TCP-NevReno
E2E-SACK end-to-end selectie acks (SEKSs)
E2E-ELN end-to-end explicit loss notification (ELN)
E2E-ELN-RXMT end-to-end ELN with retransmit on first dupack
LL link-layer none
LL-TCP-AWARE link-layer duplicate ack suppression
LL-SACK link-layer SACKs
LL-OPT link-layer SACKs and duplicate ack suppression
SPLIT split-connection none
SPLIT-SACK split-connection SACK-based wireless connection

Table 1. Summary of Protocols

Acknowledgments Returning
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Packets Stored l l l
at Sender ——jp n 5 /

congestion window =5
Lossy Link

Packets in Fllght
TCP Receiver
Figure 1. A typical loss situation
it is best to inform the sender about the most recentwork, the frst two paclets are lost on the wireless linkor-
blocks receied. each protocol, we shwothe messages generated by the
recever and the response from the base station and source

An alternate proposal, SMARuses ackneledgments nodes in Figures 2 through 9.

that contain the cumulate acknevledgment and the
sequence number of the patkhat caused the rever
to generate the ackmbedgment (this information is a 3.1 End-To-End Schemes

subset of the three-blocks scheme proposed in the InterAlthough a wide ariety of TCP ersions are used on the
net Draft). The sender uses theseCBA to create a bit-  Internet, the current dadto standard for TCP implementa-
mask of packts that hae been successfully reged. tions is TCP-Reno [19]. @call this the E2E protocol, and
This scheme tradesfafome resilience to reordering and use it as the standard basis for performance comparison
lost acknevledgments in xchange for a reduction in  (Figure2).

overhead to generate and transmit agkedgments. )
The E2E-NEWRENO protocol impves the performance

of TCP-Reno after multiple paeklosses in a windo by
remaining in &st recwery mode if theifst nev acknavl-
edgment receed after adst retransmission is “partial”, i.e
scheme and the main tifences. Figuré shavs a typical  fast retransmissionas done. This method enables the con-
loss situation ver the last linkHere, the TCP sender is in N€ction to mak progress at the rate of ongseent per
mobile host. At the depicted time, the sensl@dngestion

window consists of 5 paelts. Of the fie paclets in the net-

3. Implementation Details

This section describes the protocols weeéhanplemented
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Figure 3. TCP with SACK
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Figure4. TCP

The E2E+SAK protocol (Figure3) adds selectie

acknavledgments to the standard TCP Reno stack. This

allows the sender to handle multiple losses within a windo
of outstanding data morefifiently. However, the sender
still assumes that losses are a result of congestion an

invokes congestion control procedures, such as shrinking its[

congestion windw size. This allas us to identify what
percentage of the end-to-end performanagraation is
associated with standard TGRiandling of error detection
and retransmission. &\base our selewé acknavledgment
scheme on the SMARapproach [12]. This scheme is well-
suited to situations where there is little reordering of pack-
ets, which is true for one-hop wireless systems such as our
Unlike the scheme proposed in [12], we do not ugespe-

\

congestion winde = 5
Fast-retransmit from sender.

with ELN

acknavledgments corresponding to the lost petcre
marked to identify that a non-congestion related loss has
occurred. Upon receing this information with duplicate
acknavledgments, the sender may perform retransmissions

%/ithout invoking the associated congestion-control proce-

ures. This option alles us to identify what percentage of
he end-to-end performancegitadation is associated with
TCP’s incorrect imocation of congestion control algorithms
when it does adfst retransmission of a palost on the
wireless hop. The E2E+ELN+RXMT protocol is an
enhancement of the pieus one, where the sender retrans-
mits the packt on receiing the frst duplicate ack with the
ELN option set, in addition to not shrinking its windsize

In response to wireless losses.

cial techniques to detect the loss of a retransmission. Thdn practice, it might be difcult to identify which pacéts

sender retransmits a pakwhen it receies a SMAR
acknavledgment only if the same pastkwas not retrans-
mitted within the last round-trip time. If no further SMAR
acknavledgments arvie, the sendemfls back to the coarse
timeout mechanism to reeer from the loss.

The E2E+ELN protocol (Figurd) adds an Explicit Loss
Notification (ELN) option to TCP ackmdedgments. When
a paclet is dropped on the wireless link, future cumufati

are lost due to errors on a lossy linkviwer, in our eper-
iments we assume perfect kriedge about wireless losses
to generate ELN information.

3.2 Link-Layer Schemes

Unlike TCP for the transport layehere is no deakto stan-
dard for link-layer protocols. Existing link-layer protocols
choose from techniques such as Stop-amd; @ o-Back-N,
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Router strips SACK info and suppresses
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L ocal SACK -based retransmit from router. '
Sender sees no duplicate ACKs.
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Figure 7. Link-Layer with SACK and TCP awareness

Selective Repeat and Forward Error Correction to provide
reliability. Our base link-layer algorithm, called LL
(Figure 5), uses cumulative acknowledgments to determine
lost packets that are retransmitted locally from the base sta-
tion to the mobile host. To minimize overhead, our imple-
mentation of LL leverages off existing TCP
acknowledgments instead of generating its own. Timeout-
based retransmissions are done by maintaining a smoothed
round-trip time estimate, with a minimum timeout granular-
ity of 200 ms to limit the overhead of processing timer
events. This till allowsthe LL scheme to retransmit packets
several times before a TCP-Reno transmitter would time
out. LL is equivalent to the snoop agent that does not sup-
press any duplicate acknowledgments, so it does not attempt
in-order delivery of packets acrossthe link (unlike protocols
proposed in [10], [17]).

We also investigate a more sophisticated link-layer protocol
(LL-SACK) that uses selective retransmission to improve
performance. The LL-SACK protocol (Figure 6) performs
this by applying a SMART-based acknowledgment scheme

to thelink layer. Like the LL protocol, LL-SACK uses TCP
acknowledgments instead of generating its own and limits
its minimum timeout to 200 ms. LL-SACK is equivalent to
the snoop agent performing retransmissions based on
SACKs and not suppressing duplicate acknowledgments
from the TCP source.

We added TCP awareness to both the LL and LL-SACK
protocols, resulting in the LL-TCP-AWARE and LL-OPT
schemes. The LL-TCP-AWARE protocol isidentical to the
snoop protocol, while the LL-OPT protocol (Figure 7) uses
SMART-based techniques for further optimization using
selective repeat. LL-OPT is the optimal link-layer protocol
in our experiments in that it performslocal retransmissions
based on selective acknowledgments and shields the sender
from duplicate acknowledgments caused by wireless|osses.

3.3 Split-Connection Schemes

Like I-TCR, our SPLIT scheme (Figure 8) uses an interme-
diate host to divide a TCP connection into two separate TCP
connections. The implementation avoids data copying in the
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Figure 10. Experimental topology. There were an additional 16 Internet hops between the source and base station dur-
ing the wide area experiments.

intermediate host by passing the pointers to the saiffier b
between the tow TCP connections. Thexiations on the
SPLIT approach westicate the use of more sophisticated
protocols for the connectiorver the lossy link. The SPUT
SACK protocol (Figured) uses a seleet acknavledgment
scheme on the wireless connection to perform sekecti
retransmissions. As before, the selexticknavledgments
are based on the SMARscheme. There is little chance of
reordering of paakts wer the wireless connection since the
intermediate host is close to the final destination.

4. Experimental Results

In this section, we describe theperiments we performed
and the results we obtained, including detaibgalanations
for obsered performance. W/start by describing themger-
imental testbed and methodolo§e then describe the per-
formance of the arious link-layer end-to-end and split-
connection schemes.

4.1 Experimental M ethodology

We performed seeral experiments to determine the perfor-
mance and &tiency of each of the protocols. The protocols
were implemented as a set of mamifions to the BSD/OS
TCP/IP (Reno) neterk stack. © ensure adir basis for
comparison, none of the protocols implementations intro-
duce ag additional data copng at intermediate points
from sender to recegr.

Our experimental testbed consists of IBM ThirddPlaptops

and Pentiunbased personal computers running BSD/OS
2.0 from BSDI. The machines are interconnected using a 10
Mbps Ethernet and 915 MHZT&T WavelLANs [20], a
shared-medium wireless LAN with awaignalling band-
width of 2 Mbps. The netark topology for our eperiments

is shavn in Figurel0. The peak throughput for TCRillx
transfers is 1.5 Mbps in the local area testbed and 1.35
Mbps in the wide area testbed in the absence of congestion
or wireless losses. These testbed topologies represent typi-
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Figure 11. Performance of link-layer protocols. bit-error rate = 1.9x10°6 (1 error/65536 bytes).

cal scenarios of wireless links and mobile hosts, such as celto focus on the &ctiveness of the mechanisms in handling
lular wireless netarks. In addition, ourx@eriments focus  such losses. The AN experiments are performed across 16
on data transfer to the mobile host, which is the commonInternet hops with minimal congest?bim order to study the
case for mobile applications (e.g.eld/accesses). impact of lage delay-bandwidth products.

In order to measure the performance of the protocols undeiEach run in thexperiment consists of an 8 MByte transfer
controlled conditions, we generate errors on the lossy linkfrom the source to recegr across the wired net and the
using a Poisson-distrilted bit-error model. The reaféig WaveLAN link. During each run (repeated multiple times
entity on the lossy link generates a Poisson digioh for for consisteng), we measure the throughput at the resei
each bit-error rate and changes the TCP checksum of thén Mbps, and the wired and wireless goodputs as percent-
packet if the error generator determines that the pack ages. In addition, all paektransmissions on the Ethernet
should be dropped. Losses are generated in both directionand WaveLan are recorded for analysis usiogdump [15],

of the wireless channel, so TCP aclihedgments are  and the sendes’TCP code instrumented to recoreets
dropped too, albeit at aw@r perpaclet rate. Br most of such as coarse timeouts, retransmission times, duplicate
the xperiments, the TCP data patlsize is 1400 bytes and acknavledgment arkials, congestion windo size changes,

the arerage error rate is on@ary 64 KBytes (this corre-  etc. The rest of this section presents and discusses the
sponds to a bit-error rate of about 1.9>§J)ONote that since  results of thesexperiments.

a Poisson distrilttion has ariance equal to its mean, there

are sgeral occasions when multiple patk are lost in each 4.2 Link-Layer Protocols

window. We also report the results of somedi error situa-
tions (Sectiom.5), to compare the performance of the dif-
ferent mechanisms in response s losses. The choice of sarily shield the sender from the lossy link. This could

the Poisson-distrilted error model is motated by our d Vi L TCP perf ford e
desire to understand the precise dynamics of each protoco?l \ersely impac performance foraweasons: (i)

in response to a wireless loss, and is not an attempt tocpmpetjng retransmissions causeq' by an incompatjble set-
empirically model a wireless channel. While the actual per- ting of timers at the tw layers, and (ii) th_e ECt of the I|n.k
formance numbers will be a strong function of thaa layer protocol on the TCRaét retransmission mechanism.
error model, the relaté performance is dependent omho In [5], the efects of the first situation are simulated and ana-
the protocoi behses after one or more losses in a single lyzed for a TCP-like transport protocol (that closely tracks
TCP windov. Thus, we epect our serall conclusions to be the round-trip time to set its retransmission timeout) and a
applicable under7other patterns of wireless loss as WeII_reliable link layer protocol. The conclusioras/that unless

I i 0, -
Finally, we beliee that though wireless errors are generated j[he packt Ios; “’?“e Is high (mpre than about 10%), compet
artificially in our experiments, the use of a real testbed is Ing retraﬂsm'ss'ons by the link and transport Iayer; often
still valuable in that it introduces realistidedts such as !ead ttc;h5|g(;1|t§nt Ferft‘a;rrlanﬁe @rag?tlon. Hx:]/ever, this h
wireless bandwidth limitation, protocol processing delays, IS not the dominating et when fink fayer schemes, suc
and so on.

In our xperiments, we attempt to ensure that losses are only?2: WAN experiments were performed between 10 pm and 4 am,
due to wireless errors (and not congestion). Thisnallos PST

Traditional link-layer protocols operate independently of
the highetlayer protocol, and consequenttio not neces-
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Figure 12. Congestion window size for link-layer protocolsin wide area tests.
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Figure 13. Packet sequencetracesfor LL-TCP-AWARE and L L. No coar se timeouts occur in either case. For LL-TCP-
AWARE, the horizontal row of dots showsthetimes of wirelesslink retransmissions. For LL, thetop row shows sender
fast retransmission times and the bottom row shows both local wireless and sender retransmissions.

as LL, are used with TCP Reno and isiants. These TCP  performs a local retransmission relaty quickly. However,
implementations ha coarse retransmission timeout granu- enough paaoéts are typically in transit to create more than 3
larities that are typically multiples of 500 ms, while link- duplicate ackneledgments. These duplicategeatually
layer protocols typically hee much finer timeout granulari-  propagte to the sender and triggeraatfretransmission and
ties. The real problem is that when patkare lost, link-  the associated congestion control mechanisms. Thsse f
layer protocols that do not attempt in-order kly across retransmissions result in reduced goodput; about 90% of the
the link (e.g., LL) cause paets to reach the TCP recer lost paclets are retransmitted by both the source (duasto f
out-of-order This leads to the generation of duplicate retransmissions) and the base station.

acknavledgments by the TCP reeer, which causes the
sender to imoke fast retransmission and reewy, and can
potentially cause dgaded throughput and goodput, espe-
cially when the delay-bandwidth product isger

The efects of this interaction are much more pronounced in
the wide area)@eriments — the throughput tifence is
about 30% in this case. The cause for the more pronounced
deterioration in performance is the higher bandwidth-delay
Our results substantiate this claim, as can be seen by conproduct of the wide-area connection. The LL scheme causes
paring the LL and LL-TCP-WARE results. Br a packt the sender to woke congestion control procedures often
size of 1400 bytes and a bit error rate of 1.9%{0/65536 due to duplicate ackmdedgments and causes thermge
bytes), the paadt error rate is about 2.3%. Therefore, an window size of the transmitter to bener than for LL-TCP-
optimal link-layer protocol that rewers from errors locally =~ AWARE. This is shan in Figurel2, which compares the
and does not compete with TCP retransmissions shouldcongestion windw size of LL and LL-TCP-WARE as a
have a wireless goodput of 97.7% and a wired goodput of function of time. Note that the number of outstanding data
100% in the absence of congestion. In the LAeari- bytes in the netark is the minimum of the congestion win-
ments, the throughput €irence between LL and LL-TCP- dow and the receer adertised windw. This is upper
AWARE is about 10%. Heever, the LL wireless goodputis bounded by the reoair’s soclet huffer size. In the conges-
only 95.5%, signitantly less than LL-TCP-WARE'’s tion windav graphs for each protocol, the reasi soclet
wireless goodput of 97.6%, which is close to the maximum buffer is 32KB.

achievable goodput. When a loss occurs, the LL protocol
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Figure 15. Packet sequencetracesfor E2E (TCP Reno) and E2E-ELN. Thetop row of horizontal dots showsthetimes
when fast retransmissions occur; the bottom row shows the coar se timeouts.

In the wide area, the bandwidth-delay product is aboutacknavledgments caused by wireless losses from reaching
17000 bytes (1.35 Mbps * 100 ms), and the congestion win-the senderachieres significantly better performance.

dow drops belw this value sgeral times during each TCP

transfer On the other hand, the LANgeriments do not 4.3 End-To-End Protocols

suffer from such a laye throughput dgradation because
LL's lower congestion-windw size is usually still lager
than the delay-bandwidth product of about 1900 bytes (1.5
Mbps * 10 ms). Therefore, the LL scheme can maintain a
nearly full “data pipe” between the sender and nexein

the local connectionut not in the wide area one. The 10%
LAN degradation is almost entirely due to thecessie
retransmissionswer the wireless link and to the smaller
average congestion windosize compared to LL-TCP-
AWARE. Another important point to note is that LL suc-
cessfully pregents coarse timeouts from happening at the
source, as shen in Figurel3 (there are no points corre-
sponding to coarse timeouts in the figure)

The performance of theavious end-to-end protocols is
summarized in Figuré4. The performance of unmoigid

TCP Reno, the baseline E2E protocol, highlights the prob-
lems with TCP wger lossy links. \ith a 2.3% pacét loss

rate (as gplained in Sectiod.2), the E2E protocol utilizes
less than 50% of thevailable bandwidth in the local area
and less than 25% of theailable bandwidth in the wide
area @periments. Hwever, all the end-to-end protocols
achiee goodputs close to the optimallwe of 97.7%. The
primary cause for the \obandwidth is the lge number of
timeout-based retransmissions that occur during the transfer
(Figure15), and the smallvarage windw size during the
transfer that pneents the “data pipe” from beingft full

In summary our results indicate that a simple link-layer and reduces the fefctiveness of thedst retransmission
retransmission scheme could atsely impact TCP perfor- mechanism (Figur&6).

mance. An enhanced link-layer scheme, that usewlkno

edge of TCP semantics to prent duplicate The modifed end-to-end protocols impre throughput by

retransmitting paais knavn to hae been lost on the wire-
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Figure 16. Congestion winde size as a function of timedr E2E (TCP Reno) and E2E-ELN. This figue clearly shavs

the utility of ELN pr eventing rapid fluctuations in the congestion winduov.
less hop earlier than thevould have been by the baseline trast, the best local scheme, LL-Q@btained a throughput
E2E protocol, and by reducing tHedtuations in winde of 1.40 Mbps). Our current implementation of theCHA
size. The E2ZE-NEWRENO, E2E-ELN and E2E&each option based on SMARIs not particularly well-suited for
use na&v TCP options and more sophisticated ackieog- the wide area; we are currently in the process of tuning the
ment processing techniques to imprdhe speed and accu- implementation for this efironment. Vi are alsoxgeri-
racy of identifying and retransmitting lost pastis. E2E- menting with the SEK option as defed in the recent
NEWRENO, which uses partial ackmtedgment informa- IETF Draft over such netarks.
tion to rec@er from multiple losses in a windoat the rate
of one packt per round-trip time, performs between 10 and
25% better than E2BEver a LAN and about 2.3 times better
than E2E in the WWN experiments. The performance
improvement is a function of the soekhuffer size; the
larger the bffer size, the better the rehati performance.
This is because the probability that E2E willfeufa coarse
timeout for a loss, lt E2E-NEWRENO will not, increases
with the number of outstanding pa&tk in the netark.

In summaryE2E-NEWRENO is better than E2E, especially
for large sockt kuffer sizes. Adding ELN to TCP impves
throughput signitantly by successfully pventing unnec-
essary luctuations in the transmission windoFinally,
SACKs provide signifcant impravement @er TCP Reno,
but perform about 10-15% evse than the best local
schemes in the LAN tests.

4.4 Split-Connection Pptocols
One vay of eliminating long delays caused by coarse time-
outs is to maintain as lge a windav size as possible. E2E-
NEWRENO remains indst recwery if the nev acknavl-
edgment is only partial,ub reduces the windosize to half

its original \alue upon the anal of the frst nav acknavl-
edgment. The E2E-ELN and E2E-ELN-RXMT protocols Figure17 shavs the throughput and goodput for the split
use ELN information (SectioB.1) to preent the sender  connection approach in the LAN andAW environments.
from reducing the size of the congestion wimdm We report the results for twcases: when the wireless con-
response to a wireless loss. Both these schemes perform befection uses grilar TCP Reno (labeled SPLIT) and when it
ter than E2ZE-NEWRENO, andrer two times better than  yses the SMARbased seleate acknwledgment scheme
E2E. This is a result of the sendeekplicit awareness of  described earlier (labeled SPLSACK). We see that the
the wireless link which reduces the number of coarse time-throughput achieed by the SPLIT approach (0.6 Mbps) is
outs (Figurel5), and rapid windwe size fuctuations  quite lav, about the same as that for end-to-end TCP Reno
(Figure16). The E2E-ELN-RXMIT protocol performs only  (labeled E2E in Figuré4). The reason for this is apparent
slightly better than E2E-ELN when the setkuffer size is  from Figuresl8 and 21, which shothe progress of the data
32 KB. This is because there is usually enough data in theransfer and the size of the congestion wimdior the wired

pipe to trigger adst retransmission for EZE-ELN. The per- and wireless connections.eVéee that the wired connection
formance benéfs of E2E-ELN-RXMT are more pro-  neijther has anretransmissions nor grtimeouts, resulting
nounced when the soek buffer size is smalleras the in a wired goodput of 100%. kaver, it (eventually) stalls
numbers for the 8 KB soek kuffer size indicate. whenever the sender of the wireless connectigpegiences

a timeout, since the amount afffer space at the base sta-
tion (64 KB in our &periments) is bounded. In theAN
case, the throughput of the SPLIT approach is about 0.58
Mbps which is signitantly better than the 0.31 Mbps that
the E2E approach achies (Figurel4), tut not as good as

The main adantage of the split-connection approaches is

that the isolate the TCP source from wireless losses. The
TCP sender of the second, wireless connection performs all
the retransmissions in response to wireless losses.

Finally, we also gperimented with a simple S¥ scheme
based on a subset of the SMRBroposal in the local area.
This protocol vas the best of the end-to-end protocols in
this situation, achigng a throughput of 1.25 Mbps (in con-
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Figure 19. Congestion winde sizes as a function of timedr the wired and wireless parts of the split TCP connectio
The wired sender nger sees any losses and maintains a 64 KB congestion wiwdblowever, the wireless TCP conne

several other protocols described earli€he lage conges-

tion’s congestion windw fluctuates rapidly.
when both the original transmission and the first retransmis-

tion window size of the wired sender in SPLIT enables a sion of a packt get lost, which sometimes results in a

higher bandwidth utilizationwer the wired neterk, com-

coarse timeouts (as described in Sec8dr). This eplains

pared to an end-to-end TCP connection where the congesthe difference in throughput between the SPISACK

scheme and the LL-OPT scheme (Figlit.

tion windaw size fluctuates rapidly

As expected, throughput for the SPI-HACK scheme is
much higherlt is about 1.3 Mbps in the LAN case and
about 1.1 Mbps in the WN case. The SMARDbased selec-
tive acknavledgment scheme operatinges the wireless
link performs \ery well, especially since no reordering of
paclets occurseer this hop. Havever, there are a fe times

12

In summarywhile the split-connection approach results in
good throughput if the wireless connection uses some spe-
cial mechanisms, the performance doesaroged that of a
well-tuned, TCP-ware link-layer protocol (LL-OPT).
Moreover, the link-layer protocol presezs the end-to-end
semantics of TCP ackmbedgments, unli& the split-con-



nection approach. This demonstrates that the end-to-en®0% higher throughput than one (LL) that operates indepen-
connection need not be split at the base station in order talently of TCP and does not attempt in-order \ly of

achieve good performance.

4.5 Reaction to Burst Eriors

In this section, we report the results of sompeziments
that illustrate the beni¢fof selectve acknavledgments in
handling lurst losses. \& consider tw of the best perform-
ing local protocols: LL-TCP-WARE (Snoop) and LL-OPT
(Snoop with SAKS). LL-TCP-ANARE recosers from a
single loss by retransmitting the lost pacihen tvo dupli-
cate ackneledgments arvie for it. It also keeps track of the
number of &pected duplicate ackmdedgments and the
next expected ne& acknavledgment after this local retrans-
mission. If this loss is part of aitst, the first ne acknavl-
edgment to arvie after the duplicates will be less than the
next expected n& one; this causes an immediate retrans-
mission of the lost ggment. This is similar to the mecha-
nism used by E2E-NEWRENO (Secti8rl). LL-OPT uses
the additional useful information primled by the SMAR
scheme — the sequence number of tlgenemt that caused
the duplicate acknaledgment — to accurately determine
losses and rewver from them.

Table2 shavs the performance of the oaprotocols for
bursts of lengths 2, 4, and 6 patk These errors are gener-
ated onceery 64 KBytes of data, and 2, 4, or 6 petskare
destrged in each case. £Xs improve the performance of
LL-OPT over LL-TCP-ANARE by up to 30% in the pres-
ence of lrst errors.

Burst LL-TCP-AWARE LL-OPT
Length (Mbps) (Mbps)
2 1.25 1.28

4 1.02 1.20

6 0.84 1.10

Table 2. Throughputs of LL-TCP-AWARE and
LL-OPT at differ ent burst lengths. This illustrates
the benefits of SAKs, even for a high-
performance, TCP-awak link protocol.

5. Conclusions

In this paperwe hae presented a compasatianalysis of
several techniques to impve the end-to-end performance
of TCP orer lossy wireless hops. ¥/ catgorize these tech-

paclets. Also, the formenaids redundant retransmissions
by both the sender and the base station, resulting in a higher
goodput. Of the schemes wevésticated, the TCPmare
link-layer protocol performs the best.

2. The split-connection approach, witlyuar TCP used for

the wireless hop, shields the sender from wireless losses.
However, the sender often stalls due to timeouts on the wire-
less connection, resulting in poor end-to-end throughput.
Using a SMAR-based seleate acknavledgment mecha-
nism for the wireless hop yields good throughputwEleer,

the throughput is still slightly less than that for a well-tuned
link-layer scheme that does not split the connection. This
demonstrates that splitting the end-to-end connection is not
a requirement for good performance.

3. The SMAR-based seleate acknavledgment scheme we
used is quite &ctive in dealing with a high paekloss rate
when emplged over the wireless hop or by a sender in a
LAN environment. W are in the process of tuning this
scheme for use in aAMN environment. From our results we
conclude that seleett acknavledgment schemes arery
useful in the presence of lossy links, especially when losses
occur in hursts.

4. End-to-end schemes, while not afeetive as local tech-
nigues in handling wireless losses, are promising since sig-
nificant performanceans can be achied without ag
support from intermediate nodes in the netlw The
explicit loss notifcation scheme wevaluated resulted in a
throughput impregement of more than adtor of two over
TCP-Reno, with comparable goodpatues.

6. Future Work

Our experiments with simple, SMARbased selecte
acknavledgments demonstrate the sigeaht bendfs of
such schemes. &have also implemented the &K
scheme proposed in the Internet Draft in the BSD TCP stack
and h&e confgured the sender to react to bothG3#s and
ELN. We are in the process ofauating the protocol in the
presence of congestion as well as wireless losses.

We are iwvestigating the impact of lge \ariations in con-
nection round-trip times on performance. Suahation is
common in netwrks like the Metricom Ricochet wireless
network [16], especially in the presence of bidirectional

nigues as end-to-end, link-layer or split-connection based.traffic. We are also westigting the performance of more
We use the end-to-end throughput, and the wired and wireSophisticated link-layer protocols that attempt in-order

less goodputs as metrics for comparison.
Our results lead to the folldng conclusions:

1. Areliable link-layer protocol that uses kvledge of TCP
(LL-TCP-AWARE) to shield the sender from duplicate
acknavledgments arising from wireless lossegegia 10-
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delivery of paclets to a limited xent.
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