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What is a VMM?

Virtualization: Using a layer of software to present 
a (possibly different) logical view of a given set of 
resources

VMM: Simulate, on a single hardware platform, 
multiple hardware platforms - virtual machines

VMs are usually similar/identical to underlying 
machine

VMs allow multiple operating systems to be run 
concurrently on a single machine



What is it, really?

Virtual Machine Monitor

OS

App App

OS
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Type 1 VMM:

IBM VM/370, Xen, VMware 
ESX Server

Type 2 VMM:

VMware Workstation
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Guest OS
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Guest OS
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VMMs: Meet the family
Cousins:

Number of instructions 
executed on hardware:

Statistically 
dominant number: 
VMM

All unprivileged 
instructions: HVM

None: CSIM

Siblings: VMM subtypes

Location of VMM:

On top of machine: 
Type 1 VMM

On top of OS (host 
OS): Type 2 VMM

Virtualization approach

Full virtualization

Paravirtualization
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Why is a VMM?
Consolidate 

multiple servers onto 
single machine

Add lots more 
servers - virtual ones!

Flash 
cloning: adapt number of 

servers to load
No more 

dual booting!
Sandbox for 
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VMMs: Challenges and 
Design Decisions

Several warring parameters: what is our goal?

Performance: VM must be like real machine!

Design Decision: Avoid simulation (Xen, VMware 
ESX)

Design Decision: Type 1 VMM (Xen, VMware ESX)

Ability to run unmodified OSes

Design Decision: full virtualization (VMware)

CPUs non-amenable to virtualization

Design Decision: paravirtualization (Xen) 



Challenges and Design 
Decisions (contd.)

Performance Isolation

Design Decision: Virtualize MMU (Xen)

Scalability: more VMs per machine

Design Decision: Memory Reclamation, Shared 
Memory (Xen, VMware) 

Ease of Installation

Design Decision: hosted VMM (VMware WS)

VMM must be reliable and bug-free

Design Decision: Keep it simple: hosted VMM 
(VMware WS)
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cant insight into the spreading dynamics of new worms and
supports high-quality detection algorithms based on causal
linkage [8, 39].

However, reflection introduces an additional challenge as
well. Two distinct compromised VMs may each send a
packet to the same external IP address A — each packet
itself subject to reflection. Thus, the gateway must decide if
the honeyfarm creates a single VM to represent the address
A or if these requests create two distinct VMs each assum-
ing the same IP address A. The first approach allows cross-
contamination between distinct contagions, and in turn this
creates an opportunity for the honeyfarm to infect an outside
host. For example, suppose external Internet hosts X and
Y each infect the honeyfarm via addresses AX and AY with
unique worms, WX and WY . In turn, the VM representing
AX may then infect AY with WX and the VM representing
AY may infect AX with its infection in turn. Thus, each
VM is infected with both worms. Since packets from AX to
Internet host X are forwarded without reflection, it is now
possible for AX to infect this host with worm WY , which
again creates a new potential liability. Just because a host
is infected by one virus does not give us the right to infect
it with an unrelated virus. At the same time if the gateway
creates unique aliases for each infection (such that no two
worms may intermingle) this eliminates the possibility to
capture symbiotic behavior between different pieces of mal-
ware. For example, the Nimda worm exploited a backdoor
previously left by the CodeRed II worm. These problems
have no ideal solution and thus it is important to be able to
control how and when address aliasing is allowed to occur.

To support this level of control, we have introduced an ad-
ditional address aliasing mechanism that captures the causal
relationships of communication within the honeyfarm. Con-
ceptually each packet is extended with a universe identifier
that identifies a unique virtual IP address space. Universe
identifiers are created when a new transaction is initiated
from the external Internet. For example, when a new packet
P arrives from the Internet destined for address X, it may
create a new universe id UPX . In turn, packets may only
be reflected to hosts within the same universe from whence
they came. Thus, a given infection can spread within the
honeyfarm while being completely isolated from the influ-
ence of other infections. Capturing symbiotic, inter-worm
behavior can be achieved by designating “mix-in” universes
that allow instances of specific contagions to intermingle.
Space limits prevent a full exploration of the richness and
challenges presented by this abstraction, but we believe it
encapsulates much of complexity introduced by reflection.

Our overall architecture, including an example of reflec-
tion, is roughly illustrated in Figure 1. In the remainder
of this section we describe the gateway and virtual machine
monitor functionality in more depth.

3.3 Gateway Router
The gateway is effectively the “brains” of the honeyfarm

and is the only component that implements policy or main-
tains long-term state. More precisely, it supports four dis-
tinct functions: it must direct inbound traffic to individual
honeyfarm servers, manage the containment of outbound
traffic, implement long-term resource management across
honeyfarm servers, and interface with detection, analysis
and user-interface components. We consider each of these
functions in turn.

Figure 1: Honeyfarm architecture. Packets are re-
layed to the gateway from the global Internet via
direct routes or tunnel encapsulation. The gate-
way dispatches packets to honeyfarm servers that,
in turn, spawn a new virtual machine on demand to
represent each active destination IP address. Subse-
quent outbound responses are subject to the gate-
way’s containment policy, but even those packets
restricted from the public Internet can be reflected
back into the honeyfarm to elicit further behavior.

3.3.1 Inbound Traffic

The gateway attracts inbound traffic through two mecha-
nisms: routing and tunneling. Individual IP prefixes may be
globally advertised via the Border Gateway Protocol (BGP)
and the gateway will act as the “last hop” router for pack-
ets destined to those addresses. This is the simplest way
of focusing traffic into the honeyfarm, but has a number
of practical drawbacks, since it requires the ability to make
globally-visible BGP advertisements and also renders the lo-
cation of the honeyfarm visible to anyone using tools such as
traceroute. An alternative mechanism for attracting traf-
fic is to configure external Internet routers to tunnel packets
destined for a particular address range back to the gateway.
This approach adds latency (and the added possibility of
packet loss) but is invisible to traceroute and can be op-
erationally and politically simpler for many organizations.
These techniques have been used by several other honey-
farm designs, most recently in the Collapsar system [14].

Through this combination of mechanisms, a variety of
packets destined for a variety of IP address prefixes arrive at
the gateway. These must then be assigned to an appropriate
backend honeyfarm server. Packets destined for inactive IP
addresses — for which there is no active VM — are sent
to a non-overloaded honeyfarm server. This assignment can
be made randomly, can try to maximize the probability of
infection (e.g., a packet destined for a NetBIOS service is
unlikely to infect a VM hosting Linux since that service is
not natively offered) or can be biased via a type map to pre-
serve the illusion that a given IP address hosts a particular
software configuration. Such mappings can be important if
attackers “pre-scan” the honeyfarm for vulnerabilities and
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cant insight into the spreading dynamics of new worms and
supports high-quality detection algorithms based on causal
linkage [8, 39].

However, reflection introduces an additional challenge as
well. Two distinct compromised VMs may each send a
packet to the same external IP address A — each packet
itself subject to reflection. Thus, the gateway must decide if
the honeyfarm creates a single VM to represent the address
A or if these requests create two distinct VMs each assum-
ing the same IP address A. The first approach allows cross-
contamination between distinct contagions, and in turn this
creates an opportunity for the honeyfarm to infect an outside
host. For example, suppose external Internet hosts X and
Y each infect the honeyfarm via addresses AX and AY with
unique worms, WX and WY . In turn, the VM representing
AX may then infect AY with WX and the VM representing
AY may infect AX with its infection in turn. Thus, each
VM is infected with both worms. Since packets from AX to
Internet host X are forwarded without reflection, it is now
possible for AX to infect this host with worm WY , which
again creates a new potential liability. Just because a host
is infected by one virus does not give us the right to infect
it with an unrelated virus. At the same time if the gateway
creates unique aliases for each infection (such that no two
worms may intermingle) this eliminates the possibility to
capture symbiotic behavior between different pieces of mal-
ware. For example, the Nimda worm exploited a backdoor
previously left by the CodeRed II worm. These problems
have no ideal solution and thus it is important to be able to
control how and when address aliasing is allowed to occur.

To support this level of control, we have introduced an ad-
ditional address aliasing mechanism that captures the causal
relationships of communication within the honeyfarm. Con-
ceptually each packet is extended with a universe identifier
that identifies a unique virtual IP address space. Universe
identifiers are created when a new transaction is initiated
from the external Internet. For example, when a new packet
P arrives from the Internet destined for address X, it may
create a new universe id UPX . In turn, packets may only
be reflected to hosts within the same universe from whence
they came. Thus, a given infection can spread within the
honeyfarm while being completely isolated from the influ-
ence of other infections. Capturing symbiotic, inter-worm
behavior can be achieved by designating “mix-in” universes
that allow instances of specific contagions to intermingle.
Space limits prevent a full exploration of the richness and
challenges presented by this abstraction, but we believe it
encapsulates much of complexity introduced by reflection.

Our overall architecture, including an example of reflec-
tion, is roughly illustrated in Figure 1. In the remainder
of this section we describe the gateway and virtual machine
monitor functionality in more depth.

3.3 Gateway Router
The gateway is effectively the “brains” of the honeyfarm

and is the only component that implements policy or main-
tains long-term state. More precisely, it supports four dis-
tinct functions: it must direct inbound traffic to individual
honeyfarm servers, manage the containment of outbound
traffic, implement long-term resource management across
honeyfarm servers, and interface with detection, analysis
and user-interface components. We consider each of these
functions in turn.

Figure 1: Honeyfarm architecture. Packets are re-
layed to the gateway from the global Internet via
direct routes or tunnel encapsulation. The gate-
way dispatches packets to honeyfarm servers that,
in turn, spawn a new virtual machine on demand to
represent each active destination IP address. Subse-
quent outbound responses are subject to the gate-
way’s containment policy, but even those packets
restricted from the public Internet can be reflected
back into the honeyfarm to elicit further behavior.

3.3.1 Inbound Traffic

The gateway attracts inbound traffic through two mecha-
nisms: routing and tunneling. Individual IP prefixes may be
globally advertised via the Border Gateway Protocol (BGP)
and the gateway will act as the “last hop” router for pack-
ets destined to those addresses. This is the simplest way
of focusing traffic into the honeyfarm, but has a number
of practical drawbacks, since it requires the ability to make
globally-visible BGP advertisements and also renders the lo-
cation of the honeyfarm visible to anyone using tools such as
traceroute. An alternative mechanism for attracting traf-
fic is to configure external Internet routers to tunnel packets
destined for a particular address range back to the gateway.
This approach adds latency (and the added possibility of
packet loss) but is invisible to traceroute and can be op-
erationally and politically simpler for many organizations.
These techniques have been used by several other honey-
farm designs, most recently in the Collapsar system [14].

Through this combination of mechanisms, a variety of
packets destined for a variety of IP address prefixes arrive at
the gateway. These must then be assigned to an appropriate
backend honeyfarm server. Packets destined for inactive IP
addresses — for which there is no active VM — are sent
to a non-overloaded honeyfarm server. This assignment can
be made randomly, can try to maximize the probability of
infection (e.g., a packet destined for a NetBIOS service is
unlikely to infect a VM hosting Linux since that service is
not natively offered) or can be biased via a type map to pre-
serve the illusion that a given IP address hosts a particular
software configuration. Such mappings can be important if
attackers “pre-scan” the honeyfarm for vulnerabilities and
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cant insight into the spreading dynamics of new worms and
supports high-quality detection algorithms based on causal
linkage [8, 39].

However, reflection introduces an additional challenge as
well. Two distinct compromised VMs may each send a
packet to the same external IP address A — each packet
itself subject to reflection. Thus, the gateway must decide if
the honeyfarm creates a single VM to represent the address
A or if these requests create two distinct VMs each assum-
ing the same IP address A. The first approach allows cross-
contamination between distinct contagions, and in turn this
creates an opportunity for the honeyfarm to infect an outside
host. For example, suppose external Internet hosts X and
Y each infect the honeyfarm via addresses AX and AY with
unique worms, WX and WY . In turn, the VM representing
AX may then infect AY with WX and the VM representing
AY may infect AX with its infection in turn. Thus, each
VM is infected with both worms. Since packets from AX to
Internet host X are forwarded without reflection, it is now
possible for AX to infect this host with worm WY , which
again creates a new potential liability. Just because a host
is infected by one virus does not give us the right to infect
it with an unrelated virus. At the same time if the gateway
creates unique aliases for each infection (such that no two
worms may intermingle) this eliminates the possibility to
capture symbiotic behavior between different pieces of mal-
ware. For example, the Nimda worm exploited a backdoor
previously left by the CodeRed II worm. These problems
have no ideal solution and thus it is important to be able to
control how and when address aliasing is allowed to occur.

To support this level of control, we have introduced an ad-
ditional address aliasing mechanism that captures the causal
relationships of communication within the honeyfarm. Con-
ceptually each packet is extended with a universe identifier
that identifies a unique virtual IP address space. Universe
identifiers are created when a new transaction is initiated
from the external Internet. For example, when a new packet
P arrives from the Internet destined for address X, it may
create a new universe id UPX . In turn, packets may only
be reflected to hosts within the same universe from whence
they came. Thus, a given infection can spread within the
honeyfarm while being completely isolated from the influ-
ence of other infections. Capturing symbiotic, inter-worm
behavior can be achieved by designating “mix-in” universes
that allow instances of specific contagions to intermingle.
Space limits prevent a full exploration of the richness and
challenges presented by this abstraction, but we believe it
encapsulates much of complexity introduced by reflection.

Our overall architecture, including an example of reflec-
tion, is roughly illustrated in Figure 1. In the remainder
of this section we describe the gateway and virtual machine
monitor functionality in more depth.

3.3 Gateway Router
The gateway is effectively the “brains” of the honeyfarm

and is the only component that implements policy or main-
tains long-term state. More precisely, it supports four dis-
tinct functions: it must direct inbound traffic to individual
honeyfarm servers, manage the containment of outbound
traffic, implement long-term resource management across
honeyfarm servers, and interface with detection, analysis
and user-interface components. We consider each of these
functions in turn.

Figure 1: Honeyfarm architecture. Packets are re-
layed to the gateway from the global Internet via
direct routes or tunnel encapsulation. The gate-
way dispatches packets to honeyfarm servers that,
in turn, spawn a new virtual machine on demand to
represent each active destination IP address. Subse-
quent outbound responses are subject to the gate-
way’s containment policy, but even those packets
restricted from the public Internet can be reflected
back into the honeyfarm to elicit further behavior.

3.3.1 Inbound Traffic

The gateway attracts inbound traffic through two mecha-
nisms: routing and tunneling. Individual IP prefixes may be
globally advertised via the Border Gateway Protocol (BGP)
and the gateway will act as the “last hop” router for pack-
ets destined to those addresses. This is the simplest way
of focusing traffic into the honeyfarm, but has a number
of practical drawbacks, since it requires the ability to make
globally-visible BGP advertisements and also renders the lo-
cation of the honeyfarm visible to anyone using tools such as
traceroute. An alternative mechanism for attracting traf-
fic is to configure external Internet routers to tunnel packets
destined for a particular address range back to the gateway.
This approach adds latency (and the added possibility of
packet loss) but is invisible to traceroute and can be op-
erationally and politically simpler for many organizations.
These techniques have been used by several other honey-
farm designs, most recently in the Collapsar system [14].

Through this combination of mechanisms, a variety of
packets destined for a variety of IP address prefixes arrive at
the gateway. These must then be assigned to an appropriate
backend honeyfarm server. Packets destined for inactive IP
addresses — for which there is no active VM — are sent
to a non-overloaded honeyfarm server. This assignment can
be made randomly, can try to maximize the probability of
infection (e.g., a packet destined for a NetBIOS service is
unlikely to infect a VM hosting Linux since that service is
not natively offered) or can be biased via a type map to pre-
serve the illusion that a given IP address hosts a particular
software configuration. Such mappings can be important if
attackers “pre-scan” the honeyfarm for vulnerabilities and
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cant insight into the spreading dynamics of new worms and
supports high-quality detection algorithms based on causal
linkage [8, 39].

However, reflection introduces an additional challenge as
well. Two distinct compromised VMs may each send a
packet to the same external IP address A — each packet
itself subject to reflection. Thus, the gateway must decide if
the honeyfarm creates a single VM to represent the address
A or if these requests create two distinct VMs each assum-
ing the same IP address A. The first approach allows cross-
contamination between distinct contagions, and in turn this
creates an opportunity for the honeyfarm to infect an outside
host. For example, suppose external Internet hosts X and
Y each infect the honeyfarm via addresses AX and AY with
unique worms, WX and WY . In turn, the VM representing
AX may then infect AY with WX and the VM representing
AY may infect AX with its infection in turn. Thus, each
VM is infected with both worms. Since packets from AX to
Internet host X are forwarded without reflection, it is now
possible for AX to infect this host with worm WY , which
again creates a new potential liability. Just because a host
is infected by one virus does not give us the right to infect
it with an unrelated virus. At the same time if the gateway
creates unique aliases for each infection (such that no two
worms may intermingle) this eliminates the possibility to
capture symbiotic behavior between different pieces of mal-
ware. For example, the Nimda worm exploited a backdoor
previously left by the CodeRed II worm. These problems
have no ideal solution and thus it is important to be able to
control how and when address aliasing is allowed to occur.

To support this level of control, we have introduced an ad-
ditional address aliasing mechanism that captures the causal
relationships of communication within the honeyfarm. Con-
ceptually each packet is extended with a universe identifier
that identifies a unique virtual IP address space. Universe
identifiers are created when a new transaction is initiated
from the external Internet. For example, when a new packet
P arrives from the Internet destined for address X, it may
create a new universe id UPX . In turn, packets may only
be reflected to hosts within the same universe from whence
they came. Thus, a given infection can spread within the
honeyfarm while being completely isolated from the influ-
ence of other infections. Capturing symbiotic, inter-worm
behavior can be achieved by designating “mix-in” universes
that allow instances of specific contagions to intermingle.
Space limits prevent a full exploration of the richness and
challenges presented by this abstraction, but we believe it
encapsulates much of complexity introduced by reflection.

Our overall architecture, including an example of reflec-
tion, is roughly illustrated in Figure 1. In the remainder
of this section we describe the gateway and virtual machine
monitor functionality in more depth.

3.3 Gateway Router
The gateway is effectively the “brains” of the honeyfarm

and is the only component that implements policy or main-
tains long-term state. More precisely, it supports four dis-
tinct functions: it must direct inbound traffic to individual
honeyfarm servers, manage the containment of outbound
traffic, implement long-term resource management across
honeyfarm servers, and interface with detection, analysis
and user-interface components. We consider each of these
functions in turn.

Figure 1: Honeyfarm architecture. Packets are re-
layed to the gateway from the global Internet via
direct routes or tunnel encapsulation. The gate-
way dispatches packets to honeyfarm servers that,
in turn, spawn a new virtual machine on demand to
represent each active destination IP address. Subse-
quent outbound responses are subject to the gate-
way’s containment policy, but even those packets
restricted from the public Internet can be reflected
back into the honeyfarm to elicit further behavior.

3.3.1 Inbound Traffic

The gateway attracts inbound traffic through two mecha-
nisms: routing and tunneling. Individual IP prefixes may be
globally advertised via the Border Gateway Protocol (BGP)
and the gateway will act as the “last hop” router for pack-
ets destined to those addresses. This is the simplest way
of focusing traffic into the honeyfarm, but has a number
of practical drawbacks, since it requires the ability to make
globally-visible BGP advertisements and also renders the lo-
cation of the honeyfarm visible to anyone using tools such as
traceroute. An alternative mechanism for attracting traf-
fic is to configure external Internet routers to tunnel packets
destined for a particular address range back to the gateway.
This approach adds latency (and the added possibility of
packet loss) but is invisible to traceroute and can be op-
erationally and politically simpler for many organizations.
These techniques have been used by several other honey-
farm designs, most recently in the Collapsar system [14].

Through this combination of mechanisms, a variety of
packets destined for a variety of IP address prefixes arrive at
the gateway. These must then be assigned to an appropriate
backend honeyfarm server. Packets destined for inactive IP
addresses — for which there is no active VM — are sent
to a non-overloaded honeyfarm server. This assignment can
be made randomly, can try to maximize the probability of
infection (e.g., a packet destined for a NetBIOS service is
unlikely to infect a VM hosting Linux since that service is
not natively offered) or can be biased via a type map to pre-
serve the illusion that a given IP address hosts a particular
software configuration. Such mappings can be important if
attackers “pre-scan” the honeyfarm for vulnerabilities and
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cant insight into the spreading dynamics of new worms and
supports high-quality detection algorithms based on causal
linkage [8, 39].

However, reflection introduces an additional challenge as
well. Two distinct compromised VMs may each send a
packet to the same external IP address A — each packet
itself subject to reflection. Thus, the gateway must decide if
the honeyfarm creates a single VM to represent the address
A or if these requests create two distinct VMs each assum-
ing the same IP address A. The first approach allows cross-
contamination between distinct contagions, and in turn this
creates an opportunity for the honeyfarm to infect an outside
host. For example, suppose external Internet hosts X and
Y each infect the honeyfarm via addresses AX and AY with
unique worms, WX and WY . In turn, the VM representing
AX may then infect AY with WX and the VM representing
AY may infect AX with its infection in turn. Thus, each
VM is infected with both worms. Since packets from AX to
Internet host X are forwarded without reflection, it is now
possible for AX to infect this host with worm WY , which
again creates a new potential liability. Just because a host
is infected by one virus does not give us the right to infect
it with an unrelated virus. At the same time if the gateway
creates unique aliases for each infection (such that no two
worms may intermingle) this eliminates the possibility to
capture symbiotic behavior between different pieces of mal-
ware. For example, the Nimda worm exploited a backdoor
previously left by the CodeRed II worm. These problems
have no ideal solution and thus it is important to be able to
control how and when address aliasing is allowed to occur.

To support this level of control, we have introduced an ad-
ditional address aliasing mechanism that captures the causal
relationships of communication within the honeyfarm. Con-
ceptually each packet is extended with a universe identifier
that identifies a unique virtual IP address space. Universe
identifiers are created when a new transaction is initiated
from the external Internet. For example, when a new packet
P arrives from the Internet destined for address X, it may
create a new universe id UPX . In turn, packets may only
be reflected to hosts within the same universe from whence
they came. Thus, a given infection can spread within the
honeyfarm while being completely isolated from the influ-
ence of other infections. Capturing symbiotic, inter-worm
behavior can be achieved by designating “mix-in” universes
that allow instances of specific contagions to intermingle.
Space limits prevent a full exploration of the richness and
challenges presented by this abstraction, but we believe it
encapsulates much of complexity introduced by reflection.

Our overall architecture, including an example of reflec-
tion, is roughly illustrated in Figure 1. In the remainder
of this section we describe the gateway and virtual machine
monitor functionality in more depth.

3.3 Gateway Router
The gateway is effectively the “brains” of the honeyfarm

and is the only component that implements policy or main-
tains long-term state. More precisely, it supports four dis-
tinct functions: it must direct inbound traffic to individual
honeyfarm servers, manage the containment of outbound
traffic, implement long-term resource management across
honeyfarm servers, and interface with detection, analysis
and user-interface components. We consider each of these
functions in turn.

Figure 1: Honeyfarm architecture. Packets are re-
layed to the gateway from the global Internet via
direct routes or tunnel encapsulation. The gate-
way dispatches packets to honeyfarm servers that,
in turn, spawn a new virtual machine on demand to
represent each active destination IP address. Subse-
quent outbound responses are subject to the gate-
way’s containment policy, but even those packets
restricted from the public Internet can be reflected
back into the honeyfarm to elicit further behavior.

3.3.1 Inbound Traffic

The gateway attracts inbound traffic through two mecha-
nisms: routing and tunneling. Individual IP prefixes may be
globally advertised via the Border Gateway Protocol (BGP)
and the gateway will act as the “last hop” router for pack-
ets destined to those addresses. This is the simplest way
of focusing traffic into the honeyfarm, but has a number
of practical drawbacks, since it requires the ability to make
globally-visible BGP advertisements and also renders the lo-
cation of the honeyfarm visible to anyone using tools such as
traceroute. An alternative mechanism for attracting traf-
fic is to configure external Internet routers to tunnel packets
destined for a particular address range back to the gateway.
This approach adds latency (and the added possibility of
packet loss) but is invisible to traceroute and can be op-
erationally and politically simpler for many organizations.
These techniques have been used by several other honey-
farm designs, most recently in the Collapsar system [14].

Through this combination of mechanisms, a variety of
packets destined for a variety of IP address prefixes arrive at
the gateway. These must then be assigned to an appropriate
backend honeyfarm server. Packets destined for inactive IP
addresses — for which there is no active VM — are sent
to a non-overloaded honeyfarm server. This assignment can
be made randomly, can try to maximize the probability of
infection (e.g., a packet destined for a NetBIOS service is
unlikely to infect a VM hosting Linux since that service is
not natively offered) or can be biased via a type map to pre-
serve the illusion that a given IP address hosts a particular
software configuration. Such mappings can be important if
attackers “pre-scan” the honeyfarm for vulnerabilities and
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cant insight into the spreading dynamics of new worms and
supports high-quality detection algorithms based on causal
linkage [8, 39].

However, reflection introduces an additional challenge as
well. Two distinct compromised VMs may each send a
packet to the same external IP address A — each packet
itself subject to reflection. Thus, the gateway must decide if
the honeyfarm creates a single VM to represent the address
A or if these requests create two distinct VMs each assum-
ing the same IP address A. The first approach allows cross-
contamination between distinct contagions, and in turn this
creates an opportunity for the honeyfarm to infect an outside
host. For example, suppose external Internet hosts X and
Y each infect the honeyfarm via addresses AX and AY with
unique worms, WX and WY . In turn, the VM representing
AX may then infect AY with WX and the VM representing
AY may infect AX with its infection in turn. Thus, each
VM is infected with both worms. Since packets from AX to
Internet host X are forwarded without reflection, it is now
possible for AX to infect this host with worm WY , which
again creates a new potential liability. Just because a host
is infected by one virus does not give us the right to infect
it with an unrelated virus. At the same time if the gateway
creates unique aliases for each infection (such that no two
worms may intermingle) this eliminates the possibility to
capture symbiotic behavior between different pieces of mal-
ware. For example, the Nimda worm exploited a backdoor
previously left by the CodeRed II worm. These problems
have no ideal solution and thus it is important to be able to
control how and when address aliasing is allowed to occur.

To support this level of control, we have introduced an ad-
ditional address aliasing mechanism that captures the causal
relationships of communication within the honeyfarm. Con-
ceptually each packet is extended with a universe identifier
that identifies a unique virtual IP address space. Universe
identifiers are created when a new transaction is initiated
from the external Internet. For example, when a new packet
P arrives from the Internet destined for address X, it may
create a new universe id UPX . In turn, packets may only
be reflected to hosts within the same universe from whence
they came. Thus, a given infection can spread within the
honeyfarm while being completely isolated from the influ-
ence of other infections. Capturing symbiotic, inter-worm
behavior can be achieved by designating “mix-in” universes
that allow instances of specific contagions to intermingle.
Space limits prevent a full exploration of the richness and
challenges presented by this abstraction, but we believe it
encapsulates much of complexity introduced by reflection.

Our overall architecture, including an example of reflec-
tion, is roughly illustrated in Figure 1. In the remainder
of this section we describe the gateway and virtual machine
monitor functionality in more depth.

3.3 Gateway Router
The gateway is effectively the “brains” of the honeyfarm

and is the only component that implements policy or main-
tains long-term state. More precisely, it supports four dis-
tinct functions: it must direct inbound traffic to individual
honeyfarm servers, manage the containment of outbound
traffic, implement long-term resource management across
honeyfarm servers, and interface with detection, analysis
and user-interface components. We consider each of these
functions in turn.

Figure 1: Honeyfarm architecture. Packets are re-
layed to the gateway from the global Internet via
direct routes or tunnel encapsulation. The gate-
way dispatches packets to honeyfarm servers that,
in turn, spawn a new virtual machine on demand to
represent each active destination IP address. Subse-
quent outbound responses are subject to the gate-
way’s containment policy, but even those packets
restricted from the public Internet can be reflected
back into the honeyfarm to elicit further behavior.

3.3.1 Inbound Traffic

The gateway attracts inbound traffic through two mecha-
nisms: routing and tunneling. Individual IP prefixes may be
globally advertised via the Border Gateway Protocol (BGP)
and the gateway will act as the “last hop” router for pack-
ets destined to those addresses. This is the simplest way
of focusing traffic into the honeyfarm, but has a number
of practical drawbacks, since it requires the ability to make
globally-visible BGP advertisements and also renders the lo-
cation of the honeyfarm visible to anyone using tools such as
traceroute. An alternative mechanism for attracting traf-
fic is to configure external Internet routers to tunnel packets
destined for a particular address range back to the gateway.
This approach adds latency (and the added possibility of
packet loss) but is invisible to traceroute and can be op-
erationally and politically simpler for many organizations.
These techniques have been used by several other honey-
farm designs, most recently in the Collapsar system [14].

Through this combination of mechanisms, a variety of
packets destined for a variety of IP address prefixes arrive at
the gateway. These must then be assigned to an appropriate
backend honeyfarm server. Packets destined for inactive IP
addresses — for which there is no active VM — are sent
to a non-overloaded honeyfarm server. This assignment can
be made randomly, can try to maximize the probability of
infection (e.g., a packet destined for a NetBIOS service is
unlikely to infect a VM hosting Linux since that service is
not natively offered) or can be biased via a type map to pre-
serve the illusion that a given IP address hosts a particular
software configuration. Such mappings can be important if
attackers “pre-scan” the honeyfarm for vulnerabilities and
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cant insight into the spreading dynamics of new worms and
supports high-quality detection algorithms based on causal
linkage [8, 39].

However, reflection introduces an additional challenge as
well. Two distinct compromised VMs may each send a
packet to the same external IP address A — each packet
itself subject to reflection. Thus, the gateway must decide if
the honeyfarm creates a single VM to represent the address
A or if these requests create two distinct VMs each assum-
ing the same IP address A. The first approach allows cross-
contamination between distinct contagions, and in turn this
creates an opportunity for the honeyfarm to infect an outside
host. For example, suppose external Internet hosts X and
Y each infect the honeyfarm via addresses AX and AY with
unique worms, WX and WY . In turn, the VM representing
AX may then infect AY with WX and the VM representing
AY may infect AX with its infection in turn. Thus, each
VM is infected with both worms. Since packets from AX to
Internet host X are forwarded without reflection, it is now
possible for AX to infect this host with worm WY , which
again creates a new potential liability. Just because a host
is infected by one virus does not give us the right to infect
it with an unrelated virus. At the same time if the gateway
creates unique aliases for each infection (such that no two
worms may intermingle) this eliminates the possibility to
capture symbiotic behavior between different pieces of mal-
ware. For example, the Nimda worm exploited a backdoor
previously left by the CodeRed II worm. These problems
have no ideal solution and thus it is important to be able to
control how and when address aliasing is allowed to occur.

To support this level of control, we have introduced an ad-
ditional address aliasing mechanism that captures the causal
relationships of communication within the honeyfarm. Con-
ceptually each packet is extended with a universe identifier
that identifies a unique virtual IP address space. Universe
identifiers are created when a new transaction is initiated
from the external Internet. For example, when a new packet
P arrives from the Internet destined for address X, it may
create a new universe id UPX . In turn, packets may only
be reflected to hosts within the same universe from whence
they came. Thus, a given infection can spread within the
honeyfarm while being completely isolated from the influ-
ence of other infections. Capturing symbiotic, inter-worm
behavior can be achieved by designating “mix-in” universes
that allow instances of specific contagions to intermingle.
Space limits prevent a full exploration of the richness and
challenges presented by this abstraction, but we believe it
encapsulates much of complexity introduced by reflection.

Our overall architecture, including an example of reflec-
tion, is roughly illustrated in Figure 1. In the remainder
of this section we describe the gateway and virtual machine
monitor functionality in more depth.

3.3 Gateway Router
The gateway is effectively the “brains” of the honeyfarm

and is the only component that implements policy or main-
tains long-term state. More precisely, it supports four dis-
tinct functions: it must direct inbound traffic to individual
honeyfarm servers, manage the containment of outbound
traffic, implement long-term resource management across
honeyfarm servers, and interface with detection, analysis
and user-interface components. We consider each of these
functions in turn.

Figure 1: Honeyfarm architecture. Packets are re-
layed to the gateway from the global Internet via
direct routes or tunnel encapsulation. The gate-
way dispatches packets to honeyfarm servers that,
in turn, spawn a new virtual machine on demand to
represent each active destination IP address. Subse-
quent outbound responses are subject to the gate-
way’s containment policy, but even those packets
restricted from the public Internet can be reflected
back into the honeyfarm to elicit further behavior.

3.3.1 Inbound Traffic

The gateway attracts inbound traffic through two mecha-
nisms: routing and tunneling. Individual IP prefixes may be
globally advertised via the Border Gateway Protocol (BGP)
and the gateway will act as the “last hop” router for pack-
ets destined to those addresses. This is the simplest way
of focusing traffic into the honeyfarm, but has a number
of practical drawbacks, since it requires the ability to make
globally-visible BGP advertisements and also renders the lo-
cation of the honeyfarm visible to anyone using tools such as
traceroute. An alternative mechanism for attracting traf-
fic is to configure external Internet routers to tunnel packets
destined for a particular address range back to the gateway.
This approach adds latency (and the added possibility of
packet loss) but is invisible to traceroute and can be op-
erationally and politically simpler for many organizations.
These techniques have been used by several other honey-
farm designs, most recently in the Collapsar system [14].

Through this combination of mechanisms, a variety of
packets destined for a variety of IP address prefixes arrive at
the gateway. These must then be assigned to an appropriate
backend honeyfarm server. Packets destined for inactive IP
addresses — for which there is no active VM — are sent
to a non-overloaded honeyfarm server. This assignment can
be made randomly, can try to maximize the probability of
infection (e.g., a packet destined for a NetBIOS service is
unlikely to infect a VM hosting Linux since that service is
not natively offered) or can be biased via a type map to pre-
serve the illusion that a given IP address hosts a particular
software configuration. Such mappings can be important if
attackers “pre-scan” the honeyfarm for vulnerabilities and
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cant insight into the spreading dynamics of new worms and
supports high-quality detection algorithms based on causal
linkage [8, 39].

However, reflection introduces an additional challenge as
well. Two distinct compromised VMs may each send a
packet to the same external IP address A — each packet
itself subject to reflection. Thus, the gateway must decide if
the honeyfarm creates a single VM to represent the address
A or if these requests create two distinct VMs each assum-
ing the same IP address A. The first approach allows cross-
contamination between distinct contagions, and in turn this
creates an opportunity for the honeyfarm to infect an outside
host. For example, suppose external Internet hosts X and
Y each infect the honeyfarm via addresses AX and AY with
unique worms, WX and WY . In turn, the VM representing
AX may then infect AY with WX and the VM representing
AY may infect AX with its infection in turn. Thus, each
VM is infected with both worms. Since packets from AX to
Internet host X are forwarded without reflection, it is now
possible for AX to infect this host with worm WY , which
again creates a new potential liability. Just because a host
is infected by one virus does not give us the right to infect
it with an unrelated virus. At the same time if the gateway
creates unique aliases for each infection (such that no two
worms may intermingle) this eliminates the possibility to
capture symbiotic behavior between different pieces of mal-
ware. For example, the Nimda worm exploited a backdoor
previously left by the CodeRed II worm. These problems
have no ideal solution and thus it is important to be able to
control how and when address aliasing is allowed to occur.

To support this level of control, we have introduced an ad-
ditional address aliasing mechanism that captures the causal
relationships of communication within the honeyfarm. Con-
ceptually each packet is extended with a universe identifier
that identifies a unique virtual IP address space. Universe
identifiers are created when a new transaction is initiated
from the external Internet. For example, when a new packet
P arrives from the Internet destined for address X, it may
create a new universe id UPX . In turn, packets may only
be reflected to hosts within the same universe from whence
they came. Thus, a given infection can spread within the
honeyfarm while being completely isolated from the influ-
ence of other infections. Capturing symbiotic, inter-worm
behavior can be achieved by designating “mix-in” universes
that allow instances of specific contagions to intermingle.
Space limits prevent a full exploration of the richness and
challenges presented by this abstraction, but we believe it
encapsulates much of complexity introduced by reflection.

Our overall architecture, including an example of reflec-
tion, is roughly illustrated in Figure 1. In the remainder
of this section we describe the gateway and virtual machine
monitor functionality in more depth.

3.3 Gateway Router
The gateway is effectively the “brains” of the honeyfarm

and is the only component that implements policy or main-
tains long-term state. More precisely, it supports four dis-
tinct functions: it must direct inbound traffic to individual
honeyfarm servers, manage the containment of outbound
traffic, implement long-term resource management across
honeyfarm servers, and interface with detection, analysis
and user-interface components. We consider each of these
functions in turn.

Figure 1: Honeyfarm architecture. Packets are re-
layed to the gateway from the global Internet via
direct routes or tunnel encapsulation. The gate-
way dispatches packets to honeyfarm servers that,
in turn, spawn a new virtual machine on demand to
represent each active destination IP address. Subse-
quent outbound responses are subject to the gate-
way’s containment policy, but even those packets
restricted from the public Internet can be reflected
back into the honeyfarm to elicit further behavior.

3.3.1 Inbound Traffic

The gateway attracts inbound traffic through two mecha-
nisms: routing and tunneling. Individual IP prefixes may be
globally advertised via the Border Gateway Protocol (BGP)
and the gateway will act as the “last hop” router for pack-
ets destined to those addresses. This is the simplest way
of focusing traffic into the honeyfarm, but has a number
of practical drawbacks, since it requires the ability to make
globally-visible BGP advertisements and also renders the lo-
cation of the honeyfarm visible to anyone using tools such as
traceroute. An alternative mechanism for attracting traf-
fic is to configure external Internet routers to tunnel packets
destined for a particular address range back to the gateway.
This approach adds latency (and the added possibility of
packet loss) but is invisible to traceroute and can be op-
erationally and politically simpler for many organizations.
These techniques have been used by several other honey-
farm designs, most recently in the Collapsar system [14].

Through this combination of mechanisms, a variety of
packets destined for a variety of IP address prefixes arrive at
the gateway. These must then be assigned to an appropriate
backend honeyfarm server. Packets destined for inactive IP
addresses — for which there is no active VM — are sent
to a non-overloaded honeyfarm server. This assignment can
be made randomly, can try to maximize the probability of
infection (e.g., a packet destined for a NetBIOS service is
unlikely to infect a VM hosting Linux since that service is
not natively offered) or can be biased via a type map to pre-
serve the illusion that a given IP address hosts a particular
software configuration. Such mappings can be important if
attackers “pre-scan” the honeyfarm for vulnerabilities and
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cant insight into the spreading dynamics of new worms and
supports high-quality detection algorithms based on causal
linkage [8, 39].

However, reflection introduces an additional challenge as
well. Two distinct compromised VMs may each send a
packet to the same external IP address A — each packet
itself subject to reflection. Thus, the gateway must decide if
the honeyfarm creates a single VM to represent the address
A or if these requests create two distinct VMs each assum-
ing the same IP address A. The first approach allows cross-
contamination between distinct contagions, and in turn this
creates an opportunity for the honeyfarm to infect an outside
host. For example, suppose external Internet hosts X and
Y each infect the honeyfarm via addresses AX and AY with
unique worms, WX and WY . In turn, the VM representing
AX may then infect AY with WX and the VM representing
AY may infect AX with its infection in turn. Thus, each
VM is infected with both worms. Since packets from AX to
Internet host X are forwarded without reflection, it is now
possible for AX to infect this host with worm WY , which
again creates a new potential liability. Just because a host
is infected by one virus does not give us the right to infect
it with an unrelated virus. At the same time if the gateway
creates unique aliases for each infection (such that no two
worms may intermingle) this eliminates the possibility to
capture symbiotic behavior between different pieces of mal-
ware. For example, the Nimda worm exploited a backdoor
previously left by the CodeRed II worm. These problems
have no ideal solution and thus it is important to be able to
control how and when address aliasing is allowed to occur.

To support this level of control, we have introduced an ad-
ditional address aliasing mechanism that captures the causal
relationships of communication within the honeyfarm. Con-
ceptually each packet is extended with a universe identifier
that identifies a unique virtual IP address space. Universe
identifiers are created when a new transaction is initiated
from the external Internet. For example, when a new packet
P arrives from the Internet destined for address X, it may
create a new universe id UPX . In turn, packets may only
be reflected to hosts within the same universe from whence
they came. Thus, a given infection can spread within the
honeyfarm while being completely isolated from the influ-
ence of other infections. Capturing symbiotic, inter-worm
behavior can be achieved by designating “mix-in” universes
that allow instances of specific contagions to intermingle.
Space limits prevent a full exploration of the richness and
challenges presented by this abstraction, but we believe it
encapsulates much of complexity introduced by reflection.

Our overall architecture, including an example of reflec-
tion, is roughly illustrated in Figure 1. In the remainder
of this section we describe the gateway and virtual machine
monitor functionality in more depth.

3.3 Gateway Router
The gateway is effectively the “brains” of the honeyfarm

and is the only component that implements policy or main-
tains long-term state. More precisely, it supports four dis-
tinct functions: it must direct inbound traffic to individual
honeyfarm servers, manage the containment of outbound
traffic, implement long-term resource management across
honeyfarm servers, and interface with detection, analysis
and user-interface components. We consider each of these
functions in turn.

Figure 1: Honeyfarm architecture. Packets are re-
layed to the gateway from the global Internet via
direct routes or tunnel encapsulation. The gate-
way dispatches packets to honeyfarm servers that,
in turn, spawn a new virtual machine on demand to
represent each active destination IP address. Subse-
quent outbound responses are subject to the gate-
way’s containment policy, but even those packets
restricted from the public Internet can be reflected
back into the honeyfarm to elicit further behavior.

3.3.1 Inbound Traffic

The gateway attracts inbound traffic through two mecha-
nisms: routing and tunneling. Individual IP prefixes may be
globally advertised via the Border Gateway Protocol (BGP)
and the gateway will act as the “last hop” router for pack-
ets destined to those addresses. This is the simplest way
of focusing traffic into the honeyfarm, but has a number
of practical drawbacks, since it requires the ability to make
globally-visible BGP advertisements and also renders the lo-
cation of the honeyfarm visible to anyone using tools such as
traceroute. An alternative mechanism for attracting traf-
fic is to configure external Internet routers to tunnel packets
destined for a particular address range back to the gateway.
This approach adds latency (and the added possibility of
packet loss) but is invisible to traceroute and can be op-
erationally and politically simpler for many organizations.
These techniques have been used by several other honey-
farm designs, most recently in the Collapsar system [14].

Through this combination of mechanisms, a variety of
packets destined for a variety of IP address prefixes arrive at
the gateway. These must then be assigned to an appropriate
backend honeyfarm server. Packets destined for inactive IP
addresses — for which there is no active VM — are sent
to a non-overloaded honeyfarm server. This assignment can
be made randomly, can try to maximize the probability of
infection (e.g., a packet destined for a NetBIOS service is
unlikely to infect a VM hosting Linux since that service is
not natively offered) or can be biased via a type map to pre-
serve the illusion that a given IP address hosts a particular
software configuration. Such mappings can be important if
attackers “pre-scan” the honeyfarm for vulnerabilities and
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Case Study: Xen
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Figure 1: The structure of a machine running the Xen hyper-
visor, hosting a number of different guest operating systems,
including Domain0 running control software in a XenoLinux
environment.

this process was automated with scripts. In contrast, Linux needed
far fewer modifications to its generic memory system as it uses pre-
processor macros to access PTEs — the macro definitions provide
a convenient place to add the translation and hypervisor calls re-
quired by paravirtualization.

In both OSes, the architecture-specific sections are effectively
a port of the x86 code to our paravirtualized architecture. This
involved rewriting routines which used privileged instructions, and
removing a large amount of low-level system initialization code.
Again, more changes were required in Windows XP, mainly due
to the presence of legacy 16-bit emulation code and the need for
a somewhat different boot-loading mechanism. Note that the x86-
specific code base in XP is substantially larger than in Linux and
hence a larger porting effort should be expected.

2.3 Control and Management
Throughout the design and implementation of Xen, a goal has

been to separate policy from mechanism wherever possible. Al-
though the hypervisor must be involved in data-path aspects (for
example, scheduling the CPU between domains, filtering network
packets before transmission, or enforcing access control when read-
ing data blocks), there is no need for it to be involved in, or even
aware of, higher level issues such as how the CPU is to be shared,
or which kinds of packet each domain may transmit.

The resulting architecture is one in which the hypervisor itself
provides only basic control operations. These are exported through
an interface accessible from authorized domains; potentially com-
plex policy decisions, such as admission control, are best performed
by management software running over a guest OS rather than in
privileged hypervisor code.

The overall system structure is illustrated in Figure 1. Note that
a domain is created at boot time which is permitted to use the con-
trol interface. This initial domain, termed Domain0, is responsible
for hosting the application-level management software. The con-
trol interface provides the ability to create and terminate other do-
mains and to control their associated scheduling parameters, phys-
ical memory allocations and the access they are given to the ma-
chine’s physical disks and network devices.

In addition to processor and memory resources, the control inter-
face supports the creation and deletion of virtual network interfaces
(VIFs) and block devices (VBDs). These virtual I/O devices have
associated access-control information which determines which do-
mains can access them, and with what restrictions (for example, a

read-only VBD may be created, or a VIF may filter IP packets to
prevent source-address spoofing).

This control interface, together with profiling statistics on the
current state of the system, is exported to a suite of application-
level management software running in Domain0. This complement
of administrative tools allows convenient management of the entire
server: current tools can create and destroy domains, set network
filters and routing rules, monitor per-domain network activity at
packet and flow granularity, and create and delete virtual network
interfaces and virtual block devices. We anticipate the development
of higher-level tools to further automate the application of admin-
istrative policy.

3. DETAILED DESIGN
In this section we introduce the design of the major subsystems

that make up a Xen-based server. In each case we present both
Xen and guest OS functionality for clarity of exposition. The cur-
rent discussion of guest OSes focuses on XenoLinux as this is the
most mature; nonetheless our ongoing porting of Windows XP and
NetBSD gives us confidence that Xen is guest OS agnostic.

3.1 Control Transfer: Hypercalls and Events
Two mechanisms exist for control interactions between Xen and

an overlying domain: synchronous calls from a domain to Xen may
be made using a hypercall, while notifications are delivered to do-
mains from Xen using an asynchronous event mechanism.

The hypercall interface allows domains to perform a synchronous
software trap into the hypervisor to perform a privileged operation,
analogous to the use of system calls in conventional operating sys-
tems. An example use of a hypercall is to request a set of page-
table updates, in which Xen validates and applies a list of updates,
returning control to the calling domain when this is completed.

Communication from Xen to a domain is provided through an
asynchronous event mechanism, which replaces the usual delivery
mechanisms for device interrupts and allows lightweight notifica-
tion of important events such as domain-termination requests. Akin
to traditional Unix signals, there are only a small number of events,
each acting to flag a particular type of occurrence. For instance,
events are used to indicate that new data has been received over the
network, or that a virtual disk request has completed.

Pending events are stored in a per-domain bitmask which is up-
dated by Xen before invoking an event-callback handler specified
by the guest OS. The callback handler is responsible for resetting
the set of pending events, and responding to the notifications in an
appropriate manner. A domain may explicitly defer event handling
by setting a Xen-readable software flag: this is analogous to dis-
abling interrupts on a real processor.

3.2 Data Transfer: I/O Rings
The presence of a hypervisor means there is an additional pro-

tection domain between guest OSes and I/O devices, so it is crucial
that a data transfer mechanism be provided that allows data to move
vertically through the system with as little overhead as possible.

Two main factors have shaped the design of our I/O-transfer
mechanism: resource management and event notification. For re-
source accountability, we attempt to minimize the work required to
demultiplex data to a specific domain when an interrupt is received
from a device — the overhead of managing buffers is carried out
later where computation may be accounted to the appropriate do-
main. Similarly, memory committed to device I/O is provided by
the relevant domains wherever possible to prevent the crosstalk in-
herent in shared buffer pools; I/O buffers are protected during data
transfer by pinning the underlying page frames within Xen.
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Xen: CPU Virtualization
Xen runs in ring 0 (most privileged) 

Ring 1/2 for guest OS, 3 for user-space 

GPF if guest attempts to use privileged instr
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Xen: MMU Virtualization
MMU Virtualizion : Shadow-Mode

!!"

#$$%&&%'()
'*+,-(.*,&

/0%&,(12

3!!

45+'65+%

70%&,(6+*,%&

70%&,(+%5'& 3*+,058(! 9&%0':;<=-&*$58

3*+,058(! !5$=*>%

"<'5,%&

MMU Virtualization : Direct-Mode 

!!"

#$%&'()*

+%,(-!!

./012/0%

3$%&'(204'%&

3$%&'(0%/1&

-40'$/5(! !/674,%

Shadow-mode

Direct-mode

Slide source: Ian Pratt 
http://www.cl.cam.ac.uk/research/srg/netos/papers/2004-xen-ols.pdf



MMU Micro Benchmarks
MMU Micro-Benchmarks

! " # $

Page fault (µs)

! " # $

Process fork (µs)

%&%

%&'

%&(

%&)

%&*

%&+

%&,

%&-

%&.

%&/

'&%

'&'

lmbench results on Linux (L), Xen (X), VMWare Workstation (V), and UML (U)

Slide source: Ian Pratt 
http://www.cl.cam.ac.uk/research/srg/netos/papers/2004-xen-ols.pdf



Xen: I/O Virtualization
Device I/O: I/O devices are virtualized as Virtual 
Block Devices (VBDs)
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Xen: TCP Results
TCP results
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Xen: Odds and Ends 
(contd.)
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Memory Reclamation
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Xen: Scalability

L

66
2

X

-1
6.

3%
 (n

on
-S

M
P

 g
ue

st
)

1

10
01

L

92
4

X

2

88
7

L

89
6

X

4

84
2

L

90
6

X

8

88
0

L

87
4

X

16

0

200

400

600

800

1000

A
gg

re
ga

te
 n

um
be

r o
f c

on
fo

rm
in

g 
cl

ie
nt

s

Simultaneous SPEC WEB99 Instances on Linux (L) and Xen(X)

Figure 4: SPEC WEB99 for 1, 2, 4, 8 and 16 concurrent Apache
servers: higher values are better.

ond CPU enables native Linux to improve on the score reported
in section 4.1 by 28%, to 662 conformant clients. However, the
best aggregate throughput is achieved when running two Apache
instances, suggesting that Apache 1.3.27 may have some SMP scal-
ability issues.

When running a single domain, Xen is hampered by a lack of
support for SMP guest OSes. However, Xen’s interrupt load bal-
ancer identifies the idle CPU and diverts all interrupt processing
to it, improving on the single CPU score by 9%. As the number
of domains increases, Xen’s performance improves to within a few
percent of the native case.

Next we performed a series of experiments running multiple in-
stances of PostgreSQL exercised by the OSDB suite. Running mul-
tiple PostgreSQL instances on a single Linux OS proved difficult,
as it is typical to run a single PostgreSQL instance supporting mul-
tiple databases. However, this would prevent different users hav-
ing separate database configurations. We resorted to a combination
of chroot and software patches to avoid SysV IPC name-space
clashes between different PostgreSQL instances. In contrast, Xen
allows each instance to be started in its own domain allowing easy
configuration.

In Figure 5 we show the aggregate throughput Xen achieves
when running 1, 2, 4 and 8 instances of OSDB-IR and OSDB-
OLTP. When a second domain is added, full utilization of the sec-
ond CPU almost doubles the total throughput. Increasing the num-
ber of domains further causes some reduction in aggregate through-
put which can be attributed to increased context switching and disk
head movement. Aggregate scores running multiple PostgreSQL
instances on a single Linux OS are 25-35% lower than the equiv-
alent scores using Xen. The cause is not fully understood, but it
appears that PostgreSQL has SMP scalability issues combined with
poor utilization of Linux’s block cache.

Figure 5 also demonstrates performance differentiation between
8 domains. Xen’s schedulers were configured to give each domain
an integer weight between 1 and 8. The resulting throughput scores
for each domain are reflected in the different banding on the bar.
In the IR benchmark, the weighting has a precise influence over
throughput and each segment is within 4% of its expected size.
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Figure 5: Performance of multiple instances of PostgreSQL
running OSDB in separate Xen domains. 8(diff) bars show per-
formance variation with different scheduler weights.

However, in the OLTP case, domains given a larger share of re-
sources to not achieve proportionally higher scores: The high level
of synchronous disk activity highlights a weakness in our current
disk scheduling algorithm causing them to under-perform.

4.4 Performance Isolation
In order to demonstrate the performance isolation provided by

Xen, we hoped to perform a “bakeoff” between Xen and other OS-
based implementations of performance isolation techniques such
as resource containers. However, at the current time there appear
to be no implementations based on Linux 2.4 available for down-
load. QLinux 2.4 has yet to be released and is targeted at providing
QoS for multimedia applications rather than providing full defen-
sive isolation in a server environment. Ensim’s Linux-based Private
Virtual Server product appears to be the most complete implemen-
tation, reportedly encompassing control of CPU, disk, network and
physical memory resources [14]. We are in discussions with Ensim
and hope to be able to report results of a comparative evaluation at
a later date.

In the absence of a side-by-side comparison, we present results
showing that Xen’s performance isolation works as expected, even
in the presence of a malicious workload. We ran 4 domains con-
figured with equal resource allocations, with two domains running
previously-measured workloads (PostgreSQL/OSDB-IR and SPEC
WEB99), and two domains each running a pair of extremely antiso-
cial processes. The third domain concurrently ran a disk bandwidth
hog (sustained dd) together with a file system intensive workload
targeting huge numbers of small file creations within large direc-
tories. The fourth domain ran a ‘fork bomb’ at the same time as
a virtual memory intensive application which attempted to allocate
and touch 3GB of virtual memory and, on failure, freed every page
and then restarted.

We found that both the OSDB-IR and SPEC WEB99 results were
only marginally affected by the behaviour of the two domains run-
ning disruptive processes — respectively achieving 4% and 2%
below the results reported earlier. We attribute this to the over-
head of extra context switches and cache effects. We regard this as
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servers: higher values are better.

ond CPU enables native Linux to improve on the score reported
in section 4.1 by 28%, to 662 conformant clients. However, the
best aggregate throughput is achieved when running two Apache
instances, suggesting that Apache 1.3.27 may have some SMP scal-
ability issues.

When running a single domain, Xen is hampered by a lack of
support for SMP guest OSes. However, Xen’s interrupt load bal-
ancer identifies the idle CPU and diverts all interrupt processing
to it, improving on the single CPU score by 9%. As the number
of domains increases, Xen’s performance improves to within a few
percent of the native case.

Next we performed a series of experiments running multiple in-
stances of PostgreSQL exercised by the OSDB suite. Running mul-
tiple PostgreSQL instances on a single Linux OS proved difficult,
as it is typical to run a single PostgreSQL instance supporting mul-
tiple databases. However, this would prevent different users hav-
ing separate database configurations. We resorted to a combination
of chroot and software patches to avoid SysV IPC name-space
clashes between different PostgreSQL instances. In contrast, Xen
allows each instance to be started in its own domain allowing easy
configuration.

In Figure 5 we show the aggregate throughput Xen achieves
when running 1, 2, 4 and 8 instances of OSDB-IR and OSDB-
OLTP. When a second domain is added, full utilization of the sec-
ond CPU almost doubles the total throughput. Increasing the num-
ber of domains further causes some reduction in aggregate through-
put which can be attributed to increased context switching and disk
head movement. Aggregate scores running multiple PostgreSQL
instances on a single Linux OS are 25-35% lower than the equiv-
alent scores using Xen. The cause is not fully understood, but it
appears that PostgreSQL has SMP scalability issues combined with
poor utilization of Linux’s block cache.

Figure 5 also demonstrates performance differentiation between
8 domains. Xen’s schedulers were configured to give each domain
an integer weight between 1 and 8. The resulting throughput scores
for each domain are reflected in the different banding on the bar.
In the IR benchmark, the weighting has a precise influence over
throughput and each segment is within 4% of its expected size.
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Figure 5: Performance of multiple instances of PostgreSQL
running OSDB in separate Xen domains. 8(diff) bars show per-
formance variation with different scheduler weights.

However, in the OLTP case, domains given a larger share of re-
sources to not achieve proportionally higher scores: The high level
of synchronous disk activity highlights a weakness in our current
disk scheduling algorithm causing them to under-perform.

4.4 Performance Isolation
In order to demonstrate the performance isolation provided by

Xen, we hoped to perform a “bakeoff” between Xen and other OS-
based implementations of performance isolation techniques such
as resource containers. However, at the current time there appear
to be no implementations based on Linux 2.4 available for down-
load. QLinux 2.4 has yet to be released and is targeted at providing
QoS for multimedia applications rather than providing full defen-
sive isolation in a server environment. Ensim’s Linux-based Private
Virtual Server product appears to be the most complete implemen-
tation, reportedly encompassing control of CPU, disk, network and
physical memory resources [14]. We are in discussions with Ensim
and hope to be able to report results of a comparative evaluation at
a later date.

In the absence of a side-by-side comparison, we present results
showing that Xen’s performance isolation works as expected, even
in the presence of a malicious workload. We ran 4 domains con-
figured with equal resource allocations, with two domains running
previously-measured workloads (PostgreSQL/OSDB-IR and SPEC
WEB99), and two domains each running a pair of extremely antiso-
cial processes. The third domain concurrently ran a disk bandwidth
hog (sustained dd) together with a file system intensive workload
targeting huge numbers of small file creations within large direc-
tories. The fourth domain ran a ‘fork bomb’ at the same time as
a virtual memory intensive application which attempted to allocate
and touch 3GB of virtual memory and, on failure, freed every page
and then restarted.

We found that both the OSDB-IR and SPEC WEB99 results were
only marginally affected by the behaviour of the two domains run-
ning disruptive processes — respectively achieving 4% and 2%
below the results reported earlier. We attribute this to the over-
head of extra context switches and cache effects. We regard this as
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Figure 3: Relative performance of native Linux (L), XenoLinux (X), VMware workstation 3.2 (V) and User-Mode Linux (U).

memory management. In the case of the VMMs, this ‘system time’
is expanded to a greater or lesser degree: whereas Xen incurs a
mere 3% overhead, the other VMMs experience a more significant
slowdown.

Two experiments were performed using the PostgreSQL 7.1.3
database, exercised by the Open Source Database Benchmark suite
(OSDB) in its default configuration. We present results for the
multi-user Information Retrieval (IR) and On-Line Transaction Pro-
cessing (OLTP) workloads, both measured in tuples per second. A
small modification to the suite’s test harness was required to pro-
duce correct results, due to a UML bug which loses virtual-timer
interrupts under high load. The benchmark drives the database
via PostgreSQL’s native API (callable SQL) over a Unix domain
socket. PostgreSQL places considerable load on the operating sys-
tem, and this is reflected in the substantial virtualization overheads
experienced by VMware and UML. In particular, the OLTP bench-
mark requires many synchronous disk operations, resulting in many
protection domain transitions.

The dbench program is a file system benchmark derived from
the industry-standard ‘NetBench’. It emulates the load placed on a
file server by Windows 95 clients. Here, we examine the through-
put experienced by a single client performing around 90,000 file
system operations.

SPEC WEB99 is a complex application-level benchmark for eval-
uating web servers and the systems that host them. The workload is
a complex mix of page requests: 30% require dynamic content gen-
eration, 16% are HTTP POST operations and 0.5% execute a CGI
script. As the server runs it generates access and POST logs, so
the disk workload is not solely read-only. Measurements therefore
reflect general OS performance, including file system and network,
in addition to the web server itself.

A number of client machines are used to generate load for the
server under test, with each machine simulating a collection of
users concurrently accessing the web site. The benchmark is run
repeatedly with different numbers of simulated users to determine
the maximum number that can be supported. SPEC WEB99 defines
a minimum Quality of Service that simulated users must receive in
order to be ‘conformant’ and hence count toward the score: users

must receive an aggregate bandwidth in excess of 320Kb/s over a
series of requests. A warm-up phase is allowed in which the num-
ber of simultaneous clients is slowly increased, allowing servers to
preload their buffer caches.

For our experimental setup we used the Apache HTTP server
version 1.3.27, installing the modspecweb99 plug-in to perform
most but not all of the dynamic content generation — SPEC rules
require 0.5% of requests to use full CGI, forking a separate pro-
cess. Better absolute performance numbers can be achieved with
the assistance of “TUX”, the Linux in-kernel static content web
server, but we chose not to use this as we felt it was less likely to be
representative of our real-world target applications. Furthermore,
although Xen’s performance improves when using TUX, VMware
suffers badly due to the increased proportion of time spent emulat-
ing ring 0 while executing the guest OS kernel.

SPEC WEB99 exercises the whole system. During the measure-
ment period there is up to 180Mb/s of TCP network traffic and
considerable disk read-write activity on a 2GB dataset. The bench-
mark is CPU-bound, and a significant proportion of the time is
spent within the guest OS kernel, performing network stack pro-
cessing, file system operations, and scheduling between the many
httpd processes that Apache needs to handle the offered load.
XenoLinux fares well, achieving within 1% of native Linux perfor-
mance. VMware and UML both struggle, supporting less than a
third of the number of clients of the native Linux system.

4.2 Operating System Benchmarks
To more precisely measure the areas of overhead within Xen and

the other VMMs, we performed a number of smaller experiments
targeting particular subsystems. We examined the overhead of vir-
tualization as measured by McVoy’s lmbench program [29]. We
used version 3.0-a3 as this addresses many of the issues regard-
ing the fidelity of the tool raised by Seltzer’s hbench [6]. The OS
performance subset of the lmbench suite consist of 37 microbench-
marks. In the native Linux case, we present figures for both unipro-
cessor (L-UP) and SMP (L-SMP) kernels as we were somewhat
surprised by the performance overhead incurred by the extra lock-
ing in the SMP system in many cases.



Things to think about
Xen only useful for research settings?

OS modification is a BIG thing
Xen v2.0 requires no modification of Linux 2.6 core 
code

Why Xen rather than VMware for honeyfarms?
Is performance key for a honeypot?
It’s free :-) 

Great expectations for VMMs: but how realistic/useful 
are they?

Mobile applications, 
VMMs are not new... they have been resurrected

what further directions for research?



Conclusion

VMMs have come a long way
Started out as multiplexing tools back in the ‘60’s
Resurrected and made-over to suit a wide range 
of applications

VMMs today are
Fast
Secure
Light-weight

VMMs have taken the (research?) world by storm



Thank you!
:-)



Extra slides



Why full virtualization is 
difficult

Modern CPUs are not designed for virtualization
Full virtualization requires the CPU to support direct 
execution

Privileged instructions, when run in unprivileged mode 
MUST trigger a trap
The x86 has upto 17 sensitive instructions that do not 
obey this rule!
Eg: the SMSW instruction 

stores machine status word into general purpose 
register
first bit = PE (Protection Enable: Protected Mode 
when set, real mode when clear)
if VMOS checked PE bit when in real mode, it would 
incorrectly read it as Protected Mode


