
CS 5788:  Introduction to Generative Models

Lecture 23: AI-generated media provenance

Many slides from Richard Zhang’s talks



2





4

Today

• Attribution: what data points are responsible for 
producing a model’s output? 

• Detection: how can we detect AI-generated media?



Machine learning pipeline

ModelTraining images

Slide source: Richard Zhang



Data comes from people

Contributors ModelTraining images

Slide source: Richard Zhang



Source: The Verge

Ongoing legal battles

Slide source: Richard Zhang



Source: AP news

If artificial intelligence uses your work, it should pay you
By Joseph Gordon-Levitt, The Washington Post

In Hollywood writers’ battle against AI, humans 
win (for now).  By JAKE COYLE, AP News

Hollywood strikes

Slide source: Richard Zhang



[https://hyperallergic.com/806026/digital-artists-are-pushing-back-against-ai]
@artofinca’s Instagram Post

Digital artists pushing back

Slide source: Richard Zhang

https://hyperallergic.com/806026/digital-artists-are-pushing-back-against-ai
https://hyperallergic.com/806026/digital-artists-are-pushing-back-against-ai
https://hyperallergic.com/806026/digital-artists-are-pushing-back-against-ai


Can we attribute generate images to their 
training data?

Contributors ModelTraining images

Attribution

Slide source: Richard Zhang



Contributors ModelTraining images

Ablation

Can we attribute generate images to their 
training data?

Slide source: Richard Zhang



Personal concepts 
(“grumpy cat”)

Concepts in the model

Copyright content 
(R2D2)

Memorized images 
(Ann Graham Lotz)

Artistic styles 
(Greg Rutkowski)

Real image

Nupur Kumari, Bingliang Zhang, Sheng-Yu Wang, Eli Shechtman, Richard Zhang, Jun-Yan Zhu. Ablating Concepts in Text-to-Image Diffusion Models 
(slide source, Richard Zhang).



Potential solution?

𝐺

Maximize L2

Noise

Photo of a grumpy cat

Training image
Grumpy cat 

images
Minimize L2

c.f. Bourtoule et al., Machine Unlearning. 2019Slide source: Richard Zhang



Photo of a 
grumpy cat

Photo of a 
british shorthair 

cat

Pretrained Tuned longerTunedMax L2

Slide source: Richard Zhang



𝐺“Photo of a 
grumpy cat”

Distribution Matching

Overwrite with a super-class

Slide source: Richard Zhang



Distribution Matching

p(x | : grumpy cat)𝒄∗

Concept Ablation [Kumari et al., ICCV 2023]Slide source: Richard Zhang



Distribution Matching

p(x | : grumpy cat)𝒄∗

p(x |  : cat)𝒄

Concept Ablation [Kumari et al., ICCV 2023]Slide source: Richard Zhang



Distribution Matching

p(x | : grumpy cat)𝒄∗

p(x |  : cat)𝒄

Concept Ablation [Kumari et al., ICCV 2023]Slide source: Richard Zhang



Simplifying to per timestep distribution of the diffusion model 

Concept Ablation Objective Function

KL Divergence between two Normal distribution

Can be simplified to l2 distance between mean of two distribution

Cat Grumpy Cat

pretrained model distribution 
given cat captions

Fine-tuned model distribution 
given grumpy cat captions

Concept Ablation [Kumari et al., ICCV 2023]Slide source: Richard Zhang



Concept Ablation Objective Function
pretrained model’s 

prediction given cat caption
fine-tuned model’s prediction 
given grumpy cat caption

Concept Ablation [Kumari et al., ICCV 2023]Slide source: Richard Zhang



Concept Ablation Objective Function

Memory intensive in practice. So, we 
use stop-grad with the existing model.  pretrained model 

Concept Ablation [Kumari et al., ICCV 2023]Slide source: Richard Zhang



Concept Ablation Objective Function

Time consuming. Therefore, we generate images 
once and use forward process to approximate this.

Concept Ablation [Kumari et al., ICCV 2023]Slide source: Richard Zhang



Noise

𝐺

Photo of a grumpy cat

Photo of a cat

𝐺

Generated cat 
images L2

Distribution Matching

Slide source: Richard Zhang



Photo of a 
grumpy cat

Photo of a 
british shorthair 

cat

Pretrained Tuned

Removed

Preserved

Slide source: Richard Zhang



Copyrighted characters

R2D2 Nemo

PretrainedPretrainedAblated Ablated

Slide source: Richard Zhang



Ann Graham Lotz The Long Dark Gets First Trailer…

Pretrained PretrainedAblated Ablated

Target “memorized” images c.f. Carlini et al. Extracting Training Data 
from Diffusion Models. USENIX 2023.Slide source: Richard Zhang



Van Gogh Greg RutkowskiArtistic styles

Pretrained Pretrained

Slide source: Richard Zhang



Van Gogh Greg RutkowskiArtistic styles

Pretrained PretrainedAblated Ablated

Slide source: Richard Zhang



Pretrained

Kids with guns

guns

Individual concepts Problematic composition

kids

PretrainedAblated Ablated

Kids with guns

Preserved Removed
Though not perfectly disentangled

Slide source: Richard Zhang



Contributors ModelTraining images

Attribution

Reconnecting creators to models

Slide source: Richard Zhang



Influence scores

GenAI image

Data 
Attribution

< 0.001%

1.75% 1.52% 1.33%

1.27% 1.20% 1.16%

DatasetStable Diffusion

Challenge: ground truth influence is unknown… 
Must intervene in the training process

Slide source: Richard Zhang



Stable Diffusion LAION Dataset

Synthesized Image

“A sea of lights illuminates 
the building at night”

Unknown influencers

Sheng-Yu Wang, Alexei A. Efros, Jun-Yan Zhu, Richard Zhang. “Evaluating Data Attribution for Text-to-Image Models”, 2023 (slide source: Richard Zhang)



Synthesized Image

Custom Diffusion LAION DatasetExemplar Image

Customize
Model

“A sea of lights illuminates 
the building at night”

V*

Influencer  Influencee 
Ground truth pair

Adapted from: Richard Zhang

Following work on textual inversion, introduce a custom token, denoted 
, to represent this one image. Finetune the model to regenerate that 

image when prompted with . 

c.f. Gal et al. Textual Inversion. ICLR 2023; Ruiz et al., DreamBooth. 
CVPR 2023; Kumari et al. Custom Diffusion. CVPR 2023

V *
V *



Curating Attribution Benchmark (Object-centric)

LAION Dataset

V* building

A sea of lights illuminates the building at night

V*

Slide source: Richard Zhang



Curating Attribution Benchmark (Artist-centric)

The tranquility of nature in the style of art

LAION Dataset

Slide source: Richard Zhang



Curating Attribution Benchmark (Artist-centric)

The tranquility of nature in the style of art

LAION Dataset

V* art

V*

[Fernando Botero’s artwork collected from artchive.com] Slide source: Richard Zhang

https://www.artchive.com/


Curating Attribution Benchmark (Artist-centric)

A painting of flower in the style of art

LAION Dataset

V* art
V*[Fernando Botero’s artwork collected from artchive.com]

The tranquility of nature in the style of art

V*

Slide source: Richard Zhang

https://www.artchive.com/


Learn Attribution from Customized Models

Synthesized Image

LAION Dataset

V* building

Slide source: Richard Zhang



Which is the exemplar?

Synthesized Image

?

?

?

?

Slide source: Richard Zhang



Which is the exemplar?

Synthesized Image

Slide source: Richard Zhang



ExemplarSynthesized

Creating a feature space via contrastive learning

Similarity(         ,        ) > Similarity(        ,         )
Synthesized Others

Learn feature space that puts 
corresponding images together

Slide source: Richard Zhang



Slide source: Richard Zhang

Quantitative Results
Artistic 
models 

(Recall@10)

Object-centric models (Recall@10)

Strong for objects



Slide source: Richard Zhang

Quantitative Results
Artistic 
models 

(Recall@10)

Object-centric models (Recall@10)

Middling performance



Slide source: Richard Zhang

Quantitative Results
Artistic 
models 

(Recall@10)

Object-centric models (Recall@10)

CLIP primed for large improvements with training



Slide source: Richard Zhang

Quantitative Results
Artistic 
models 

(Recall@10)

Object-centric models (Recall@10)

Pareto front



Custom Diffusion Results

Generated

DINO

15.14% 8.98% 6.45% 6.14% 5.07%6.10%

1M retrieval subset; chance = .0001%Slide source: Richard Zhang



Custom Diffusion Results

Generated

DINO

Calibrated DINO

7.72%30.11% 6.86% 6.50% 4.56% 4.31%

15.14% 8.98% 6.45% 6.14% 5.07%6.10%

1M retrieval subset; chance = .0001%Slide source: Richard Zhang



Stable Diffusion results

Generated 
Sample

Generated 
Sample

Generated 
Sample

0.623% 0.450% 0.437% 0.407% 0.385% 0.383% 0.365% 0.317%

2.158% 1.903% 1.837% 1.153% 1.096% 1.089% 1.061% 1.005%

0.187% 0.168% 0.162% 0.161% 0.159% 0.147% 0.143% 0.142%

400M retrieval; chance = 2.5×10-7%Slide source: Richard Zhang



Stable Diffusion results

Generated 
Sample

Generated 
Sample

Generated 
Sample

1.452% 1.200% 1.158% 1.113% 1.075% 1.011% 0.898% 0.884%

0.554% 0.498% 0.474% 0.454% 0.445% 0.434% 0.414% 0.412%

0.355% 0.260% 0.252% 0.243% 0.240% 0.240% 0.235% 0.234%

400M retrieval; chance = 2.5×10-7%Slide source: Richard Zhang



Generated 
Sample

Generated 
Sample

1.752% 1.631% 1.518% 1.327% 1.273% 1.204% 1.160% 1.107%

0.414% 0.397% 0.351% 0.348% 0.337% 0.326% 0.319% 0.319%

Stable Diffusion results

400M retrieval; chance = 2.5×10-7%Slide source: Richard Zhang



“Memorized” Images

Generated 
Sample

Generated 
Sample

Generated 
Sample

31.19% 25.43% 16.72% 4.35% 2.34% 2.13%

88.42% 7.58% 2.33% 1.68% 0.00% 0.00%

14.37% 9.87% 9.68% 3.19% 2.18%

1M retrieval subset; chance = .0001%Slide source: Richard Zhang



Discussion
• Establish ground truth through customization 

• But pretraining set is ignored 

• Directly analyzing training set: “remove” instead of “add” 
• Shapley Value: landmark concepts in economics

Slide source: Richard Zhang



Training  
dataset

 𝜃1

Counterfactual 
subset 1 Analyze 

models

 𝜃2𝑁

Counterfactual 
subset 2N

Training 2N models is too expensive

 𝜃0

 [Sheng-Yu Wang, Aaron Hertzmann, Alexei A. Efros, Jun-Yan Zhu, Richard Zhang. “Data Attribution for Text-to Image Models by Unlearning Synthesized Images”] 
Source: R. Zhang

Random subsets
Synthesized

c.f. Feldman & Zhang. What Neural Networks Memorize and Why. NeurIPS 2020. 



 𝜃3

 𝜃2

Training  
dataset

Unlearning

 𝜃1

 𝜃0

Koh & Liang. ICML 2017; Schioppa AAAI 2022; Park ICML 2023; Georgiev ICML Wkshp 2023; Grosse ArXiv 2023.

Leave-one-out

EvaluateInfluence functions: linear approx. 
for unlearning & evaluation

Synthesized

∇𝐿(𝑧̂)𝐻−1
𝜃 ∇𝐿(𝑥𝑛)

Store a low-dimensional version  
or recompute at test-time



Influence and response functions

• Response function: how does a example , weighted by , influence the 
parameters? For example, . 

zm ϵ
ϵ = 1/N

• Empirical risk minimization (e.g., minimizing negative log likelihood)

• Can show that the Taylor approximation for the change in parameters is:

where  is the Hessian of the cost function.H = ∇2
θJ(θ, 𝒟)

Source: [Grosse et al., “Studying Large Language Model Generalization with Influence Functions”, 2023]



Influence and response functions

• Since change in  is not easy to interpret, often will look at the influence on a 
quantity :

θ
f(θ)

Source: [Grosse et al., “Studying Large Language Model Generalization with Influence Functions”, 2023]

• For example, set  to the loss of the input generated image .f(θ) = ℒ(z, θ) z

• Amounts to computing dot product between  and  after 
preconditioning using . 

• Estimating this quantity is still hard, since  cannot be computed efficiently. 
• Closely related to work on natural gradient descent, and you can use similar 

approximations [Grosse et al., 2023]

∇θℒ(z, θ) ∇θℒ(zm, θ)
H

H



Source: [Grosse et al., “Studying Large Language Model Generalization with Influence Functions”, 2023]



Source: [Grosse et al., “Studying Large Language Model Generalization with Influence Functions”, 2023]



Source: [Grosse et al., “Studying Large Language Model Generalization with Influence Functions”, 2023]

Top Influential Sequences for 52 Billion Parameter Model



Source: [Grosse et al., “Studying Large Language Model Generalization with Influence Functions”, 2023]

Top Influential Sequences for 52 Billion Parameter Model



Source: [Grosse et al., “Studying Large Language Model Generalization with Influence Functions”, 2023]

Can generalize the 
approach to 
consider attributing 
an input data point 
to a specific layer.



Training  
dataset  𝜃0

Leave-one-out
Synthesized

Can we remove the linear 
approximations?

Storing or recomputing 
N models intractable

 𝜃3

 𝜃2

Unlearning

Evaluate

Koh & Liang. ICML 2017; Schioppa AAAI 2022; Park ICML 2023; Georgiev ICML Wkshp 2023; Grosse ArXiv 2023.

 𝜃1

Source: R. Zhang



Unlearning

Attribution by Unlearning (AbU)
Training  
dataset  𝜃0

Maximize loss on 
synthesized point

Minimize loss on 
original dataset

Approximated by EWC

Unlearning procedure

Kirkpatrick. Overcoming catastrophic forgetting. PNAS 2017.

Synthesized

 𝜃−𝑧̂

Slide source: Richard Zhang



Assess influence
(by loss increase)

Attribution by Unlearning (AbU)
Training  
dataset

Unlearning

 𝜃−𝑧̂

 𝜃0

Synthesized

Slide source: Richard Zhang



Training  
dataset

Counterfactual evaluation

Remove Top-K  
Influential Images

 𝜃0

Counterfactual 
subset

c.f. K. Georgiev, et al. How Training Data Guides Diffusion Models. In ArXiv, 2023.

Synthesized

Influences

Slide source: Richard Zhang



Failed 
Resynthesis

Training  
dataset

Remove Top-K  
Influential Images

 𝜃0

Counterfactual 
subset

Counterfactual evaluation

  𝜃−𝐾
𝑧̂

2. Regenerate & 
Assess difference1. Check DDPM loss

If critical training images are identified, 
removing them should destroy the generation

Expensive evaluation… 
…but let’s do it! (for modest sizes)

c.f. K. Georgiev, et al. How Training Data Guides Diffusion Models. In ArXiv, 2023.

Synthesized

Influences

Slide source: Richard Zhang



MS-COCO results
Ours

“A bus traveling 
on a freeway 
next to other 

traffic.”

DINO

JourneyTRAK

c.f. K. Georgiev, et al. How Training Data Guides Diffusion Models. In ArXiv, 2023.

Remove K=500 
(0.4% of dataset)

Ours

DINO

JourneyTRAK

Attribution results Counterfactual 
evaluation

Effective removal

Slide source: Richard Zhang



MS-COCO results

c.f. K. Georgiev, et al. How Training Data Guides Diffusion Models. In ArXiv, 2023.

Remove K=500 
(0.4% of dataset)

Attribution results Counterfactual 
evaluation

“A man in a 
blue coat skiing 
through a snowy 

field.”

Wang et al.

DINO

JourneyTRAK

Ours

DINO

JourneyTRAK

Slide source: Richard Zhang



“A zebra all by 
itself in the green 

forest.”

“A small closed 
toilet in a cramped 

space.”

“A tennis player 
running to get to 

the ball.”

“A cat laying on 
clothes that are in a 

suitcase.”

Attribution resultsSynthesized images Slide source: Richard Zhang



Local attribution

“A motorcycle and 
a stop sign.”

Cropped 
Queries

Attributed training images

Slide source: Richard Zhang
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Today

• Attribution: what data points are responsible for 
producing a model’s output? 

• Detection: how can we detect AI-generated media?



“Catholic Pope Francis wearing Balenciaga puffy jacket in drill rap music video, throwing 
up gang signs with hands, taken using a Canon EOS R camera with a 50mm f/1.8 lens, f/
2.2 aperture, shutter speed 1/200s, ISO 100 and natural light, Full Body, Hyper Realistic 
Photography, Cinematic, Cinema, Hyperdetail, UHD, Color Correction, hdr, color grading, 
hyper realistic CG animation --ar 4:5 --upbeta --q 2 --v 5.”

Text-to-image models make it easy



AI-generated spam

Jeongsoo Park

Examples from Jeongsoo’s Facebook feed



Downsides of easy image generation

Raising doubt 
in real images

Misinformation and abuse AI spam

Source: “Insane Facebook AI slop” @FacebookAIslop

https://twitter.com/FacebookAIslop


[Li, Zhang, Sun, Qi, Lyu, “DeepFake-o-meter”, 2024]

Real or fake?



`

Generalization in fake image detection

Training

VQ-GAN

ProGAN DALL·E 2

Midjourney v5



`

Generalization in fake image detection

Training

VQ-GAN

ProGAN DALL·E 2

Midjourney v5

Test on the same generators?  
→ Detectors generalize pretty well.

Test on out-of-distribution generators? 
→ Not always. But intriguingly there is 
some generalization!

[S. Wang, O. Wang, R. Zhang, A. Owens, A. A. Efros, “CNN-generated images are surprisingly easy to spot... for now”, CVPR 2020]



Dataset of CNN-generated fakes

GANs

StyleGAN

(Karras 2018)

BigGAN

(Brock 2019)

CycleGAN

(Zhu 2017)

StarGAN

(Choi 2018)

GauGAN

(Park 2019)

Seeing in

the dark

(Chen 2018)

Super-

resolution


(Dai 2019)

Low-level

vision

Cascaded

refinement


(Chen 2017)

IMLE

(Li 2019)

Perceptual

loss

Deep

fakes

ProGAN

(Karras 2018)

fa
ke

re
al

Faceswap

(Anonymous 2018 ) 

(Rossler 2019)



Dataset of CNN-generated fakes

GANs

Seeing in

the dark

(Chen 2018)

Super-

resolution


(Dai 2019)

Low-level

vision

Cascaded

refinement


(Chen 2017)

IMLE

(Li 2019)

Perceptual

loss

Deep

fakes

ProGAN

(Karras 2018)

fa
ke

re
al

StyleGAN

(Karras 2018)

BigGAN

(Brock 2019)

CycleGAN

(Zhu 2017)

StarGAN

(Choi 2018)

GauGAN

(Park 2019) Faceswap


(Anonymous 2018 ) 
(Rossler 2019)



Real vs. fake?

ProGAN

How well do classifiers generalize?

Real images

• Train with 720K images from 20 LSUN categories 
• JPEG + Blurring data augmentation



How well do classifiers generalize?

Real vs. fake?

Synthesized 
images from 
another CNN

Real “target” 
images

ProGAN detector



How well do classifiers generalize?

Real vs. fake?

Images the CNN 
actually makes

Images the CNN 
should make

ProGAN detector



Surprising amounts of generalization

ProGAN IMLE CRN StyleGAN GauGAN CycleGAN StarGAN Seeing dark BigGAN Deep fake Super-res.

Av
er

ag
e 

pr
ec

isi
on

100 100 99 99 98 97 95 93
88

66 64



ProGAN IMLE CRN StyleGAN GauGAN CycleGAN StarGAN Seeing dark BigGAN Deep fake Super-res.

Av
er

ag
e 

pr
ec

isi
on

Generalization to other CNNs: no preprocessing

100
94 96

67

84

100
96

72

98
9490



Robustness to postprocessing

Blurring CycleGAN Compressing CycleGAN

0 4
�

<latexit sha1_base64="g8T4WcLesrKA4mT0aEyV13q2WP0=">AAAB7XicbVDLSgNBEOyNrxhfUY9eBoPgKexqQI9BLx4jmAckS5idzCZj5rHMzAphyT948aCIV//Hm3/jJNmDJhY0FFXddHdFCWfG+v63V1hb39jcKm6Xdnb39g/Kh0cto1JNaJMornQnwoZyJmnTMstpJ9EUi4jTdjS+nfntJ6oNU/LBThIaCjyULGYEWye1eoYNBe6XK37VnwOtkiAnFcjR6Je/egNFUkGlJRwb0w38xIYZ1pYRTqelXmpogskYD2nXUYkFNWE2v3aKzpwyQLHSrqRFc/X3RIaFMRMRuU6B7cgsezPxP6+b2vg6zJhMUkslWSyKU46sQrPX0YBpSiyfOIKJZu5WREZYY2JdQCUXQrD88ippXVSDy6p/X6vUb/I4inACp3AOAVxBHe6gAU0g8AjP8ApvnvJevHfvY9Fa8PKZY/gD7/MHnQmPJQ==</latexit>

JPEG quality
100% 30%2



Implications
• Suggests CNN-generated images have common artifacts 
• These artifacts can be detected with a simple classifier!
• But what are these artifacts?

Example from literature: checkerboard/aliasing artifacts [Xue Zhang et al. 2019]

BigGAN CycleGAN StarGAN CRN Real

Average Fourier magnitude (after high pass filtering)



`

Testing

Imagen v3

FLUX.1 DALL·E 3

Ideogram

`

Generalization in fake image detection

Training

VQ-GAN

ProGAN DALL·E 2

Midjourney v5

github.com/anon123/
mycoolgenerator

github.com/bot15/
deepfakeface

github.com/putin2/
electiondeepfake

“DIY” models
…

http://github.com/%E2%80%A6/mycoolgenerator
http://github.com/%E2%80%A6/mycoolgenerator
http://github.com/%E2%80%A6/mycoolgenerator
http://github.com/%E2%80%A6/mycoolgenerator
http://github.com/%E2%80%A6/mycoolgenerator
http://github.com/%E2%80%A6/mycoolgenerator


One problem: the data

`

Datasets have lots of images.
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[Park & Owens. “Community Forensics: Using Thousands of Generators to Train Fake Image Detectors “]… out soon!

Model sharing communities

Jeongsoo Park

Can we automatically acquire fake images from 
open source latent diffusion models?



What are these models?



What are these models?



What are these models?



What are these models?



Automatically sampled images

Sampled images from 4763 LDM text-to-image models from Hugging Face



The Community Forensics dataset

`

4763 LDM text-to-image models from Hugging Face

Systematically collected diffusion models

`
Real images
from 11 datasets, w/ paired prompts

LAION COCO FFHQ

… `2.8M fake images  
from 4804 models.

`

Other open models

19 models

VQ-DiffusionStyleGAN3CIPSVQ-GAN

…

`

Commercial models

11 models

Midjourney v6.1FLUX.1DALL-E 3 Ideogram v2

…



What happens when you train on thousands of generators?

Number of latent diffusion models

D
et

ec
tio

n 
ac

cu
ra

cy
 (m

AP
 →

99.0 Test on images from:

101 102 103

1.0

0.9

0.8

0.7

• 100k images + 10 samples per data point. 
• All test models are out-of-distribution.



Systematic Manual Full

What happens when you add more models?

Diversity and generalization to commercial models Cross-dataset generalization

m
AP
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Systematic Manual Full
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Summary

• Attribute training examples to generated examples by posing a 
counterfactual: how would the model change if I trained without this 
example? 

• Detect generated images using supervised learning, after acquiring diverse 
datasets.  

• Current detection methods are still not very robust. 


