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Principals and Practice of Cryptocurrencies

Cornell CS 5437, Spring 2016 

Introduction 
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Principals and Practice of Cryptocurrencies

ÅProbability 
ÅDistributed systems 
ÅGame theory 
ÅCryptography 

ÅDesign choices 
ÅReal-world challenges 
ÅAnalysis tools 
ÅProject 

ÅPractical decentralized 
currencies of the 
Bitcoin family 

ÅOlder and newer 
systems 
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Staff

Instructor 
Ittay Eyal 
455 Gates Hall 
ittay.eyal@cornell.edustart title with [CS 5437] 

Teaching Assistant ςHW grading 
Kyle Croman
411 Gates Hall 
kcroman@cs.cornell.edustart title with [CS 5437] 

mailto:ittay.eyal@cornell.edu
mailto:kcroman@cs.cornell.edu
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Material 
ÅText books 
ÅBitcoin and CryptocurrencyTechnologies

Narayanan, Bonneau, Felten, Miller, Goldfeder; Princeton, 2015  
https:// piazza.com/princeton/spring2015/btctech/resources
ÅMastering Bitcoin 

Antonopoulos; OΩreilly, 2014  
http:// chimera.labs.oreilly.com/books/1234000001802

ÅLecture 

ÅPapers 
ÅBook chapters 

https://piazza.com/princeton/spring2015/btctech/resources
http://chimera.labs.oreilly.com/books/1234000001802
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Prerequisites 

ÅAlgorithms 
ÅProtocols 
ÅOperating systems 
ÅProgramming intensive 

ÅProbability ςan advantage 
ÅDistributed systems theory ςan advantage 
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Grade 

ÅHomework: 30%  
Åὲassignments (ὲ ρπ) 
ÅAverage of best ὲ ς
ÅMuch of the grade for submission 
Å ςυϷper day late (4 days for free) 

ÅProject: 60% 
Details in next lesson 

ÅOther factors: 10% 
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Plan 

1. Overview 
2. Projects 

3. Principals and practice of Cryptocurrencies

First week

Rest of 
semester
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Before Money

Barter
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Forms of Money
Commodity money
Å Divisible 
Å Stable value 
Å Scarcity is key
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Forms of Money
Commodity money
Å Divisible 
Å Stable value 
Å Scarcity is key
Representative money 
Å Easier to transact 
Å Enforced unforgeability

Token Ledger
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Forms of Money
Commodity money
Å Divisible 
Å Stable value 
Å Scarcity is key
Representative money 
Å Easier to transact 
Å Enforced unforgeability
Fiat State Money
Å Controlled scarcity
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Forms of Money
Commodity money
Å Divisible 
Å Stable value 
Å Scarcity is key
Representative money 
Å Easier to transact 
Å Enforced unforgeability
Fiat State Money
Å Controlled scarcity 
Decentralized Cyber-currencies
Å No single trusted entity 
Å Protocol-controlled scarcity 
Å Protocol-enforced unforgeability 

Å Rich API 
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Bitcoin 

2008: The Bitcoin white paper 
2009: Reference implementation 

Probably not this guy
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1. Alice pays Bob over Internet 

Cyber-Currencies Uses

Credit card transaction 
1. Alice gives Bob CC number 
2. Bob gets money from CC company 
3. CC company gets money from Alice 

Bank transaction 
1. Alice orders bank to pay Bob 
2. Bank(s) update records 

DonΩt trust merchant and credit card DonΩt trust merchant and credit card 
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No middleman: Micropayments, Cheap remittance 

Cyber-Currencies Uses
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No capital controls 
Å Iceland, 
ÅCyprus, 
ÅGreece 

Cyber-Currencies Uses


