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Principals and Practice Gfyptocurrencies

A Probability

A Distributed systems
A Game theory

A Cryptography

A Design choices A Practical decentralized
A Realworld challenges currencies of the

A Analysis tools Bitcoin family

A Project A Older and newer

systems
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Staff

Instructor
Ittay Eyal
455 Gates Hall
ittay.eyal@-cornell.edgtart title with [C$H437]

Teaching Assistant HW grading
KyleCroman
411 Gates Hall
kcroman@cs.cornell.edstart title with [C$H437]
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Material

A Text books
A Bitcoinand CryptocurrencyTechnologies
NarayananBonneau Felten Miller, Goldfeder Princeton2015
https:// piazza.com/princeton/sprir@)19btctech/resources
A Mastering Bitcoin
AntonopoulosOaeilly, 2014
http:// chimera.labs.oreilly.com/book$234000001802

A Lecture

A Papers
A Book chapters


https://piazza.com/princeton/spring2015/btctech/resources
http://chimera.labs.oreilly.com/books/1234000001802
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Prerequisites

AAlgorithms
AProtocols
AOperating systems
AProgramming intensive
AProbabilityc an advantage
ADistributed systems theory an advantage
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Grade

A Homework 30%
At assignmentsg p I
A Average of best ¢
A Much of the grade for submission
A ¢ b per day late 4 days for free)

A Project: 60%
Detalls In next lesson

A Other factors 10%
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Plan

Cirst Week{l' Overview

Rest of
semester

2. Projects

<_ 3. Principals and practice @ryptocurrencies



Before Money
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Forms of Money

Commodity money
A Divisible

A Stable value

A Scarcity is key
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Forms of Money

Commodity money

A Divisible

A Stable value

A Scarcity is key
Representative money

A Easier to transact

A Enforced unforgeability

Token

Ledger
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Forms of Money

Commodity money

A Divisible

A Stable value

A Scarcity is key
Representative money

A Easier to transact

A Enforced unforgeability
Fiat State Money

A Controlled scarcity
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Forms of Money

A Divisible
A Stable value
A Scarcity is key
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A Easier to transact -
A—Enforced-unforgeability
A—Controlled-scareity

' tity
A No single trusted en |
A Protocoklcontrolled scarcity -
A Protocolenforced unforgeability

A Rich API
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Bitcoin

2008 The Bitcoin white paper
2009 Reference implementation

\Probabl'y not this gl]y

Bitcoin: A Peer-to-Peer Electronic Cash System

Satoshi Nakamoto
satoshini@gmx.com
www, bitcomn.org

Abstract. A purely peer-to-peer version of electronic cash would allow online
payments to be sent directly from one party to another without going through a
financial instriiution.  Digital signatures provide part of the solution, but the main
benefits are lost if a trusted third party is stull required to prevent double-spending.
We propose a solution to the double-spending problem using a peer-to-peer network.
The network timestamps transactions by hashing them into an ongoing chain of
hash-based proof-of-work, forming a record that cannot be changed without redoing
the proof-of-work. The longest chain not only serves as proof of the sequence of
events witnessed, but proof that it came from the largest pool of CPU power. As
long as a majority of CPU power 1s controlled by nodes that are not cooperating to
attack the network, they'll generate the longest chain and outpace attackers. The
network itself requires minimal structure. Messages are broadcast on a best effort
hasis, and nodes can leave and rejoin the network at will, accepting the longest
proof-of-work chain as proof of what happened while they were gone.

1. Introduction

Commerce on the Internet has come to rely almost exclusively on financial institutions serving as
trusted third parties to process electronic payments. While the system works well enough for
most transactions, it still suffers from the mherent weaknesses of the trust based model.
Completely non=reversible transactions are not really possible, since financial institutions cannot
avoid mediating disputes.  The cost of mediation increases transaction costs, limiting the
minimum practical transaction size and cutting off the possibility for small casual transactions,
and there is a broader cost in the loss of ability to make non-reversible payments for non-
reversible services. With the possibility of reversal, the need for trust spreads. Merchants must
be wary of their customers, hassling them for more information than they would otherwise need.
A gertain percentage of fraud 15 accepted as unavoidable. These costs and payment uncertainties
can be avoided in person by using physical curreney, but no mechamism exists to make payments
over a communications channel without a trusted party.

What is needed is an electronic payment system based on eryptographic proof instead of trust,
allowing any two willing parties to transact directly with each other without the need for a trusted
third partvy Transactions that are comoutationally imoractical o reverse would orotect sellers




CyberCurrencies Uses

Bank transaction

Credit card transaction 1. Alice orders bank to pay B
1. Alice gives Bob CC number 2. Bank(s) update records

2. Bob gets money from CC company
3. CC company gets money from Alice

Cryptocurrencytransaction
_.),) 1. Alice pays Bob over Internet

»N A Q (TARGET
DATATHEFT
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CyberCurrencies Uses

No middileman Micropayments, Cheap remittance

WES ol | bitcoin

Send warm .' ~ Send warm
wishes today. | wishes 24/7.

FDH ONLY SEND UP TO FDH ONLY SEND UP TO

FOR PICKUP WITHIN THE _ués. _... ror pickup ANYWHERE

moving money for better moving money far better
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CyberCurrencies Uses

No capital controls
A Iceland,
A Cyprus
A Greece




