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Logis;cs	
  
•  Enrollment	
  
– Send	
  request	
  to	
  cs-­‐course-­‐enroll@cornell.edu	
  
– Cc	
  me	
  (sgs235@cornell.edu)	
  

•  CMS	
  set	
  up	
  
•  Piazza	
  set	
  up	
  (will	
  email	
  invites	
  shortly)	
  



Main	
  Goals	
  for	
  Today	
  

•  Understand	
  format	
  string	
  vulnerabili;es	
  
•  Introduc;on	
  to	
  CWE	
  -­‐	
  classifying	
  
vulnerabili;es	
  

•  The	
  economic/social	
  big	
  picture:	
  why	
  is	
  the	
  
Internet	
  riddled	
  with	
  vulnerabili;es?	
  

•  Understand	
  stack	
  canary	
  defenses	
  against	
  
buffer	
  overflows	
  

•  Other	
  types	
  of	
  memory	
  vulnerabili;es	
  





Refresh	
  –	
  System	
  vulnerabil;es	
  

•  sprinZ(command,	
  “blah	
  %s	
  blah”,	
  userInput);	
  
•  system(command);	
  



Refresh:	
  Example	
  2	
  

void	
  myFunc(char	
  *str)	
  	
  
{	
  
	
  	
  char	
  buffer[64];	
  
	
  	
  strcpy(buffer,	
  str);	
  
}	
  
	
  
int	
  main(int	
  argc,	
  char*	
  argv[])	
  	
  
{	
  
	
  	
  char	
  large_string[256];	
  
	
  	
  int	
  i;	
  
	
  	
  for(	
  i	
  =	
  0;	
  i	
  <	
  255;	
  i++)	
  
	
  	
  	
  	
  large_string[i]	
  =	
  'A’;	
  
	
  	
  myFunc	
  (large_string);	
  
}	
  



Top	
  of	
  Memory	
  

Top	
  of	
  Stack	
  

large_string_	
  LS	
  
ptr	
  

new	
  
Ret	
  SFP	
  Buffer[64]	
  contains	
  shellcode	
  

Stack	
  Pointer	
  %esp	
   Frame	
  Pointer	
  %ebp	
  

Saved	
  Frame	
  Pointer	
  

Refresh:	
  Stack	
  On	
  Exploit	
  



Format	
  String	
  Vulnerabili;es	
  

•  Class	
  of	
  vulnerabili;es	
  in	
  C	
  prinZ/sprinZ/etc	
  
–  Discovered	
  at	
  end	
  of	
  1990s	
  
–  Almost	
  thirty	
  years	
  ater	
  C	
  invented	
  

•  Also	
  can	
  affect	
  syslog(),	
  warn(),	
  err()	
  
•  Core	
  issue	
  is	
  when	
  the	
  format	
  string	
  is	
  (par;ally)	
  user	
  
supplied,	
  not	
  sta;c	
  
–  prinZ(userData,…)	
  is	
  bad	
  
–  prinZ(“%s”,	
  userData,…)	
  doesn’t	
  have	
  the	
  issue	
  

•  Note	
  that	
  ‘…’	
  arguments	
  are	
  on	
  the	
  stack	
  
•  And	
  format	
  string	
  controls	
  powerful	
  func;onality	
  to	
  do	
  
stuff	
  with	
  the	
  prinZ	
  arguments	
  (ie	
  the	
  stack)	
  

•  Bypass	
  any	
  compile	
  ;me	
  checks	
  when	
  user	
  supplied	
  



prinZVulnerability.c	
  

#include	
  <stdio.h>	
  
	
  
int	
  main(int	
  argc,	
  char*	
  argv[])	
  
{	
  
	
  	
  prinZ(argv[1]);	
  
	
  	
  return	
  0;	
  
}	
  
	
  



So	
  let’s	
  try…	
  

•  ./prinZVulnerability	
  foo	
  
•  ./prinZVulnerability	
  “foo	
  	
  \n”	
  
•  ./prinZVulnerability	
  “%08x.%08x.%08x.%08x	
  ”	
  



Stack	
  in	
  prinZVulnerability	
  

Top	
  of	
  Memory	
  

Top	
  of	
  Stack	
  

fmt
ptr	
  

pf	
  
Ret	
  

pf	
  
SFP	
  PrinZ	
  local	
  variables	
  

Stack	
  Pointer	
  %esp	
   Frame	
  Pointer	
  %ebp	
  

mn	
  
Ret	
  

mn
SFP	
  

S;ll	
  in	
  the	
  no-­‐defense,	
  old-­‐style,	
  slightly	
  fic;onalized	
  view	
  of	
  the	
  world	
  

PrinZ	
  arg	
  



The	
  Really	
  Big	
  Problem	
  
The	
  ‘%n’	
  format	
  direc;ve.	
  	
  From	
  ‘man	
  3	
  prinZ’:	
  	
  

This	
  allows	
  us	
  to	
  write	
  on	
  the	
  stack	
  at	
  a	
  loca;on	
  we	
  can	
  control!	
  
by	
  doing	
  ./prinZVulnerability	
  “%08x.%08x…	
  %n”	
  we	
  can	
  move	
  
around	
  the	
  stack	
  posi;on	
  where	
  the	
  %n	
  will	
  write	
  to.	
  	
  	
  
	
  
By	
  doing	
  “aaaaa…%08x.%08x…	
  %n”	
  we	
  can	
  control	
  what	
  number	
  	
  
is	
  wri}en	
  into	
  that	
  stack	
  address.	
  
	
  
By	
  doing	
  this	
  repeatedly	
  with	
  small	
  width	
  fields,	
  we	
  can	
  write	
  one	
  	
  
byte	
  at	
  a	
  ;me,	
  and	
  overwrite	
  an	
  address	
  (eg	
  a	
  saved	
  IP)	
  
	
  	
  



Example	
  CVE	
  Entry	
  



CVE	
  Counts	
  By	
  Year	
  



Common	
  Weakness	
  Enumera;on(CWE)	
  

•  More	
  recent	
  effort	
  by	
  Mitre	
  
–  cwe.mitre.org	
  

•  Idea	
  is	
  to	
  classify	
  vulnerabili;es	
  into	
  general	
  
types	
  
–  See	
  the	
  recurring	
  pa}erns	
  
–  Priori;ze	
  what’s	
  most	
  important	
  
–  Learn	
  not	
  to	
  generate	
  more	
  and	
  more	
  of	
  these	
  things	
  

•  Excellent	
  place	
  to	
  look	
  for	
  general	
  issues	
  when	
  
you	
  get	
  into	
  a	
  new	
  domain	
  



CWE	
  Top	
  25	
  

Around	
  1000	
  CWE’s	
  in	
  total	
  –	
  another	
  39	
  pages	
  like	
  this	
  	
  



Example	
  From	
  a	
  Different	
  Domain	
  



Why	
  So	
  Many	
  Vulnerabili;es?	
  

1.  Wri;ng	
  secure	
  code	
  is	
  hard	
  
2.  Sotware	
  engineers	
  are	
  poorly	
  trained	
  in	
  

security	
  (but	
  not	
  you	
  guys!)	
  
3.  Many	
  people	
  don’t	
  like	
  security.	
  
4.  Economic	
  incen;ves	
  at	
  sotware	
  companies	
  

do	
  not	
  priori;ze	
  doing	
  things	
  right	
  



Many	
  people	
  don’t	
  like	
  security	
  





Wri;ng	
  Secure	
  Code	
  is	
  Hard	
  

•  ~1000	
  CWEs	
  (and	
  coun;ng)	
  
•  Large	
  numbers	
  of	
  different	
  categories	
  of	
  things	
  to	
  
do	
  wrong	
  
– Hard	
  to	
  know	
  about	
  all	
  of	
  them	
  

•  Humans	
  are	
  error	
  prone	
  at	
  best	
  
– Most	
  of	
  us	
  write	
  a	
  no;ceable	
  number	
  of	
  bugs/kloc	
  
–  Significant	
  frac;on	
  of	
  bugs	
  turn	
  out	
  to	
  be	
  exploitable	
  
–  Tes;ng	
  all	
  code-­‐paths	
  is	
  both	
  theore;cally	
  and	
  
prac;cally	
  impossible	
  



Sotware	
  Engineers	
  Untrained	
  in	
  Security	
  

You	
  are	
  here	
  

Source:	
  h}p://grad-­‐schools.usnews.rankingsandreviews.com/best-­‐graduate-­‐schools/	
  
top-­‐science-­‐schools/computer-­‐science-­‐rankings	
  



Undergraduate	
  Security	
  Course	
  @Top	
  10	
  



Economic	
  Incen;ves	
  

•  Most	
  tech	
  market	
  categories	
  have	
  a	
  winner-­‐take-­‐
all	
  structure	
  
– Microsot	
  in	
  opera;ng	
  systems	
  and	
  office	
  suites	
  
– Google	
  in	
  search	
  
– Apple/Google	
  in	
  smartphones	
  
– Oracle	
  in	
  databases	
  
–  Cisco	
  in	
  routers/switches	
  

•  Company	
  execu;ves/VCs	
  know	
  this	
  
–  So	
  very	
  strong	
  pressure	
  to	
  ship	
  code	
  fast	
  

•  Dominate	
  the	
  market,	
  then	
  solve	
  problems	
  later	
  



Economic	
  Incen;ves	
  

•  Not	
  wri;ng	
  vulnerabili;es	
  in	
  the	
  first	
  place	
  is	
  	
  
– Hard	
  
– Therefore	
  expensive	
  and	
  slow	
  

•  Finding	
  vulnerabili;es	
  takes	
  lots	
  of	
  QA/test	
  
– Also,	
  expensive	
  and	
  slow	
  

•  So	
  companies	
  have	
  a	
  strong	
  incen;ve	
  to	
  not	
  
worry	
  about	
  it	
  too	
  much	
  
– Fix	
  it	
  later,	
  when	
  it	
  becomes	
  a	
  PR	
  problem	
  



Top	
  of	
  Memory	
  

Top	
  of	
  Stack	
  

large_string_	
  LS	
  
ptr	
  Ret	
  SFP	
  Buffer[64]	
  contains	
  shellcode	
  

Stack	
  Pointer	
  %esp	
   Frame	
  Pointer	
  %ebp	
  

Saved	
  Frame	
  Pointer	
  

Canary-­‐based	
  Overflow	
  Defense	
  

Can
ary	
  

Not	
  invincible.	
  	
  Eg	
  h}p://phrack.org/issues.html?issue=56&id=5	
  
	
  



Heap/BSS	
  Overflows	
  

•  Heap	
  is	
  app	
  dynamically	
  allocated	
  memory	
  
– malloc/new	
  

•  BSS	
  is	
  segment	
  for	
  sta;c/global	
  variables.	
  
•  Code	
  vulnerabili;es	
  are	
  conceptually	
  similar	
  
to	
  in	
  stack	
  case,	
  but	
  with	
  heap/bss	
  variables	
  

char*	
  foo	
  =	
  (char*)malloc(64);	
  
if(foo)	
  
	
  	
  strcpy(foo,	
  user)	
  



Simple	
  BSS	
  example	
  

int	
  main(int	
  argc,	
  char	
  **argv)	
  
{	
  
	
  	
  FILE	
  *tmpfd;	
  
	
  	
  sta;c	
  char	
  buf[BUFSIZE],	
  *tmpfile;	
  
	
  	
  tmpfile	
  =	
  "/tmp/vulprog.tmp";	
  	
  
	
  	
  prinZ("Enter	
  one	
  line	
  of	
  data	
  to	
  put	
  in	
  %s:	
  ",	
  tmpfile);	
  
	
  	
  gets(buf);	
  
	
  	
  tmpfd	
  =	
  fopen(tmpfile,	
  "w");	
  
	
  	
  fputs(buf,	
  tmpfd);	
  
	
  	
  fclose(tmpfd);	
  
}	
  
	
  

Adapted	
  from	
  h}p://netsec.cs.northwestern.edu/media/readings/heap_overflows.pdf	
  



Simple	
  heap	
  example	
  

struct	
  myObject	
  
{	
  
	
  	
  char	
  name[64];	
  
	
  	
  int	
  (*foo)(int);	
  
	
  …	
  
}	
  	
  

Note	
  that	
  in	
  C++,	
  virtual	
  func;ons	
  are	
  stored	
  implicitly	
  in	
  	
  
object	
  structure	
  as	
  func;on	
  pointers	
  



Use	
  Ater	
  Free()	
  


