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Logis;cs	
  
•  HW	
  5	
  due	
  tomorrow	
  midnight	
  
•  HW6	
  out,	
  due	
  Friday	
  midnight	
  (short)	
  
•  Last	
  lecture	
  on	
  Thursday	
  
– Will	
  go	
  over	
  midterm	
  quickly	
  

•  Final	
  is	
  Weds	
  Dec	
  9th	
  2pm-­‐4pm	
  



News	
  



The	
  product	
  



Issues	
  

•  Weak	
  homegrown	
  cipher	
  (simple	
  subs;tu;on)	
  
•  Fixed	
  key	
  in	
  firmware	
  (same	
  in	
  all	
  instances)	
  
•  No	
  way	
  to	
  update	
  product	
  online	
  



Main	
  Focus	
  of	
  Today	
  

•  Last	
  bit	
  of	
  RSA	
  
•  Start	
  on	
  TLS	
  (formerly	
  known	
  as	
  SSL)	
  
– And	
  various	
  aTendant	
  technologies	
  



Public	
  Key	
  Cryptography	
  

•  Also	
  known	
  as	
  Asymmetric	
  Cryptography	
  
– To	
  dis;nguish	
  from	
  symmetric	
  cryptography	
  

•  shared	
  secret	
  

•  Instead	
  of	
  shared	
  key,	
  keys	
  come	
  in	
  pairs	
  
– Public	
  key	
  used	
  to	
  encrypt	
  data	
  
– Private	
  key	
  used	
  to	
  decrypt	
  data	
  
– Not	
  feasible	
  to	
  infer	
  private	
  key	
  from	
  public	
  key	
  



RSA	
  
•  Underlying	
  base	
  is	
  difficulty	
  of	
  factoring	
  very	
  
large	
  numbers	
  

•  Will	
  sketch	
  algorithm	
  while	
  again	
  skipping	
  worst	
  
of	
  math	
  details	
  

•  We	
  choose	
  two	
  large	
  primes	
  p,	
  q	
  
–  hundreds	
  of	
  digits	
  each	
  
– Modulus,	
  n	
  =	
  pq	
  
–  Size	
  of	
  n	
  in	
  bits	
  is	
  the	
  key	
  length	
  
–  Then	
  choose	
  an	
  exponent,	
  e	
  that	
  

•  Has	
  no	
  common	
  factors	
  with	
  (p-­‐1)(q-­‐1)	
  
•  Public	
  key	
  is	
  n	
  and	
  e	
  
•  Private	
  key	
  can	
  be	
  computed	
  from	
  p	
  &	
  q	
  



Encryp;on	
  

•  Take	
  the	
  text	
  and	
  turn	
  blocks	
  of	
  text	
  into	
  
numbers.	
  	
  Say	
  M	
  is	
  number	
  for	
  some	
  block	
  

•  Then	
  take	
  Me	
  mod	
  n	
  
•  Toy	
  example	
  	
  

–  hTp://www.woodmann.com/crackz/Tutorials/Rsa.htm	
  	
  
– p	
  =	
  43,	
  q	
  =	
  59	
  (both	
  prime)	
  
– n	
  =	
  43*59	
  =	
  2537	
  
– e	
  =	
  13	
  (no	
  common	
  factor	
  with	
  42	
  or	
  58)	
  



Encryp;on	
  Example	
  

•  Message	
  is	
  ST	
  OP	
  
•  Encode	
  as	
  1819	
  1415	
  
– 181913	
  mod	
  2537	
  =	
  2081	
  
– 141513	
  mod	
  2537	
  =	
  2182	
  
– Ciphertext	
  is	
  2081	
  2182	
  



Decryp;on	
  

•  Find	
  decryp;on	
  exponent	
  d	
  such	
  that	
  
•  de	
  mod	
  (p-­‐1)(q-­‐1)	
  =	
  1	
  
•  Ie	
  d	
  is	
  the	
  mul;plica;ve	
  inverse	
  of	
  e,	
  	
  
– modulo	
  (p-­‐1)(q-­‐1)	
  
– Tractable	
  algorithms	
  for	
  this	
  are	
  known	
  

•  Then	
  plaintext	
  P	
  can	
  be	
  computed	
  from	
  C	
  
– P	
  =	
  Cdmod	
  n	
  



Decryp;on	
  Example	
  

•  Suppose	
  ciphertext	
  is	
  0981	
  0461	
  
•  d	
  =	
  937	
  for	
  our	
  previous	
  example	
  
•  937*13	
  mod	
  2436	
  =	
  12181	
  mod	
  2436	
  =	
  1	
  
•  0981937	
  mod	
  2537	
  =	
  0704	
  
•  0461937	
  mod	
  2537	
  =	
  1115	
  
•  Message	
  was	
  HE	
  LP	
  



Applicability	
  of	
  Public	
  Key	
  

•  Typically	
  public	
  key	
  algorithms	
  are	
  
computa;onally	
  expensive.	
  

•  Not	
  prac;cal	
  to	
  apply	
  to	
  long	
  messages	
  
•  Therefore	
  generally	
  used	
  in	
  the	
  process	
  of	
  
establishing	
  a	
  temporary	
  symmetric	
  key	
  
– Session	
  key	
  

•  Encrypted	
  by	
  public	
  key	
  crypto	
  for	
  transfer	
  
•  Then	
  used	
  to	
  encrypt	
  lengthy	
  communica;on	
  session	
  
•  Then	
  thrown	
  away	
  



Let’s	
  Try	
  It	
  

•  openssl	
  genrsa	
  -­‐out	
  private_key.pem	
  1024	
  
•  more	
  private_key.pem	
  
•  openssl	
  rsa	
  -­‐in	
  private_key.pem	
  -­‐text	
  -­‐noout	
  
•  openssl	
  rsa	
  -­‐pubout	
  -­‐in	
  private_key.pem	
  -­‐out	
  
public_key.pem	
  

•  more	
  public_key.pem	
  



Main	
  Advantage	
  
•  Enormously	
  simplifies	
  key	
  management	
  
–  Imagine	
  large	
  group	
  that	
  need	
  to	
  communicate	
  by	
  
shared	
  key	
  schemes	
  
•  Share	
  one	
  key	
  amongst	
  many	
  and	
  risk	
  losing	
  everything	
  
•  Or	
  keep	
  track	
  of	
  n2	
  keys 	
  	
  

•  With	
  public	
  key	
  crypto,	
  I	
  give	
  out	
  my	
  public	
  key,	
  
everyone	
  can	
  know	
  it.	
  
– Anyone	
  can	
  send	
  me	
  a	
  message	
  
– Only	
  I	
  can	
  read	
  those	
  messages	
  
–  I	
  only	
  have	
  to	
  worry	
  about	
  one	
  secret	
  key	
  (mine)	
  
– Don’t	
  have	
  to	
  share	
  my	
  secret	
  (private)	
  key	
  with	
  
anyone	
  



Main	
  Goals	
  of	
  TLS/SSL	
  

•  Transport	
  Layer	
  Security/Secure	
  Sockets	
  Layer	
  
•  Original	
  goal	
  was	
  secure	
  HTTP:	
  HTTPS	
  
•  Now	
  heavily	
  used	
  as	
  basis	
  for	
  VPNs	
  
– Virtual	
  Private	
  Network	
  
– Way	
  to	
  provide	
  secure	
  network	
  connec;ons	
  to	
  
remote	
  users	
  

•  Used	
  for	
  email	
  (POP/SMTP/IMAP	
  over	
  SSL)	
  
•  Used	
  for	
  SIP	
  (VOIP	
  protocol)	
  



HTTPS	
  



TLS	
  History	
  

•  1995:	
  SSL	
  2.0	
  (Netscape)	
  
•  1996:	
  SSL	
  3.0	
  (Netscape,	
  later	
  RFC	
  6101)	
  
•  1999:	
  TLS	
  1.0	
  (RFC	
  2246)	
  
•  2006:	
  TLS	
  1.1	
  (RFC	
  4346)	
  
•  2008:	
  TLS	
  1.2	
  (RFC	
  5246,	
  6176)	
  
– Supported	
  in	
  latest	
  versions	
  of	
  all	
  major	
  browsers	
  

•  TLS	
  1.3	
  in	
  IETF	
  draj	
  status	
  



TLS:	
  Step	
  1	
  

•  Establish	
  unencrypted	
  connec;on	
  
– Typically	
  over	
  TCP	
  
– Eg	
  HTTPS	
  over	
  port	
  443	
  
– Has	
  also	
  been	
  implemented	
  over	
  UDP	
  
– And…	
  



Possible	
  Future	
  Implementa;ons	
  



TLS	
  Handshake	
  

•  To	
  establish	
  
parameters	
  of	
  
remaining	
  
conversa;on	
  

•  Works	
  over	
  TLS	
  Record	
  
layer	
  

•  Can	
  also	
  change	
  
opera;on	
  of	
  record	
  
layer	
  

hTp://tech.yanatm.com/?p=338	
  



Handshake	
  
Overview	
  

hTp://www.cs.bham.ac.uk/~mdr/teaching/
modules06/netsec/lectures/tls/tls.html	
  



TLS	
  Client	
  Hello	
  

hTp://technet.microsoj.com/en-­‐us/library/cc785811(v=ws.10).aspx	
  



TLS	
  Server	
  Hello	
  



TLS	
  Cer;ficate	
  

•  Next	
  the	
  server	
  sends	
  its	
  cer;ficate.	
  
•  So	
  what	
  is	
  a	
  cer;ficate?	
  
•  That	
  requires	
  something	
  of	
  a	
  detour…	
  
– Cryptographic	
  hash/message	
  digest	
  
– Digital	
  signature	
  
– Cer;ficate	
  



Cryptographic	
  Hash	
  

•  Take	
  an	
  input	
  plain	
  text	
  m	
  
•  Outputs	
  a	
  message	
  digest	
  of	
  fixed	
  size	
  h(m)	
  
•  Such	
  that	
  
– Any	
  change	
  in	
  input	
  will	
  change	
  output	
  
significantly	
  (usually	
  totally)	
  

– Computa;onally	
  infeasible,	
  given	
  h,	
  to	
  find	
  m	
  
– Computa;onally	
  infeasible	
  to	
  find	
  m1	
  and	
  m2	
  such	
  
that	
  h(m1)	
  =	
  h(m2)	
  



Example	
  Cryptographic	
  Hashes	
  
•  MD5	
  (long	
  gone	
  bad)	
  
•  SHA-­‐1	
  (star;ng	
  to	
  go	
  bad)	
  
•  SHA-­‐256	
  (currently	
  recommended)	
  
•  SHA-­‐3	
  (on	
  horizon)	
  
•  Try	
  it	
  
– openssl	
  md5	
  bank.c	
  
– openssl	
  sha1	
  bank.c	
  
– openssl	
  sha256	
  bank.c	
  
– openssl	
  no-­‐sha256	
  or	
  openssl	
  help	
  
– openssl	
  version	
  



How	
  SHA-­‐1	
  Works	
  

•  Examine	
  the	
  pseudo-­‐code	
  at	
  
•  hTp://en.wikipedia.org/wiki/SHA-­‐1	
  



Digital	
  Signature	
  

•  Scheme	
  for	
  guaranteeing	
  that	
  a	
  message	
  is	
  
what	
  it	
  appears	
  to	
  be	
  
– Authen;ca;on	
  

•  was	
  not	
  created	
  by	
  an	
  imposter	
  instead	
  of	
  sender	
  

– Non-­‐repudia;on	
  
•  Sender	
  cannot	
  deny	
  having	
  sent	
  it	
  

–  Integrity	
  
•  Message	
  not	
  altered	
  in	
  transit	
  



Digital	
  Signature	
  Implementa;on	
  

•  Sender	
  
– Hash	
  message	
  with	
  cryptographic	
  hash	
  fn	
  
–  Encrypt	
  hash	
  with	
  private	
  key	
  (eg	
  RSA)	
  
– ATach	
  signature	
  to	
  message	
  

•  Receiver	
  	
  
–  decrypt	
  signature	
  with	
  public	
  key	
  
–  Recompute	
  hash	
  
– Make	
  sure	
  signature	
  matches	
  message	
  hash	
  

•  Essen;ally	
  proves	
  that	
  sender	
  was	
  in	
  possession	
  
of	
  private	
  key	
  associated	
  with	
  given	
  public	
  key	
  



X.509	
  Cer;ficates	
  

•  Public	
  Key	
  Infrastructure	
  
– Dates	
  back	
  to	
  1988	
  
– RFC	
  5280	
  (IETF	
  version)	
  for	
  prac;cal	
  purposes	
  

•  Tries	
  to	
  solve	
  the	
  problem	
  
– How	
  do	
  I	
  find/validate	
  the	
  public	
  key	
  for	
  X?	
  

•  Relies	
  on	
  the	
  idea	
  of	
  chain	
  of	
  trust	
  	
  



What	
  is	
  in	
  X.509	
  Cert?	
  

•  Cer;ficate	
  version	
  (eg	
  3)	
  
•  Serial	
  Number	
  (eg	
  480025)	
  
•  Algorithm	
  ID	
  (eg	
  ‘sha1WithRSAEncryp;on’)	
  
•  Issuer	
  (CA	
  =	
  Cer;ficate	
  Authority,	
  eg	
  Geotrust)	
  
•  Validity	
  Time	
  Interval	
  
– Cert	
  not	
  to	
  be	
  used	
  outside	
  of	
  this	
  



More	
  in	
  X.509	
  Cert	
  

•  Subject:	
  (eg	
  domain	
  of	
  website)	
  
•  Subject	
  Public	
  Key	
  info	
  
– Algorithm	
  
– Public	
  Key	
  data	
  

•  X509	
  extensions	
  
•  Signature	
  



Cer;ficate	
  Authori;es	
  

hTp://msdn.microsoj.com/en-­‐us/windows/aa382479(v=vs.90)	
  



Hundreds	
  of	
  Root	
  CAs	
  

•  Eg	
  let’s	
  examine	
  the	
  list	
  for	
  Mozilla:	
  
•  hTp://www.mozilla.org/projects/security/
certs/included/	
  



Obtaining	
  Cer;ficate	
  to	
  Play	
  

•  hTps://www.networking4all.com/en/support/
tools/site+check/	
  

•  Eg	
  try	
  with	
  www.ny;mes.com	
  
•  openssl	
  x509	
  -­‐in	
  ny;mes-­‐cert.txt	
  -­‐text	
  |more	
  



TLS	
  Record	
  Layer	
  

hTp://www.cs.bham.ac.uk/~mdr/teaching/
modules06/netsec/lectures/tls/tls.html	
  



TLS	
  Record	
  Format	
  

hTp://tech.yanatm.com/?p=338	
  


