Lecture 7: Privacy
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What is Privacy?




General Guidelines

- Seek consent

- Minimize data use
- Limit storage

- Avoid linking

Date of Birth
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Database Privacy

Offline Privacy Online Privacy

jl> “Private”
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K-Anonymity

| Name | Gender | __Year m

Alice F 2018
Bob M 2018 80
Charlie M 2018 95
David M 2018 60
Edward M 2017 80
Flora F 2017 99
Georgia F 2017 60



Data Perturbation
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Differential Privacy

Key Idea: Changing a single user’s record does not
significantly affect the result of any analysis or query




DP In action...

'GooglcChrome L&.I -
(%) UI ’
A

A Whoa! Google Chrome has crashed. Restart now?

L Kchrosoft Windows

1 Google Chrome has stopped working

A problem caused the program to stop working correctly.
Windows will close the program and notify you if a solution is
available.

Debug_] [ Close program




Internet Privacy
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‘On the Internet, nobody knows you're a dog.”



Internet Privacy

The Joy of Tech
In the 1990’ |
|

by Nitrozac &

g 3 %
OUR METADATA <3

BLACK SPOTTED

BEAGLE-MIX, AND
I SUSPECT THEY
ARE HUMPING.

Snaqgqy

ON THE INTERNET, B
NOBODY KNOWS

Joyoftech.com



Notice & Consent
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File Edit View History Bookmarks Tools Help

5 Privacy Policy  Poicies & Principles—G.. |

€ @ www.google.com/policies/privacy Q-

Privacy Policy i

Last modified: December 20, 2013 (view archived versions)

There are many diflerent ways you can use our senvices ~ to search for and share information, to communicate with other
peaple or to create new content. When you share information with us, for example by creating a Google Account, we can
make those senices even better — to show you more relevant search results and ads, to help you connect with people or to
make sharing with others quicker and easier. As you use our senices, we want you to be clear how we're using information
and the ways in which you can protect your privacy.

Our Privacy Policy explains.

 What information we collect and why we collect it
o How we use that information
o The choices we offer including how to access and update information

We'e tried to keep it as simple s possible, but if you're not familiar with terms like cookies. IP addresses, pixel tags and

browsers, then read about these key terms first. Your privacy maters to Google so whether you are new to Google or a
long-time user, please do take the time to get to know our practices — and if you have any questions consult this page.

Information we collect
We collect information to provide better senvices to all of our users ~ from figuring out basic stufflike which language you
speak, to more complex things like which ads you'l find most useful o the people who matter most to you online.
We collect information in two ways:
« Information you give us. For example. many of our senices require you to sign up for a Google Account. When
you do, we'l ask for personal information, like your name, email address, telephone number or credit card. f you

want to take full advantage of the sharing features we offer, we might also ask you to create a publicly visible Google
Profile, which may include your name and photo.
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Browser Tracking

A« DATACENTER  SOFTWARE  SECURITY  TRANSFORMATION  DEVOPS  BUSINESS PERSONALTECH  SCIENCE EMERGENTTECH BOOTNOTES Q

Personal Tech

US Senate votes to let broadband ISPs sell your
browser histories

Hear that? That's the sound of ringing tills, sorry, freedom

More like this
FCC Isps Congress

Privacy
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Browser Tracking




Browser Tracking

= SECTIONS Q SEARCH

Truth.

It's more important
now than ever.

ENGLISH #13Z (CHINESE)

ESPANOL

Ehe New ork Times

Thursday, March 23, 2017

& Today’s Paper

=« Video

32°F

SUPPORT NOW abirrell

Hang Seng -0.09% 4

e

Support our mission
in a new way.

World U.S. Politics N.Y. Business

Opinion Tech Science Health Sports Arts Style

Food Travel

Magazine T Magazine Real Estate ALL

N AB
When you buy any bag of dog or cat food, PAY 46
we give a meal to a pet in need. A m zZ FOR THE
x & [ ¢ ©) M3ge A141MB (O571s E1 @999+ €& Q~ Search
ﬁ Elements ‘ @ Network ‘ D Resources | @ Timelines ‘ ﬂ} Debugger ‘ S Storage | Console ‘ =F
INIGERE S Documents 0 < > T
Name Domain A Met...  Sch... Status Cac... Size = Transfer... Start Time Latency Duration
U blob:https://www.youtube.com/8a5f55e3-99f3-... | a1.nyt.com GET HTTPS 200 Yes 437.57 KB 0B 311.1ms 19.79ms 149.2ms
@ tagx-simple.min.js a248.e.akamai.net GET HTTPS | 200 Yes 32.56 KB 0B 7.60s 24.03ms 0.154ms
\j_ﬂ sharetools-mixin.js ad.doubleclick.net GET HTTPS 200 No 42 B 559 B 18.93s 62.15ms 0.911ms
@ sharetools-config.js ad.doubleclick.net GET HTTPS 200 No 42B 559 B 17.20s 244.0ms 0.839ms
@ showall.js ad.doubleclick.net GET HTTPS 200 No 42 B 559 B 5.23s 125.5ms 0.658ms
is] sharetools.js ads.undertone.com GET HTTPS | 200 No 7B 129B 9.68s 1.09s 0.249ms
«ss| fonts.css ag.innovid.com GET HTTPS 200 No 43B 288 B 9.69s 996.8ms 1.076ms
@ ad-view-manager.js analytics.twitter.com GET HTTPS | 200 No — 604 B 717s 1.14s 0.425ms
5] 1.6.0.js beacon.krxd.net GET HTTPS 204 No - 491 B 9.62s 2.13s 5.757ms

@ Filter Resource List

>

Main Frame C



Beyond Cookies

Zombie Cookies Browser Fingerprinting




Fingerprinting Works
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it: 0.8% ch: 0.0 %
hu: 0.2 % cs:0.5%
he: 0.1% da: 0.3%
fr:9.8% de: 8.8%
fi:0.2% el: 0.1%

es:1.3%
en: 66.3 %

Language

Cookies 77.92% "yes"

enabled @

DoNotTrack  30.91% "yes"

o

Timezone @ 4.23% "240"

Screen 3.63% "1280x800x24"
resolution @

Use of local 74.40% "yes"
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Use of session  74.40% "yes"
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The result...

Your categories

Below you can review the interests and inferred demographics that Google has associated with your cookie. You
can remove or edit these at any time.

Business & Industrial

Business & Industrial - Manufacturing

Computers & Electronics - Computer Hardware - Laptops & Notebooks - Tablet PCs
Computers & Electronics - Software - Multimedia Software - Photo & Video Software
Computers & Electronics - Software - Operating Systems - Mac OS

Internet & Telecom - Mobile & Wireless - Mobile Phones

Internet & Telecom - Mobile & Wireless - Mobile Phones - Smart Phones

Online Communities - Social Networks

Reference - General Reference - Time & Calendars

Science - Mathematics



Personalized Content
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Targeted Advertising

| THINK MY NEST SMOKE
ALARM IS GOING OFF.
GOOGLE ADWORDS JUST
PITCHED ME A FIRE
EXTINGUISHER AND AN OFFER
FORTEMPORARY HOUSING.

-

TOM
FISH
BURNE

® marketoonist.com



Data Collection is Here to Stay...
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‘Remember when, on the Internet, nobody knew who you were?”



