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Lecture  7:  Privacy



What  is  Privacy?



General  Guidelines
• Seek  consent
• Minimize  data  use
• Limit  storage
• Avoid  linking
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Deanonymization



Database  Privacy

Offline  Privacy Online  Privacy

DB DB
“Private”  
data



k-­Anonymity

Name Gender Year Grade
Alice F 2018 95
Bob M 2018 80
Charlie M 2018 95
David M 2018 60
Edward M 2017 80
Flora F 2017 99
Georgia F 2017 60



Data  Perturbation



Differential  Privacy

Key  Idea:  Changing  a  single  user’s  record  does  not  
significantly  affect  the  result  of  any  analysis  or  query



DP  in  action…



Internet  Privacy



Internet  Privacy



Notice  &  Consent



Browser  Tracking



Browser  Tracking



Browser  Tracking



Beyond  Cookies

Zombie  Cookies Browser  Fingerprinting



Fingerprinting  Works

Operating  System Browser

Time  Zone Language

Settings

Canvas



The  result…



Personalized  Content



Targeted  Advertising



Data  Collection  is  Here  to  Stay…


