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Privacy
Privacy concerns information about individuals (people, 
organizations, etc.)
• Often construed as legal right
• Privacy is not a synonym for confidentiality or for secrecy



What is Privacy?



What is a privacy violation?
• Police read papers stored in your home
• Police read papers you threw in the trash
• Police read your medical records
• Your parents read your medical records
• Gannett uses your medical records in a research study
• Police read your texts/Facebook messages
• Police read your emails
• Google employee reads your emails
• Google uses your emails to target personalized ads
• Someone tracks your location for months (using phone)



Privacy in American Law



Contextual Integrity
• defines privacy relative 
to appropriate context

• considers information 
type, time, location, 
purpose, principals 
involved (subject, 
sender, receiver)

• dependent on social 
norms 

• norms can change 
over time



General Guidelines
The FTC's Fair Information Practice Principals 
(FIPPs) are the most broadly recognized guidelines 
for handling private data in information systems

• Seek consent
• Minimize data use
• Limit storage
• Avoid linking



Deanonymization

Zip Code Gender

Date of Birth

You



Deanonymization



Deanonymization



k-Anonymity

Name Gender Year Grade
Alice F 2018 95
Bob M 2018 80

Charlie M 2018 95
David M 2018 60

Edward M 2019 80
Flora F 2019 99

Georgia F 2019 60



Database Privacy

Offline Privacy Online Privacy

DB
“Private” 

data DB



Data Perturbation



Differential Privacy
• absolute privacy is impossible
• goal should be to limit how 

much information can be 
learned

• A query 𝑄 is 𝜖-differentially 
private if  ∀𝐷, 𝑟 ∈ 𝐷,
	Pr 𝑄 𝐷 = 𝑥 ≤ 𝑒/ ⋅ Pr	[𝑄 𝐷 − 𝑟 = 𝑥]



Differential Privacy

Key Idea: Changing a single user’s record does not 
significantly affect the result of any analysis or query



DP in action…



Internet Privacy



Internet Privacy



Notice & Consent



Browser Tracking



Browser Tracking



Browser Tracking



Beyond Cookies

Zombie Cookies Browser Fingerprinting



Fingerprinting Works

Operating System Browser

Time Zone Language

Settings

Canvas



The result…



Personalized Content



Targeted Advertising



Data Collection is Here to Stay…


