Vector Clocks

@ Consider 0;(e), the projection of 6(e) on p;

@ 0;(e) is a prefix of h% 0;(e) = hl'- it can be
encoded using k;

@ 0(e) =61(e)Ubz(e)U...Ub,(e) can be

encoded using ki, ko, ..., Kk,

Represent 0 using an n-vector VC such that
VC(e)] = k<= 0i(e) = his




Pi

Pi

Update rules

m
€;

>

Message m is

timestamped with
TS(m) = VC(send(m))
>

V(e )= max(V.C, T'S(ni9)
VICi(e;)i] . =VCli] +1
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Example

[1,0,0] [2,1,0] [3,1,2] [412] [512]

s @

[0,1,0] / / [4,3,3]

[1,0,1] [1,0,2] [1,0,3]

[5.1,4]




Operational
interpretation

[1,0,0] [2,1,0] [3,1,2] [412] [5L2]

[0,1,0] / / [4,3,3]
P3 5

[1,0,1] [1, O 2] [1, O 3] [5,1,4]

VCi(es)d]

VC(es)|j) =
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Operational
interpretation

[1,0,0] [2,1,0] [3,1,2] [412] [5L2]

[0,1,0] / / [4,3,3]
P3 o 0

[1,0,1] [1,0,2] [1,0,3] [5,1,4]

VC(e;)[i] = no. of events executed by p; up to and including e;

VC(e;i)|j] = no. of events executed by p; that happen before ¢; of p;




VC properties:
event ordering

Given two vectors V and V, less than is defined as:
V<Vi=V£VIANNVE:1<Ek<n:V[k <V'[k])

@ Strong Clock Condition: e — ¢’ = VC(e) < VC(€)

@ Simple Strong Clock Condition:
Given ¢; of p; and €;of pj, where i # j
e; — e; = VC(e)li] < VC(e;)|i]
@ Concurrency
Given ¢; of p; and ¢; of p;j, where ¢ # j
ei || ej = (VC(ey)li] > VCl(ey)[i]) A (VC(ej)ls] > VC(ei)s))




VC properties:
consistency

@ Pairwise inconsistency

Events e; of p; and ¢ of p; (i # j) are pairwise
inconsistent (i.e. cant be on the frontier of the
same consistent cut) if and only if

(VC(ea)[i] < VCej)[i]) vV (VC(ez)lj] < ViCes)lj])

@ Consistent Cut

A cut defined by (c1,...,c,)is consistent if and
only if

Vi, j o 1 <4< malee VGl Iilile VG e, ) (i)




VC properties:
weak gap detection

@ Weak gap detection
Givene; of p;ande;of pj;, if VC(e;)[k] < VC(e;)[k]
for somek £ 4, then there exists e, s.t.



VC properties:
weak gap detection

@ Weak gap detection
Givene; of p;ande;of pj;, if VC(e;)[k] < VC(e;)[k]
for somek £ 4, then there exists e, s.t.

—(er — €;) A (ex — ;)

[2,0,1]

b; 2

Pk - >



VC properties:
weak gap detection

@ Weak gap detection
Givene; of p;ande;of pj;, if VC(e;)[k] < VC(e;)[k]
for somek +# 4, then there exists e s.t

—(er — €;) A (ex — ;)

[1,0,1] [201]

—
Wi

s . >

[0,0,1] [0,0,2]




VC properties:
strong gap detection

@ Weak gap detection
Given ¢; of p; and ¢; of pj, if VC(e;) k| < VC(e;)|k]
for some k == j, then there exists i s.t

—(er — €;) A (ex — ;)

@ Strong gap detection
Given ¢; of p; and €; of pj, if VC(e;)[i] < VC(e;)li]
then there exists €] s.t.

(e — €) A (e — ;)




VCs for Causal Delivery

@ Each process increments the local component
of its VC only for events that are notified to
the monitor

@ Each message notifying evente is timestamped
with V(C(e)

@ The monitor keeps all notification messages in
a set M




Stability

Suppose po has received m; from p;.
When is it safe for po to deliver m;?

Deliver m; after all the
messages that precede
m; In its causal history!
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Stability

Suppose po has received m; from p;.
When is it safe for po to deliver m;?

@ There is no earlier message in M

@ There is no earlier message from p;

no. of p; messages delivered by

@ There is no earlier message mj, frompy, k + ;
see next slide...




Checking for m;,

@ Letm), be the last message po delivered from py

@ By strong gap detection, m}; exists only if
TS(my)[k] < TS(m;)[K]
@ Hence, deliver m; as soon as

vk : TS(m!)[k] > TS(m;)[k]

So, again... Deliver m after all the
causal history that precedes m !




The protocol

@ po maintains an array D[1,..., n]of counters

@ D|i] = TS(m;)|i] where m; is the last
message delivered from p;

Deliver m from p; as soon as both of the
following conditions are satisfied:

Dlj] = TS(m)[j] = 1
D[k] > TS(m)[k],Vk #




Properties

Property: a predicate that is evaluated over a
run of the program (a trace)

"every message that is received was
previously sent”

Not everything you may want to say about a
program is a property:

"the program sends an average of 50
messages in a run”



Safety properties

@ “nothing bad happens”

O no more than k processes are
simultaneously in the critical section

D messages that are delivered are delivered
in causal order

0O Windows never crashes

@ A safety property is “prefix closed”:
O if it holds in a run, it holds in every prefix




Liveness properties

@ "something good eventually happens”

O a process that wishes to enter the critical
section eventually does so

D some message is eventually delivered

O Windows eventually boots

@ Every run can be extended to satisfy a
liveness property
0 if it does not hold in a prefix of a run, it
does not mean it may not hold eventually




A really cool theorem

Every property is a combination of a safety
property and a liveness property

(Alpern & Schneider)



The challenges of
non-stable predicates

@ Consider a non-stable predicate ® encoding,
say, a safety property. We want to determine
whether ® holds for our program.
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The challenges of
non-stable predicates

@ Consider a non-stable predicate ® encoding,
say, a safety property. We want to determine
whether ® holds for our program.

@ Suppose we apply ¢ to X°

@ ® holding in >X*does not preclude the
possibility that our program violates safety!




The challenges of
non-stable predicates

@ Consider now a different non-stable predicate .
We want to determine whether ® ever holds
during a particular computation.

@ Suppose we apply ¢ to X°



The challenges of
non-stable predicates

@ Consider now a different non-stable predicate .
We want to determine whether ® ever holds
during a particular computation.

@ Suppose we apply ¢ to X°

@ ® holding in >X*does not imply that ® ever held
during the actual computation!




Detect whether the following

predicates hold: Assume that initially:

e g T1)
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Possibly

>
21‘0/ >201 A IfX%is 23 or 24,1
11 \202 r =1y — 2 is detected,
/221\ >21‘2/ >203 but it may never have
/ZSf\ 2‘/222\A >213 occurred
>4 Y 5%
B @ Possibly(®)
\24/2 There exists a
253/ \244 consistent observation
263/ \254/ N 5145 of the computation O
Nt AL such that ® holds in a
P global state of O




Definitely

ZOO
21‘0/ >201 @ We know thatz =y
b \ 02 1
b & /z % has occurred, but it
221\ /212 /203 may not be detected
231/ 22 s 18 if tested before ¥%°
RS 2/ g & 23/ 54
24\ /23\ P> or after X
v 42 233/
N
»
/Z5< >Z44
763 /254 5‘\‘/245
B
264 \25
NN




Definitely

ZOO
21‘0/ >201 @ We know thatz =y
i \202 has occurred, but it
W '
221\ /212 /203 may not be detected
Z3< DXL, >213 if tested before X°2
e /23< \/223 or after ¥°*
242 233/
\243‘/ @ Definitely(®)
/25/ >Z44 For every consistent
5163 \/254 \245 observation O of the
5764 >z55‘/ computation, there
- exists a global state

of Oin which ® holds
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Computing Deﬁnifely

@ Scan lattice, level after
level



Computing Definitely

@ Scan lattice, level after

200
level 21‘0/ \201
1‘1/ \202
@ Given a level, only o \21‘2/ \203
expand nodes that 3< \22.2/ 1 ol
correspond to states o 5 SN 3
for which—® 2 \:42/2 \233./E
<
253/ \244
i ol IR
\264'/ \255/
Nt




Computing Definitely

@ Scan lattice, level after

200
level 1‘0/ i 01
> / 2 \
11 y02
@ Given a level, only o \21'2/ \203
expand nodes that Z3< \22‘2/ - vipd
1c:orres;.:ond to states : 4@ 2 8 \223/ 3
or which—® T el
Sl
@ If no such state, then 25/24\244
Definitely( ®) e \254/ N 545
/ \264‘/ \255/
@ If reached last state >, X el
5)

g
o)

and ~®(X'), then
~Definitely(®)




Computing Definitely

@ Scan lattice, level after

200
level 1‘0/ o
)3 /E
11 \202
@ Given a level, only 22‘1/ \21‘2/ e
expand nodes that 3< AT uiod
)y D 213
correspond to states : 2 \223/
for which —® 2E S ’4
@ If no such state, then
Definitely( ®) Definitely (z = y)

@ If reached last state 3!
and ~®(X'), then
~Definitely(®)



Building the lattice:
collecting local states

@ To build the global states in the lattice, po
collects local states from each process.

@ Do keeps the set of local states received
from p; in a FIFO queue Q);

Key questions:

1. when is it safe for pg to discard a local
state o of p;?

2. Given level 7 of the lattice, how does one
build level 7 + 1?



Garbage-collecting
local states

@ For each local state o, we need to determine:

0O Xmin(07)), the earliest consistent state
that of can belong to

W@ )) the latest consistent state that

oF can belong to



Defining
“earliest” and "latest”

Consistent
Global State
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Defining
“earliest” and "latest”

Consistent
Global State

{ e

Co_nsisfen’r Eu’r

At

Frontier

e

Vector Clock




Defining

“earliest” and

Consistent
Global State

{ . ani

Consistent Cut

Rt

Frontier

e

Vector Clock

“latest”

Associate a vector clock
with each consistent
global state

A Xinlo; )) is the consistent
global state with the
lowest vector clock that
has o on its frontier

@ Ya:(0F))is the one with
the highest




Computing X,,,in

[l,O,OI] [2,0,0]

[3,4,1] [4,4,1] [5,5,5]

Nl

o
[1,0,0] [1,2,0]

[1,3,1] / [1,5,1] [l,g,l]
[1,4,1]
@

=

[0,0,1] [0,0,2] [1,5,3] [4,5,4] [4,5,5]

@ Label oF

with VC(eF)

me(ak) = (DT oo e e ey O R VC(Uk)[j]

) and of have the same vector clock!



Computing X, .4

[1,O,OI] [2,0,0] [3,4,1] [4,4,1] [5,5,5]

& f >
\ / B /
6,
< [1,3,1] / 1,500\ Loy
[1,4,1]
&

X
[1,0,0] [L,20] K /
- .

[0,0,1] [0,0,2] [1,5,3] [4,5,4] [4,5,5]

Zmaw(gf) == (05170527 : --U;n) :

AV : VO(e)[i] < VO(ok)i

N(oF =T Ndelo T )l = Ve @i



Computing X, .4

[1,O,OI] [2,0,0] [3,4,1] [4,4,1] [5,5,5]

N /f

. [1,31] / 1,510\
[1,4,1]
&

X
[1,0,0] [L,20] )K /
- :

[0,0,1] [0,0,2] [1,53] [4,54] [4,55]
k LI set of local states
Ymaz(07) = (0717, 09%, ... op") one for each process,
. A
AYj s VO(o$)li] < VO(eF)li] B

N(oF =T Ndelo T )l = Ve @i



Computing X, ..
[1,0,0] [2,0,0] [3.4.1] [4,4,1] [5.5.5]
N f
+ 1,31 [m 1 6.1

[1,0,0] [1,2,0] [141] )K \ /

[0,0,1] [0, O 2] [1,5,3] [4,5,4] [4 5,5]

set of local states ’
one for each process, |

A VO] < VO (5]

Smad (O] = (0] 0 o

all local states are pairk-
| wise consistent with 7,

AM(e? = 07) v VO] > VC(a)li])

/!



Computing X, ..
[1,0,0] [2,0,0] [3.4.1] [4,4,1] [5.5.5]
N f
+ 1,31 [m 1 6.1

[1,0,0] [1,2,0] [141] K \ /

[0,0,1] [0, O 2] [1,5,3] [4,5,4] [4 5,5]

set of local states ’
one for each process, |

S ‘ all local states are pair-

AVJ : VC(U(':j)[i] = VC(Jk)[i] B wise consistent with o

/\((g(.jj .4 g )\/ VC( Ca+1)H S VC( )H))fand they are the

J last such state

Emaw(gf) == (05170527 : --Uoin) :




State-Machine
Replication



Modeling faults

@ Mean Time To Failure/ Mean Time To Recover

iclose to hardware

A Threshold: f out of n

O makes condition for correct operation
explicit

0 measures fault-tolerance of architecture,
not single components

@ Set of explicit failure scenarios
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A hierarchy of

failure models
Q@ Crash
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A hierarchy of
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Send Omission @

rar
el

@ Receive Omission

General Omission



A hierarchy of
failure models

Fail-stop @)= ——=- Crash
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Send Omission @ @ Receive Omission

\?Gen{aIOmission

‘ Arbitrary failures with
message authentication
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A hierarchy of
failure models

Fail-stop @)= ——=- Crash

s

Send Omission @ @ Receive Omission

@yzanting General Omission

Arbitrary failures with
message authentication

Arbitrary (Byzantine) failures




The Problem

Clients Server

pu. e~
9 —— i

Solution: replicate server!

Py




Replication in space

@ Run parallel copies of a unit
@ Vote on replica output
@ Failures are masked

@ High availability, but at high cost




Replication in tfime

@ When a replica fails, restart it (or replace it)
@ Failures are detected, not masked
@ Lower maintenance, lower availability

@ Tolerates only benign failures




Non-determinism

An event is non-deterministic if the state that it
produces is not uniquely determined by the
state in which it is executed

Handling non-deterministic events at different
replicas is challenging
O Replication in time requires to reproduce
during recovery the original outcome of all
non-deterministic events

O Replication in space requires each replica to
handle non-deterministic events identically



The Solution

1. Make server deterministic (state machine)

O . State machine
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The Solution

1. Make server deterministic (state machine)
2. Replicate server

3. Ensure correct replicas step through the same
sequence of state transitions

Commands
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The Solution

1. Make server deterministic (state machine)
2. Replicate server

3. Ensure correct replicas step through the same
sequence of state transitions

4. Vote on replica outputs for fault-tolerance

% O Ié/ State machines
>

Clien’r§ s ik O 7

g O
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The Solution

Make server deterministic (state machine)

. Replicate server

Ensure correct replicas step through the same
sequence of state transitions

. Vote on replica outputs for fault-tolerance

O l(_/ State machines
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e
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Voter




A conundrum

O O
O O
O O
A: voter
and client

share fate!
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State Machines

@ Set of state variables + Sequence of commands
@ A command

DO Reads its read set values (opt. environment)

O Writes to its write set values (opt. environment)
@ A deterministic command

DO Produces deterministic wsvs and outputs on given rsv
@ A deterministic state machine

0 Reads a fixed sequence of deterministic commands



Replica Coordination

All non-faulty state machines
receive all commands in the
same order

@ Agreement: Every non-faulty state machine
receives every command

@ Order: Every non-faulty state machine processes
the commands it receives in the same order



Primary-Backup



The Idea

@ Clients communicate with a single replica (primary)

@ Primary:
O sequences clients’ requests

O updates as needed other replicas (backups) with
sequence of client requests or state updates

0 waits for acks from all non-faulty clients

@ Backups use timeouts to detect failure of primary

@ On primary failure, a backup is elected as new
primary




Primary-backup and
non-determinism

@ Non-deterministic commands executed only at
the primary

@ Backups receive either
@ state updates (non-determinism?)

@ command sequence (non-determinism?)



