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SEQUENTIAL OBJECTS

Thanks to Maurice Herlihy

“The Art of Multiprocessor Programming”

* EFach object has a state

» Register: the value It stores

R RIClc (he sequence of objecisTiFne]EE



SEQUENTIAL OBJECTS

Thanks to Maurice Herlihy

“The Art of Multiprocessor Programming”

* EFach object has a state

» Register: the value It stores

R RIClc (he sequence of objecisTiFne]EE

» Each object has a set of methods
» Register: Read/Write
BRelleiie: Eng/Deag/Head




BECOUEN | IAL SPECIFICATIC RS

Thanks to Maurice Herlihy

* If (precondition)

» the object Is In such-and-such-state before method is called

* Then (postcondition)
» the method will return a particular value

» or throw a particular exception

* and (postcondition continued)

» the object will be In some other state when method returns



°RE AND POST CONDITIONS
:OR DEQ Thanks to Maurice Herlihy

* Precondition

» Queue is non-empty 00

SR osicondition

» Returns first item in queue

« Postcondition

» Removes first item in queue



°RE AND POST CONDITIONS
:OR DEQ Thanks to Maurice Herlihy

* Precondition

» Queue is non-empty AN

SR osicondition

» Returns first tem In queue @

« Postcondition

» Removes first item in queue



°RE AND POST CONDITIONS
:OR DEQ Thanks to Maurice Herlihy

* Precondition

» Queue Is empty

« Postcondition

» [hrows Empty exception

« Postcondition

» Queue state unchanged



SEQUENTIAL SPECIFICATIONS
ARE AWESOME  vawics i

* Interactions among methods captured by side-effects on

object state

» State between method calls 1s meaningful

 Documentation size linear in the number of methods

» Separation of concerns: each method described In isolation

* Easy to add new methods

» Without changing description of old methods



WHAT ABOUT
CONCURRENT SPECIFICATIONS?

« Methods!

 Documentation?

» Adding new methods!



CONCURRENGE

Pierre Franc Lamy (1855- I9I9)
Young girl on a balcony

Carlo Carra (1912)
Concurrency,Woman oh a balcon)L
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E Q.enq(@)



o o .

E Q.enqg(@ ) void

Method call




I 1 HODS TAKE FIRS

BIE Ol are Sequential

» Really? Never noticed!

U /ou are Concurrent
» Method call Is not an event
» Method call Is an interval

* Concurrent method calls overlap! %



Al DOGBS | MEAN FEE.
CORRECTNESS?

e cguential

» Object needs meaningful state only between
method calls

« Concurrent

» Because method calls overlap, object may
lieer e between method calls



Al DOGBS | MEAN FEE.
CORRECTNESS?

* Sequential

» Each method described in i1solation

SR @ oncuUrrent

» Must consider all possible interactions between
concurrent calls

- What if two enq() overlap?

- What if enqg() and deq() overlap!?



WHAT DOES IT MEAN FOR
CORRECTNESS?

- Sequential

» New methods do not affect existing methods

« Concurrent

» Everything can potentially [
interact with everything else
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REGISTERS

* Sequential specification

» A read returns the result of the latest completed write
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* Sequential specification

» A read returns the result of the latest completed write

 What If reads and writes can be concurrent!?



REGISTERS

* Sequential specification

» A read returns the result of the latest completed write

 What If reads and writes can be concurrent!?

» A read not concurrent with a write returns the result of
the latest completed write



REGISTERS

* Sequential specification

» A read returns the result of the latest completed write

 What If reads and writes can be concurrent!?

» A read not concurrent with a write returns the result
of the latest completed write

8 ichifi they are concurrent?



SAFE REGISTERS

* Sequential specification

» A read returns the result of the latest completed write

 What If reads and writes can be concurrent!?

» A read not concurrent with a write returns the result
of the latest completed write

* And If they are concurrent! Anything goes!



gare ReGIST

* Sequential specification

mli o

» A read returns the result of the latest completed write

 What If reads and writes can be concurrent!?

) (??) 3 (??)

» A read not concurrent with a write returns the result

of the latest completed writews)

T

ri(5)

w2 (6)

B licliitthey are concurrent! Anything goes!

Time



REGULAR REGISTERS

* Sequential specification

» A read returns the result of the latest completed write

* What if reads and writes can be concurrent!?

» A read not concurrent with a write returns the result
of the latest completed write

* And if they are concurrent?

A read overlapping with a write returns <L(5)>

wi(5)

either the old or the new value!

w2 (6)

Time
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ATOMIC REGISTERS




LINEARIZABILITY

Herlihy & Wing ‘87

e method
» Takes effect instantaneously

» Between invocation and response

» Object Is correct (linearizable) 1t this “sequential”
behavior is correct (1.e., It meets the object’s sequential
specification)

» All executions of a linearizable object are linearizable



EXAMPLE: REGIS TERS

r2(?) r3(?)

——>r——<—0—>

< 1(?)>

-

W1(5)>

w2(6)

O ®
Time n(5)  ra(5) rs(6)



EXAMPLE: REGIS TERS

r2(?) r3(?)

® : s G

< 1(?)>

-

W1(5)>

w2(6)

Time ri(5) rz(6) r3(6)



EXAMPLE: REGIS TERS

r2(?) r3(?)
< I;l(?)>
wi(5) E

> T | .

w2(6)
i ; ?‘F
.= :

Time ri(5) r2(5) rs(5)

Linearizable registers are called atomic
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_Qeng(@)

: Q.deq( 2

_ Qudeg(

QU

=URE

) >

Time
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4 Q.enq(@)
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_ Qudeg(

QU

=URE
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Time



B

LINE

RIZABL

4 Q.enq(@)

Geng(@)

: Q.deq( 2

_ Qdeg(

QU

=URE

) >

Time



LINE

RIZABL

QU

=URE

@
® ©
I:I 4 Q.enq(‘):” 4 Q.?deq( 2
|:| 4 Q?.enq(ﬁé) » 4 Q?.deq( ) :

Time



LINE

RIZABL

QU

=URE

@
O
o Q-enq(i):ﬂ 4 Q.?deq(tz
|:| 4 Q?.enq(ﬁé) » 4 Q?.deq( ) :

Time



LINE

RIZABL

QU

=URE

Q
|:| 4 Q.enqg(@) . 4 Q.deq(.z
) 4 Q?-enQ(Oé) i Qdeg(@)

Time



LINE

RIZABL

QU

=URE

@
® ©
I:I 4 Q.enq(‘):” 4 Q.?deq( 2
|:| 4 Q?.enq(ﬁé) » 4 Q?.deq( ) :

Time



B

LINE

RIZABL

4 Q.enq(@)

: Q.deq(

Qeng(@)

g

_ Quddy

QU

=URE

) >

Time



B

LINEARIZABL

QU

4 Q.enq(@)

: Q.deq(

Qeng(@)

g

=URE

. Qdx(@)

Time



=URE

LINEARIZABLE QU
@
|:| 4 Q.enq(@) " : Q.deq(‘l
i 0w | odne)

Time



An alternative. ..




SEQU

-NTIA

CONSIST

—INC

(LAMPORT "HOW TO MAKE A MULTIPROCESSOR COMPUTER THAT CORRECTLY EXECUTES
MULTIPROCESS PROGRAMS" IEEETOC C-28,9 (SEPT. 1979), 690-69 1)

* A history H is sequentially consistent

it there exists a permutation 7 of the

operations in H such that

» 7|0 respects the sequential specification of each object o

» If the response for operation 01 at p; occurs in H before the

invocation for operation og at p;, then o1 appears before og In 7



BECUENTIAL CONSIS TENGSS

(LAMPORT "HOW TO MAKE A MULTIPROCESSOR COMPUTER THAT CORRECTLY EXECUTES
MULTIPROCESS PROGRAMS", [EEETOC C-289 (SEPT. 1979), 690-69 1)

i
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(LAMPORT "HOW TO MAKE A MULTIPROCESSOR COMPUTER THAT CORRECTLY EXECUTES
MULTIPROCESS PROGRAMS", [EEETOC C-289 (SEPT. 1979), 690-69 1)

i




BECUENTIAL CONSIS TENGSS

(LAMPORT "HOW TO MAKE A MULTIPROCESSOR COMPUTER THAT CORRECTLY EXECUTES
MULTIPROCESS PROGRAMS", [EEETOC C-289 (SEPT. 1979), 690-69 1)

i




BECUENTIAL CONSIS TENGSS
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BECUENTIAL CONSIS TENGSS

(LAMPORT "HOW TO MAKE A MULTIPROCESSOR COMPUTER THAT CORRECTLY EXECUTES
MULTIPROCESS PROGRAMS", [EEETOC C-289 (SEPT. 1979), 690-69 1)
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BECUENTIAL CONSIS TENGSS

(LAMPORT "HOW TO MAKE A MULTIPROCESSOR COMPUTER THAT CORRECTLY EXECUTES
MULTIPROCESS PROGRAMS", [EEETOC C-289 (SEPT. 1979), 690-69 1)

i




BECUENTIAL CONSIS TENGSS

(LAMPORT "HOW TO MAKE A MULTIPROCESSOR COMPUTER THAT CORRECTLY EXECUTES
MULTIPROCESS PROGRAMS", [EEETOC C-289 (SEPT. 1979), 690-69 1)

i

Temporal order of non-overlapping

operations Is preserved only for

operations by the same thread



P CaNRd i

wi(5) ri(?)
@

w2(7)

— -

TI RalS Ak il r (7) only acceptable value

. 0ot , At under linearizability
linearization linearization

but under sequential consistency...



P CaNRd i

wi(5) r1(2)
- 4 < ° >
w2(7)
| =
‘ ‘ :
Time r (5) is also acceptable under

sequential consistency

...this Is a valid permutation of the same history



THINK GLOBAL ACT LOCAL

B "bioperty P of a concurrent systempis

local

T the system satisfies P whenever each

individual object satisfies P

» Given two objects 01 and 02 each satistying B the
composite object |01, 05| satisfies P



LINEARIZABILITY

e LOCAL

Theorem

°ROP

A history H is linearizable iff

—RT

[IfE eifob|cct o), I resinlcieaRieRtise

operations In o Is linearizable

» Because linearizabllity is a local property,

objects can be implemented independently



VWhat about
sequential consistency?




i

CASE O

e edinl

L

s,

E «Penqg( @) «~Q.ecnqg(@) «~P.deq( @)

E ~Q.enq(@ >

e

Time



i

CASE O

e edinl

L

=it

L_;l Queue P I1s sequentially consistent!

«~P.enqg(@ )y

E ]

~P.eng(@ )~

~P.deq(@ )~

Time



i

CASE O

e edinl

L

s,

E «Penqg( @) «~Q.ecnqg(@) «~P.deq( @)

E ~Q.enq(@ >

e

Time



i

CASE O

e edinl

L

=it

L_;l Queue ( I1s sequentially consistent!

—~Q.eng(@)F «~Q.eng(@) «Q.deq(@®

E ]

o

Time



e CAS

B C T

L

E OF

-U

&P (@)> ~P.deq( @)

The composition of P and ()
s not Sequentially Consistent!

i@ rr—p P.eng(@ ) +Q.deq(@ )

Time



TH

-OR

e

Sequential Consistency

s Not Composable

.e., an execution involving a collection of sequentially
consistent objects may not be sequentially consistent



TAKING STOCK

* We can define linearizability, a strong,
composable notion of correctness for
concurrent objects

* We can use consensus to achieve it in a
distributed setting



U | VWWHAT ABOU T GESS
RerLICATED SYSTER .

IRELAND BEIJING
FRANKFURT
OHIO (Coming soon) O SEOUL
OREGON
O UK (Coming soon) O
N. CALIFORNIA NINGXIA [Comlng SOOI'I:I
N. VIRGINIA TOKYO
INDIA (Coming soon)
AWS GOVCLOUD
SINGAPORE
SAO PAULO
Region &
Number of Availability Zones SYDNEY

B e amazon
g webservices™

h




g CAP DILEMPEES

Consistency

linearizability

Partltlon

Avallability Tolerance

for updates

Eric Brewer's CAP “Theorem”

“You can have at most two of C, A, and
P for any shared data system”



WHAT DOES MEAN!?

WernerVogels, CTO Amazon

“An important observation is that in larger
distributed-scale systems, network partitions are a
given; therefore, consistency and availability

cannot be achieved at the same time.”
http://www.allthingsdistributed.com/2008/ | 2/eventually_consistent.html

Farewell consistency, we hardly knew ve...
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WHAT ABOUT DATABASES!?

EEANSAC T IONS [TAKE TS




HORROR STORY

Performance




e C L ASSIC HOR




L ASSIC H

Ease

of
Programming

ROR STORY

Performance




THE N TASTIC FOUR

Atomicity Either all changes to the state happen, or none

A transaction is a correct transformation of the state

Consistency

Regulates which states generated in executing T are

Isolation
visible to transactions executing concurrently to T

Durabiﬁty Once a transaction commits, its state changes survive failures



THE N TASTIC FOUR

Isolation

Serializability

Though transactions execute concurrently, it appears to each T
as if every other transaction executed either before or after T

Strict Serializability

The total order in which transactions are serialized is consistent
with real time: if T commits before T2 starts, then T | appears
before T2 in the serial order:



AC

D [RANSACTIONS:

SIMP

Atomicity
Consistency
lsolation

Durability

_[AcIDTxn

l'_|
X
>

Txn
D)
(—)
(—)
(—)
Txn
(—)
(—)
Txn
o
(—)

- AND POWERFUL

X
35

=]
X
=,

—
X
>

lll 3
X
-

X
>

(mmm —|

M=



WEAKER FLAVORS
OF ISOLATION

It- That-Shall-Not-Be-Named

dirty writes - transaction modifies item previously modified by undecided transaction

Read-Uncommitted

dirty reads: one transaction may see uncommitted state of another transaction

Read-Committed

no dirty reads or writes, but allows for non-repeatable reads

Repeatable Reads

non-repeatable range reads

Snapshot Isolation

none of the above, but write skew



W ANOMALY

WRITE SK




VWRI |

T1: Change
S e red

T2 Change
feclito oreen

-W ANOMALY




WRITE SKEW ANOMALY




PERFORMANCE VIA WEAKER
ISOLATION GUARANTEES

Database System Default Isolation Strongest Isolation

MySQL Cluster Read Committed Read Committed

SAP HANA

Read Committed Snapshot Isolation
Google Spanner Serializability Serializability

VoltDB Serializability Serializability

Oracle 12C Read Committed Snapshot Isolation

MemSQL Read Committed Read Committed

SQL Server Read Committed Serializability

Postgres Read Committed Serializability







(AKA NO CONSISTEN

BVEN | UAL CONGSIS ENGES

CY (RVR DIXIT))

* Replicas are guaranteed to converge

» updates performed at one replica are eventually seen

by all others

» If no more updates, replicas eventually reach the same

state

T no new updates are made to an object, eventually

all accesses will return rts

last updated value



GEO-R

PLICATED SYS FE

« Facebook, Twitterr Amazon aim
for ALPS

» Avallability

» low Latency
» Partition tolerance
» Scalability

« What about consistency!

» Jension (you guessed It)
between performance and
ease of programming




GOSSIP



DATA

155

-MINATION

- Want efficiency, robustness, speed, scale

/ 4

* [ree distribution Is efficient...



DATA

155

-MINATION

- Want efficiency, robustness, speed, scale

- [ree distribution Is efficient, but fragile

» plus, configuration is difficult



DATA DISSEMINATION

- Want efficiency, robustness, speed, scale

Bliii= = distribution 1S At frag||e |

» plus, configuration is d|f |ud§,0 )
N\ D/
_ c}
S Ry

* Flooding Is robust, but inefficient O"

EE0Ss|p s both efficient and robu

* but has relatively high latency



HISTORY

Gossips and Telephones @aker shostack 1972)

* There are n friends, each of whom knows some item of gossip not known to the
others. They communicate by telephone, and whenever one calls another, they tell
each other all that they know at the time. How many calls are required before

each gossip knows everything?

"1 i) ) M
® ® ® o——o

X/ i

® o——o

0, 1 3 4
e e



HISTORY

Gossips and Telephones (Baker, Shostack 1972)

Grapevine/Clearinghouse Directory Service (Demers et al, Xerox
Park, 1987)

Refdbms (Golding, UCSC 1993)
Bayou (Terry et al, Xerox PARC 1995)
Bimodal Multicast (Birman et al,, Cornell 1998)

Astrolabe (Van Renesse, Cornell 1999)



SO5SIP PROTOCCHS

etivefnread (P) Passive Thread (Q)
Forever Forever
selectPeer(&Q)
select ToSend(&bufs)
sendlo(Q,bufs) ~ sesssseesseeeee [ receiveFromAny (&P &bufr)
selectToSend(&bufs)
receiveFrom(Q, &bufr) R s send To(F, bufs)
selectToKeep(cache, bufr) selectToKeep(cache, bufr)

processData(cache) processData(cache)



Eeni R e
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GOSSIP PROPAGATION TIM

Time

Time to complete “infection™: O(log n)




ANTI-ENTROPY

» (Gossip scheme with monotonic merge

Merges received state and local state such that new state includes
both local and gossiped state

» Corresponding protocol: simple epidemic



HOW FAS

BEALLY S5

DO

* Epidemic theory (ailey 1957)

- fixed population of size

homogeneous spreading

=5 GOSE

PREAD!

anybody can infect anyone else with equal probability

* Assume

k members are already infected

Infection occurs in rounds




UNCLEAN!

* What Is the probability Pinfect(k, n) that a particular
HEIRIECIEE Member Is Infected In a roURaIRESEES
already infected!

Pinect (K, 1) = | - P(nobody infects member)

= 1—(1-1/n)"

E(# of newly infected members) =

(n e k’) X Pim‘ect(k, TL)



RATE OF SPREAD

» [wo phases

Phase |: 1 — n/2 - fraction of infected grows quickly

Phase 2. n/2 — n - fraction of uninfected declines quickly

EEien Pree(n/2,n) =1 — (1 —¢)’° =04

@ Infected
@ Uninfected




RATE OF SPREAD

» [wo phases

Phase |: 1 — n/2 - fraction of infected grows quickly

Phase 2: n/2 — n - fraction of uninfected declines quickly

EEien Pree(n/2,n) =1 — (1 —¢)’° =04

b @ Infected @ Newly Infected
@ Uninfected




RATE OF SPREAD

» [wo phases

Phase |: 1 — n/2 - fraction of infected grows quickly

Phase 2. n/2 — n - fraction of uninfected declines quickly

EEien Pree(n/2,n) =1 — (1 —¢)’° =04

@ Infected
@ Uninfected




WHO'S USING EC?

* Domain Name Service (DNS)
» Facebook/Meta

« Amazon

o Jwitter

S ol (107 5)



Replicas keep ordered log of
updates reflected in their state

They gossip entries In their log

It no more updates, replica
logs (states) eventually
converge

But Bayou gives you more:

al, SOSP



al, SOSP 95

Replicas keep ordered log of |

updates reflected in their state  "If the log of Ri contains
an update first performed

They gossip entries In theirlog  on R;, then the log of R
also contains all the writes

If no more updates, replica accepted by R prior to w!

logs (states) eventually

converge .
5 It a replica sees an update w,

it has seen all updates that

But Bayou gives you more:
causally precede w!



EAUSAL CONSIS TENGSS

Updates that are causally related should be seen by all replicas
In the same order. Concurrent updates may be seen by
different replicas in different orders (Hutto & Ahamad, [990)

Two operations a and b are causally related (a =b) If

|. The same client executes first a then b
2. b reads the value written by a

3. There exists an operation a' such thata—a anda—b



WHY
EAUSAL CONSIS TENCS

-~ o«

. Recgives selfie (update 2) then |. meditates un'speakable crime
defriend request (update I) 2. defriends me (update )
2. Whoops. 3. posts selfie (update 2) while

engaging in unspeakable crime



SEQUENTIALLY CONSISTENT?

E «—W(x)a— «~wW(X)c—

«—r(x)a — «~W(X)b—

«— r(x)a — <<— r(x)c — x — r(x)b—>
«— r(x)a — {—r(X)b =X « r(x)c —

il 1 1l



CAUSALLY CONSISTENT?

|__;| —w(x)a— > —wW(X)C—

\

E C— r(x)a — o Grwen <—W<X>b—>

[_] —r(X)a — r()C = —r()b—



CAUSALLY CONSISTENT?

]
L] wea 02 weob  wx)e

[_] —r(X)a — r()C = —r()b—



CAUSALLY CONSISTENT?

E «~wW(X)a— «—wW(X)c—
E «— r(x)a — «~W(X)b—

[_] —r(X)a — r()C = —r()b—



CAUSALLY CONSISTENT?

i
E o r(x)a —

L] weoa rga wie o wxb )b



CAUSALLY CONSISTENT?

E «~wW(X)a— «—wW(X)c—
E «— r(x)a — «~W(X)b—

[_] —r(X)a — r()C = —r()b—



CAUSALLY CONSISTENT?

[
E = r(x)a i
[_] —r(x)a - —r(X)C— «rx)b—

w(X)a w(Xx)b W(X)C



CAUSALLY CONSISTENT?

E «~wW(X)a— «—wW(X)c—
E «— r(x)a — «~W(X)b—

[_] —r(X)a — r()C = —r()b—



CAUSALLY CONSISTENT?

E «~w(X)a— p —W(X)C—

£ ( (x)a — (v

E «— r(x)a - —» «<w(x)b— —r(X)c = «r(x)b—



CAUSALLY CONSISTENT?

[
E = r(x)a i
[_] —r(x)a - —r(X)C— «rx)b—

w(x)a W(x)b w(x)c



CAUSALLY CONSISTENT?

E «~wW(X)a— «—wW(X)c—

E o r(x)a —

[_] e —w(x)b- e r()C = b



CAUSALLY CONSISTENT?

i

E.:l +—r(x)a— Does not meet the
sequential specification!

E L 4 0da wix)b ' - wiXIc FEOEr R als



EAUSAL CONSIS ENGSS
IN BAYOU

* When replica R receives an * Replicas learn which updates
update from a client, it logs 1t they need to exchange by
by assigning to 1t a comparing version vectors!

timestamp (logical time;, 1)

* Each replica Ri maintains a 07 ~
version vector Ri.V]| | | > | 18

w)

TN
[
=i,
=

No

o
=
=
=

Mo

>

» Ri.V[J] = highest timestamp L ;
of any write logged by R - a&a«: A
and known to R : :
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DING

Storage
fEicr
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Storage
Tier




SCALABILITY THROUGH
Storage S IARD' NG Storage

Tier Tier
A-C B a4 A-C

< >

M |— | T
A
v

M |— | ™

\4




EarOU CAUSAL CONSISTENSSS

)

£ NOT ST

* Log requires one serialization point per DC, so

D(Cs' states can converge

v erther causal dependencies only exist

between keys stored on a single node

v or some node must serialize across all nodes



EES: CLUSTER OF OR

DER

PRESERVING SERVERS ‘&t

composable, the whole system
(within a DC) s linearizable -,

> linearizability can be achieved with“low
latency and no fear of partitions

® (Operations are replicated across
datacenters asynchronously

> as in Liskov's Lazy Replication




4
4
4
4
4
’
’
1
]
]
I
G’

1

1

1

SHARDING THROUGH
CONSISTENT HASHING

Key k' Next node
/ clockwise is in

Nrge

« Multiple servers
replicate each shard

Hash key and e inside a given DC

place on ring

(e.g., using chain
replication)




TOWARDS SCALABLE
CAUSAL CONSISTENCY

* Replace serialization with

distributed verification

* On get, returned <version, value>

s stored In the clieracc

|
> get returns value and its causal




TOWARDS SCALABLE
CAUSAL CONSISTENCY

* Replace serialization with Wi
distributed verification l
X3 ) Ui

R SROeiNretlurned <version, value=> \ \ /

s stored In the client’s context Vi Ve

»  get returns value and its causal dependencies \ v /

Z4




TOWARDS SCALABLE
CAUSAL CONSISTENCY

* Replace serialization with

distributed verification

ERGIReCiNretlirned <version, value>

Is stored In the client’s context

»  get returns value and its causal dependencies

* On a put, client includes (and replicates)

its “nearest dependencies” from context. ..

W

i

X3

Y

B

T Ui

N
e

Z4




TOWARDS SCALA
EUSAL CONSIST

W

* Replace serialization with

distributed verification
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TOWARDS SCALABL
CAUSAL CONSISTENCY

Replace serialization with
distributed verification

1)
On get, returned <version, value> \
s stored In the client's context v 2
»  get returns value and its causal dependencies \ v /

Z4

On a put, client includes (and replicates)
its “nearest dependencies” from context. ..
and resets context to the latest put

Before applying z4, remote partition verifies
nearest dependencies have already been
applied



TOWARDS SCALABLE
CAUSAL CONSISTENCY

Replace serialization with
distributed verification

On get, returned <version, value>
R Eicaiinithe client's context

»  get returns value and its causal dependencies

On a put, client includes (and replicates)
jERicdiiest dependencies” from context. ..

and resets context to the latest put 71, V6

Before applying z4, remote partition verifies
nearest dependencies have already been
applied



“Databases




WEAKER FLAVORS
OF ISOLATION

It- T hat-Shall-Not-Be-Named

dirty writes - transaction modifies item previously modified by undecided transaction

Read-Uncommitted

dirty reads: one transaction may see uncommitted state of another transaction

Read-Committed

no dirty reads or writes, but allows for non-repeatable reads

Repeatable Reads

non-repeatable range reads

Snapshot Isolation

none of the above, but write skew



Basically

Available,
B Soft state,

Eventually consistent




Basically

Available,
g Soft state,

Eventually consistent

Custom code for better performance

Complexity gets quickly out of control

: : Implement
App' ication Consistency

Storage Interface

BASB Storage (GaoeDittoat)




1)

DYNAMO

De Candia et al.,
SEGSEEEY

l;



DYNAMO

* A highly available, distributed key-value store

 put(key, context, object); get(key)
&

» Sacrifices consistency for “always on” availability AA P

* Supports some of Amazon key features (shopping cart)

« “Synthesis of well-known techniques to achieve scalability and
availability”



CONSISTENCY?

BASE

Basically Available, Soft State, Eventually Consistent

Always writable

Can always write to shopping cart

Conflict resolution on reads

Replication via Consistent Hashing @

Application-driven conflict resolution

conflict resolution on reads, not writes

merge conflicting shopping carts to never lose “Add Cart”

_-°-.
A

E'
4

Hash key and
place on ring

- -
------

Key k

/

Next node

. clockwise is in
~
a charge
.
A
A
Ay

)
1
I
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DATAVERSIONING

DL may return to [ts caller before the update iasiBEEH
applied to all replicas

* A get() may return many different versions of the same

object

» Objects have distinct version sub-histories that need to be

reconclled!



DATAVERSIONING

DL may return to [ts caller before the update iasiBEEH
applied to all replicas

* A get() may return many different versions of the same

object

» Objects have distinct version sub-histories that need to be

reconclled!
Vector clocks!



VECTOR CLOCKS
A LA DYNAMO

List of (node, counter) pairs l

write handled by
Vi([A1]) serverA

Each object version has one

vector clock, which captures - TN
: : There may still be AZWH Sal 2 ’
|T.S geﬂeSIS STOFy replicas of V| around! Va([A2]) server

r write handled by / \ write handled by

serverB\/3<[A 21[B,1]) Vi (A2 [C.1]) server C

a version Is subsumed \ /

+ Reconciled and handled
Ifl\/C becomes too long, It Is A e e
trimmed

Used to determine whethe



QUASI-QUORUMS

BRE ICRRIRE IS stored! in a preference list PL of nodes

» get() and put() driven by two parameters

R: minimum number of replicas to read from
W: minimum number of replicas to write to

If R+W > N, we have a quorum system!

....but latency dictated by slowest replica — typically R &WV chosen so together they are fewer than N

* Sloppy Quorums
put() sends new version to top N reachable nodes in PL; declares success as soon as received W-| responses
In case of failure, metadata specifies intended recipient; it will be notified later

always writeablel
get() retrieves from top N reachable nodes in PL; success as soon as it received R

If get() returns multiple versions, they are reconciled and a new corresponding version is written back



The Triumph
of Randomization



The Big Picture

@ Does randomization make for more powerful
algorithms?

O Does randomization expand the class of problems solvable
in polynomial time?

0 Does randomization help compute problems fast in parallel
in the PRAM model?

You tell me!




The Triumph of
Randomization?

Well, at least for distributed computations!

@ no deterministic 1-crash-resilient solution to
consensus

@ f-resilient randomized solution to consensus
(f <n/2) for crash failures

@ randomized solution for Consensus exists even
for Byzantine failures!




A simple randomized
algorithm

M. Ben Or. "Another advantage of free choice: completely
asynchronous agreement protocols” (PODC 1983, pp. 27-30)

@ exponential number of operations per process
@ tolerates. f <n/2 crash failures
@ BUT more practical protocols exist
ndown to O(nlog®n)expected operations/process

O n—1resilient



Weakening termination

@ Consensus requires correct processes to
decide always

@ Ben Ors algorithm only requires termination
with probability 1

@ They are not the same thing!

O e.g., when sampling a uniform distribution in [O,1],
the probability of not sampling 1/2 is 1, and yet
you could...




The protocols structure

An infinite repetition of asynchronous rounds
@ In round r, p only handles messages with
timestamp r
@ Each round has two phases:

@ Phase 1: each p broadcasts an a-value

O a function of the b-values collected in the
previous round

O the first a-value is the input bit
@ Phase 2: each p broadcasts a b-value
O a function of the collected a-values

@ decide stutters
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Ben Ors Algorithm

I api= input bit; r:=1;

repeat forever

{phase 1}

send (qa,,r)to all

Let A be the multiset of the first n— f a-values with timestamp r received
if (Jve{0,1}:Vae€ A:a=uv) then b,:= v

else b,:= L

{phase 2}

send (b,,r) fo all

Let B be the multiset of the first n— f b-values with timestamp r received

: if (Jve{0,1} :Vbe B :b=wv) then decide(v); a,:= v
telseif (IbeB:b# 1) thena,:= b

: else a,:=$ {$is chosen uniformly at random to be O or 1}
14:

= r+l



Validity

t ap:i=input bif; ri=1;
: repeat forever

: send (ap,r)to all
Let A be the multiset of the first n— f a-values with
timestamp received
é6: if (Jve{0,1}:Va€ A:a =) then b,:= v
7: else byi=2k
8
9

: {phase 2}

: send (by, ) to all
10: Let B be the multiset of the first n— f b-values with

timestamp r received
11: if (v € {0,1} : Vb € B : b=v) then decide(v); ap=v
12: else if (3be B:b# 1) then ap= b
13:else a,:= $ {$is chosen uniformly at random
to be O or 1}

14:" 7 =haeEk



14:

Validity

a, = inpuf bit; r=1;
repeat forever

: send (ap,r)to all

Let A be the multiset of the first n— f a-values with
timestamp received

if (e {0,1}:Va€ A:a=v)then p,:= v

relse p,i= 1L

: {phase 2}

: send (by, ) to all

: Let B be the multiset of the first n— f b-values with
timestamp r received

: if(Jv € {0,1} : Vb € B: b =) then decide(v); ay=v
celse if(3be B:b# 1) then ap= b

celse a,:=$ {$is chosen uniformly at random
to be O or 1}
TSR

All identical inputs (i)

Each process set a-value :=7
and broadcasts it to all

Since at most f faulty, every
correct process receives at
least n— f identical a-values in
round 1

Every correct process sets
b-value := ¢ and broadcasts it to
all

Again, every correct process
receives at least n— f identical ;
b-values in round 1 and decides



1:
2:

w

4:

5

O 0 ~N o

11:

12:
13:

14:

A useful observation

a, = inpuf bit; r=1;

repeat forever

{phase 1}

send (ap,r)to all

Let A be the multiset of the first n— f a-values with
timestamp received

if (e {0,1}:Va€ A:a=v)then p,:= v
else p,i= L

: {phase 2}

: send (by, ) to all

10:

Let B be the multiset of the first n— f b-values with
timestamp r received
if(Jve {0,1}:Vb e B:b=v) then decide(v); ay=v
elseif(3be B:b# 1) then ap= b
else a,:=$ {$is chosen uniformly at random

to be O or 1}
T

Lemma For all r, either
by € {1, L} for all p or
bp.r €10, L} for all p



1:
2:

u W

O 0 ~N o

10:

11:

12:
13:

14:

A useful observation

ap, = input bit; m:=1;

repeat forever

: {phase 1}

: send (ap,r)to all

Let A be the multiset of the first n— f a-values with
timestamp received

if (e {0,1}:Va€ A:a=v)then p,:= v

relse p,i= 1L

: {phase 2}
: send (by, ) to all
Let B be the multiset of the first n— f b-values with
timestamp r received
if (v e {0,1} : Vb € B : b =) then decide(v);
else if(3be B:b+# L) then ap= b
else a,:=$ {$is chosen uniformly at random
to be O or 1}
T

ap:= v

Lemma For all r, either
by € {1, L} for all por
by €10, L} for all p

Proof By contradiction.
Suppose p and g at round r such that

bpﬂn =0 and bq,r 2l

From lines 6,7 p received n— f distinct
Os, g received n—f distinct 1s.

Then, 2(n—f)<n, implying n<2f

Corollary It is impossible that
two processes p and ¢ decide
on different values at round r



1:
2:

u W

O 0 ~N o

11:

12:
13:

14:

Agreement

a, = inpuf bit; r=1;
repeat forever
{phase 1}

: send (ap,r)to all

Let A be the multiset of the first n— f a-values with
timestamp received

if (e {0,1}:Va€ A:a=v)then p,:= v
relse p,i= 1L

: {phase 2}

: send (by, ) to all

10:

Let B be the multiset of the first n— f b-values with
timestamp r received
if (v e {0,1} : Vb € B : b =) then decide(v);

ap:= v

elseif(3be B:b# 1) then ap= b

else a,:=$ {$is chosen uniformly at random
to be O or 1}

TSR

@ Let r be the first round in which a
decision is made

@ Let p be a process that decides in r



1:
2:

u W

O 0 ~N o

11:

12:
13:

14:

Agreement

a, = inpuf bit; r=1;
repeat forever
{phase 1}

: send (ap,r)to all

Let A be the multiset of the first n— f a-values with
timestamp received

if (e {0,1}:Va€ A:a=v)then p,:= v
relse p,i= 1L

: {phase 2}

: send (by, ) to all

10:

Let B be the multiset of the first n— f b-values with

timestamp r received

if (v e {0,1} : Vb € B : b =) then decide(v);

else if(3be B:b+# L) then ap= b

else a,:=$ {$is chosen uniformly at random
to be O or 1}

T

ap:= v

@ Let r be the first round in which a
decision is made

@ Let p be a process that decides in r

@ By the Corollary, no other process
can decide on a different value in r

@ To decide, p must have received n— f

\N\-n

i+~ from distinct processes

@ Every other correct process has
received “i“ from at least n—2f > 1

@ By lines 11 and 12, every correct
process sets its new a-value to for

A\ /4

round r+1to

@ By the same argument used to prove
Validity, every correct process that
has not decided “i” in round r will do
so by the end of round r+1



1:
2:
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O 0 ~N o

11:
12:
13:

14:

Termination 1

a, = inpuf bit; r=1;
repeat forever
{phase 1}

: send (ap,r)to all

Let A be the multiset of the first n— f a-values with
timestamp received

if (e {0,1}:Va€ A:a=v)then p,:= v
relse p,i= 1L

: {phase 2}

: send (by, ) to all

10:

Let B be the multiset of the first n— f b-values with
timestamp received
if(Jv € {0,1} : Vb € B:b=v) then decide(); ay=v
else if(3be B:b+# L) then ap= b
else a,:=$ {$is chosen uniformly at random

to be O or 1}
7 =Rl

@ Remember that by Validity, if all
(correct) processes propose the
same value “i “ in phase 1 of
round r , then every correct
process decides "¢ in round 7.

@ The probability of all processes
proposing the same input value
(a landslide) in round 1 is

Pr(landslide in round 1] = 1/2"

@ What can we say about the
following rounds?
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3
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11:
12:
13:

14:

Termination 11

a, = input bit; ri=1;

repeat forever

{phase 1}

send (ap,r)to all

Let A be the multiset of the first n— f a-values with
timestamp received

:if (Jv € {0,1} : Va € A :o=w) then b, := v
else p,i= 1

: {phase 2}

:send (bp, ) to all

10:

Let B be the multiset of the first n— f b-values with
timestamp received
if (Jv € {0,1} : Vb € B : b =) then decide(v); ap:=v
elseif(Ibe B:b# 1) then a,:=b
else ap:=$ {$is chosen uniformly at random

to be 0 or 1}
ri=r4l

@ In round r > 1, the a-values are not
necessarily chosen at random!

@ By line 12, some process may set its a-value
to a non-random value v

@ By the Lemma, however, all non-random
values are identical!

@ Therefore, in every r there is a positive
probability (at least 1/2") for a landslide

@ Hence, for any round r
Pr[no lanslide at round r] <1—1/2"

@ Since coin flips are independent:

Prlno lanslide for first k rounds] < (1 — 1/2")*
@ When k = 27 this value is about 1/e; then, if

k=Tl
Pr[landslide within k rounds] =
RS TN O T T ] fef
which converges quickly to 1 as ¢ grows



