
CONSISTENCY
It’s about correctness!



SEQUENTIAL OBJECTS

• Each object has a state
‣ Register :  the value it stores
‣ Queue:    the sequence of objects it holds
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SEQUENTIAL OBJECTS

• Each object has a state
‣ Register :  the value it stores
‣ Queue:    the sequence of objects it holds

• Each object has a set of methods
‣ Register :  Read/Write
‣ Queue: Enq/Deq/Head

Thanks to Maurice Herlihy
“The Art of Multiprocessor Programming”



SEQUENTIAL SPECIFICATIONS
• If (precondition)
‣ the object is in such-and-such-state before method is called

• Then (postcondition)
‣ the method will return a particular value
‣ or throw a particular exception

• and (postcondition continued)
‣ the object will be in some other state when method returns

Thanks to Maurice Herlihy



PRE AND POST CONDITIONS 
FOR DEQ

• Precondition
‣ Queue is non-empty

• Postcondition
‣ Returns first item in queue

• Postcondition
‣ Removes first item in queue

Thanks to Maurice Herlihy
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PRE AND POST CONDITIONS 
FOR DEQ

• Precondition
‣ Queue is empty

• Postcondition
‣ Throws Empty exception

• Postcondition
‣ Queue state unchanged

Thanks to Maurice Herlihy



SEQUENTIAL SPECIFICATIONS 
ARE AWESOME

• Interactions among methods captured by side-effects on 
object state
‣ State between method calls is meaningful

• Documentation size linear in the number of methods
‣ Separation of concerns: each method described in isolation

• Easy to add new methods
‣ Without changing description of old methods

So is 
Maurice Herlihy



WHAT ABOUT 
CONCURRENT SPECIFICATIONS?

• Methods?

• Documentation?

• Adding new methods?



CONCURRENCY 
Pierre  Franc Lamy (1855-1919)
Young girl on a balcony

Carlo Carrà (1912)
Concurrency, Woman on a balcony



METHODS TAKE TIME



Q.enq( )



Q.enq( ) void

Method call



METHODS TAKE TIME
• if you are Sequential
‣ Really? Never noticed!

• …but if you are Concurrent
‣ Method call is not an event
‣ Method call is an interval
★ Concurrent method calls overlap!



WHAT DOES IT MEAN FOR 
CORRECTNESS?

• Sequential
‣ Object needs meaningful state only between 

method calls

• Concurrent
‣ Because method calls overlap, object may 

never be between method calls



WHAT DOES IT MEAN FOR 
CORRECTNESS?

• Sequential
‣ Each method described in isolation

• Concurrent
‣ Must consider all possible interactions between 

concurrent calls
- What if two enq() overlap?
- What if enq() and deq() overlap?



WHAT DOES IT MEAN FOR 
CORRECTNESS?

• Sequential
‣ New methods do not affect existing methods

• Concurrent
‣ Everything can potentially 

interact with everything else



Distributed Systems Databases



REGISTERS
• Sequential specification

‣ A read returns the result of the latest completed write 
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         REGISTERS
• Sequential specification

‣ A read returns the result of the latest completed write

• What if reads and writes can be concurrent?

‣ A read not concurrent with a write returns the result 
of the latest completed write

• And if they are concurrent?

SAFE

Time
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                REGISTERSREGULAR

Time

w1(5)
r1

r2 r3

w2(6)

A read overlapping with a write returns 
either the old or the new value!

(5)

(5) (5)

• Sequential specification
‣ A read returns the result of the latest completed write

• What if reads and writes can be concurrent?
‣ A read not concurrent with a write returns the result 

of the latest completed write

• And if they are concurrent?

r2 r3(6) (6)
r2 r3(5) (6)
r2 r3(6) (5)



CAN WE DO BETTER?



ATOMIC REGISTERS



LINEARIZABILITY
• Each method
‣ Takes effect instantaneously
‣ Between invocation and response

• Object is correct (linearizable) if this “sequential” 
behavior is correct (i.e., it meets the object’s sequential 
specification)
‣ All executions of a linearizable object are linearizable

Herlihy & Wing ‘87



EXAMPLE: REGISTERS

w1(5)

r1

r2 r3

w2(6)

(?)

(?) (?)

r1(5) r2 (5) r3 (6)Time



Time
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Time

EXAMPLE: REGISTERS

w1(5)

r1

r2 r3

w2(6)

(?)

(?) (?)

r1(5)

Linearizable registers are called atomic

r2 (5) r3 (5)
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Time
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An alternative…



SEQUENTIAL CONSISTENCY 
(LAMPORT "HOW TO MAKE A MULTIPROCESSOR COMPUTER THAT CORRECTLY EXECUTES 

MULTIPROCESS PROGRAMS", IEEE TOC C-28,9 (SEPT. 1979), 690-691)

• A history H is sequentially consistent 
if there exists a permutation    of the 

operations in H such that
‣       respects the sequential specification of each object

‣ If the response for operation     at     occurs in H before the 
invocation for operation     at     , then     appears before     in 

⇡

⇡|o o

o1
o2

pi
pi o1o2 ⇡
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SEQUENTIAL CONSISTENCY 
(LAMPORT "HOW TO MAKE A MULTIPROCESSOR COMPUTER THAT CORRECTLY EXECUTES 

MULTIPROCESS PROGRAMS", IEEE TOC C-28,9 (SEPT. 1979), 690-691)



SEQUENTIAL CONSISTENCY 
(LAMPORT "HOW TO MAKE A MULTIPROCESSOR COMPUTER THAT CORRECTLY EXECUTES 

MULTIPROCESS PROGRAMS", IEEE TOC C-28,9 (SEPT. 1979), 690-691)

Temporal order         of non-overlapping 
operations is           preserved only for 
operations by       the same thread



Time

EXAMPLE

w1(5)

w2(7)

Latest 
linearization

r1(?)

r1(7) only acceptable value 
under linearizability

but under sequential consistency…

Earliest 
linearization



Time

EXAMPLE

w1(5)

w2(7)

r1(?)

r1(5) is also acceptable under 
sequential consistency

…this is a valid permutation of the same history



THINK GLOBAL, ACT LOCAL  

• A property P of a concurrent system is 

if the system satisfies P whenever each 
individual object satisfies P
‣ Given two objects     and     each satisfying P,  the 

composite object            satisfies P  
o1 o2
[o1, o2]

local



LINEARIZABILITY  
IS A LOCAL PROPERTY

Theorem

A history H is linearizable iff 
for each object   , H restricted to the 
operations in    is linearizable

• Because linearizability is a local property, 
objects can be implemented independently

o

o



What about 
sequential consistency?



THE CASE OF 
THE FIFO QUEUE
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THE CASE OF 
THE FIFO QUEUE

Q.enq( ) Q.deq( )Q.enq( )

Time

Queue Q is sequentially consistent!



THE CASE OF 
THE FIFO QUEUE

Q.enq( ) P.enq( ) Q.deq( )

P.enq( ) Q.enq( ) P.deq( )

Time

The composition of P and Q 
is not Sequentially Consistent!



THEOREM

Sequential Consistency 
Is Not Composable

i.e., an execution involving a collection of sequentially 
consistent objects may not be sequentially consistent



TAKING STOCK

• We can define linearizability, a strong, 
composable notion of correctness for 
concurrent objects

• We can use consensus to achieve it in a 
distributed setting



… BUT WHAT ABOUT GEO-
REPLICATED SYSTEMS?



THE CAP DILEMMA
Consistency

Partition
ToleranceAvailability

for updates

linearizability

Eric Brewer’s CAP “Theorem”
“You can have at most two of C, A, and 

P for any shared data system”



WHAT DOES         MEAN?
C

A P

Werner Vogels, CTO Amazon
“An important observation is that in larger 

distributed-scale systems, network partitions are a 
given; therefore, consistency and availability 
cannot be achieved at the same time.”

http://www.allthingsdistributed.com/2008/12/eventually_consistent.html 

Farewell consistency, we hardly knew ye… 



W e a k
C

on s i te ncy
s



Distributed Systems Databases



WHAT ABOUT DATABASES?

TRANSACTIONS  TAKE  TIME!



Ease 
of 

Programming
Performance

A CLASSIC HORROR STORY
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Regulates which states generated in executing T are 
visible to transactions executing concurrently to T 

THE FANTASTIC FOUR

Atomicity

Consistency

Isolation

Durability

Either all changes to the state happen, or none

A transaction is a correct transformation of the state

Once a transaction commits, its state changes survive failures

A

C

I

D



THE FANTASTIC FOUR

Isolation Though transactions execute concurrently, it appears to each T 
as if every other transaction executed either before or after T

I

Serializability

The total order in which transactions are serialized is consistent 
with real time:  if  T1 commits before T2 starts, then T1 appears 

before T2 in the serial order.

Strict Serializability



ACID TRANSACTIONS:
SIMPLE AND POWERFUL

ACID Txn

z := x+y

y++

x := 0

Txn

Txn

Txn

Txn

Txn

Txn

Txn
Txn

Txn

Txn

Txn

Txn

Txn

Atomicity

Consistency

Isolation

Durability



Read-Uncommitted
dirty reads: one transaction may see uncommitted state of another transaction

Read-Committed
no dirty reads or writes, but allows for non-repeatable reads

Repeatable Reads
non-repeatable range reads

It-That-Shall-Not-Be-Named
dirty writes - transaction modifies item previously modified by undecided transaction

WEAKER FLAVORS 
OF ISOLATION

Snapshot Isolation
none of the above, but write skew



WRITE SKEW ANOMALY

T1:  Change 
green to red 

T2:  Change 
red to green 
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WRITE SKEW ANOMALY

T1:  Change 
green to red 

T2:  Change 
red to green 

* *

* *

* *

* *

Serial

or



PERFORMANCE VIA WEAKER 
ISOLATION GUARANTEES

Database System Default Isolation Strongest Isolation

MySQL Cluster Read Committed Read Committed

SAP HANA Read Committed Snapshot Isolation

Google Spanner Serializability Serializability

VoltDB Serializability Serializability

Oracle 12C Read Committed Snapshot Isolation

MemSQL Read Committed Read Committed

SQL Server Read Committed Serializability

Postgres Read Committed Serializability



W e a k
C

on s i ts e ncy



EVENTUAL CONSISTENCY
(A.K.A. NO CONSISTENCY (RVR DIXIT))

• Replicas are guaranteed to converge
‣ updates performed at one replica are eventually seen 

by all others

‣ if no more updates,  replicas eventually reach the same 
state

If no new updates are made to an object, eventually 
all accesses will return its last updated value



GEO-REPLICATED SYSTEMS
• Facebook, Twitter,  Amazon aim 

for ALPS
‣ Availability
‣ low Latency
‣ Partition tolerance
‣ Scalability

• What about consistency?
‣ Tension (you guessed it) 

between performance and 
ease of programming



GOSSIP



DATA DISSEMINATION
• Want efficiency, robustness, speed, scale

• Tree distribution is efficient...
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DATA DISSEMINATION
• Want efficiency, robustness, speed, scale

• Tree distribution is efficient, but fragile

• plus, configuration is difficult

• Flooding is robust, but inefficient

• Gossip is both efficient and robust

• but has relatively high latency

Gossip

Tree Flood
fast

ro
bu
st

efficient



HISTORY
• Gossips and Telephones (Baker, Shostack 1972)

• There are n friends, each of whom knows some item of gossip not known to the 
others. They communicate by telephone, and whenever one calls another, they tell 
each other all that they know at the time. How many calls are required before 
each gossip knows everything?

0 1 3 4

1

2

34

<latexit sha1_base64="CwXc09HV2bWEOwfOBlA82XIEW+k=">AAAB7HicdVDLSsNAFJ3UV62vqks3g0VwFSatmnQhFN24rGDaQhvKZDpph04mYWYilNBvcONCEbd+kDv/xulDUNEDFw7n3Mu994QpZ0oj9GEVVlbX1jeKm6Wt7Z3dvfL+QUslmSTUJwlPZCfEinImqK+Z5rSTSorjkNN2OL6e+e17KhVLxJ2epDSI8VCwiBGsjeQLeAmdfrmCbM916p4HkV1zPeRUDamieq3mQsdGc1TAEs1++b03SEgWU6EJx0p1HZTqIMdSM8LptNTLFE0xGeMh7RoqcExVkM+PncITowxglEhTQsO5+n0ix7FSkzg0nTHWI/Xbm4l/ed1MR16QM5FmmgqyWBRlHOoEzj6HAyYp0XxiCCaSmVshGWGJiTb5lEwIX5/C/0mrajsX9vntWaVxtYyjCI7AMTgFDnBBA9yAJvABAQw8gCfwbAnr0XqxXhetBWs5cwh+wHr7BPWBjig=</latexit>

n = 1
<latexit sha1_base64="WLC4qUynjuZfeoruIxF22HwbcaI=">AAAB7HicdVDLSsNAFJ34rPVVdelmsAiuwiRVky6EghuXFUxbaEOZTCft0MkkzEyEEvoNblwo4tYPcuffOH0IKnrgwuGce7n3nijjTGmEPqyV1bX1jc3SVnl7Z3dvv3Jw2FJpLgkNSMpT2YmwopwJGmimOe1kkuIk4rQdja9nfvueSsVScacnGQ0TPBQsZgRrIwUCXkG3X6ki2/ecuu9DZNc8HzmuIS6q12oedGw0RxUs0exX3nuDlOQJFZpwrFTXQZkOCyw1I5xOy71c0QyTMR7SrqECJ1SFxfzYKTw1ygDGqTQlNJyr3ycKnCg1SSLTmWA9Ur+9mfiX18117IcFE1muqSCLRXHOoU7h7HM4YJISzSeGYCKZuRWSEZaYaJNP2YTw9Sn8n7Rc27m0L27Pq43GMo4SOAYn4Aw4wAMNcAOaIAAEMPAAnsCzJaxH68V6XbSuWMuZI/AD1tsn9muOJw==</latexit>

n = 2
<latexit sha1_base64="DT6agrjsokFkbDfYXGGu1RE64eY=">AAAB7HicdVDLSsNAFJ34rPVVdelmsAiuwqRRky6EghuXFUxbaEOZTCft0MkkzEyEEvoNblwo4tYPcuffOH0IKnrgwuGce7n3nijjTGmEPqyV1bX1jc3SVnl7Z3dvv3Jw2FJpLgkNSMpT2YmwopwJGmimOe1kkuIk4rQdja9nfvueSsVScacnGQ0TPBQsZgRrIwUCXkG3X6ki2/ecuu9DZLuej5yaITVUd10POjaaowqWaPYr771BSvKECk04VqrroEyHBZaaEU6n5V6uaIbJGA9p11CBE6rCYn7sFJ4aZQDjVJoSGs7V7xMFTpSaJJHpTLAeqd/eTPzL6+Y69sOCiSzXVJDFojjnUKdw9jkcMEmJ5hNDMJHM3ArJCEtMtMmnbEL4+hT+T1o127m0L27Pq43GMo4SOAYn4Aw4wAMNcAOaIAAEMPAAnsCzJaxH68V6XbSuWMuZI/AD1tsn9++OKA==</latexit>

n = 3
<latexit sha1_base64="NrVGcd3h3CFMhWyypx49Kgfl6Zk=">AAAB7HicdVDLSsNAFJ3UV62vqks3g0VwFSZtNelCKLhxWcG0hTaUyXTSDp1MwsxEKKHf4MaFIm79IHf+jdOHoKIHLhzOuZd77wlTzpRG6MMqrK1vbG4Vt0s7u3v7B+XDo7ZKMkmoTxKeyG6IFeVMUF8zzWk3lRTHIaedcHI99zv3VCqWiDs9TWkQ45FgESNYG8kX8ArWB+UKsj3XaXgeRHbN9ZBTNaSKGrWaCx0bLVABK7QG5ff+MCFZTIUmHCvVc1CqgxxLzQins1I/UzTFZIJHtGeowDFVQb44dgbPjDKEUSJNCQ0X6veJHMdKTePQdMZYj9Vvby7+5fUyHXlBzkSaaSrIclGUcagTOP8cDpmkRPOpIZhIZm6FZIwlJtrkUzIhfH0K/yftqu1c2he39UqzuYqjCE7AKTgHDnBBE9yAFvABAQw8gCfwbAnr0XqxXpetBWs1cwx+wHr7BPlzjik=</latexit>

n = 4

<latexit sha1_base64="nIkPjM0VjD+iKEagCVaNBQ6JwxM=">AAAB+nicdVDLSsNAFJ3UV62vVJduBovgxpCk1aQupODGZQXbCm0ok+m0HTqZhJmJUmI/xY0LRdz6Je78G6cPQUXP5cLhnHuZOydMGJXKtj+M3NLyyupafr2wsbm1vWMWd5syTgUmDRyzWNyESBJGOWkoqhi5SQRBUchIKxxdTP3WLRGSxvxajRMSRGjAaZ9ipLTUNYscnsPKGezocjk8hpWuWbIt33Oqvg9tq+z5tuNq4trVctmDjmXPUAIL1Lvme6cX4zQiXGGGpGw7dqKCDAlFMSOTQieVJEF4hAakrSlHEZFBNjt9Ag+10oP9WOjmCs7U7xsZiqQcR6GejJAayt/eVPzLa6eq7wcZ5UmqCMfzh/opgyqG0xxgjwqCFRtrgrCg+laIh0ggrHRaBR3C10/h/6TpWs6pdXJVKdVqizjyYB8cgCPgAA/UwCWogwbA4A48gCfwbNwbj8aL8TofzRmLnT3wA8bbJzH/kWY=</latexit>

n > 4 : 2n� 4



HISTORY
• Gossips and Telephones (Baker, Shostack 1972)

• Grapevine/Clearinghouse Directory Service (Demers et al., Xerox 
Park, 1987)

• Refdbms (Golding, UCSC 1993)

• Bayou (Terry et al., Xerox PARC 1995)

• Bimodal Multicast (Birman et al., Cornell 1998)

• Astrolabe (Van Renesse, Cornell 1999)



GOSSIP PROTOCOL

Active Thread (P)

Forever
selectPeer(&Q)
selectToSend(&bufs)
sendTo(Q, bufs)

receiveFrom(Q, &bufr)
selectToKeep(cache, bufr)
processData(cache)

Passive Thread (Q)

Forever

receiveFromAny(&P, &bufr)
selectToSend(&bufs)
sendTo(P, bufs)
selectToKeep(cache, bufr)
processData(cache)



PSST! PSST!
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Round 1: 2Round 2: 4Round 3: 7



Round 3: 7

PSST! PSST!



GOSSIP PROPAGATION TIME

Time

%
 in

fe
ct

ed

1/n

1.0

Time to complete “infection”: O(log )n



ANTI-ENTROPY
• Gossip scheme with monotonic merge

• Merges received state and local state such that new state includes 
both local and gossiped state

• Corresponding protocol: simple epidemic



HOW FAST DOES GOSSIP 
REALLY SPREAD?

• Epidemic theory (Bailey 1957)

• fixed population of size 

• homogeneous spreading

• anybody can infect anyone else with equal probability

• Assume

•  members are already infected

• infection occurs in rounds

k

n



UNCLEAN!
• What is the probability Pinfect           that a particular 

uninfected member is infected in a round if    are 
already infected?

Pinfect          = 1 - P(nobody infects member)

     =  

E(# of newly infected members) =

Pinfect 

<latexit sha1_base64="ssmf2vVYsg6pq1WKASW6J6gTYac=">AAAB4nicbVDLSgMxFL1TX7W+qi7dBKtQUcpM3+4G3bis4LSFtpRMJrWhmQdJRiilP+BGRBcKfpC/0L8x7eii6oELh3POJffEjTiTyjRnRmpldW19I72Z2dre2d3L7h80ZRgLQh0S8lC0XSwpZwF1FFOctiNBse9y2nJH13O/9UCFZGFwp8YR7fn4PmADRrDSkpMfXQRn/WzOLJQq9VqlgjQpm9VKXZNivXhZLSGrYC6Qs0+6568ze9zoZz+7XkhinwaKcCxlxzIj1ZtgoRjhdJrpxpJGmIzwPZ0sTpyiUy15aBAKPYFCC3Uph30px76rkz5WQ/nbm4v/eZ1YDeq9CQuiWNGAJA8NYo5UiOZ9kccEJYqPNcFEMH0hIkMsMFH6VzJJ9WrZKpnoL/mp3iwWrGqhfGvl7CtIkIYjOIY8WFADG26gAQ4QYPAEb/BueMaj8Wy8JNGU8b1zCEswPr4ATUWNTQ==</latexit>

(k, n)
<latexit sha1_base64="3LhMEwCH7JgPV6cV+Lkg3gCUyZo=">AAAB33icbVDJTgJBFHyDG+KGy81LR2LiicwAA3iS6EGPaGRJgJCepgc69Czp7jFBwtmLMV408Sf8Dn/BI7/gF9gsHlAreUmlql76VTshZ1KZ5qcRW1peWV2Lryc2Nre2d5K7e1UZRILQCgl4IOoOlpQzn1YUU5zWQ0Gx53Bac/oXE792R4VkgX+rBiFtebjrM5cRrLR000+0kykznbWLBdtGmuTMvF3UJFPMnOazyEqbU6TOvsaX7wf343I7+dHsBCTyqK8Ix1I2LDNUrSEWihFOR4lmJGmISR936XB63wgda6mD3EDo8RWaqgs57Ek58Byd9LDqyd/eRPzPa0TKLbaGzA8jRX0ye8iNOFIBmpRFHSYoUXygCSaC6QsR6WGBidJfMq+ez1lZE/0lP9WrmbSVT+eurVTpHGaIwyEcwQlYUIASXEEZKkDAhUd4gVcDGw/Gk/E8i8aM+c4+LMB4+wZkoI2z</latexit>

k

<latexit sha1_base64="ssmf2vVYsg6pq1WKASW6J6gTYac=">AAAB4nicbVDLSgMxFL1TX7W+qi7dBKtQUcpM3+4G3bis4LSFtpRMJrWhmQdJRiilP+BGRBcKfpC/0L8x7eii6oELh3POJffEjTiTyjRnRmpldW19I72Z2dre2d3L7h80ZRgLQh0S8lC0XSwpZwF1FFOctiNBse9y2nJH13O/9UCFZGFwp8YR7fn4PmADRrDSkpMfXQRn/WzOLJQq9VqlgjQpm9VKXZNivXhZLSGrYC6Qs0+6568ze9zoZz+7XkhinwaKcCxlxzIj1ZtgoRjhdJrpxpJGmIzwPZ0sTpyiUy15aBAKPYFCC3Uph30px76rkz5WQ/nbm4v/eZ1YDeq9CQuiWNGAJA8NYo5UiOZ9kccEJYqPNcFEMH0hIkMsMFH6VzJJ9WrZKpnoL/mp3iwWrGqhfGvl7CtIkIYjOIY8WFADG26gAQ4QYPAEb/BueMaj8Wy8JNGU8b1zCEswPr4ATUWNTQ==</latexit>

(k, n)

<latexit sha1_base64="aePLueBJKhdt+2cE8Vx7kiZ5hLk=">AAAB63icbVDLSgMxFM3UVx1fVZduglWoiGWmL10OunFZwT6gU0smzbShSWZIMsJQ+hW6EHGj4L/4C/0bpx1d1HrgwuGcc8k98UJGlbasqZFZWV1b38humlvbO7t7uf2DpgoiiUkDByyQbQ8pwqggDU01I+1QEsQ9Rlre6Gbmtx6JVDQQ9zoOSZejgaA+xUgn0kNBXIzOoKspJ8o0e7m8VSxVq5VyDS4Tu2jNkXdO3PPnqRPXe7kvtx/giBOhMUNKdWwr1N0xkppiRiamGykSIjxCAzKe3zqBp4nUh34gkxEaztWFHOJKxdxLkhzpofrrzcT/vE6k/avumIow0kTg9CE/YlAHcFYc9qkkWLM4IQhLmlwI8RBJhHXyPWn1cq1ily24TH6rN0tFu1as3Nl55xqkyIIjcAwKwAaXwAG3oA4aAAMJXsA7+DC48WS8Gm9pNGP87ByCBRif35p+kEw=</latexit>

(n� k)⇥
<latexit sha1_base64="YlWutbyxaPrJQWA235zG1+e9Qo0=">AAAB5HicbVDLSsNAFL2prxpfVZduBqtQUULSly6DblxWsA9oS5lMJ3XI5MHMRAilf+BG1I2C3+Mv9G9MG13UeuDC4ZxzmXvGiTiTyjSnWm5ldW19I7+pb23v7O4V9g9aMowFoU0S8lB0HCwpZwFtKqY47USCYt/htO14NzO//UiFZGFwr5KI9n08CpjLCFap1C55F8GZrg8KRdMo12rVSh0tE8sw5yjaJ73z16mdNAaFr94wJLFPA0U4lrJrmZHqj7FQjHA60XuxpBEmHh7R8fzICTpNpSFyQ5FOoNBcXchhX8rEd9Kkj9WD/OvNxP+8bqzcq/6YBVGsaECyh9yYIxWiWWM0ZIISxZOUYCJYeiEiD1hgotJ/yapX6lWrYqJl8lu9VTasulG9s4r2NWTIwxEcQwksuAQbbqEBTSDgwTO8w4fmak/ai/aWRXPaz84hLED7/AajfI1n</latexit>

(k, n)

<latexit sha1_base64="+Dp0OGIPVi9hAMM6seocrzyFSHA=">AAAB6nicbVDLSsNAFJ34rPFVdelmsAoVacz0pcugG5cV7APaWCbTSTt08nBmIoTSnxBBxI2CH+Mv9G9MG13UeuDC4ZxzmXvGCTmTyjQn2tLyyuraemZD39za3tnN7u03ZBAJQusk4IFoOVhSznxaV0xx2goFxZ7DadMZXk/95iMVkgX+nYpDanu47zOXEawSyUaFPCqgc//0fqjr3WzONIqVSrlUhYsEGeYMOeu4c/Y8seJaN/vV6QUk8qivCMdStpEZKnuEhWKE07HeiSQNMRniPh3NTh3Dk0TqQTcQyfgKztS5HPakjD0nSXpYDeRfbyr+57Uj5V7aI+aHkaI+SR9yIw5VAKe9YY8JShSPE4KJYMmFkAywwEQlv5NWL1XLqGTCRfJbvVE0UNUo36KcdQVSZMAhOAJ5gMAFsMANqIE6IOABvIB38KFx7Ul71d7S6JL2s3MA5qB9fgN5G47x</latexit>

1� (1� 1/n)k



RATE OF SPREAD
• Two phases

• Phase 1:                  - fraction of infected grows quickly

• Phase 2:                  - fraction of uninfected declines quickly 

• For large   , Pinfect

50%50%
Infected
Uninfected

<latexit sha1_base64="/mJQuBXvuZM/seNgW8bkERa3B4Q=">AAAB8XicbVDLSgMxFM3UV62vsS7dBKsgCONMX7ocdOOygn1Ap5RMmrahmWRIMupQ+hdu3Ii4UfBH/IX+jdOOLmo9cOFwzrnknvgho0rb9tTIrKyurW9kN3Nb2zu7e+Z+vqFEJDGpY8GEbPlIEUY5qWuqGWmFkqDAZ6Tpj65nfvOeSEUFv9NxSDoBGnDapxjpROqaeQd6kg6GGkkpHiA/L+a6ZsG2ipVKuVSFy8Sx7DkK7rF39jR141rX/PJ6AkcB4RozpFTbsUPdGSOpKWZkkvMiRUKER2hAxvOLJ/AkkXqwL2QyXMO5upBDgVJx4CfJAOmh+uvNxP+8dqT7l50x5WGkCcfpQ/2IQS3grD7sUUmwZnFCEJY0uRDiIZII6+ST0uqlatkp2XCZ/FZvFC2napVvnYJ7BVJkwSE4AqfAARfABTegBuoAg0fwAt7Bh6GMZ+PVeEujGeNn5wAswPj8Bo2ckos=</latexit>

1 ! n/2

<latexit sha1_base64="+L/ubbLukV11+OwjoWQTXvxEngU=">AAAB8XicbVDLSgMxFM3UV62vsS7dBKsgCONMX7ocdOOygn1Ap5RMmrahmWRIMupQ+hdu3Ii4UfBH/IX+jdOOLmo9cOFwzrnknvgho0rb9tTIrKyurW9kN3Nb2zu7e+Z+vqFEJDGpY8GEbPlIEUY5qWuqGWmFkqDAZ6Tpj65nfvOeSEUFv9NxSDoBGnDapxjpROqaeX5ehJ6kg6FGUooHyHNds2BbxUqlXKrCZeJY9hwF99g7e5q6ca1rfnk9gaOAcI0ZUqrt2KHujJHUFDMyyXmRIiHCIzQg4/nFE3iSSD3YFzIZruFcXcihQKk48JNkgPRQ/fVm4n9eO9L9y86Y8jDShOP0oX7EoBZwVh/2qCRYszghCEuaXAjxEEmEdfJJafVSteyUbLhMfqs3ipZTtcq3TsG9Aimy4BAcgVPggAvgghtQA3WAwSN4Ae/gw1DGs/FqvKXRjPGzcwAWYHx+A+Zjksg=</latexit>

n/2 ! n

<latexit sha1_base64="K56zZihjBUZkoycP9BfJJ+2D8vw=">AAAB33icbVDLTgIxFL2DL8QH+Ni5aSQmriYzvHQn0YUu0cgjAUI6pQMNnc6k7ZggYe3GGDea+BN+h7/gkl/wCxwYXSCe5CYn55yb3lMn4Expy/o0EkvLK6tryfXUxubWdjqzs1tTfigJrRKf+7LhYEU5E7Sqmea0EUiKPYfTujO4mPr1OyoV88WtHga07eGeYC4jWEfSjUh1MlnLzBWLhXwJLRLbtGbInn1NLt/37yeVTuaj1fVJ6FGhCcdKNW0r0O0RlpoRTsepVqhogMkA9+hodt8YHUVSF7m+jEZoNFPncthTaug5UdLDuq/+elPxP68Zave0PWIiCDUVJH7IDTnSPpqWRV0mKdF8GBFMJIsuRKSPJSY6+pK4er5UsPMWWiS/1Ws50y6ZhWs7Wz6HGEk4gEM4BhtOoAxXUIEqEHDhEV7g1cDGg/FkPMfRhPGzswdzMN6+AVVEjag=</latexit>n
<latexit sha1_base64="AFvrkZbuAbec01+8TI8mPdhrOCU="></latexit>

(n/2, n) ⇡ 1� (1� e)0.5 ⇡ 0.4



RATE OF SPREAD
• Two phases

• Phase 1:                  - fraction of infected grows quickly

• Phase 2:                  - fraction of uninfected declines quickly 

• For large   , Pinfect

<latexit sha1_base64="/mJQuBXvuZM/seNgW8bkERa3B4Q=">AAAB8XicbVDLSgMxFM3UV62vsS7dBKsgCONMX7ocdOOygn1Ap5RMmrahmWRIMupQ+hdu3Ii4UfBH/IX+jdOOLmo9cOFwzrnknvgho0rb9tTIrKyurW9kN3Nb2zu7e+Z+vqFEJDGpY8GEbPlIEUY5qWuqGWmFkqDAZ6Tpj65nfvOeSEUFv9NxSDoBGnDapxjpROqaeQd6kg6GGkkpHiA/L+a6ZsG2ipVKuVSFy8Sx7DkK7rF39jR141rX/PJ6AkcB4RozpFTbsUPdGSOpKWZkkvMiRUKER2hAxvOLJ/AkkXqwL2QyXMO5upBDgVJx4CfJAOmh+uvNxP+8dqT7l50x5WGkCcfpQ/2IQS3grD7sUUmwZnFCEJY0uRDiIZII6+ST0uqlatkp2XCZ/FZvFC2napVvnYJ7BVJkwSE4AqfAARfABTegBuoAg0fwAt7Bh6GMZ+PVeEujGeNn5wAswPj8Bo2ckos=</latexit>

1 ! n/2

<latexit sha1_base64="+L/ubbLukV11+OwjoWQTXvxEngU=">AAAB8XicbVDLSgMxFM3UV62vsS7dBKsgCONMX7ocdOOygn1Ap5RMmrahmWRIMupQ+hdu3Ii4UfBH/IX+jdOOLmo9cOFwzrnknvgho0rb9tTIrKyurW9kN3Nb2zu7e+Z+vqFEJDGpY8GEbPlIEUY5qWuqGWmFkqDAZ6Tpj65nfvOeSEUFv9NxSDoBGnDapxjpROqaeX5ehJ6kg6FGUooHyHNds2BbxUqlXKrCZeJY9hwF99g7e5q6ca1rfnk9gaOAcI0ZUqrt2KHujJHUFDMyyXmRIiHCIzQg4/nFE3iSSD3YFzIZruFcXcihQKk48JNkgPRQ/fVm4n9eO9L9y86Y8jDShOP0oX7EoBZwVh/2qCRYszghCEuaXAjxEEmEdfJJafVSteyUbLhMfqs3ipZTtcq3TsG9Aimy4BAcgVPggAvgghtQA3WAwSN4Ae/gw1DGs/FqvKXRjPGzcwAWYHx+A+Zjksg=</latexit>

n/2 ! n

<latexit sha1_base64="K56zZihjBUZkoycP9BfJJ+2D8vw=">AAAB33icbVDLTgIxFL2DL8QH+Ni5aSQmriYzvHQn0YUu0cgjAUI6pQMNnc6k7ZggYe3GGDea+BN+h7/gkl/wCxwYXSCe5CYn55yb3lMn4Expy/o0EkvLK6tryfXUxubWdjqzs1tTfigJrRKf+7LhYEU5E7Sqmea0EUiKPYfTujO4mPr1OyoV88WtHga07eGeYC4jWEfSjUh1MlnLzBWLhXwJLRLbtGbInn1NLt/37yeVTuaj1fVJ6FGhCcdKNW0r0O0RlpoRTsepVqhogMkA9+hodt8YHUVSF7m+jEZoNFPncthTaug5UdLDuq/+elPxP68Zave0PWIiCDUVJH7IDTnSPpqWRV0mKdF8GBFMJIsuRKSPJSY6+pK4er5UsPMWWiS/1Ws50y6ZhWs7Wz6HGEk4gEM4BhtOoAxXUIEqEHDhEV7g1cDGg/FkPMfRhPGzswdzMN6+AVVEjag=</latexit>n
<latexit sha1_base64="AFvrkZbuAbec01+8TI8mPdhrOCU="></latexit>

(n/2, n) ⇡ 1� (1� e)0.5 ⇡ 0.4

30%

20%

50%
Infected Newly Infected
Uninfected



RATE OF SPREAD
• Two phases

• Phase 1:                  - fraction of infected grows quickly

• Phase 2:                  - fraction of uninfected declines quickly 

• For large   , Pinfect

<latexit sha1_base64="/mJQuBXvuZM/seNgW8bkERa3B4Q=">AAAB8XicbVDLSgMxFM3UV62vsS7dBKsgCONMX7ocdOOygn1Ap5RMmrahmWRIMupQ+hdu3Ii4UfBH/IX+jdOOLmo9cOFwzrnknvgho0rb9tTIrKyurW9kN3Nb2zu7e+Z+vqFEJDGpY8GEbPlIEUY5qWuqGWmFkqDAZ6Tpj65nfvOeSEUFv9NxSDoBGnDapxjpROqaeQd6kg6GGkkpHiA/L+a6ZsG2ipVKuVSFy8Sx7DkK7rF39jR141rX/PJ6AkcB4RozpFTbsUPdGSOpKWZkkvMiRUKER2hAxvOLJ/AkkXqwL2QyXMO5upBDgVJx4CfJAOmh+uvNxP+8dqT7l50x5WGkCcfpQ/2IQS3grD7sUUmwZnFCEJY0uRDiIZII6+ST0uqlatkp2XCZ/FZvFC2napVvnYJ7BVJkwSE4AqfAARfABTegBuoAg0fwAt7Bh6GMZ+PVeEujGeNn5wAswPj8Bo2ckos=</latexit>

1 ! n/2

<latexit sha1_base64="+L/ubbLukV11+OwjoWQTXvxEngU=">AAAB8XicbVDLSgMxFM3UV62vsS7dBKsgCONMX7ocdOOygn1Ap5RMmrahmWRIMupQ+hdu3Ii4UfBH/IX+jdOOLmo9cOFwzrnknvgho0rb9tTIrKyurW9kN3Nb2zu7e+Z+vqFEJDGpY8GEbPlIEUY5qWuqGWmFkqDAZ6Tpj65nfvOeSEUFv9NxSDoBGnDapxjpROqaeX5ehJ6kg6FGUooHyHNds2BbxUqlXKrCZeJY9hwF99g7e5q6ca1rfnk9gaOAcI0ZUqrt2KHujJHUFDMyyXmRIiHCIzQg4/nFE3iSSD3YFzIZruFcXcihQKk48JNkgPRQ/fVm4n9eO9L9y86Y8jDShOP0oX7EoBZwVh/2qCRYszghCEuaXAjxEEmEdfJJafVSteyUbLhMfqs3ipZTtcq3TsG9Aimy4BAcgVPggAvgghtQA3WAwSN4Ae/gw1DGs/FqvKXRjPGzcwAWYHx+A+Zjksg=</latexit>

n/2 ! n

<latexit sha1_base64="K56zZihjBUZkoycP9BfJJ+2D8vw=">AAAB33icbVDLTgIxFL2DL8QH+Ni5aSQmriYzvHQn0YUu0cgjAUI6pQMNnc6k7ZggYe3GGDea+BN+h7/gkl/wCxwYXSCe5CYn55yb3lMn4Expy/o0EkvLK6tryfXUxubWdjqzs1tTfigJrRKf+7LhYEU5E7Sqmea0EUiKPYfTujO4mPr1OyoV88WtHga07eGeYC4jWEfSjUh1MlnLzBWLhXwJLRLbtGbInn1NLt/37yeVTuaj1fVJ6FGhCcdKNW0r0O0RlpoRTsepVqhogMkA9+hodt8YHUVSF7m+jEZoNFPncthTaug5UdLDuq/+elPxP68Zave0PWIiCDUVJH7IDTnSPpqWRV0mKdF8GBFMJIsuRKSPJSY6+pK4er5UsPMWWiS/1Ws50y6ZhWs7Wz6HGEk4gEM4BhtOoAxXUIEqEHDhEV7g1cDGg/FkPMfRhPGzswdzMN6+AVVEjag=</latexit>n
<latexit sha1_base64="AFvrkZbuAbec01+8TI8mPdhrOCU="></latexit>

(n/2, n) ⇡ 1� (1� e)0.5 ⇡ 0.4

30%

70% Infected
Uninfected



WHO’S USING EC?
• Domain Name Service (DNS)

• Facebook/Meta

• Amazon

• Twitter

• …

• Bayou (1995)



BAYOU

• Replicas keep ordered log of 
updates reflected in their state

• They gossip entries in their log

• If no more updates, replica 
logs (states) eventually 
converge

• But Bayou gives you more:

Terry et al, SOSP ‘95



BAYOU

• Replicas keep ordered log of 
updates reflected in their state

• They gossip entries in their log

• If no more updates, replica 
logs (states) eventually 
converge

• But Bayou gives you more:

“If the log of Ri contains 
an update first performed 
on Rj, then the log of Ri 

also contains all the writes 
accepted by Rj prior to w.”

If a replica sees an update w, 
it has seen all updates that 

causally precede w!

Terry et al, SOSP ‘95Terry et al, SOSP ‘95BAYOU



CAUSAL CONSISTENCY
Updates that are causally related should be seen by all replicas 

in the same order.  Concurrent updates may be seen by 
different replicas in different orders (Hutto & Ahamad, 1990)

Two operations a and b are causally related (a    b) if 

1.  The same client executes first a then b
2.  b reads the value written by a
3. There exists an operation a’ such that a    a’ and a’    b 



WHY 
CAUSAL CONSISTENCY?

1. meditates unspeakable crime
2. defriends me (update 1) 
3. posts selfie (update 2) while 

engaging in unspeakable crime

2

1

1. Receives selfie (update 2) then 
defriend request (update 1)

2. Whoops.

Prof. Natacha Crooks



SEQUENTIALLY CONSISTENT?

w(x)a w(x)c

r(x)a

r(x)a

w(x)b

r(x)a

r(x)c r(x)b

r(x)b r(x)c



CAUSALLY CONSISTENT?

w(x)a w(x)c

r(x)a

r(x)a

w(x)b

r(x)a

r(x)c r(x)b

r(x)b r(x)c



CAUSALLY CONSISTENT?

w(x)a w(x)cr(x)a

r(x)a

w(x)b

r(x)a

r(x)c r(x)b

r(x)b r(x)c



CAUSALLY CONSISTENT?

w(x)a w(x)c

r(x)a

r(x)a
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r(x)b r(x)c



CAUSALLY CONSISTENT?

w(x)a w(x)c

r(x)a

r(x)a w(x)b

r(x)a

r(x)c r(x)b

r(x)b r(x)c



CAUSALLY CONSISTENT?
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r(x)a
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CAUSALLY CONSISTENT?

w(x)a w(x)c

r(x)a

r(x)a
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CAUSALLY CONSISTENT?

w(x)a w(x)c

r(x)a

r(x)a
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CAUSALLY CONSISTENT?

w(x)a w(x)c

r(x)a

r(x)a w(x)b

r(x)a

r(x)c r(x)b

r(x)b r(x)c



CAUSALLY CONSISTENT?

w(x)a w(x)c

r(x)a

r(x)a

w(x)br(x)a

r(x)c r(x)b

r(x)b r(x)c



CAUSALLY CONSISTENT?

w(x)a w(x)c

r(x)a

r(x)a w(x)b

r(x)a

r(x)c r(x)b

r(x)b r(x)c



CAUSALLY CONSISTENT?

w(x)a w(x)c

r(x)a

r(x)a w(x)b

r(x)a

r(x)c r(x)b

r(x)b r(x)c

Does not meet the 
sequential specification!



CAUSAL CONSISTENCY
IN BAYOU

• When replica Ri receives an 
update from a client, it logs it 
by assigning to it a 
timestamp (logical timei, i) 

• Each replica Ri maintains a 
version vector Ri.V[ ]
‣ Ri.V[j] = highest timestamp 

of any write logged by Rj 
and known to Ri

• Replicas learn which updates 
they need to exchange by 
comparing version vectors!

R2

7

34

16

23

8

0

1

2

3

4

R4

7

18

12

6

41

…

…

…

…



M-O

A-C
D-F
G-J
K-L

P-S
T-V
W-Z

A-C
D-F
G-J
K-L

M-O
P-S
T-V
W-Z

SHARDING FOR SCALABILITY

DC1 DC2

Storage
Tier

Storage
Tier



A-C
D-F
G-J
K-L

M-O
P-S
T-V
W-Z

A-C
D-F
G-J
K-L

M-O
P-S
T-V
W-Z

SCALABILITY THROUGH 
SHARDING

DC1 DC2

Storage
Tier

Storage
Tier



BAYOU CAUSAL CONSISTENCY 
DOES NOT SCALE!

• Log requires one serialization point per DC, so 
DCs’ states can converge

✓ either causal dependencies only exist 
between keys stored on a single node

✓ or some node must serialize across all nodes



COPS: CLUSTER OF ORDER 
PRESERVING SERVERS

• Each datacenter is linearizable
‣ local get/put operations on each shard are 

linearizable, and, since linearizability is 
composable, the whole system          
(within a DC)  is linearizable

‣ linearizability can be achieved with low 
latency and no fear of partitions

• Operations are replicated across 
datacenters asynchronously
‣ as in Liskov’s Lazy Replication

Loyd et al., 
SOSP ‘11



SHARDING THROUGH 
CONSISTENT HASHING

• Multiple servers 
replicate each shard 
inside a given DC 
(e.g., using chain 
replication)

Key k

F C

B

D

A

G

E

Hash key and 
place on ring

Next node 
clockwise is in 

charge



TOWARDS SCALABLE 
CAUSAL CONSISTENCY

z4

• Replace serialization with 
distributed verification

• On get,  returned <version, value> 
is stored in the client’s context
‣ get returns value and its causal dependencies



TOWARDS SCALABLE 
CAUSAL CONSISTENCY

• Replace serialization with 
distributed verification

• On get,  returned <version, value> 
is stored in the client’s context
‣ get returns value and its causal dependencies
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TOWARDS SCALABLE 
CAUSAL CONSISTENCY

• Replace serialization with            
distributed verification

• On get,  returned <version, value>          
is stored in the client’s context
‣ get returns value and its causal dependencies

• On a put, client includes (and replicates) 
its “nearest dependencies” from context…
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TOWARDS SCALABLE 
CAUSAL CONSISTENCY

• Replace serialization with            
distributed verification

• On get,  returned <version, value>         
is stored in the client’s context
‣ get returns value and its causal dependencies

• On a put, client includes (and replicates) 
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TOWARDS SCALABLE 
CAUSAL CONSISTENCY
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y1, v6
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• Replace serialization with           
distributed verification

• On get,  returned <version, value>          
is stored in the client’s context
‣ get returns value and its causal dependencies

• On a put, client includes (and replicates) 
its “nearest dependencies” from context… 
and resets context to the latest put

• Before applying z4, remote partition verifies 
nearest dependencies have already been 
applied



Distributed Systems Databases



Read-Uncommitted
dirty reads: one transaction may see uncommitted state of another transaction

Read-Committed
no dirty reads or writes, but allows for non-repeatable reads

Repeatable Reads
non-repeatable range reads

It-That-Shall-Not-Be-Named
dirty writes - transaction modifies item previously modified by undecided transaction

WEAKER FLAVORS 
OF ISOLATION

Snapshot Isolation
none of the above, but write skew



Basically 
Available, 
Soft state, 
Eventually consistentBASE



Transaction 
GuaranteesBASE Storage (e.g. put, get)

Implement 
Consistency

Storage Interface

Basically 
Available, 
Soft state, 
Eventually consistent

ACID Storage

Application

BASE

Custom code for better performance

Complexity gets quickly out of control



DYNAMO
De Candia et al., 

SOSP ‘07



DYNAMO
• A highly available, distributed key-value store

• put(key, context, object); get(key)

• Sacrifices consistency for “always on” availability

• Supports some of Amazon key features (shopping cart)

• “Synthesis of well-known techniques to achieve scalability and 
availability”

C

A P



CONSISTENCY?
• BASE

• Basically Available, Soft State, Eventually Consistent

• Always writable
• Can always write to shopping cart
• Conflict resolution on reads

• Replication via Consistent Hashing

• Application-driven conflict resolution
• conflict resolution on reads, not writes
• merge conflicting shopping carts to never lose “Add Cart”

Key k

F C

B

D

A

G

E

Hash key and 
place on ring

Next node 
clockwise is in 

charge



DATA VERSIONING
• A put() may return to its caller before the update has been 

applied to all replicas

• A get() may return many different versions of the same 
object

• Objects have distinct version sub-histories that need to be 
reconciled!



DATA VERSIONING
• A put() may return to its caller before the update has been 

applied to all replicas

• A get() may return many different versions of the same 
object

• Objects have distinct version sub-histories that need to be 
reconciled!

Vector clocks!



VECTOR CLOCKS  
À LA DYNAMO

• List of (node, counter) pairs

• Each object version has one 
vector clock, which captures 
its genesis story

• Used to determine whether 
a version is subsumed

• If  VC becomes too long, it is 
trimmed

V1([A,1])

V2([A,2])

V3([A,2], [B,1]) V4([A,2], [C,1])

V5([A,3], [B,1], [C,1])

write handled by 
server A

Reconciled and handled 
by server A

write handled by 
server A

write handled by 
server C

write handled by 
server B

There may still be 
replicas of V1 around!



QUASI-QUORUMS
• Each key is stored in a preference list PL of nodes

• get() and put() driven by two parameters
• R: minimum number of replicas to read from

• W: minimum number of replicas to write to

• if R+W > N, we have a quorum system!

• ….but latency dictated by slowest replica — typically R &W chosen so together they are fewer than N

• Sloppy Quorums
• put()  sends new version to top N reachable nodes in PL; declares success as soon as received W-1 responses

• In case of failure, metadata specifies intended recipient; it will be notified later

• always writeable!

• get() retrieves from top N reachable nodes in PL; success as soon as it received R

• if get() returns multiple versions,  they are reconciled and a new corresponding version is written back



The Triumph  
of Randomization



The Big Picture

Does randomization make for more powerful 
algorithms?


Does randomization expand the class of problems solvable 
in polynomial time?

Does randomization help compute problems fast in parallel 
in the PRAM model? 

You tell me!



The Triumph of 
Randomization?

Well, at least for distributed computations!


no deterministic 1-crash-resilient solution to 
Consensus


  -resilient randomized solution to consensus       
(        ) for crash failures


randomized solution for Consensus exists even 
for Byzantine failures!

f

f <n/2



A simple randomized 
algorithm

M. Ben Or.  “Another advantage of free choice: completely 
asynchronous agreement protocols” (PODC 1983, pp. 27-30)


exponential number of operations per process

tolerates.           crash failures 

BUT more practical protocols exist 


down to             expected operations/process

       resilient

O(n log2n)

n−1

f <n/2



Weakening termination

Consensus requires correct processes to 
decide always


Ben Or’s algorithm only requires termination 
with probability 1


They are not the same thing!

e.g., when sampling a uniform distribution in [0,1], 
the probability of not sampling 1/2 is 1, and yet 
you could…



The protocol’s structure
An infinite repetition of asynchronous rounds


In round  ,   only handles messages with 
timestamp 

Each round has two phases:

Phase 1: each   broadcasts an a-value


a function of the b-values collected in the 
previous round 

the first a-value is the input bit


Phase 2: each   broadcasts a b-value 

a function of the collected a-values 


decide stutters

r

pr

p

p



Ben Or’s Algorithm
 1:    := input bit;   := 1;

 2: repeat forever

 3:  {phase 1}

 4:  send        to all

 5:  Let   be the multiset of the first       a-values with timestamp   received

 6:  if                                   then    := 

 7: else    := 

 8: {phase 2}

 9: send        to all

10: Let   be the multiset of the first        b-values with timestamp   received

11:  if                                   then decide(v);     := 

12:  else if                     then    := 

13: else    :=     {   is chosen uniformly at random to be 0 or 1}

14:    := 

ap r

(ap, r)

r

bp v

A

(∃v ∈ {0, 1} : ∀a ∈ A : a = v)

⊥bp

(bp, r)

n−f

n−f rB

(∃v ∈ {0, 1} : ∀b ∈ B : b = v) ap v

(∃b ∈ B : b #= ⊥) ap

ap

r+1r

b

$ $



Validity
 1:     := input bit;   := 1;

 2: repeat forever

 3: {phase 1}

 4: send        to all

 5  Let A be the multiset of the first       a-values with  
 timestamp   received

 6: if                                   then    := 

 7: else    := ⊥ 
 8: {phase 2}

 9: send        to all

10: Let B be the multiset of the first       b-values with    
.......timestamp   received

11: if                                  then decide( );     :=

12: else if                    then    := 

13: else     :=     {  is chosen uniformly at random    
    to be 0 or 1}

14:    := 

ap

(∃v ∈ {0, 1} : ∀a ∈ A : a = v)

(∃v ∈ {0, 1} : ∀b ∈ B : b = v)

ap

bp

ap

n−f

bp

(bp, r)

n−f

(ap, r)

v

v

(∃b ∈ B : b #= ⊥) bap

apv

r r+1

$ $

r

r

r



Validity
All identical inputs ( )

Each process set a-value :=   
and broadcasts it to all

Since at most   faulty, every 
correct process receives at 
least       identical a-values in 
round 1

Every correct process sets              
b-value :=   and broadcasts it to 
all

Again, every correct process 
receives at least       identical    
b-values in round 1 and decides 

n−f

n−f

f

i

i

i

i
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A useful observation

Lemma   For all  , either       .                 
         for all   or    .                 
         for all   
bp,r ∈ {1,⊥}
bp,r ∈ {0,⊥}
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A useful observation

Lemma   For all  , either       .                 
         for all   or    .                 
         for all   


Proof      By contradiction.

Suppose   and   at round   such that         
 = 0 and      = 1

From lines 6,7   received        distinct 
0s,    received         distinct 1s.

Then,              , implying          
Contradiction


Corollary  It is impossible that 
two processes   and   decide 
on different values at round  

bp,r ∈ {1,⊥}
bp,r ∈ {0,⊥}

r

p

p

p q

r

2(n−f)≤n
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n−f

p

p

q

bp,r bq,r

n≤2f
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Agreement
Let   be the first round in which a 
decision is made 

Let   be a process that decides in 

r

p r
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Agreement
Let   be the first round in which a 
decision is made 

Let   be a process that decides in 

By the Corollary, no other process 
can decide on a different value in 

To decide,   must have received       
“ ” from distinct processes

Every other correct process has 
received “ ” from at least

By lines 11 and 12, every correct 
process sets its new a-value to for 
round      to “ ”

By the same argument used to prove 
Validity, every correct process that 
has not decided “ ” in round   will do 
so by the end of round 

r

p r
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Termination I
Remember that by Validity, if all 
(correct) processes propose the 
same value “ ” in phase 1 of 
round . , then every correct 
process decides “ ” in round  .

The probability of all processes 
proposing the same input value 
(a landslide) in round 1 is


Pr[landslide in round 1] =    .

What can we say about the 
following rounds?

1/2
n
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Termination II
In round r > 1, the a-values are not 
necessarily chosen at random!

By line 12, some process may set its a-value 
to a non-random value v

By the Lemma, however, all non-random 
values are identical!

Therefore, in every r there is a positive 
probability (at least      ) for a landslide

Hence, for any round r


Pr[no lanslide at round r]                       .
Since coin flips are independent:

Pr[no lanslide for first k rounds]              .

When       , this value is about 1/e; then, if


Pr[landslide within k rounds] ≥ 


which converges quickly to 1 as c grows

k = 2
n

k = c2
n

1/2
n

≤ (1 − 1/2n)k

≤ 1 − 1/2
n
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1 − (1 − 1/2n)k
≈ 1 − 1/ec


