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Hash function : probability distrib on

S functions N + B3
"keys "buckets

(x) = N = no(t)

IB) = m

jef. A hash family is k-universal if

V K distinct keys N
,N, -- - , **-

the k-tupl of buckets h(x
.)

,
h(x2)

....,
h(x)

is uniformly distributed over BK

"K-wise independent : G(x)
, ... ,h are

mutually independent of each other.

k= 2- universa hash families have
many

applications in algs,
& data structures -

If (Bl = n =

p (prime number) and N:

choose any
one-to-one maping from

↓ to (integers modp
Il

40
,

1
,

2
...., p

- 1

then sampling a
,be #p unit at random



and defining h( = ar + h cedpl

yields a 2-unit hash family.

If IBI =

P onme , 14 * & (d)

identify X with a subset of

# = 40
,..., p

- 19
rectors of dimension of
with all operations (addition

,
scaar mult

,
dot prod)

interpreted modulo p.

If we sample a be
q

indep ,
unf random

,
them

hap(x) = (a
,
x) + b mode
1 d

inner product.Eati

Why I-universal?

for + = y , (h(x) , (1) = #
*

And

Suppose WLOG x + y ,

d-1

Gamman: For any fixed (a2, ..., ade
as a

,
&b range over #

(hyk) , h(y)- --



If

a
.
x

,
+ axxy ... Aad+b = an

,
+ (xx+++ya + 6

a
,y , +42 + -

+/+ b =

a , y ,
+m- /+ b

a , x
,

+ b = a! x + b

a
, y ,

+ b = a ! y ,
+ b

a , (x ,
- yi) = a , (, y)

(a-ar) . (x ,
-

y , ) = 0 mod
p .

· P divides a
,-a)

=> a = al mach p

ax + b = /x+ b = b = b made

(a , b) + (Rabk) , hanly1) is injective
from #

i bijective
:o Mabk's Nas(1) E#p uniform rand.

Why not 3-universal ?

Eig, >2

x =13] = [2]
,

z = (1) .



ha(x) + Gay(y) = (2a,
+ b) + (2az+ b)

hab(z) =

a
,
+ a + b

ha
,
b(z) - ha(x) = a= a

hap(y) - Gay(z) =

az-9

ha(x) + hab(y) = 2 hap (z)

=> habizt is uniquely determined by
Mab(x) & Vasly) , not independent of them

.

What about -
, y + 40

,
1
..., p- 12

ha
,
y(x) =

ax +b (ned 2)

is this a
2-unit hash family from

It to 40
,

13 ?
P

It is not !

ha(0) = b Imad2)

hay (2) = 2a +h Cred 2)
= b (med 2)

On any set ofa elements we can

construct a 2-univ 50
,

13-valued hash

family using the inner product hash family



On Id wheredf /logIn.

Dictionary data struct
&

stores (key, value pairs--

and offers INSERT(X
,
v)

,
LOOKUP()

,
DELETE(a)

all in OH) time in a mode where

operations on words of sizeOllogn) bits

take 8() time
.

Chunhashing . Suppose we know at initialization

that we will were store more than

m = 0(n) key-value pairs
in dictionary.

We sample hash function h withm backets

from a Funiv family
.

Each backed stores linked list of (
,
v) fairs.

(initially empty) .

"Chain Washing
"

INSERT(X : let b = hEr

# (
,v') already stored at b

,
overwrite with v

else append (x
,
v) to list stored at b.

LookHn(x) : k+ b = h()

search list stored at b to find
value assoc to X.

DELETE() : Let bch()
search list stored at b

,
delete

the pair assoc to X if found.



Time
N

Complexity of each operation ,

- O(t) to evaluate h(x)
.

- O(ss where S
b

is # of key,value

pairs stored in backet b.

Sy is a random variable.

VbeB #(ss] = * = 0(1) .

n
linearity of expectation-

Each of Em keys has

exactly a pub of being in b.

Complexity of LOOKUP(X) depends on

Else] .

V

31(44) = b) . (sy(2(= b)

For all b,

((ss(h( = b) = 1 + [f(h(y) = b(h()= b)
y7X
Y

keys other than N inserted
into dictionary-

= 1+ = 0(1) .


