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Dictionary Hash Table Hash Function

Hash Map

Dictionary·
An abstract data type that stores

values assoc ,
with keys · Operations are :

- INSERT(K
,2) : inserts value v With key k

- Lookup (k) :
retrieves value stored with K

- DELETE(K) : removes 12 and its value

from the dictionary.

Hash Table == Hash Map : a particular implementative
of dictionary

Hanfunction. A random function used

interacy to the hash table.



buckets
,

bash buckets.

Hash functionFunction↓A random

h :XB that yields
-

keys/ consistent answers when quered
inputs

on the same input

Ideally we would like 3 properties.
La priori before R sampled)

71 .) Uniform randomness. XReN

For any set of distinct imports

(, +.
-- , X) the random

katuple (hx),
h(x2)

, .
--

,
h(xx)

is uniformly distributed over !

(2) Reproducibility.
La posteriori after h

Every time you quey
hi ed)

the same input, X, it

evaluates to the same answer.

(3) Space/time efficiency-

Ideally evaluating h(x takes O() time



and storing the description of h

takes O(log(B1) space .

CONVENTION , There is a

#problemscale paramete " no

(Input size we anticipate
O(1)

IBIn

|x) = no()

One unit of storage is

Octogn) bits
.

Arithmetic ops, dereferencing
pointers

, comparing X =
Y

take O() time when

args are OCloga) bits.



Feat . Any hash function imple
that satisfies

- uniform randerness

- reproducible answers on

up
to m distinct inputs

must use & (m) space.

(i. e. 22(m logu) bits of storage)

&. Consider m distinct inputs
X , ...Xu. Say IBEn -

Sequence of operations :

h(x) h()-- - hm)! h(x
, /hi .. - h(xm)

.

checkpoint



Claim. The data structure has
M

a least N internal states

it could be in when

checkpt. is reached.

For each 5= Bm
=

(b ,,. --

, bm)

Let S(b) =Spotential interac states&On executions where
L

h(x
,) = bi ... , h(xmy = bm

①S(b)= Vb + Bh

16k uniform randomness)

② If bEY' S(b)nS(b') = 0
.

then let seS(b)nS(b') ·

7 two computation paths leading
to state S with distinct
answer sequences before checkpt .



The answers to the m queries

following the checket cannot

match both b and I

: Pr (violating reproducibility
> O .

Conclusioni

Cunifrand) + (reprod)

=> d potential internal states?
has a disjoint

subsets
.non-empty

Istates/ = nu

# bits of storage I m logn

space complexity = m.



Jef.

Hash function distribution

w is k-universa ↑

& distinct (x
., ..., XK

the distrib of

h(x)
, ...,

ha) is

uniform over B".

* Say IBK =

p prime ,

and sayI=

p.

Identify X = B=/(p)
Lintegers modp) .

sampling hi pick a
,
b + +/()

uniformly at random-



Store a,b. (Description of hit

h(x) = ax + b (mdp) -

"Linear congruential
"

2

3 x=Y
there are p

ways
to simple a

,
b.

2

There values for
are

(h(x)
, h()) -

Claim : the function

[0
,b) +2 (ax+ b

, ay
+ b) malp

is injective.

Suppose ax + b = a x + b)

ay +b =ay
+ b) (medp)

a (x-y) = a'(x-y) (medph



(a-a) . (x
,
Yy) =0 (mdp)

#O

a = a 'med
pr

ax+ 3 = a(+ b) (map


