
26 Jan 2026 The Birthday Paradox

Announcements
&

1. Textbook posted on
Canvas(Textbook" module)

and website (Lectures" tab
,

see

assigned readings)

2. Office hours posted on website + Canvas.

David's Fri
.

OH canceled this meek

3. Weds quiz covers ONLY TODAY'S LECTURE

Generally it will cover the prior Wed + Mon.

-

After m bals have been thrown

into n bins Lindependently
,

each

uniformly random) what does the

n-dimensional rector of bin occupancy

look like?

Occupancy vactor FER" has

vi = # bals in bin I
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Questions,

- How likely that no collisions ?

(v = 50
, 13)

"Birthday Paradox"

-
How likely that each (in occupied?

(v = 130)
·

Cropon Collector Problem"

- How likely that the loads/occupancies
are well balanced ?

* (a) 0)

"Load Balancing"



Say on balk, n bins
.

Pr (no collision)

= Pr (bar 2 diff bin from ball 1)

· Pr(ba 3 dif) from 1
.
21yetllision)

· Pr (ball4 -- 1
,
2
,3) nocolisina

i

· Pr(ball me diff from 42...,m-1

I nocorisina &
= (v)[ .... n

When n = 365
,

m = 23
,

this is <

Factorization above is justified by
repeared application of the rule

Pr (3
,
13) = Pr(a) · Pr(3/3a) -

PreciEnE= (3) · /) Fe(3)
3a 3

.... ir(3)3-3).

In the above
, Ep = no collisions of balls 1

...K ,



& (no collision) = =(1- :)

The most important inequality in rand
, algs...

XX-IR 1+x eX

Lequalitya
prim collisia) <exp

= ex)- m
RHS is 1 2 when

- why) In(t)
2n

m -

m = In In (2)
at n = 365
this equals+22.99994...

Good wrough for most purposes :

Pino collista <when my



Also good enough for many purposes

Pino collista <when m =1 (*)

How to bound Pr fo collisiony
From below

2
-

X-X
1 - x ↳ e a(xx

why ture ?
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Il
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-exp
· exp)-m exp m



When men(2 ⑪(
=(n)

.

Gr &mmn(m-1
I In(2) . E

↓
The two smallest M such

that Pr (no collisba) E

lies between

Xnln() - 2 and

EntT + 2 .



CRYPTOGRAPHIC HASH FUNCTIONS
.

E
. g,

MD5
,

SHA-1
, SHA-2 .

Compress file of arbitrary length

to a bit-string of

predetermined length

E .g .
224 to 512 bits

for SHA-2 .

For a hash with b-bit

output,
there are n = 23

values
.potentia

So
,

if you randomly guess



m distinct inputs ,

You will succed in

-

ins hash collisionfind

w
. pub >

provided m > En=2
*

=


