Manage CPU and Timers



P2: cooperative threading

// Initialize the TCB data structures
void thread_init();

// Create a new thread with a 16KB stack
void thread_create(void (*entry)(void *arg), void *arg);

// Yield to another thread (if any)
void thread_yield();

/| Terminate the current thread and switch to another thread.
void thread_exit();

// Wait for a condition variable and the calling thread becomes BLOCKED.
void cv_wait(struct cv* condition);

// Signal a condition variable to wake up ONE blocked thread. The calling thread CONTINUES.
void cv_signal(struct cv* condition);



High-level roadmap

* [ + timer interrupt | preemptive threading
* [ + ecall exception ] system call
* [ + privilege levels | memory protection

* [ + /O bus control ] disk driver, cache and file systems



P3/4: interrupt and exception

* [ + timer interrupt | preemptive threading
* [ + ecall exception ] system call
* [ + privilege levels | memory protection

* | + I/O bus control ] disk driver, cache and file systems



CPU is a powerful beast

* Timesharing, hyper threading, virtual memory, etc.

Equipped with password lock




Today: learn how to push "buttons™

* Privileged mode!

Il User Mode User Mode
Program

- Int/Execption/Syscall
Handler in the OS Kernel Mode

i Push buttons (or control registers)

_

CPU Hardware

tion

https://minnie.tuhs.org/CompArch/Lectures/week05.html



Today: learn how to push "buttons™

* Privileged mode!

trap/syscall ~ User Mode User Mode
Program
interrupt — |nt/Execption/Syscall
_: Handler in the OS Kernel Mode
T

i Push buttons (or control registers)

-

Peripheral CPU Hardware
Device exception

https://minnie.tuhs.org/CompArch/Lectures/week05.html



et a timer

World Clock Alarm Stopwatch

When timer ends:

By The Seaside @




First glance of timer interrupt

void handler() {
printf("Got timer interrupt.”);
// start another timer

¥

int main() {
// register handler() as interrupt handler

// enable timer 1interrupt
// start a timer

while(1l);



* How to register handler() as interrupt handler?
* How to enable timer interrupt?

* How to start a timer?



CSR: control and status registers

* There are many registers other than x0 .. x31.
°* machine ISA: 32-bit or 64bit?
* hart ID: the ID number of a core in a multi-core CPU

* interrupt control: timer, 1/0O device ...



CSR: control and status registers

* mtvec: Machine Trap-Vector Base-Address Register
* mstatus: Machine Status Register

* mie: Machine Interrupt Enable Register



% How to register handler() as interrupt handler?
* How to enable timer interrupt?

* How to start a timer?



The mtvec CSR

Machine Trap-Vector Base-Address (mtvec) Register

bit31 bit2 bit1 bit0

BASE MODE

Value Name Description
0 | Direct | All exceptions set pc to BASE.
1 | Vectored | Asynchronous interrupts set pc to BASE-+4Xxcause.
>2 — Reserved

Table 3.5: Encoding of mtvec MODE field.

Page 26 of RISC-V manual, volume2, v1.10
https://eqos.fun/book/assets/riscv-privileged-20241101.pdf



https://github.com/yhzhang0128/egos-2000/blob/main/references/riscv-privileged-v1.10.pdf

Register an interrupt handler

0800280c <handler>:

08002914 <main>:

lul
addi

# CSIrw:
CSIr'w

a5,0x8003 # now a5 == 0Ox08003000
a5,a5,-2036 # now a5 == 0x0800280c
control and status register write
mtvec, as # now mtvec == 0x0300280cC



Register an interrupt handler in C

void handler() {
} Coe

int main() {

/* Register handler with direct mode */
asm("csrw mtvec, %0" ::"r"(Chandler));



Inline assembly

asm("assembly code" : output operands : input operands : clobbered registers);

uint3Z2_t mstatus, val;

asm("csrr %0, mstatus” : "=r"(mstatus));



Inline assembly

asm("assembly code" : output operands : input operands : clobbered registers);

uint3Z2_t mstatus, val;
asm("csrr %0, mstatus" : "=r"(mstatus));

asm("csrw mstatus, %0" ::"r"(mstatus | 0x8));



Inline assembly

asm("assembly code" : output operands : input operands : clobbered registers);

uint3Z2_t mstatus, val;
asm("csrr %0, mstatus” : "=r"(mstatus));
asm("csrw mstatus, %0" ::"r"(mstatus | 0x8));

asm ("csrr %0, mtvec; add %0, %0, t1”
. "=r"(val) // Output operand
. // No 1nput
"t1", "memory"); // Clobbered: tl1 and memory



* How to register handler() as interrupt handler?
= How to enable timer interrupt?

* How to start a timer?



The mstatus CSR

31 30 23 22 21 20 19 18 17

SD WPRI TSR [TW [ TVM | MXR | SUM | MPRV

1 8 1 1 1 1 1 1

16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

XS[1:0] | FS[1:0] | MPP[1:0] | WPRI | SPP | MPIE | WPRI | SPIE | UPIE | MIE | WPRI | SIE | UIE
2 2 2 2 1 1 1 1 1 1 1 1 1

MIE stands for machine interrupt enable

Page 20 of RISC-V manual, volume2, v1.10
https://eqos.fun/book/assets/riscv-privileged-20241101.pdf



http://www.apple.com/cn

Enable machine interrupts

08002914 <main>:

csrr aS5,mstatus # read CSR mstatus to a5
ori a5,as, 8 # set bit#3 of a5 to 1
CSI'w mstatus,a5 # write CSR mstatus

1nt main() {

1nt mstatus;
asm("csrr %0, mstatus" : "=r"(mstatus));
asm("csrw mstatus, %0" ::"r"(mstatus | 0x8));



Another CSR m1e (nhot mstatus)

* mstatus.MIE 1s bit #3 In mstatus

* mie Is another CSR, and mie.MTIE is bit #7 In mie

XLEN-1 12

11

MTIE stands for machine timer interrupt enable

10
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Page 29 of RISC-V manual, volume2, v1.10
https://eqos.fun/book/assets/riscv-privileged-20241101.pdf
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https://github.com/yhzhang0128/egos-2000/blob/main/references/riscv-privileged-v1.10.pdf

Enable timer interrupt

08002914 <main>:

csrr a5, mie # read CSR mie to a5
ori a5,a5,128 # set bi1t#7 of a5 to 1
CSIrw mie,ab # write CSR mie

1nt main() {

{n£ ﬁie;
asm("csrr %0, mie" : "=r"(mie));
asm("csrw mie, %0" ::"r"(mie | Ox80));



Put together: Enable timer interrupt
void handler() {

¥

11nt main() {
asm("csrw mtvec, %0" ::"r"Chandler));

1nt mstatus, mie;

asm("csrr %0, mstatus" : "=r"(mstatus));
asm("csrw mstatus, %0" ::"r"(mstatus | 0x8));
asm("csrr %0, mie" : "=r"(mie));

asm("csrw mie, %0" ::"r"(mie | Ox80));



* How to register handler() as interrupt handler?
* How to enable timer interrupt?

=» How to start a timer?



Core-local Interrupt (CLINT)

E31

A RISC-V core

Machine Software Interrupt—p»>
Machine Timer Interrupt——p

Page 38 of Sifive FE310 manual, v19p04
https://eqgos.fun/book/assets/sifive-fe310-v19p04-1.pdf



https://github.com/yhzhang0128/egos-2000/blob/main/references/sifive-fe310-v19p04.pdf

SiFive FE310 on ARTY A7 Board
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mtime and mtimecmp

A timer interrupt is

CLINT trigg_ered when
mtime increases to

a degree that E3 1

Machine time (mtime) mtime == mtimecmp A RISC-V core

Machine time compare

(mt1mecmp) Machine Software Interrupt—p
Machine Timer Interrupt——»

Figure 4: FE310-GO002 Interrupt Architecture Block Diagram.
Sifive FE310 manual, vi9p04

https://eqos.fun/book/assets/sifive-fe310-v19p04-1.pdf



https://github.com/yhzhang0128/egos-2000/blob/main/references/sifive-fe310-v19p04.pdf

1nt quantum = 500000;

void handler() { Read current time

\ 4

mtimecmp_set(mtime_get() + quantum);

s
Set timer
int main() {

mtimecmp_set(mtime_get() + quantum);



Some details: memory-mapped I/0

Address | Width | Attr. Description
Ox2000000 4B RW | msip for hart O

-
OXx2004008 Reserved

- 6x200b7 7

- Wri@iémgcgﬁitgg" 0x2004000 | 8B | RW | mtimecmp for hart 0

OXx2004008 Reserved

| Ox200bF 7

-

; SmE”Ee—ggtO 2P| 0x200bff8 | 8B | RW | mtime
reads ytes rrom = mox200ce00 Reserved

Sifive FE310 manual, v19p04
https://eqgos.fun/book/assets/sifive-fe310-v19p04-1.pdf



https://github.com/yhzhang0128/egos-2000/blob/main/references/sifive-fe310-v19p04.pdf

Address | Width | Attr. Description
Ox2000000 4B RW [ msip for hart O
OXx2004008 Reserved
OX200bff7
S'tCl't'i.C unsigned '|_0n9 10“9 mtime_get() { Ox2004000 3B RW [ mtimecmp for hart O
. . . Ox2004008 Reserved
unsigned int low, high; -
do { Ox200bff7
h'l.gh — REGW(@XZ@@BFFS 4>, Ox200bff8 8B RW | mtime
low = REGW(Ox200BFF8, 0); 9x2000009 Reserved

' while ( REGW(Ox200BFF8, 4) !'= high );

return ((Cunsigned long long)high) << 32) | low;

¥

static void mtimecmp_set(unsigned long long time) {

REGN(0x2004000, 4) = OXFFFFFFFF;
REGW(0x2004000, @) = (unsigned 1nt)t1me
REGN(0x2004000, 4)

(unsigned 1int)(time >> 32);




Summary of timer interrupt

* How to register an interrupt handler?

* write the address of handler() to mtvec
* How to enable timer interrupt?

* set bit#3 of CSR mstatus and bit#7 of CSR m1e
* How to set a timer?

* write (mtime + quantum) to mtimecmp



A timer handler program

1nt quantum = 50000;

void handler() {
printf("Got timer interrupt.");

mtimecmp_set(mtime_get() + quantum); - Start another timer
¥
int main() { _
asm("csrw mtvec, %0" ::"r"Chandler)); - Register handler
1nt mstatus, mie;
asm("csrr %0, mstatus" : "=r"(mstatus));
asm("csrw mstatus, %0" ::"r"(mstatus | Ox8)); : :
asmC"csrr %0, mie" : "=r"(mie)): Enable timer interrupt
asm("csrw mie, %0" ::"r"(mie | 0x80));
mtimecmp_set(mtime_get() + quantum); - Start a timer
while(l);



Multilevel feedback queue
Multi-Level Feedback Queue (MLFQ)

* Multiple levels of RR queue Highest priority
* Jobs start at the top —>| Quantum =2
* Use quantum? move down ‘
Quantum =4
* Don’t? Stay where you are \
* Periodically all jobs back to topL,| Quantum=8
* Approximates SRTF L—_l

|: Quantum =16 :|

* P3 = timer + MLFQ

VoV Y Y

Need parameters for: Lowest priority N
* Number of queues USedb\JMac?nSe »
OY
* Quantum length per queue Wiﬁdows’;{w‘“"v

https://www.cs.cornell.edu/courses/cs4410/

. . '\OY\S
2025sp/schedule/slides/04-scheduling.pdf * Time to move JObS baCk up Vers 44



Exception and Interrupt

® Exception are triggered by CPU instructions

® Invalid memory access, divide by zero, ecall,..

® Handled synchronously

® Interrupts are triggered by external devices

® Timer, 1/0, software interrupt (!)

® Handled asynchronously

trap/syscall

interrupt — |nt/Execption/Syscall

_>.

Peripheral
Device

User Mode
Program

™  Handler in the OS

exception

CPU

https://minnie.tuhs.org/CompArch/Lectures/week05.html

User Mode

Kernel Mode

Hardware



Timer iIs Interrupt #7

Interrupt Exception Codes
Interrupt Exception Code | Description
0-2 | Reserved
3 | Machine software interrupt
4-6 | Reserved
7 | Machine timer interrupt
8-10 | Reserved
11 | Machine external interrupt
>12 | Reserved
Instruction address misaligned
Instruction access fault
lllegal instruction
Breakpoint
Load address misaligned
Load access fault
Store/AMO address misaligned
Store/AMO access fault
Environment call from U-mode
9-10 | Reserved
11 | Environment call from M-mode
>12 | Reserved

Interrupts

Exceptions

VN [([WINIF|O

OO0 010|010 0|01 0|00 |F|IFIF|IFIFP|F|F

Page 42 of Sifive FE310 manual, v19p04
https://github.com/yhzhang0128/egos-2000/blob/main/references/sifive-fe310-v19p04.pdf



System call is exception #8, #11

Interrupt Exception Code | Description
0-2 | Reserved
3 | Machine software interrupt
4-6 | Reserved
7 | Machine timer interrupt
8-10 | Reserved
11 | Machine external interrupt
>12 | Reserved
Instruction address misaligned
Instruction access fault
lllegal instruction
Breakpoint
Load address misaligned
Load access fault
Store/AMO address misaligned
Store/AMO access fault
Environment call from U-mode
9-10 | Reserved
11 | Environment call from M-mode
>12 | Reserved

Interrupts

Exceptions

O |INOO|BR[(WIN|IF|O

OO0 010|010 0|01 0|00 |F|IFIF|IFIFP|F|F

Page 42 of Sifive FE310 manual, vi9p04
https://eqos.fun/book/assets/sifive-fe310-v19p04-1.pdf



https://github.com/yhzhang0128/egos-2000/blob/main/references/sifive-fe310-v19p04.pdf

Today

P2 due next Friday

Queue grade will be released soon, resubmission due in 1 week.
TA evaluation

P3 will be released next week, due on March 14th.

* https://egos.fun/book/p2_mlfq.html (reference, instructions will be released on CMSX)

* RISC-V architecture manual

* https://egos.fun/book/assets/riscv-privileged-20241101.pdf

* SiFive FE310-G002 Manual

* https://egos.fun/book/assets/sifive-fe310-v19p04-1.pdf



https://egos.fun/book/p2_mlfq.html
https://egos.fun/book/assets/riscv-privileged-20241101.pdf
https://egos.fun/book/assets/sifive-fe310-v19p04-1.pdf

