
System Calls
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Privilege mode

https://minnie.tuhs.org/CompArch/Lectures/week05.html
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Recap: Manage Hardware
CSR: control and status registers

• Setting up timer

• mtvec: Machine Trap-Vector Base-Address Register

• mstatus: Machine Status Register

• bit#3: enable interrupt

• mie: Machine Interrupt Enable Register

• bit#7: enable timer interrupt
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Today: System Call
• A way for applications to request services from the OS.

• E.g., read/write disks, access NICs, inter-process 
communication (IPC)

• How

• Invoke OS kernel by ECALL
App1 App2 App3

Operating System

Disk NIC



Monolithic kernel vs Microkernel

https://ece-research.unm.edu/jimp/310/slides/linux_driver1.html
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• A high-level picture of system calls

• A concrete implementation of system calls

• P4: Implement sleep system calls

Agenda



apps/user/cat.c



Cat invokes file_read()



Step1. File server waits for requests

grass/syscall.c

main()

Process #1

sys_recv()

apps/system/sys_file.c



Step2. Cat sends a request for file content

Process #2

library/servers/servers.c

Apps/user/cat.c main()

file_read()

sys_send()grass/syscall.c



Step3. Kernel handles the IPC
Process #1 (sys_file)

main()

sys_recv()

Process #2 (cat)

main()

file_read()

sys_send()

Grass kernel (grass/kernel.c)
Inter-process Communication (IPC) Send to FileServer:

Read from X file

Receive: 
Read from X file



Step4a. File server reads file from disk
Process #1

main()

Process #2

apps/system/cat.c main()

file_read()

sys_send()

Grass kernel (grass/kernel.c)

disk_read()

…
…



Step4b. Cat waits for the file content
Process #1

main()

Process #2

apps/system/cat.c main()

file_read()

sys_recv()

Grass kernel (grass/kernel.c)

disk_read()

…
…



Step5. File server returns the file content

main() apps/system/cat.c main()

file_read()

sys_recv()

sys_send()

Grass kernel (grass/kernel.c)
Inter-process Communication (IPC)

Process #1 (sys_file) Process #2 (cat)



• A high-level picture of system calls

• A concrete implementation of system calls

• P4: Implement sleep system calls



Data structures for system calls

library/syscall/syscall.h



while (1) {
int sender, r;
struct file_request *req = (void*)buf;
r = grass->sys_recv(&sender, buf, SYSCALL_MSG_LEN);

switch (req->type) {
case FILE_READ:

... // read a file from disk
case FILE_WRITE:

... // write to a file on disk
}

}

File server invoking sys_recv

apps/system/sys_file.c



sys_recv

library/syscall/syscall.c



Kernel system call handler



Handle system call



App invoking sys_send

library/syscall/syscall.c



Kernel system call handler



Handle system call



Handle system call (2)



File Server is unblocked

library/syscall/syscall.c



File server handles the request
char buf[SYSCALL_MSG_LEN];

while (1) {
int sender, r;
struct file_request *req = (void*)buf;
r = grass->sys_recv(&sender, buf, SYSCALL_MSG_LEN);

switch (req->type) {
case FILE_READ:

... // read a file from disk (project P5 & P6)
case FILE_WRITE:

... // write to a file on disk (project P5 & P6)
}

}



• A high-level picture of system calls

• A concrete implementation of system calls

• P4: Implement sleep system calls



P4

• Part1: Implement sleep system service

• Part2: memory protection



sleep system service

• sleep user API

• sleep system call



sleep system call
• sleep user API

• sleep system call

• sys_send(PROC_PROCESS, SLEEP, NTICKS)

• grass->proc_sleep

apps/system/sys_proc.c



sleep system call
• sleep user API

• sleep system call

• sys_send(PROC_PROCESS, SLEEP, NTICKS)

• grass->proc_sleep

• proc_sleep



sleep system call
• sleep user API

• sleep system call

• sys_send(PROC_PROCESS, SLEEP, NTICKS)

• grass->proc_sleep

• proc_sleep

• Add sleep_time to struct process

• When the scheduler kicks in, check if the sleep time has elapsed and change the state to 
runnable.

• Using mtime_get()



Demo



git patches

• git format-patch BASE_COMMIT_NUMBER

• git am -3 XXX.patch



Today
• System call

• P4 part1: implement sleep system call

• Next week: P4 part2 – memory protection

• Mid-term evaluation!

• P3 (5411 required, 4411 optional) release today, due in a month

• P4 release today, due in three weeks
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