System Calls

Yu-Ju Huang, slides adapted from Yunhao Zhang
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Recap: Manage Hardware
CSR: control and status registers

* Setting up timer
* mtvec: Machine Trap-Vector Base-Address Register
* mstatus: Machine Status Register
* bit#3: enable interrupt
* mie: Machine Interrupt Enable Register

* bit#7: enable timer interrupt
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void _id) A
mer */

Intr_1nit(uint

/* Initialize the ti

earth->timer_reset timer_reset;

mtimecmp set(OxOFFFFFFFFFFFFFFFUL, core 1id

/* Setup the interrupt/exception handling entry */
void trap entry /* (see grass/kernel.s) */

(trap_entry))

asm'”csrwﬁmtvec, %0 " r p / )
INFO("Use direct mode and put the address of the trap entry into mtvec");

/* Enable timer interrupt */

asm("csrw mip, %0" - "r"(0));
asm("csrs mie, %0" ::"r"(Ox80)):
asm("csrs mstatus, %0" ::"r"(0Ox88)):

static void int

if

\
LN

trap_

entry

Stepl:
Step2:
Step3:
Step4d:
Step5:
Stepb6:
Step7:
Step8:

acquire the kernel lock (only for P8)

switch to the kernel stack

save all the registers on the kernel stack

call kernel _entry()

restore all the registers

switch back to the process stack

release the kernel lock (only for P8)

invoke mret and return to the process context */

Stepl */

Student's code goes here (Multicore & Locks). */

/* Acquire the kernel lock and make sure not to modify any registers, */
/* so you may need to use sscratch just like how Step2 uses . */
/* Student's code ends here. */

/* Step2 */

csrw CETETE. sp

1i sp, Ox80400000

/* Step3 */

addi sp, sp, -128 /* sp == SAVED _REGISTER_ADDR */

SW af O(sp)

sw to 120(sp) /* t0 holds the value of the old sp before trap_entry */
/* Stepd */

csrr a, mcause

call kernel_entry

/* Step5 */
1w ab O(sp)
L ("excp_entry: kernel got interrupt %d", id) -
\ 1w tp 116 (sp)
. . N /* Step6 */
static void p _yield() - 1w sp 120 (sp
/* Student's code goes here (Preemptive Scheduler). */
if _ORE_IDLE && curr status == JC_RUNNING) proc set runn urr_pid mret
int next_idx = MAX_NPROCESS void kernel entry(uint mcause)
for (uint i = 1; 1 <= _NPROCESS; 1- { /* With the kernel lock, only one core can enter this point at any time */
struct p ess* p = &proc_set[(curr_g _1d: _N - asm("csrr %0, mhartid" "=r"(core in kernel));
if (p->status == - PENDING SYSCALL) proc ~SYS L1 (¢
/* Save process context */
1f (p->status == PROC_RE p->status == _RUNNABL asm("csrr %0, mepc" "=r" (proc_set[curr_g N | .mef
next_1dx = urr_ _1d: _N = memcpy (proc_set[curr_proc_idx].saved registe ED RE ER_ADDR
break; ED REGISTER _SIZE)
s mcau (1 31)) Int nt mcau & Ox3FF) : excp enf (mcau

/* Restore process
asm("csrw mepc, %0"
& ‘,} . |J i y ", | li} |7 17 ‘ C - | r C

unning(cu

context */
llr. .




mMcCcause

Machine Cause Register

CSR mcause

Bits Field Name Attr. Description

[9:0] Exception Code WLRL | A code identifying the last exception.

[30:10] Reserved WLRL
31 Interrupt WARL 1 if the trap was caused by an interrupt; O
otherwise.
Table 22: mcause Register
Interrupt Exception Codes
Interrupt Exception Code | Description

1 0-2 | Reserved
1 3 | Machine software interrupt
1 4-6 | Reserved
1 7 | Machine timer interrupt
1 8-10 | Reserved
1 11 | Machine external interrupt
1 >12 | Reserved
0 O | Instruction address misaligned
0 1 | Instruction access fault
0 2 | lllegal instruction
0 3 | Breakpoint
0 4 | Load address misaligned
0 5 | Load access fault
0 6 | Store/AMO address misaligned
0 7 | Store/AMO access fault
0 8 | Environment call from U-mode
0 9-10 | Reserved
0 11 | Environment call from M-mode
0 >12 | Reserved

Table 23: mcause Exception Codes




Today: System Call

* A way for applications to request services from the OS.

* E.qg., read/write disks, access NICs, inter-process
communication (IPC)

° How

* Invoke OS kernel by ECALL

\ T\

Operating System




Monolithic kernel vs Vlicrokernel
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Agenda

*» A high-level picture of system calls
* A concrete implementation of system calls

* P4: Implement sleep system calls



apps/user/cat.c

make gemu 32

[INFO] App file size: 0x00002770 bytes
[INFO] App memory size: Qx00002fc8 bytes

[ SUCCESS] Enter kernel process GPID_FILE

[INFO] sys_proc receives: Finish GPID_FILE 1initialization

[INFO] Load kernel process #3: sys_dir

[INFO] App file size: OxQ0000fa4 bytes

[INFO] App memory size: 0x00001bb@ bytes

[SUCCESS] Enter kernel process GPID_DIR

[INFO] sys_proc receives: Finish GPID_DIR 1initialization

[INFO] Load kernel process #4: sys_shell

[INFO] App file size: 0x000006d0 bytes

[INFO] App memory size: Ox00000edd bytes

[CRITICAL] Welcome to the egos-2000 shell!

-» /home/yunhao cat README

With only 2000 lines of code, egos-2000 implements boot loader, microSD driver,
tty driver, memory paging, address translation, interrupt handling, process sche
duling and messaging, system call, file system, shell, 7 user commands and the
mkfs/mkrom™ tools.

> /home/yunhao |




Cat mvokes f1le_read

int main(int argc, charxkx argv) {

14 if (arge = 1) {
15 INFO("usage: cat [FILEI");
16 return -1;
17 }
18
19 /* Get the inode number of the file x/
20 int file_ino = dir_lookup(grass—>workdir_ino, argv([1]);
21 if (file _ino < 0) {
22 INFO("cat: file %s not found", argv[1]);
23 return -1;
24 }
25
26 /* Read and print the first block of the file x/
27 char buf[BLOCK_SIZE];
cee 28 file_read(file_ino, @, buf);
29 printf("%ss", buf);
30 if (buf[strlen(buf) - 1] !'= '\n') printf("\r\n");
31
32 return 0;

33 ¥



Step1. File server waits for requests

Process #1

apps/system/sys file.c main()

!

grass/syscall.c sys_recv()



Step2. Cat sends a request for file content

Process #2
Apps/user/cat. C main()
library/servers/servers.c f1le_read()

grass/syscall.c sys_send()



Step3. Kernel handles the IPC

Process #1 (sys file) Process #2 (cat)
main() main()
sys_recv() file_read()

"""" Receive: sys_send()
____ReadfromXfile ___ I

.. Send to FileServer:
Inter-process Communication (IPC) .7, Read from X file

Grass kernel (grass/kernel.c) ----------------0-e-- =




Step4a. File server reads file from disk

Process #1 Process #2

main() apps/system/cat.c  main()

: !

: file_read()
i !

disk_read() sys_send()

Grass kernel (grass/kernel.c)



Step4db. Cat waits for the file content

Process #1 Process #2

main() apps/system/cat.c  main()

: !

: file_read()
i !

disk_read() sys_recv()

Grass kernel (grass/kernel.c)



Stepb. File server returns the file content

Process #1 (sys file) Process #2 (cat)
main() apps/system/cat.c  main()
sys-send() file_read()

!

sys_recv()

Inter-process Communication (IPC)
Grass kernel (grass/kernel.c)



* A high-level picture of system calls
*» A concrete implementation of system calls

* P4: Implement sleep system calls



Data structures for system calls

/* SYS SEND or SYS RECV */
/* sender process ID */
/* receiver process ID */

library/syscall/syscall.h



File server invoking sys_recv

while (1) {
1nt sender, r;
struct file_request *req = (void*)buf;
r = grass->sys_recv(&sender, buf, SYSCALL_MSG_LEN);

switch (reg->type) {
case FILE_READ:
. // read a file from disk

case FILE_WRITE:
. // write to a file on disk
I3

apps/system/sys file.cC



SYyS_recv

char

asm('ecall”

int

asm("ecall”
1T

library/syscall/syscall.c




Kernel system call handler

/* With the kernel lock, only one core can enter this point at any time */
asm("csrr %0, mhartid” =

void

/* Save process context */
asm("csrr %0, mepc” =

1 31 intr en mcau  Ox3FF

/* Restore process context */ static void
asm("csrw mepc, %0"

r ,_ _ _ 1f . |
/* Copy the system call arguments from user space to the kernel */
void
sizeof(struct

return
/* Student's code goes here (system call and memory exception).
* Kill the process if curr_pid is a user application */

/* Student's code ends here. */
'excp _entry: kernel got exception %d"




Handle system call

static void ~yield
/* Student's code goes here (Preemptive Scheduler). */
i f . L . .
int
for |
struct
1T

1T

break




App invoking sys send

(int | . ‘ char

asm('ecall”

asm( 'ecall”
1T

library/syscall/syscall.c




Kernel system call handler

/* With the kernel lock, only one core can enter this point at any time */
asm("csrr %0, mhartid” =

void

/* Save process context */
asm("csrr %0, mepc” =

1 31 intr en mcau  Ox3FF

/* Restore process context */ static void
asm("csrw mepc, %0"

r ,_ _ _ 1f . |
/* Copy the system call arguments from user space to the kernel */
void
sizeof(struct

return
/* Student's code goes here (system call and memory exception).
* Kill the process if curr_pid is a user application */

/* Student's code ends here. */
'excp _entry: kernel got exception %d"




Handle system call

static void ~yield
/* Student's code goes here (Preemptive Scheduler). */
i f . L . .
int
for |
struct
1T

1T

break




Handle S stem call (2

static 1in | | nd(struct
for int 1 =
struct
if

/* Copy the system call arguments within the kernel PCB */

return 0

"proc try send: process %d sending to unknown process %d"

static int p ry | struct | Ve

if () ver->s 111 tus == PEl | return -1
memcpy ((void | 111 paddi | ver->s: L1l, sizeof(struct
return ©




File Server Is unblocked

voild s nd(int | vel char

asm( "ecall”
int T

asm("ecall”
1T

library/syscall/syscall.c




File server handles the request

char buf[SYSCALL_MSG_LEN];

while (1) {

switch (reg->type) {
case FILE_READ:
... // read a file from disk (project P5 & P6)
case FILE_WRITE:
. // write to a file on disk (project P5 & P6)
}

¥



* A high-level picture of system calls
* A concrete implementation of system calls

= P4: Implement sleep system calls



* Part1: Implement sleep system service

* Part2: memory protection



sleep system service

* sleep user API

* sleep system call



sleep system call

* sleep user API
* sleep system call

» sys_send(PROC_PROCESS, SLEEP, NTICKS)

* grass->proc_sleep

apps/system/sys proc.c



sleep system call

* sleep user API

* sleep system call
* sys_send(PROC_PROCESS, SLEEP, NTICKS)
* grass->proc_sleep

* proc_sleep



sleep system call

sleep user API

sleep system call

* sys_send(PROC_PROCESS, SLEEP, NTICKS)
* grass->proc_sleep

proc_sleep

* Add sleep_time to struct process

* When the scheduler kicks in, check if the sleep time has elapsed and change the state to
runnable.

* Using mtime_get()



Demo



git patches

* git format-patch BASE_COMMIT_NUMBER

* git am -3 XXX.patch



Today

System call
P4 part1: implement sleep system call
Next week: P4 part2 — memory protection

Mid-term evaluation!

P3 (5411 required, 4411 optional) release today, due in a month

P4 release today, due in three weekg



