
Interrupt handler and 
privilege mode

Yu-Ju Huang, Slides adapted from Yunhao Zhang
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Recap: Manage Hardware
CSR: control and status registers

• Setting up timer

• mtvec: Machine Trap-Vector Base-Address Register

• mstatus: Machine Status Register

• bit#3: enable interrupt

• mie: Machine Interrupt Enable Register

• bit#7: enable timer interrupt
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int quantum = 50000;

void handler() {
printf("Got timer interrupt.");
mtimecmp_set(mtime_get() + quantum);

}

int main() {
asm("csrw mtvec, %0" ::"r"(handler));

int mstatus, mie;
asm("csrr %0, mstatus" : "=r"(mstatus));
asm("csrw mstatus, %0" ::"r"(mstatus | 0x8));
asm("csrr %0, mie" : "=r"(mie));
asm("csrw mie, %0" ::"r"(mie | 0x80));

mtimecmp_set(mtime_get() + quantum);
while(1);

}

A timer handler program

Register handler

Start a timer

Start another timer

Enable timer interrupt
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Recap: Manage Hardware
MMIO

Sifive FE310 manual, v19p04
https://egos.fun/book/assets/sifive-fe310-v19p04-1.pdf

mtime_get() 
reads 8 bytes from

mtimecmp_set() 
writes 8 bytes to

stack

code

MMIO (timer)

MMIO (disk)
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int quantum = 500000;

void handler() {
...
mtimecmp_set(mtime_get() + quantum);

}

int main() {
...
mtimecmp_set(mtime_get() + quantum);
...

}

Read current time

Set timer
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5411 Project: MLFQ
Optional for 4411
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Agenda
• Recap normal function call

• Understand interrupt handler call

• Put it all together timer & scheduler flow 

• Understand privilege levels
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Say main() calls printf()
<main>:

. . .
Store caller-saved registers on the stack
Call printf (set ra to the address of   )
Restore caller-saved registers
. . .

<printf>:
Store callee-saved registers on the stack
. . .
Restore callee-saved registers
Return to main() (set pc to ra)
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Function call step#1
<main>:

. . .
Store caller-saved registers on the stack
Call printf (set ra to the address of   )
Restore caller-saved registers
. . .

<printf>:
Store callee-saved registers on the stack
. . .
Restore callee-saved registers
Return to main() (set pc to ra)

PC
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RISC-V Calling Convention: https://riscv.org/wp-content/uploads/2015/01/riscv-calling.pdf
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Function call step#2
<main>:

. . .
Store caller-saved registers on the stack
Call printf (set ra to the address of )
Restore caller-saved registers
. . .

<printf>:
Store callee-saved registers on the stack
. . .
Restore callee-saved registers
Return to main() (set pc to ra)

PC
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RISC-V Calling Convention: https://riscv.org/wp-content/uploads/2015/01/riscv-calling.pdf

Modified by the
call instruction
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Function call step#3
<main>:

. . .
Store caller-saved registers on the stack
Call printf (set ra to the address of )
Restore caller-saved registers
. . .

<printf>:
Store callee-saved registers on the stack
. . .
Restore callee-saved registers
Return to main() (set pc to ra)

PC
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RISC-V Calling Convention: https://riscv.org/wp-content/uploads/2015/01/riscv-calling.pdf
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Function call step#4
<main>:

. . .
Store caller-saved registers on the stack
Call printf (set ra to the address of )
Restore caller-saved registers
. . .

<printf>:
Store callee-saved registers on the stack
. . .
Restore callee-saved registers
Return to main() (set pc to ra)PC
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Function call step#5
<main>:

. . .
Store caller-saved registers on the stack
Call printf (set ra to the address of )
Restore caller-saved registers
. . .

<printf>:
Store callee-saved registers on the stack
. . .
Restore callee-saved registers
Return to main() (set pc to ra)

PC
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Function call step#6
<main>:

. . .
Store caller-saved registers on the stack
Call printf (set ra to the address of )
Restore caller-saved registers
. . .

<printf>:
Store callee-saved registers on the stack
. . .
Restore callee-saved registers
Return to main() (set pc to ra)

PC
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Agenda
• Recap normal function call

• Understand interrupt handler call

• Put it all together timer & scheduler flow 

• Understand privilege levels
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Problem #1

If an interrupt happens during main(),
the CPU will call handler(), but the compiler

can’t predict it and store registers on main() stack.
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Kernel Stack!
<main>:

. . .

Store caller-saved registers on the stack
Call handler (set ?? to the address of )
Restore caller-saved registers
. . .

<handler>:
Store ALL registers on the kernel stack
. . .
Restore ALL registers
Return to main() with ra
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Problem #2

How to restore the return address?
(Cannot use ra)
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mepc!
Machine Exception Program Counter

<main>:
. . .

Store caller-saved registers on the stack
Call handler (set mepc to the address of   )
Restore caller-saved registers
. . .

<handler>:
Store ALL registers on the kernel stack
. . .
Restore ALL registers
Return to main() with mepc, which holds
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Agenda
• Recap normal function call

• Understand interrupt handler call

• Put it all together timer & scheduler flow 

• Understand privilege levels
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5411 Project: MLFQ
Optional for 4411
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Design choices
• Refresh the quantum every time when the process is scheduled?

• When to move process up or down?

• How many levels?

• Time quantum for each level?

• For this project, it’s all up to you!

• As long as the interactive program won’t be blocked by cpu-bound process 
for too long.
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Navigate Ambiguity!
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Demo
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Agenda
• Recap normal function call

• Understand interrupt handler call

• Put it all together timer & scheduler flow 

• Understand privilege levels
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Privilege mode

https://minnie.tuhs.org/CompArch/Lectures/week05.html

30



When an interrupt occurs

Machine Previous Privilege (MPP)
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When interrupt handler returns with mret
Machine Previous Privilege (MPP)
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Switching privilege level
Kernel, as an interrupt handler,

can modify these 2 bits 
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Today
• Interrupt handler call

• Privilege mode

• P0b due today

• P2 due next week

• P3 (5411 required, 4411 optional) release next week

• P4 release next week

• cv_init(struct cv* condition)

• cv_release(struct cv* condition) 34


