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Concurrency Lectures Outline

AWhat are the problems?
0 no determinism, no atomicity

AWhat is the solution?
o some form of mutual exclusion

AHow to specify concurrent problems?
O atomic operations

AHow to construct correct concurrent code?
0 behaviors

AHow to test concurrent programs?
0 comparing behaviors




Concurrency Lectures Outline

AHow to build Concurrent Data Structures?
0 using locks
AHow to wait for some condition?
0 using condition variables
AHow to deal with deadlock?
0 prevention, avoidance, detection
AHow to use barrier synchronizatioh
0 Improve scalability

AHow to make code interrupssafe?
0 enabling/disabling interrupts
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Concurrent Programming Is Hard

Why?
o Concurrent programs ar@on-deterministic
- run them twice with same input, get two different answers
- or worse, one time it works and the second time it fails
0 Program statements are executaaon-atomically
- X += 1compiles to something like
ALOAD x
AADD 1
ASTORE x

- with concurrency, this leads tmon-deterministic
Interleavings




The problem with nondeterminism

sequential concurrent
1 | shared = True 1 | shared = True
2 2
3 | def f(): assert shared 3 | def f(): assert shared
4 | def g(): shared = False 4 | def g(): shared = False
5 5
6 | fO 6 | spawn f()
71 g0 7 | spawn g()

What will happen if you run each?




The problem with nondeterminism

sequential concurrent

1 | shared = True 1 | shared = True
2 2
3 | def f(): assert shared 3 | def f(): assert shared
4 | def g(): shared = False 4 | def g(): shared = False
5 5
6 | fO 6 | spawn f()
71 g0 7 | spawn g()
#states: 2 ASchedule thread Tit()
No issues A Line 1: Initialize shared to True

A Thread terminated
ASchedule thread T2: g()
A Line 4: Set shared to False (was True)

A Thread terminated

ASchedule thread T1: ()
A Line 3: Harmony assertion failed




The problem with noratomicity

sequential concurrent
1 | shared = 0 1 | shared = 0
2 2
3 | def f(): shared += 1 3 | def f(): shared += 1
4 4
51 fO 5 | spawn f()
6 | fO 6 | spawn f()
4 I'4
8 | finally shared == 8 | finally shared ==

What will happen if you run each?




The problem with noratomicity

sequential concurrent
1 | shared = 0 1 shared = 0
2 2
3 | def f(): shared += 1 3 | def f(): shared += 1
4 4
51 fO 5 | spawn f()
6 | fO 6 | spawn f()
I I'4
8 | finally shared == 8 | finally shared ==
#states: 2 Schedule thread T1: f()
No issues Preempted in f()

about to store 1 into shared in line 3
Schedule thread T2: f()
Line 3: Set shared to 1 (was 0)
Schedule thread T1: f()
Line 3: Set shared to 1 (unchanged)
Schedule thread T3: finally()
Line 8: Harmony assertion failed




Race Conditions

= timing dependent error involving shared state

MAscheduleis an interleaving of (i.e., total order
on) the machine instructions executed by each
thread

MUsually, manyinterleavingsare possible

MArace conditionoccurs when at least one
Interleaving gives an undesirable result




Race Conditions are Hard to Debug

A Number of possible interleavings is usually huge
A Badinterleavings if they exist, may happen only rarely

- 5GJCK pRRRP Y FG J9:; = G
A Timing dependent: small changes hide bugs
0 add print statementA bug no longer seems to happen

A Harmony is designed to help identify such bugs
o model checking!




State Space and

Model

Checking
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Harmony Machine Code

1. Frame f() Start a new stack frame
def f(): 2. Loadshared Pushsharedonto stack
shared+= 1 m 3. Push1 Push 1 onto stack
4. 2-ary + Add top two stack elements
5. Storeshared Store top of stack intshared




Harmony Virtual Machin&tate

Three parts:
1. code (never changes)
2. values of the shared variables
3. state of each of the running threads
APC and stack (akeontexi

HVM state represents one vertex in a graph of state



State space

-—p thread 1 loads---+» thread 1 stores
—p thread 2 loads--=-» thread 2 stores

Initial state

Load shared
Push 1
2-ary +
Store shared




State Space Load shared

Push 1
—> thread 1 loads----» thread 1 stores 2-ary +

— thread 2 loads--=-> thread 2 stores Store shared

A possible execution

‘0
*

"‘
* o*
S % ‘t’
.



State Space Load shared

Push 1
—> thread 1 loads----» thread 1 stores 2-ary +

— thread 2 loads--=-> thread 2 stores Store shared

Another possible execution




State Space Load shared

Push 1
—> thread 1 loads----» thread 1 stores 2-ary +

— thread 2 loads--=-> thread 2 stores Store shared

Al | possi bl e st e




State Space Load shared

Push 1
—> thread 1 loads----» thread 1 stores 2-ary +

— thread 2 loads--=-> thread 2 stores Store shared

All possible states after two step
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State Space Load shared

Push 1
—> thread 1 loads----» thread 1 stores 2-ary +

— thread 2 loads--=-> thread 2 stores Store shared

S




State Space Load shared

Push 1
—> thread 1 loads----» thread 1 stores 2-ary +

— thread 2 loads--=-> thread 2 stores Store shared

S
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Harmony !'= Python

tries all possible executions executes just one
(e )y == 1 ¢ [ =1=[1]i=(1)

=== ) E@==1]==1 [1]==[1]!=@)==1!=(@)
f(1) ==f1=="1[1] f 1 and f[1] are illegal (if f is method)
no return , break, continue various flow control escapes
pointers object-oriented

é é




/O In Harmony?
Alnput:

0 chooseexpression

- X =choose({ 1, 2, 3})

- allows Harmony to know all possible inputs
O const expression

- constx =3

- 9F = GN=3J AiF=AF >D0L?
o Output:

- print X +Yy

- assertx +y <10, (x,y) .



/O In Harmony?
Alnput:

0 chooseexpression

X =choose({ 1, 2, 3V 0‘{

- allows Harm 6360’

o cone* X\Q e
C@O R\

ot WOOVSN = 33 APoFoAE saoL?

0 OU'[|
- print X +y

- assertx +y <10, (x,y) .



Non-determinism in Harmony

Three sources:

1. chooseexpressions
2. threadinterleavings
3. Interrupts




Limitation: models must be finite!




Limitation: models must be finite!

A That is, there must be a finite number of states and edges.
A But models are allowed to have cycles.

A Executions are allowed to be unbounded!
A Harmony checks fopossibilityof termination.



Critical
Sections
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9;, C LG GMJ HJC

2 threads updating a shared variable

shared = 0

spawn f()
spawn f()

o~ Oy Ul A~ W MNP

finally shared ==




9;, C LG GMJ HJC

2 threads updating a shared variable

shared = 0

aeffo:ﬁCriticaI Secti on

spawn f()
spawn f()

o~ Oy Ul A~ W MNP

finally shared ==




9;, C LG GMJ HJC

2 threads updating a shared variable

shared = 0

def fOfshared +=1] R Cr i ti cal Secti on

spawn f()
spawn f()

o~ Oy Ul A~ W MNP

finally shared ==

Goals

Mutual Exclusion: 1 thread in a critical section at time
Progress:a thread can get in when there is no other thread
Fairness: equal chances of getting into CS

€ I n practice, fairness ri




Mutual Exclusion and Progress

Need both:
0 either one is trivial to achieve by itself




Specifying Critical Sections in Harmony

A How do we check mutual exclusion?
A How do we check progress?



Specifying Critical Sections in Harmony

1 | # number of threads in the critical section
2 | in_cs = 0

3 | invariant in_cs in { @, 1 }

4

5 | def thread():

6 while choose { False, True }:
7 # Enter critical section

8 atomically in_cs += 1

9

10 # Critical section is here
11 pass

12

1[5 # Exit critical section

14 atomically in_cs -= 1

15

16 | spawn thread()

17 | spawn thread()

A How do we check mutual exclusion?
A How do we check progress?



Specifying Critical Sections in Harmony

1 | # number of threads in the critical section

2 | in_cs = 0 .
3 | invariant in_cs in { @, 1 }
4

5 | def thread():

6 while choose { False, True }:

7 # Enter critical section

8 atomically in_cs += 1

9

10 # Critical section is here

11 pass

12

13 # Exit critical section

14 atomically in_cs -= 1

il

16 | spawn thread()

17 | spawn thread()

A How do we check mutual exclusion?
A How do we check progress?



Specifying Critical Sections in Harmony

1 | # number of threads in the critical section

2 | in_cs = @ .

3 | invariant in_cs in { @, 1 }
4

5 | def thread(): .

6 while choose { False, True }:
7 # Enter critical section

8 atomically in_cs += 1

9

10 # Critical section is here

11 pass

12

13 # Exit critical section

14 atomically in_cs -= 1

il

16 | spawn thread()

17 | spawn thread()

A How do we check mutual exclusion?
A How do we check progress?



Specifying Critical Sections in Harmony

1 | # number of threads in the critical section

2 | in_cs = @ .

3 | invariant in_cs in { @, 1 }
4

5 | def thread(): .

6 while choose { False, True }:
7 # Enter critical section

8 atomically in_cs += 1

9

10 # Critical section is here

11 pass

12

13 # Exit critical section

14 atomically in_cs -= 1

il

16 | spawn thread()

17 | spawn thread()

A How do we check mutual exclusion?
A How do we check progress?



Specifying Critical Sections in Harmony

W0 0o~ N B WM

GEBRES

e
~N o

# number of threads in the critical section

) _ 0 _
LS . mutual exclusion
invariant in_cs in { @, 1 }

def thread():
while choose { False, True }:
# Enter critical section

# Critical section is here

pass .. .
execute CI'ItICa| section
# Exit critical section

atomically in_cs -= 1

do zero or more times

spawn thread()
spawn thread()

A How do we check mutual exclusion?
A How do we check progress?



Specifying Critical Sections in Harmony

1 | # number of threads in the critical section

2 | in_cs = @ .

3 | invariant in_cs in { @, 1 }
4

5 | def thread(): .

6 while choose { False, True }:
7 # Enter critical section

8 atomically in_cs += 1

9

10 # Critical section is here

11 pass . .

12 execute critical section
13 # Exit critical section

14 atomically in_cs -= 1 :

15 decrement in_cs

16 | spawn thread()

17 | spawn thread()

A How do we check mutual exclusion?
A How do we check progress?



Specifying Critical Sections in Harmony

1 | # number of threads in the critical section

2 | in_cs = @ .

3 | invariant in_cs in { @, 1 }
4

5 | def thread(): .

6 while choose { False, True }:
7 # Enter critical section

8 atomically in_cs += 1

9

10 # Critical section is here

11 pass . .

12 execute critical section
13 # Exit critical section

14 atomically in_cs -= 1 :

15 decrement in_cs

16 | spawn thread()

17 | spawn thread()

ProgressHarmony checks that all threadnterminate



Building a lock
IS hard
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Specification vs implementation

ALH=: AK >AF=J1 : ML
Implementation too

ASounds like we need Bck

AThe question is:

How does one build a lock?




First attempt: a naive lock

1 1n_cs = @

2 | invariant in_cs in { @, 1 }

3

4 | lockTaken = False

)

6 | def thread(self):

7 while choose({ False, True }):
8 # Enter critical section
9 awalt not lockTaken

10 lockTaken = True

11

12 atomically in_cs += 1

13 # Critical section

14 atomically in_cs -= 1

15

16 # Leave critical section
17 lockTaken = False

18

19 | spawn thread(@)

20 | spawn thread(l)




First attempt: a naive lock

1 1n_cs = @

2 | invariant in_cs in { @, 1 }

3

4 | lockTaken = False

)

6 | def thread(self):

7 while choose({ False, True }):
8 # Enter critical section
9 awalt not lockTaken
10 lockTaken = True

11

12 atomically in_cs += 1

13 # Critical section

14 atomically in_cs -= 1

15

16 # Leave critical section
17 lockTaken = False

18

19 | spawn thread(@)

20 | spawn thread(l)




First attempt: a naive lock

W 0o =~ G LN & W =

e N el el =l e —
@ Woo~NOWU HWNES®

in_cs = @
invariant in_cs in { @, 1 }

lockTaken = False

def thread(self):
while choose({ False, True }):
# Enter critical section
awalt not lockTaken
lockTaken = True

atomically in_cs += 1
# Critical section
atomically in_cs -= 1

# Leave critical section
lockTaken = False

spawn thread(@)
spawn thread(l)

Schedule thread TO: init()

o Line 1: Initialize in_cs to 0

o Line 4: Initialize lockTaken to False

o Thread terminated
Schedule thread T3: thread(1)

o Line 7: Choose True

o Preempted in thread(1) about to store True into lockTaken in line 10
Schedule thread T2: thread(0)

o Line 7: Choose True

o Line 10: Set lockTaken to True (was False)

o Line 12: Setin_cs to 1 (was 0)

o Preempted in thread(0) about to execute atomic section in line 14
Schedule thread T3: thread(1)

o Line 10: Set lockTaken to True (unchanged)

o Line 12: Setin_cs to 2 (was 1)

o Preempted in thread(1) about to execute atomic section in line 14
Schedule thread T1: invariant()

o Line 2: Harmony assertion failed




Second attempt:iflags

W 0o ~ 5 b & W

I e I e il —
S Wt oW EWNRE®

in_cs = @
invariant in_cs in { @, 1 }

flags = [ False, False |

def thread(self):
while choose({ False, True }):
# Enter critical section
flags|self]| = True
await not flags[1l - self]

atomically in_cs += 1
# Critical section
atomically in_cs -= 1

# Leave critical section
flags|self] = False

spawn thread(@)
spawn thread(1l)




Second attempt:iflags

W 0o ~ 5 b & W

I e I e il —
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in_cs = @
invariant in_cs in { @, 1 }

flags = [ False, False |

def thread(self):

while choose({ False, True }):

# Enter critical section
flags|self]| = True
await not flags[1l - self]

atomically in_cs += 1
# Critical section
atomically in_cs -= 1

# Leave critical section
flags|self] = False

spawn thread(@)
spawn thread(1l)

show intent to enter critical section




Second attempt:iflags

W oo ~ & U & WM

R T ~ =
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in_cs = @
invariant in_cs in { @, 1 }

flags = [ False, False |

def thread(self):

while choose({ False, True }):

# Enter critical section
flags|self] = True
await not flags[1l - self]

atomically in_cs += 1
# Critical section
atomically in_cs -= 1

# Leave critical section
flags|self] = False

spawn thread(@)
spawn thread(1l)

show intent to enter critical section

wa i
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Second attempt:iflags

W 0o ~ 5 b & W

I e I e il —
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in_cs = @
invariant in_cs in { @, 1 }

flags = [ False, False |

def thread(self):

while choose({ False, True }):

# Enter critical section
flags|self]| = True
await not flags[1l - self]

atomically in_cs += 1
# Critical section
atomically in_cs -= 1

# Leave critical section
flags|self] = False

spawn thread(@)
spawn thread(1l)

Summary: some execution cannot terminate
Here is a summary of an execution that exhibits the issue:

+ Schedule thread TO: init()

o Line 1: Initialize in_cs to 0

o Line 4: Initialize flags to [ False, False ]

o Thread terminated
+ Schedule thread T1: thread(0)

o Line 7: Choose True

o Line 9: Set flags[0] to True (was False)

o Preempted in thread(0) about to load variable flags[1] in line 10
« Schedule thread T2: thread(1)

o Line 7: Choose True

o Line 9: Set flags[1] to True (was False)

o Preempted in thread(1) about to load variable flags[0] in line 10

Final state (all threads have terminated or are blocked):

« Threads:
o T1: (blocked) thread(0)
» about to load variable flags[1] in line 10
o T2: (blocked) thread(1)
» about to load variable flags[0] in line 10




Third attempt: turn variable

1| 1in_cs = @

2 | invariant in_cs in { @, 1 }

3

4 | turn = @

)

6 | def thread(self):

7 while choose({ False, True }):
8 # Enter critical section
9 turn = 1 - self

10 await turn == self

11

12 atomically in_cs += 1

13 # Critical section

14 atomically in_cs -= 1

15

16 # Leave critical section
17

18 | spawn thread(@)

19 | spawn thread(1l)




Third attempt: turn variable

W oo ~ G N B W

e el el el =
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in_cs = @
invariant in_cs in { @, 1 }

turn = 0@

def thread(self):

while choose({ False, True }):

# Enter critical section
turn = 1 - self
await turn == self

atomically in_cs += 1
# Critical section
atomically in_cs -= 1

# Leave critical section

spawn thread(@)
spawn thread(1)

ey




Third attempt: turn variable

1| 1in_cs = @

2 | invariant in_cs in { @, 1 }

3

4 | turn = @

)

6 | def thread(self):

7 while choose({ False, True }):

8 # Enter critical section

9 turn = 1 - self after you...
10 await turn == self wait for your turn
11

12 atomically in_cs += 1

13 # Critical section

14 atomically in_cs -= 1

15

16 # Leave critical section

1/

18 | spawn thread(@)

19 | spawn thread(1)




Third attempt: turn variable

W oo ~ G N B W

e el el el =
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in_cs = @
invariant in_cs in { @, 1 }

turn = 0@

def thread(self):
while choose({ False, True }):
# Enter critical section
turn = 1 - self
await turn == self

atomically in_cs += 1
# Critical section
atomically in_cs -= 1

# Leave critical section

spawn thread(@)
spawn thread(1)

Summary: some execution cannot terminate
Here is a summary of an execution that exhibits the issue:

« Schedule thread TO: init()
o Line 1: Initialize in_cs to 0
o Line 4: Initialize turn to 0
o Thread terminated
« Schedule thread T2: thread(1)
o Line 7: Choose False
o Thread terminated
« Schedule thread T1: thread(0)
o Line 7: Choose True
o Line 9: Set turn to 1 (was 0)
o Preempted in thread(0) about to load variable turn in line 10

Final state (all threads have terminated or are blocked):

« Threads:
o T1: (blocked) thread(0)
= about to load variable turn in line 10
o T2: (terminated) thread(1)
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in_cs = @
invariant in_cs in { @, 1 }

sequential flags, turn
flags = | False, False ]
turn = choose( {0, 1})

def thread(self):
while choose({ False, True }):
# Enter critical section
flags|self| = True
turn = 1 - self
await (not flags[1l - self]) or (turn == self)

atomically in_cs += 1
# Critical section
atomically in_cs -= 1

# Leave critical section
flags|self] = False

spawn thread(®)
spawn thread(1l)
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in_cs = @
invariant in_cs in { @, 1 }

sequential flags, turn
flags = | False, False ]
turn = choose( {0, 1})

def thread(self):
while choose({ False, True }):
# Enter critical section
flags|self| = True
turn = 1 - self
await (not flags[1l - self]) or (turn == self)

atomically in_cs += 1

# Critical section In critical section
atomically in_cs -= 1

# Leave critical section

flags|self] = False

spawn thread(®)
spawn thread(1l)
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in_cs = @
invariant in_cs in { @, 1 }

sequential flags, turn load and store instructions are atomic
flags = | False, False ]
turn = choose( {0, 1})

def thread(self):
while choose({ False, True }):
# Enter critical section
flags|self| = True
turn = 1 - self
await (not flags[1l - self]) or (turn == self)

atomically in_cs += 1

# Critical section In critical section
atomically in_cs -= 1

# Leave critical section

flags|self] = False

spawn thread(®)
spawn thread(1l)
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in_cs = @
invariant in_cs in { @, 1 }

sequential flags, turn load and store instructions are atomic
flags = | False, False ]
turn = choose( {0, 1})

uses flags and turn variable (3 bits total)

def thread(self):
while choose({ False, True }):
# Enter critical section
flags|self| = True
turn = 1 - self
await (not flags[1l - self]) or (turn == self)

atomically in_cs += 1

# Critical section In critical section
atomically in_cs -= 1

# Leave critical section

flags|self] = False

spawn thread(®)
spawn thread(1l)
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in_cs = @
invariant in_cs in { @, 1 }

sequential flags, turn load and store instructions are atomic
flags = | False, False ]
turn = choose({@, 1})

uses flags and turn variable (3 bits total)

def thread(self):
while choose({ False, True }):

# Enter critical section
flags[self] = True first indicate intention to enter critical section

turn = 1 - self
await (not flags[1l - self]) or (turn == self)

atomically in_cs += 1
# Critical section In critical section
atomically in_cs -= 1

# Leave critical section
flags[self] = False no longer in critical section

spawn thread(@)
spawn thread(1)
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in_cs = @
invariant in_cs in { @, 1 }

sequential flags, turn load and store instructions are atomic
flags = | False, False ]
turn = choose({@, 1})

uses flags and turn variable (3 bits total)

def thread(self):
while choose({ False, True }):
# Enter critical section
flags[self] = True first indicate intention to enter critical section
turn = 1 - self also give other thread a turn first
await (not flags[1l - self]|)¥or (turn == self)

atomically in_cs += 1
# Critical section In critical section
atomically in_cs -= 1

# Leave critical section
flags[self] = False no longer in critical section

spawn thread(@)
spawn thread(1)
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sequential flags, turn

flags

turn = choose({@, 1})

L =J K GF A Hlags 8DWTC

in_cs = @
invariant in_cs in { @, 1 }

load and store instructions are atomic
[ False, False |

uses flags and turn variable (3 bits total)

def thread(self):
while choose({ False, True }):

# Enter critical section
flags|self| = True
turn = 1 - self also give otber thread a turn first

await (not flags[l - self])¥or (turn == self) @RUEIR{e]gelglNelN=Il1alIqeelgle[Iie]ofS

first indicate intention to enter critical section

atomically in_cs += 1
# Critical section In critical section
atomically in_cs -= 1

# Leave critical section

flags[self] = False no longer in critical section

spawn thread(@)
spawn thread(1)




Proving a
concurrent
program
correct
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1GJ] O= HJGN=< . =L=1J
correct by brute force, enumerating all
possible executions. We now knawat it
works.

But how does one prove it by deduction?
so one understanashyAL OGJ Cl

63



What and how?

ANeed to show that, for any execution, all

states reached satisfy mutual exclusion

0 In other words, mutual exclusion IBwvariant
iInvariant = predicate that holds in every reachable statt




What Is an invariant?

A property that holds in all reachable states
(and possibly in some unreachable states as well)

What Is a property?
A property Is a set of states

often succinctly described using a predicate
(all states that satisfy the predicate and no others)



Invariant Property

Initial state

Reachable
States

Invariant Property




Invariant Property

Initial state

States in which
mutual exclusion
holds

Reachable
States

Invariant Property




Invariant Property

Initial state

States in which
mutual exclusion
holds

Reachable
States

Includes states where _
mutual exclusion is Invariant Property
violated




How to prove an invariant?

ANeed to show that, for any execution, all
states reached satisfy the invariant

ASounds similar to sorting:
0 Need to show that, for any list of numbers, the
resulting list is ordered

* = L Apkoof byJinQuctioron the length of
an execution



Proof by induction

You want to prove that soméxduction
HypothesidH(n)holds for anyn:
0 Base Case

- show thatIH(O)holds
0 Induction Step

- show that IfIH() holds, then so doe$H(i+1)




Proof by induction In our case

To show that someH holds for an

executionEof any number okteps
0 Base Case

- show thatlHholds in the initial state(s)
0 Induction Step
- show that ifl[Hholds in a state produced b¥,

then for any possible next steg IHalso holds
INn the state produced by + [S]




Example

ATheorem: ifTis in the critical section,
then flags|T] = True

ABase casetrue because initially T is not
In the critical section and False implies
anything

Alnduction: easy to show (using Hoare
logic) because flags|T] can only be
changed by T itself




Data Races
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=L=JKGFAK 0=; G
AAssumes that LOAD and STORE
Instructions areatomic

ANot guaranteed on a real processor
AAlso not guaranteed by C, Java, Python,

1| in_cs = 0@
U 2 | invariant in_cs in { @, 1 }
3
4 | sequential flags, turn
5 | flags = [ False, False ]
6 | turn = choose( {0, 1})
7
8 | def thread(self):
9 while choose({ False, True }):
10 # Enter critical section
11 flags|self]| = True
12 turn = 1 - self
13 await (not flags[1l - self]) or (turn == self)
14
15 atomically in_cs += 1
16 # Critical section
17 atomically in_cs -= 1
18
19 # Leave critical section
20 flags[self] = False
21
22 | spawn thread(@)
23 | spawn thread(1)




For example

A CPU with 16it architecture

A 32-bit integer variablex stored in memory in two
adjacent locations (aligned on word boundary)

A Initial value is O

A Thread 1 writes FFFFFFFFExt@equires 2 STORES)

A Thread 2 reads (requires 2 LOADS)

A What are the possible values that thread 2 will read?
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For example

A CPU with 16it architecture

A 32-bit integer variablex stored in memory in two
adjacent locations (aligned on word boundary)

A Initial value is O

A Thread 1 writes FFFFFFFFExt@equires 2 STORES)

A Thread 2 reads (requires 2 LOADS)

A What are the possible values that thread 2 will read?
FFFFFFFF
00000000
FFFF0000

0
0
0
0 OOOOFFFF
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Other examples

Aln Python, integers are arbitrary precision
o that Is, each integer variable is a complex date
structure, and an operation may require
multiple loads and stores

ASuppose your C compiler decides to pack

multiple bits in a single word
o E.g., flags|0], flags[1], and turn
0 Then setting a bit involves a load and a store

77



Concurrent memory access

AHardware may also cause problems in

efforts to improve performance
o buffering of writes

0 caching of reads

0 out-of-order execution

ABecause of all these issues, programmin
languages will typically leave the
outcome of concurrent operations to a

variableundefined
o If at least one of those operations Is a sto'



Data Race

A When two or more threads wish to access the same
variable at the same time
A And at least one access is a STORE

A Then the semantics of the outcome isidefined
o Thatis:
- The value stored in the variable is undefined
- The value loaded (if any) is undefined
- Undefined means random (or worse, like a crash)




&89JEGFQ AK=1I1 M=F

Asequential turn,flagsAF . =L =J KG
Aensures that loads/stores are atomic
Athat is, concurrent operations appear to be

executed sequentially

A2 @A K A #equer@idDdmsistendy
For example

A Shared variablexcontains 3

AThread A stores 4 intr

AThread B loads
o With atomic load/store operations, B will read either 3 or 4
o With normal operations, the value that B reads is undefined




Sequential consistency

AJava has a similar notion:
o volatile int Xx;
o0 All accesses to volatile variables are sequentially
consistent (but not whole program)

ANot to be confused with the same keyword in C
O9F< | UU L@GM? @y

ALoading/storing volatile (sequentially
consistent) variables isnore expensivéhan

loading/storing ordinary variables

0 because it restricts CPU and/or compiler
optimizations

0 e.g., rules out caching




=L=JKGFAK 0=; G
A.=L=JKGFAK 9D?GJAL

atomic LOAD and STORE instructions

o hardware supports such instructions, but
they are very expensive

AL =L=JKGFAK :;9F : =
processes
0 even more STOREs and LOADs

Too Inefficient In practice
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Back to basics: specifying a lock

AWhat does a locklo exactly?
AWhat if we want more than one?




Harmony interlude:pointers

Alf xis a shared variable?xis the address ok

Alf pis a variable ang contains ?x, then we say
that p Is apointerand it points tox

AFinally,!p refers to the value ok




Specifying a lock

0O o~ YU b WN P

il —
= &

def Lock() returns result:
result = False

def acquire(lk):
atomically when not !lk:
Ilk = True

def release(lk):
atomically:

assert llk
Ilk = False




Specifying a lock

1 | def Lock() returns result:
2 result = False

3

4 | def chuir'e('l_k): acquires lock atomically once available
5 atomically when not !lk:

6 I'lk = True

T

8 | def release(lk): releases lock atomically

9 atomically:

10 assert llk

11 I'lk = False




Critical Section using &ck

1 | from synch import Lock, acquire, release
2

3 | shared = @

4 | thelock = Lock()

5

6 | def f(OO:

7 acquire( ?thelock)
8 shared += 1

9 release( 7thelock)
10

11 | spawn ()

12 | spawn ()

13

14 | finally shared ==




Critical Section using &ck

1 | from synch import Lock, acquire, release
2

3 | shared = 0 SOntains Lock spec
4 | thelock = Lock()

5

6 | def f():

7 acquire( ?thelock)

8 shared += 1

9 release( 7thelock)

16

11 | spawn ()

12 | spawn ()

13

14 | finally shared ==




a%@GKLA KL9L-=

AWe say that a lock iseld or ownedby a thread
OAEHDA; AL a? @GKLA KL9L-=
0 nonetheless can be used for reasoning

ATwo important invariants:
1. "p 61 Q0 Q& & “Windal® thizélock
2. at most one thread can hold the lock
Together guarantee mutual exclusion

Many systems do not keep track of who holds a
particular lock, if anybody .
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Implementing a lock

We saw that it Is hard and inefficient to
Implement a lock with just LOAD and
STORE Instructions




Enterinterlock Instructions

Machine instructions that danultiple
shared memory accessesomically

Ae.g.,test _and_sets
0 setssto True
0 returns old value ot

Ai.e., does the following:
- LOAD r0s # load variablesinto registerrO
- STORE, 1 # store TRUE In variabte

AEntire operation isatomic
o0 other machine instructions cannot interleav'



*G; C AEHD=E=FL?9

w0 o~ Oy B W MNP

i =l el rell el i el =
~ Oy AW P ®

def test_and_set(s) returns result:

def

def

def

def

atomically:
result = !s
Is = True

atomic_store(p, v):
atomically !p = v

Lock() returns result:
result = False

acquire(lk):
while test_and_set(1lk):
pass

release(lk):
atomic_store(lk, False)

| specificationo f t he
test_and_sdtinctionality

specificationo f t h e
" atomic stordunctionality

- lock implementation




Specification vs Implementation

1 | def Lock() returns result: 1 | def test_and_set(s) returns result:
2 result = False 2 atomically:
3 3 result = !s
4 | def acquire(lk): 4 Is = True
5 atomically when not !lk: 5
6 'k = True 6 | def atomic_store(p, v):
/ 7 atomically !p = v
8 | def release(lk): 8
9 atomically: 9 | def Lock() returns result:
10 assert !lk 10 result = False
11 Ilk = False 11
12 | def acquire(lk):
13 while test_and_set(1lk):
14 pass
15
16 | def release(lk):
17 atomic_store(lk, False)

Specification describesvhatan abstraction does m
Implementationdescribesiow



Spinlocks and Time Sharing

ASpinlocks work well when threads on
different cores need to synchronize
ABut how about when it involves two

threads time-shared on the same core:
o0 when there Is no preemption?

0 when there Is preemption?




Spinlocks and Time Sharing

ASpinlocks work well when threads on
different cores need to synchronize
ABut how about when it involves two

threads time-shared on the same core:
o0 when there Is no preemption?

- can cause all threads to get stuck while one Is
trying to obtain a spinlock

0 when there Is preemption?




Spinlocks and Time Sharing

ASpinlocks work well when threads on
different cores need to synchronize
ABut how about when it involves two

threads time-shared on the same core:
o0 when there Is no preemption?

- can cause all threads to get stuck while one Is
trying to obtain a spinlock

0 when there Is preemption?

- can cause delays and waste of CPU cycles whil
a thread is trying to obtain a spinlock .



Context switching in Harmony

AHarmony allows contexts to be saved
and restored (i.e.context switch)

Or=stopp

- stops the current thread and stores context ip
ogo(lp)r

- adds a thread with the given context to the bag

of threads. Thread resumes frostop
expression, returning



Locks usingstop and go

1 | def Lock() returns result: :

2 result = { .acquired: False, .suspended: || } .acquwedboolean
3 .suspended: queue of contexts
4 | def acquire(lk):

5 atomically:

6 if lk->acquired:

7 stop ?lk->suspended| len lk->suspended |

8 assert lk->acquired

9 else:

10 lk->acquired = True

11

12 | def release(lk):

13 atomically:

14 assert lk->acquired

15 if lk->suspended == | |:

16 lk->acquired = False

17 else:

18 go (lk->suspended @]) ()

19 del lk->suspended @]




Locks usingstop and go

W0 oo~ Ul A W MN B

P PR EPRPRRPRRPRPP R
Lo ~NoOOw» s WNES

def Lock() returns result:

result = { .acquired: False, .suspended: || }

def acquire(lk):
atomically:
if lk->acquired:

stop ?lk->suspended| len lk->suspended |

assert lk->acquired
else:
lk->acquired = True

def release(lk):
atomically:
assert lk->acquired
if lk->suspended == | |:
lk->acquired = False
else:
go (lk->suspended(0@]) ()
del 1k->suspended @]

.acquiredboolean

resume first thread on wait queue

.suspended: queue of contexts

put thread on wait queue




Locks usingstop and go

def Lock() returns result:
result = { .acquired: False, .suspended: || }

1

2

3

4 | def acquire(lk):
5 atomicallv:
6

7

8

Simi |l ar fuexoa Lifinttkheme I S no

13 (hopefully the common case) acquire() and release() are

.1 cheap. If there Is contention, they involve a context switch.

12
13 HLUIIILMULLJ’-

14 assert lk->acquired

15 if lk->suspended == | |:

16 lk->acquired = False

17 else:

18 go (lk->suspended @]) ()
19 del lk->suspended @]




Choosing modules in Harmony

AA KQF: @A AK L @= Ocx<x-=
the specification of a lock

Assynch3A AK L @= EG<MD-=
stop/go version of lock

Ayou can select which one you want:

harmony-m synch=synch&.hny

AA KQF; @A L =F <K signéhit
- smaller state graph .



Atomic Section

Critical Section

Atomic Section Critical Section

only one thread can execute multiple threads can execute

rare programming language
paradigm

good for specifying interlock
Instructions

concurrently, just not within a
critical section

ubiquitous: locks available in
many mainstream
programming languages

good for implementing
concurrent data structures




Data Race Race Condition

AAData Raceccurs when two threads try
to access the same variable and at least
one access Is hoilatomic and at least
one access Is an update.

- The outcome of the operations isndefined
AARace Conditionccurs when the

correctness of the program depends on
ordering of variable access
- Race Condition can happen without a Data Rac
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Data Race Race Condition

AData RaceHarmony can automatically
detect these because Harmony
enumerates all behaviors and fails If
there Is undefined behavior

ARace ConditionHarmony can only detect
these If you tell Harmony what it Is that
you want usingassert invariant, or
finally

- or by explicitly enumerating the correct
. = @9 NAGJKJT 9K O=ADD .
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Harmony demo

Demo 3: same

Demo 1. .
Demo 2: no data race semantics as

data race Demo 2:

sequential X

def T(): def atomic load(p) returns v:
x = x + 1 atomically v = Ip

def g(): def atomic store(p, v): def f():

x = x + 1 atomically !p = v x = x + 1
def f():

atomic _store(?x, atomic leoad(?x) + 1)

def g():
Xx = x + 1

spawn ()
spawn g{)
def g(): S 2
atomic_store(?x, atomic load(?x) + 1) >Paxn fﬁ?
spawn g()

spawn ()

spawn g()

110



Harmony demo

Demo 4: still a data race

def

def

atomic load(p) returns v:
atomically v = Ip

atomic _store(p, v):
atomically p = v

O
atomic store(?x, x + 1)

g():

atomic store(?x, atomic load(?x) + 1)

spawn ()
spawn g()

Demo 5: data race
freedom does not imply
no race conditions

sequential X
finally x == 2

def T():
X += 1

def g():
x += 1

spawn T()
spawn g ()
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Harmony demo

Demo 7: implementation

Demo 6: spec of using critical section
what we want

from synch import Lock, acquire, release

Tinally x ==
finally x == 2

X = 0
thelock = Lock()
def f():
atomically x += 1 def f():
acquire(?thelock)
def g(): x -
atomically x += 1

release(?thelock)

gO:
acquire(?thelock)
x +=1
release(?thelock)

spawn ()
spawn g()

sparn T
spawn g()
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Harmony demo

Demo 8: broken implementation using two critical sections

from synch import Lock, acquire, releasgd

finally x ==

Xx = 0
thelockl = Lock()
thelock?2 Lock ()

det T():
acquire(?thelockl)
x += 1
release(?thelockl)

g():
acquire(?thelock?)
x += 1

release (?7thelock?)

spawn T()
spawn g()

113
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3 <4isaninvariant
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None of the above

Start the presentation to see live content. For screen share software, share the entire screen. Get help at pollev.com/app
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Which of the following is a false statement?

3 <4isaninvariant

if 3> 4, then the moon is made out of green cheese

if the moon is made out of green cheese, then3<4

if the moon is not made out of green cheese, then3 <4

None of the above

Start the presentation to see live content. For screen share software, share the entire screen. Get help at pollev.com/app
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0%

0%
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Data Structureconsistency

AEach data structure maintains someonsistency
property
0 e.g., In alinked list, there is a head, a tall, a list of
nodes such that head points to first node, tail points
to the last node, and each node points to the next
one except the last, which points thlone. However,
If the list iIs empty, head and tail are botRone.

-head value value value
.i[ggk .next — l .next l .next None




Consistency using locks

AEach data structure maintains someonsistency

property

0 e.g., In alinked list, there is a head, a tall, a list of
nodes such that head points to first node, tail points
to the last node, and each node points to the next
one except the last, which points thlone. However,
If the list iIs empty, head and tail are botRone.

AYou can assume the property holds right after
obtaining the lock
AYou must make sure the property holds again
right before releasing the lock
1



Consistency using locks

AEach data structure maintains someonsistency
property
Alnvariant:
0 lock not held data structure consistent
AOr equivalently
0 data structure inconsistent lock held




Building a concurrent queue

Aqg =queue.Queud):initialize a new queue

Aqueue.put(g, V): add vto the tail of queueg

Av =queue.ge(q): returns Noneif g is empty or
vif vwas at the head of the queue




Specifying eeeredrrentqueue

1 | def Queue() returns empty:
2 empty = []

3

4 | def put(q, v):

5 Iq += v, |

6

7 | def get(q) returns next:
8 if !1q == []:

9 nhext = None

10 else:

11 next = (1q)[0]
12 del (1q)[@]




Specifying aconcurrentqueue

0O 0o~ OO U1 A W N B

=
N P2 ®

def Queue() returns empty:
empty = [

def put(q, v):
!q += [V:]

def get(q) returns next:
if !1q == []:
next = None
else:
next = (!1q)[0@]
del (lq)[@]

Sequential

O oo ~NOYUTL A WN B

el
w N RS

def Queue() returns empty:
empty = []

def put(q, v):
atomically !q += [v,]

def get(q) returns next:

atomically:
it lg == [0
next = None
else:
next = (1g)[0]
del (!q)[0]
Concurrent




Example of using a queue

O o~ Ol B WN R

el e
B W NRES

import queue

def sender(q, v): enqueue onto \q
queue.put(q, V)
def receiver(q):

let v = queue.get(q):
assert v in { None, 1, 2 }

degqueue and check

demog = queue.Queue() Create queue
spawn sender(?demoq, 1)
spawn sender(?demoq, 2)
spawn receiver(?demoq)
spawn receiver(?demoq)




Specifying a concurrent queue

O 0o ~N oYUl A WMN B

el el
WwNR e

def Queue() returns empty:
empty = [

def put(q, v):
atomically !q += [v,]

def get(q) returns next:
atomically:
if Iq == []:
next = None
else:
next = (1q)[0]
del (!q)[@]

Not a good implementation becaus:
A operations are O(n)
A code useatomically

compiler cannot generate cod
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Queue iImplementation, vl

.value ‘ .value
I .next None

1 | from synch import Lock, acquire, release

2 | from alloc import malloc, free

3

4 | def Queue() returns empty:

5 empty = { .head: None, .tail: None, .lock: Lock() }
6

7 | def put(q, v):

8 let node = malloc({ .value: v, .next: None }):
9 acquire(?g->lock)

10 if g->tail == None:

11 g->tail = g->head = node

12 else:

13 q->tail->next = node

14 g->tail = node

15 release(7g->lock)




Queue implementation, v1

O o N U1 B~ WMN PR

el
i WN RS

.value .value
’ .next ’ .next None

from synch import Lock, acquire, 4
from alloc import malloc, free

dynamic memory allocation

def Queue() returns empty:
empty = { .head: None, .tail: None, .lock: Lock() }

def put(q, v):
let node = malloc({ .value: v, .next: None }):
acquire(?q->lock)
if g->tail == None:
q->tail = g->head = node
else:
q->tail->next = node
q->tail = node
release(?q->lock)




Queue implementation, v1

O o N U1 B~ WMN PR

el
i WN RS

None

from synch import Lock, acquire, release
from alloc import malloc, free

def Queue() returns empty:
empty = { .head: None, .tail: None, .lock: Lock() }

def put(q, v):
let node = malloc({ .value: v, .next: None }):
acquire(?q->lock)
if g->tail == None:
q->tail = g->head = node
else:
q->tail->next = node
q->tail = node
release(?q->lock)




Queue implementation, v1

O o N U1 B~ WMN PR

el
i WN RS

.value ‘ .value
I .next None

from synch import Lock, acquire, release
from alloc import malloc, free

def Queue() returns empty:
empty = { .head: None, .tail: None, .lock: Lock() }

def put(q, v):

let node = malloc({ .value: v, .next: None }): QQEllSeziChglelels
acquire(?q->lock)
if g->tail == None:
q->tail = g->head = node
else:

q->tail->next = node
q->tail = node
release(?q->lock)




Queue implementation, v1

O o N U1 B~ WMN PR

el
i WN RS

.value ‘ .value
I .next None

from synch import Lock, acquire, release
from alloc import malloc, free

def Queue() returns empty:
empty = { .head: None, .tail: None, .lock: Lock() }

def put(q, v):

Let node = malloc({ .value
acquire(?q->lock)
if g->tail == None:

q->tail = g->head = node
else:

q->tail->next = node

q->tail = node
release(?q->lock)

[\

K

grab loc




Queue implementation, v1

O o N U1 B~ WMN PR

el
i WN RS

.value ‘ .value
I .next None

from synch import Lock, acquire, release
from alloc import malloc, free

def Queue() returns empty:
empty = { .head: None, .tail: None, .lock: Lock() }

def put(q, v):
let node = malloc({ .value: v, .next: None }):

acquire(?q->lock)

if g->tail == None:
q->tail = g->head = node

else: - the hard stuff
q->tail->next = node
q->tail = node

release(?q->lock)

e




Queue implementation, v1

O o N U1 B~ WMN PR

el
i WN RS

.value ‘ .value
I .next None

from synch import Lock, acquire, release
from alloc import malloc, free

def Queue() returns empty:
empty = { .head: None, .tail: None, .lock: Lock() }

def put(q, v):
let node = malloc({ .value: v, .next: None }):
acquire(?q->lock)
if g->tail == None:
q->tail = g->head = node
else:
q->tail->next = node
q->tail = node
release(?q->lock) release lock




Queue implementation, v1

None

17 | def get(q) returns next:

18 acquire(?g->lock)

19 let node = g->head:

20 1f node == None:

21 next = None

22 else:

23 next = node->value
24 q->head = node->next
25 if g->head == None:
26 g->tail = None
27 free(node)

28 release(?qg->lock)




Queue implementation, v1
| e | e

17 | def get(q) returns next:

18 acquire(?g->lock)

19 let node = g->head: N
20 i1f node == None:

21 next = None

22 else: y
23 next = node->value — the hard stuff
24

q->head = node->next

25 if g->head == None:
26 g->tail = None
27 free(node) -

28 release(?qg->lock)




Queue implementation, v1

None

17 | def get(q) returns next:

18 acquire(?g->lock)

19 let node = g->head:

20 1f node == None:

21 next = None

22 else:

23 next = node->value

24 q->head = node->next

25 if g->head == None:

22 q->tall = None ey e L
= s kel Icitly released (cf. C
28 release(?qg->lock)
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Systematic Testing

ASequential case
oLJQ 9DD aK=I M=F; =KA
- put or get (in case of queue)
o try all sequences of 2 operations
- put+put, put+get, get+put, get+getll H
o try all sequences of 3 operations
OH
AHow do you know if a sequence is correct’
0; GE H Qdhaviod r@ming test
against implementationwith running test
against the sequential specification



Systematic Testing

AConcurrent case

oLJ QinterBdyinggA G> p GH=J

o try all interleavingsof 2 operations

o try all interleavingsof 3 operations

oYy

AHow do you know if an interleaving is
correct?

0; GE H%dhavio@A r@Eming test
against concurrent implementatiorwith
running test against the concurrent
specification




How do we capture behaviors?
AANnd what is a behavior?




Life of an atomic operation

thread invokes operation happensthread resumes
operation atomically with result

v v v

u
g




Concurrency and Overlap

|s the following a possible scenario?

. customer X orders a burger

. customer Y orders a burger (after X)

. customer Y Is served a burger

. customer X is served a burger (after Y)

B~ W DN




Concurrency and Overlap

|s the following a possible scenario?

. customer X orders a burger

. customer Y orders a burger (after X)

. customer Y Is served a burger

. customer X is served a burger (after Y)

B~ W DN

5=AN= 9DD K-=z==IFA K @®AK
how things get scheduled!



Specification

AOne operation: order a burger
0 result: a burger (at some later time)

ASemantics: the burger manifests itself

atomically sometime during the operation
o Atomically no two manifestations overlap

A" LAK =Z=9KA=J LG KH=; A>
have to worry about overlap
0 I.e., you can simply give a sequential specification



Implementation?

A Suppose the diner has one small hot plate and two cooks
Cooks use a lock for access to the hot plate
Possible scenario:
customer X orders burger, order ends up with cook 1
customer Y orders burger, order ends up with cook 2
cook 1 was busy with something else, so cook 2 grabs
the lock first
cook 2 cooks burger for Y
cook 2 releases lock
cook 1 grabs lock
cook 1 cooks burger for X
cook 1 releases lock
customer Y receives burger
0. customer X receives burger

HOONOUIR  WNE T




Implementation?

A Suppose the diner has one small hot plate and two cooks
Cooks use a lock for access to the hot plate
Possible scenario:
customer X orders burger, order ends up with cook 1
customer Y orders burger, order ends up with cook 2
cook 1 was busy with something else, so cook 2 grabs
the lock first
cook 2 cooks burger for Y

cook 2 releases lock
cook 1 grabs lock
cook 1 cooks burger for X

cook 1 releases lock - BN
customer Y receives burger Y:
0. customer X receives burger

2

HOONOUIR  WNE T

Acano6t happen if Y orders &
Abut i f operations overla.
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Correct Behaviors  gueue initially empty

put(1)
(1) I
Joeron
) put() |
get()/l None
(3) put(1)

get() A 7?7
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Concurrent queue test program

1 | import queue

2

3 | const N_PUT = 2

4 | const N_GET = 2

5 | q = queue.Queue()

6

7 | def put_test(self):

8 print("call put", self)
9 queue .put(?q, self)

10 print("done put", self)
11

12 | def get_test(self):

13 print("call get", self)
14 let v = queue.get(?q):
15 print("done get", self, v)
16

17 | for i in {1..N_PUT}:

18 spawn put_test(i)

19 | for i in {1..N_GET}:

20 spawn get_test(i)




Correct behaviors (1 get, 1 put)

"call put", 1]

[ "done get", 1, None

[ "done get", 1, 1] [ "done put", 1]

[ "call get", 1 [ "call put", 1]

"done get", 1, None
[ "call put", 1] [ "call get", 1] [ i

[ "done get", 1,1 ]

[ "done put", 1]

[ "done put", 1] "done get", 1, None

[ "done get", 1,1 ]

[ "call get", 1]

$ harmony-c N_ GETEcc N_PUT=tode/queue_btest2.hny




Testing: comparing behaviors

$ harmony -o queue.hfa code/queue_btestZ.hny
$ harmony -B queue.hfa -m queue=queue_lock code/queue_btest2.hny

AThe first command outputs the behavior of
running the test program against the
specification in filequeue.hfa

AThe second command runs the test program
against the implementation and checks Iif its
behavior matches that stored igueue.hfa
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Black Box Testing

ANot allowed to look under the covers
0; 9 F A g->hda# etc.

AOnly allowed to invoke the interface methods
and observe behaviors

AYour job: try to find bad behaviors
0 compare against apecification
o how would you test a clock? An ATM machine?
- without looking inside

AlIn general testing cannot ensure correctness
0 only a correctness proof can
0 testing may or may not expose a bug
o model checking helps expose bugs
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“u

Which of the following is not a data race?

x:=1|[x:=1
x:=1||x:=2
x=y lly=x

yi=x||z:=x

None of the above

Start the presentation to see live content. For screen share software, share the entire screen. Get help at pollev.com/app




“u

Which of the following is not a data race?

x:=1||x:=1
x=1||x:=2
x=ylly=x
yi=x|z:=x

None of the above

Start the presentation to see live content. For screen share software, share the entire screen. Get help at pollev.com/app

0%

0%

0%

0%

0%




“u

Which of the following is not a data race?

x:=1||x:=1
x=1||x:=2
x=ylly=x
yi=x|z:=x

None of the above

Start the presentation to see live content. For screen share software, share the entire screen. Get help at pollev.com/app

0%

0%

0%

0%

0%




FineGrained
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How important are concurrent queues?

AAnswer:all important

0 any resource that needs scheduling
- CPU run queue
- disk, network, printer waiting queue
- lock waliting queue

O Inter-process communication
- Posixpipes:

Acat file | tr az AZ | grep RVR
0 actor-based concurrency

Ob




How important are concurrent queues?

AAnswer:all important
0 any resource that needs scheduling

- CPU run queue
- disk, network, printer waiting queue
- lock waliting queue
O Inter-process communication
- Posixpipes:
Acat file | tr az AZ | grep RVR
0 actor-based concurrency

OH Good performance is critical!




Concurrent queue v2: 2 locks

O 0o N UL S WIN -

=R R R
A W NES

.head
all
.hdlock
tllock

from synch import Lock, acquire,
from alloc import malloc, free

def Queue() returns empty:
let dummy = malloc({ .value:
empty = { .head: dummy,
-hdlock:

def put(q, v):

let node = malloc({ .value: v,

acquire(?qg->tllock)
atomic_store(?g->tail->ne
g->tail = node
release(?g->tllock)

dummy

l value .value
@ @ None

release, atomic_load, atomic_store

(), .next: None }):

.tail: dummy,

Lock(), .tllock: Lock() }

.next: None }):

xt, node)




Concurrent queue v2: 2 locks

O o ~NOY UL P WIN -

el el
A WNRPROS

dummy

.value .value
e ;

.head
all
.hdlock
tllock

from synch import Lock, acquire, release, atomic_load, atomic_store
from alloc import malloc, free

def Queue() returns empty:
let dummy = malloc({ .value: (), .next: None }):
empty = { .head: dummy, .tail: dummy,
-hdlock: Lock(), .tllock: Lock() *

def put(q, v):
let node = malloc({ .value: v, .next: None }):
acquire(?g->tllock)
atomic_store(?qg->tail->next, node)
g->tail = node
release(?g->tllock)

atomically g->tail->next = node




Concurrent queue v2: 2 locks

16
17
18
19
20
21
22
23
24
25
26
27

def get(q) r
acquire(

dumm
.head y @value

.value
.next None

.hdlock
tllock

eturns next:
?7g->hdlock)

let dummy = gq->head

let node

= atomic_load(?dummy->next):

1f node == None:

next = None
release(?q->hdlock)

else:

hext = node->value
q->head = node
release(?q->hdlock)
free(dummy)




Concurrent queue v2: 2 locks

dummy

l value .value
@ @ None

.head
all
.hdlock
tllock

16 | def get(q) returns next:

17 acquire(?q->hdlock)

18 let dummy = gq->head

19 let node = atomic_load(?dummy->next):

20 i1f node == None: :

1 —zozs B (e No contention for concurrent
22 release(?q->hdlock) €NQUeEUE and dequeue operations!
23 else: C more concurrencg faster
24 next = node->value

25 q->head = node

26 release(?q->hdlock)

27 free(dummy)




Concurrent queue v2: 2 locks

dummy

.value .value
e 3

.head
all
.hdlock
tllock

16 | def get(q) returns next:

17 acquire(?q->hdlock)

18 let dummy = gq->head

19 let node = atomic_load(?dummy->next):

20 i1f node == None: :

21 s B oo No contention for concurrent
22 release(?q->hdlock) €NQUeEUE and dequeue operations!
23 else: C more concurrencg faster
24 next = node->value

25 q->head = node

26 release(?q->hdlock)

27 free(dummy)

Needs to avoid data race on
dummwy nextwhen queue Is empty .



Global vs. Local Locks

AThe twolock queue is an example of a data
structure with finer-grained locking

AA global lock is easy, but limits concurrency

AFine-grained or local locking can improve
concurrency, but tends to be trickier to get right




Sorted Linked List with Lock per Node

1 | from synch import Lock, acquire, release

2 | from alloc import malloc, free

3

4 | def _node(v, n) returns node: # allocate and initialize

5 node = malloc({ .lock: Lock(), .value: v, .next: n })

6

7 | def _find(1lst, v) returns pair:

8 var before = 1lst

9 acquire(?before->lock)

10 ft = bef - t

. var garter = betore -nex A Hborepresented by1, None)
acquire(?after->lock)

12 while after->value < (0, v): A v represented by (O, V)

13 release(?before->lock) A kbrepresented by (1’ None)

14 before = after .

- e e S Note th?_ﬂ! V: ( 1,_None) < _(O, V) < (1, None)

16 acquire(?after->lock) (IeX|cographlcaI Ordermg)

17 pair = (before, after)

18

19 | def SetObject() returns object:

20 object = _node((-1, None), _node((1, None), None)) .



Sorted Linked List with Lock per Node

O oo N U B WN =

N R RRRRRBRRRPRR
S O oo~NOYULL D WMNRES

H .value .value H
P hext — P next — ’ .next; None

from synch import Lock, acquire. release
from alloc import malloc, free

def _node(v, n) returns node: # allocate and initialize
node = malloc({ .lock: Lock(), .value: v, .next: n })

def —ﬁ”s(l“’ "31"?”'"“5 pair: Helper routine to find and lock two
var erore = S .
acquire(zbefore->1ock) consecutlye"nc‘Jdghsleforengdgfter?ugh‘th,at!
var after - before->next before©C DV WA O MW WQO QL Wwa o Q

acquire(?after->lock)

while after->value < (0, v):
release(?before->1lock)
before = after
after = before->next
acquire(?after->lock)

pair = (before, after)

def SetObject() returns object:
object = _node((-1, None), _node((1l, None), None))




Sorted Linked List with Lock per Node

1 | from synch import Lock, acquire, release
2 | from alloc import malloc, free
3
4 | def _node(v, n) returns node: # allocate and initialize
5 node = malloc({ .lock: Lock(), .value: v, .next: n })
6
; e —ﬁ”SCLSt’ "31'"?”"“5 LI Helper routine to find and lock two
var before = 1s :
9 acquire( ?before->1ock) consecutlye"nc‘)dgbseforequgfter§uc3h‘th§t
10 var after = before->next before®© D WA O MW WQO QUL Wa 6 Q
11 acquire(?after->lock)
12 while after->value < (0, v):
13 release(?before->lock) Hand-over hand |0Cking
14 before = after
1 AT w T e (good for data structures
16 acquire(?after->lock) )
17 pair = (before, after) without CyC|eS)
18
19 | def SetObject() returns object:
20 object = _node((-1, None), _node((1l, None), None))




Sorted Linked List with Lock per Node

def insert(lst, v):
let before, after = _find(1lst, v):
if after->value !'= (@, v):
before->next = _node( (@, v), after)
release( ?after->lock)
release( ?before->lock)

def remove(lst, v):
let before, after = _find(lst, v):

1f after->value == (@, v :
before->next = after->next
free(after)

else:
release( ?after->lock)

release( 7before-=lock)

def contains(lst, v) returns present:
let before, after = _find(1lst, v):
present = after->value == (0, v)
release( 7after->lock)
release( ?before->lock)




Sorted Linked List with Lock per Node

def insert(lst, v):
let before, after = _find(1lst, v):
if after->value !'= (@, v):
before->next = _node( (@, v), after)
release(?after->lock)

release(?before->lock) )
Multiple threads can access the

def remove(lst, v): list simultaneously, but they
let before, after = _find(lst, v): c a m\@ettakeone another
1f after->value == (@, v :
before->next = after->next
free(after)
else:

release( 7after-=lock)
release( ?before-=lock)

def contains(lst, v) returns present:
let before, after = _find(1lst, v):
present = after->value == (0, v)
release(?after->lock)
release( ?before->lock)




Conditional
Waiting
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Conditional Waiting

A2 @MK >9J O=AN= KQ@G
wait for one another to avoid multiple
threads In the critical section

ASometimes there are other reasons:
o Wait until gueue is norempty
o Wait until there are no readers (or writer) in
a reader/writer section

Oj
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Reader/writer lock

|dea: allow multiple readonly operations

to execute concurrently

o Still no data races
o In many cases, reads are much more
frequent than writes

C Either:

: thus not:
Amumple readers,or A areader and a writer, nor
Aa Single writer A multiple writers



Reader/Writer Lock Specification

1 | def RWlock() returns lock:

2 lock = { .nreaders: @, .nwriters: @ |
3

4 | def read_acquire(rw):

5 atomically when rw->nwriters ==

(5 rw->nreaders += 1

7

8 | def read_release(rw):

9 atomically rw->nreaders -= 1

10

11 | def write_acquire(rw):

12 atomically when (rw->nreaders == @) and (rw->nwriters == @):
13 rw->nwriters = 1

14

15 | def write_release(rw):

16 atomically rw->nwriters = @




Reader/Writer Lock Specification

1 | def RWlock() returns lock:

2 lock = { .nreaders: @, .nwriters: @ !

3

4 | def read_acquire(rw):

5 atomically when rw->nwriters ==

6 rw->nreaders += 1

7

8 | def read_release(rw):

9 atomically rw->nreaders -= 1

10

11 | def write_acquire(rw):

12 atomically when (rw->nreaders == @) and (rw->nwriters == @):

13 rw->nwriters = 1

14

15 | def write_release(rw):

16 atomically rw->nwriters = @
Invariants:

A if & readers in the R/W critical section, then QMOQGi i
A if & writers in the R/W critical section, thén0 i Q0 @1 i
AEIQOQQAT EVI QO @ il QOQAT it £ 0i QO D) i.



R/W Locks: test for mutual exclusion

1 | import rwlock

2

3 | nreaders = nwriters = 0

4 | invariant ((nreaders >= @) and (nwriters == @)) or

5 ((nreaders == @) and (nwriters == 1))

6

7 | const NOPS = 4

8

9 | rw = rwlock.RWlock()

10

11 | def thread():

12 while choose({ False, True }):

13 if choose({ "read", "write" }) == "read":

14 rwlock.read_acquire(?rw)

15 atomically nreaders += 1 .

16 atomically nreaders -= 1 No writer, one or more CELIES
17 rwlock.read_release(?rw)

18 else: # write

19 rwlock.write_acquire(?rw)

20 atomically nwriters += 1 :
21 atomically nwriters -= 1 one writer, no readers
22 rwlock.write_release(?rw)

23

24 | for i in {1..NOPS}:

25 spawn thread()




CheatingR/W lock implementation

1 | import synch Thelock protectsthe
2 applicationds cri
3 | def RWlock() returns lock:

4 lock = synch.Lock()

5

6 | def read_acquire(rw):

7 synch.acquire(rw)

8

9 | def read_release(rw):

10 synch.release(rw)

11

12 | def write_acquire(rw):

13 synch.acquire(rw)

14

15 | def write_release(rw):

16 synch.release(rw)




CheatingR/W lock implementation

1 | import synch Thelockprotectsthe ) |
2 applicationds cr i
3 | def RWlock() returns lock:
4 lock = synch.Lock()
5
6 | def read_acquire(rw): Allows only one reader to get
. the lock at a time

7 synch.acquire(rw)
g def read. rel . Doesnothave the same

of rederslersellul behavior as the specification
10 AR FElEaRE T A itis missing behaviors
— _ _ A no bad behaviors though
12 | def write_acquire(rw):
13 synch.acquire(rw)
14
15 | def write_release(rw):
16 synch.release(rw)




Busy Walitindmplementation

1 | from synch import Lock, acquire, release
2

3 | def RWlock() returns lock:

4 lock = { .lock: Lock(), .nreaders: @, .nwriters: 0 }
5

6 | def read_acquire(rw):

7 acquire(?rw->lock)

8 while rw->nwriters > 0:

9 release(?rw->lock)

10 acquire(?rw->lock)

11 rw->nreaders += 1

12 release(?rw->1lock)

13

14 | def read_release(rw):

15 acquire(?rw->lock)

16 rw->nreaders -= 1

17 release(?rw->1lock)

18

19 | def write_acquire(rw):

20 acquire(?rw->lock)

21 while rw->nreaders > @ or rw->nwriters > 0:
22 release(?rw->1lock)

23 acquire(?rw->lock)

24 rw->nwriters = 1

25 release(?rw->1lock)

26

27 | def write_release(rw):

28 acquire(?rw->lock)

29 rw->nwriters = 0

30 release(?rw->1lock)




Busy Walitindmplementation

from synch import Lock, acquire, release

O oo ~NO WL B WN B

W NN NN NNNDNNDNRRRRR 22
S WooNOUT A WNEFEFSOSOWOONOULI DD WNRES

def

def

def

def

def

RWlock() returns lock:
lock = { .lock: Lock(),

read_acquire(rw):
acquire(?rw->lock)
while rw->nwriters > 0:
release(?rw->lock)
acquire(?rw->lock)
rw->nreaders += 1
release(?rw->1lock)

read_release(rw):
acquire(?rw->lock)
rw->nreaders -= 1
release(?rw->lock)

write_acquire(rw):
acquire(?rw->lock)

Thelock protectsnreaders
andnwriters, not the
critical section of the
application

.nreaders: @, .nwriters: 0 }

while rw->nreaders > @ or rw->nwriters > 0:

release(?rw->lock)

acquire(?rw->lock)
rw->nwriters = 1
release(?rw->1lock)

write_release(rw):
acquire(?rw->lock)
rw->nwriters = 0

release(?rw->1lock)




Busy Walitindmplementation

1 | from synch import Lock, acquire, release

2

3 | def RWlock() returns lock:

4 lock = { .lock: Lock(), .nreaders: @, .nwriters: 0 }
5

6 | def read_acquire(rw):

7 acquire(?rw->lock)

8 while rw->nwriters > 0:

9 release(?rw->lock)

10 acquire(?rw->lock)

11 rw->nreaders += 1

12 release(?rw->1lock)

13

14 | def read_release(rw):

15 acquire(?rw->lock)

16 rw->nreaders -= 1 141 1+1
17 release(?rw->1lock) \A161|t|r]g3 (3()r1(jltl()r155
18

19 | def write_acquire(rw):

20 acquire(?rw->lock)

21 while rw->nreaders > @ or rw->nwriters > 0:

22 release(?rw->1lock)

23 acquire(?rw->lock)

24 rw->nwriters = 1

25 release(?rw->1lock)

26

27 | def write_release(rw):

28 acquire(?rw->lock)

29 rw->nwriters = 0

30 release(?rw->1lock)




Busy Waitindmplementation

1 | from synch import Lock, acquire, release

2

3 | def RWlock() returns lock:

4 lock = { .lock: Lock(), .nreaders: @, .nwriters: 0 }

5

6 | def read_acquire(rw):

7 acquire(?rw->lock)

8 while rw->nwriters > 0:

9 release(?rw->lock)

10 acquire(?rw->lock)

11 rw->nreaders += 1 )

12 release(?rw->lock) Good: has the same behaviors as
14 | def read_release(rw): the Implementatlon

15 acquire(?rw->lock)

16 rw->nreaders -= 1 . .

17 release(?rw->lock) Bad: process is continuously

= | | scheduled to try to get the lock
19 | def write_acquire(rw): ) ) .

20 acquire(?rw->lock) even | f | t OS NnNot
21 while rw->nreaders > @ or rw->nwriters > 0:

22 release(?rw->lock) _ _
23 acquire(?rw->lock) (Harmony complains about this
24 rw->nwriters = 1

25 release(?rw->1lock) as Wel)

26

27 | def write_release(rw):

28 acquire(?rw->lock)

29 rw->nwriters = 0

30 release(?rw->1lock)



Mesa Condition Variables

AA lock can have one or momndition variables

AA thread that holds the lock but wants to wait
for some condition to hold cariemporarily
release the lock byvaiting on some condition
variable

AAssociate a condition variable with each
aAa09ALAF? : GF<ALAGFA

Aln our case, two waiting conditions:
o0 reader: walit until no writer in the critical section
o writer: wait until no readers nor writers in the.s.



+=K9 I GF<ALAGF

AWhen a thread that holds the lock notice:
that some wailting condition Is satisfied it
should notify the corresponding
condition variable




R/W lock withMesa condition variable

from synch import *

def RWlock() returns lock:
lock = {
.nreaders: @, .nwriters: @, .mutex: Lock(),
.r_cond: Condition(), .w_cond: Condition()

1 1

r cond used by readers to wait awriters==
w_cond used by writers to wait omreaders== 0 ==nwriters

N oy A W N R




R/W Lock, reader part

10
11
12
13
14
15
16
1/
18
19
20
21

def

def

read_acquire(rw):

acquire(?rw->mutex)

while rw->nwriters > 0:
wait(?rw->r_cond, ?rw->mutex)

rw->nreaders += 1

release( ?rw->mutex)

read_release(rw):

acquire(?rw->mutex)

rw->nreaders -= 1

1f rw->nreaders == 0:
notify(?rw->w_cond)

release(?rw->mutex)




R/W Lock, reader part

9 | def read_acquire(rw):

10 gcauire( ?rw->mutex)

11 @ w->nwriters > 0: }similar to
12 wait(?rw->r_cond, ?rw->mutex) busy waiting
13 rw->nreaders += 1

14 release( ?rw->mutex)

15

16 | def read_release(rw):

17 acquire(?rw->mutex)

18 rw->nreaders -= 1

19 1f rw->nreaders == 0:

20 notify(?rw->w_cond)

21 release(?rw->mutex)




R/W Lock, reader part

9 | def read_acquire(rw):

10 gcauire( ?rw->mutex)

11 @ w->nwriters > 0: }similar to

12 wait(?rw->r_cond, ?rw->mutex) busy waiting
13 rw->nreaders += 1

14 release( ?rw->mutex)

15

16 | def read_release(rw):

17 acquire(?rw->mutex)

18 rw->nreaders -= 1

19 1f rw->nreaders == 0: _

20 notify(?rw->w_cond) } but need this
21 release(?rw->mutex)




R/W Lock, reader part

9 | def read_acquire(rw):
10 gcauire( ?rw->mutex)

11 @ w->nwriters > 0: }similar to

12 wai ->r_cond, ?rw->mutex) busy waiting
13 rw->nreade

14 relea _

15 A Always use while

LRI A Never just if (or nothing)

17 oMy, A wait without while is

18 rw->n call ed a nnak

19 1f rw-> :
20 notify(?rw->w_cond)
21 release(?rw->mutex)

but need this




R/W Lock, reader part

def

def

busy waliting

read_acquire(rw):
acquire(?rw->lock)

while rw->nwriters > 0:

release(?rw->1lock)

acquire(?rw->1lock)
rw->nreaders += 1
release(?rw->1lock)

read_release(rw):
acquire(?rw->lock)
rw->nreaders -= 1
release(?rw->1lock)

VS

def

def

condition variables

read_acquire(rw):

acquire(?rw->mutex)

while rw->nwriters > 0:
wait(?rw->r_cond, ?rw->mutex)

rw->nreaders += 1

release( ?rw->mutex)

read_release(rw):

acquire(?rw->mutex)

rw->nreaders -= 1

1f rw->nreaders ==
notify(?rw->w_cond)

release( ?rw->mutex)




R/W Lock, reader part

def

aeguire( ?rw->lock)
w—>nwr'iter'5 > 0:

def

busy waliting

read_acquire(rw):

release(?rw->1lock)

acquire(?rw->1lock)
rw->nreaders += 1
release(?rw->1lock)

read_release(rw):
acquire(?rw->lock)
rw->nreaders -= 1
release(?rw->1lock)

VS

def

condition variables

read_acquire(rw):

aegeire 7rw->mutex)
@ ->nwriters > 0:
Nait(?rw->r_cond, ?rw->mutex)

def

rw->nreaders += 1
release( ?rw->mutex)

read_release(rw):

acquire(?rw->mutex)

rw->nreaders -= 1

1f rw->nreaders ==
notify(?rw->w_cond)

release( ?rw->mutex)




R/W Lock, writer part

23 | def write_acquire(rw):

24 acguire(?rw->mutex)

25 rw—}nreaders > @ or rw->nwriters > 0:
26 wait(?rw->w_cond, ?rw->mutex)

27 rw->nwriters = 1

28 release( ?rw->mutex)

29

30 | def write_release(rw):

31 acquire(?rw->mutex)

32 rw->nwriters = @

33 notify_all(?rw->r_cond) ~

34 notifﬁ(?rw—}w_cond) }d o e forge:
35 release( ?rw->mutex)




Condition Variable interface

Await (cv, locR
o may only be called while holdingpck
o temporarily releasedock

- but re-acquires it before resuming
o if cvnot notified, may block indefinitely

- ML O9ALOO6 E9Q J=KME= AGF A
Anotify (cv)
0 no-op If nobody is waliting ortv
0 otherwise wakes up at least one thread waiting om
Anotify_all (cv)
o wakes up all threads currently waiting ocv



Busy Waiting or?

def

def

def

def

def

test_and_set(s) returns oldvalue:
atomically:

oldvalue = !s

Is = True
atomic_store(p, v):

atomically !p = v

Lock() returns initvalue:
initvalue = False

acquire(lk):
while test_and_set(1lk):
pass

release(lk):
atomic_store(lk, False)

def read_acquire(rw):
acquire(?rw->lock)
while rw->nwriters > 0:
release(?rw->lock)
acquire(?rw->lock)
rw->nreaders += 1
release(?rw->lock)

def read_release(rw):
acquire(?rw->lock)
rw->nreaders -= 1
release(?rw->lock)




Busy Waiting or?

def test_and_set(s) returns oldvalue:

atomically:
oldvalue = !s def read_acquire(rw):
Is = True acquire(?rw->lock)

while rw->nwriters > 0:
release(?rw->lock)
acquire(?rw->lock)

rw->nreaders += 1

release(?rw->lock)

def atomic_store(p, v):
atomically !p = v

def Lock() returns initvalue:
initvalue = False

def acquire(lk): def read_release(rw):
while test_and_set(1lk) acquire(?rw->lock)
pass rw->nreaders -= 1

release(?rw->lock)
def release(lk):

atomic_store(lk, False)




Busy Waiting or?

def test_and_set(s) returns oldvalue:

atomically:
oldvalue = !s def read_acquire(rw):
Is = True acquire(?rw->lock)

while rw->nwriters > 0:
release(?rw->lock)
acquire(?rw->lock)

rw->nreaders += 1

release(?rw->lock)

def atomic_store(p, v):
atomically !p = v

def Lock() returns initvalue:
initvalue = False

def acquire(lk): def read_release(rw):
while test_and_set(1lk) acquire(?rw->lock)
pass rw->nreaders -= 1

release(?rw->lock)
def release(lk):

atomic_store(lk, False)

State unchanged while condition does State conditionally changes while condition doe
not hol d. Thi s t hmnothald Thisthread adtively shanges¢he siate
the state until condition holds until the condition hold



Busy Waiting or?

def test_and_set(s) returns oldvalue:
atomically:
oldvalue = !s def read_acquire(rw):
s = True acquire(?rw->lock)
while rw->nwriters > @:
def atom?c_store(p, V): release( ?rw->1lock)
SEued L 2 Y acquire(?rw->lock)
def Lock() returns initvalue: RIS Gl (@) = @%
initvalue = False release(?rw->1 C@
def acquire(lk): def read_re eﬁ"ﬂ):
while test_and_set(lk) ac 7rw->lock)

def

pass ers -= 1
release(?rw->lock)
release(lk):

atomic_store(lk, False)

State unchanged while condition does State conditionally changes while condition doe
not hol d. Thi s t hmnothald Thisthread adtively shanges¢he siate
the state until condition holds until the condition hold



Why Is busy waiting bad?

A Consider a timesharing setting

A Threads T1 and T2 take turns on the CPU
o switch every 100 milliseconds

A Suppose T1 has a write lock and is running
A Now suppose a clock interrupt occurs, T2 starts running and
tries to acquire a read lock
A Non-busy-waiting acquisition:
0 T2 is put on a waiting queue and T1 resumes immediately an
runs until T1 releases the write lock
- which puts T2 back on the run queue
A Busywaiting acquisition:
0 T2 keeps running (wasting CPU) until the next clock interrupt
o T1 and T2 switch back and forth every 18@ until T1 releases

the write lock



Busy Waiting vs Condition Variables

Busy Waiting Condition Variables

Use a lock and a loop

Easy to write the code
Easy to understand the code
Progress property is easy

Ok-ish for true multi-core, but bad
for virtual threads

Use a lock and a collection of
condition variables and a loop

Notifying is tricky
Easy to understand the code

Progress requires careful
consideration (both for correctness
and efficiency)

Good for both multi-core and
virtual threading




Just Say No to Busy Waiting




Why no naked waits? (reason 1)

A naked walis a wait() withoutwhile around it

By the time waiter gets the lock back,

condition may no longer hold
o E.g., given three threads: W1, R2, W3
o W1 enters as a writer
0 R2 walts as a reader
o W1 leaves, notifying R2
o W3 enters as a writer
0 R2 wakes up
-''> 0l <G=KFAL : @=:C
would both be In the critical section




Why no naked walits? (reason 2)

AWnhen notifying, be safe rather than sorry
OALAK :=LL=J LG FGLA:
too few
0 In case of doubt, usaotify_all() instead of
just notify()

AOvernotifying can lead to some threads
waking up when their condition is no
longer satisfied



Why no naked waitst€ason 3)

ABecause yowshould usewhile around wait,
many condition variable implementations allow

aKHMJAGMK 0O9C=MHKA

o walit() resumes even though condition variable was
not notified
o simplifies implementation of wait()




Just Say No to Naked Walits




Hints for reducing unneeded wakeup:

AUse separate condition variables for eacl
waiting condition

A" GF A Inotifiyl KllFwhen notify suffices
0 but be safe rather than sorry

AYou can use N calls twtify if you know
at most N nodes can continue after a
walting condition holds
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R/W Lock suffers from starvation

Timelime:

0 Reader 1 enters critical section

o Writer wants to enter critical section
0 Reader 2 enters critical section

0 Reade
0 Reade
0 Reade

Of

1 leaves critical section
r 3 enters critical section

r 2 leaves critical section




PlainLock suffers from starvation

Timelime:

0 Thread 1 enters critical section

o Thread 2 wants to enter critical section
o Thread 1 leaves critical section

o Thread 3 enter critical section

o0 Thread 3 leaves critical section

Oj




PlainLock suffers from starvation

Timelime:

0 Thread 1 enters critical section

o Thread 2 wants to enter critical section
o Thread 1 leaves critical section

o Thread 1 enter critical section

o Thread 1 leaves critical section

Oj




Difference between these scenarios

AR/W lock starvation can happen even if
L @= K; @=<MD=J AK a

APlain lock starvation should not happen
with a scheduler that gives each thread &
share of the available CPU time




Starvation with Critical Sections

AA liveness condition where some thread
never gets to enter a critical section ever
though there exists a schedule where the
thread can enter the critical section

Aln the R/W lock example, the scheduler
could delay readers trying to enter the
critical section If a writer Is already
waliting



Two Approaches

AChange the scheduler
o Hard to do without knowing what the
application needs
AFix the synchronization code
o Which would then work for any scheduler




Starvation-Free R/\W lock

1 | from synch import *

2

3 | def RWlock() returns lock:

4 lock = {

5 .nreaders: @, .nwriters: @, .mutex: Lock(),
6 .r_waiting: @, .r_cleared: @, .w_waiting: @, .w_cleared: 0,
14 .r_cond: Condition(), .w_cond: Condition()
8 }

9

10 | def read_acquire(rw):

11 acquire(?rw->mutex)

12 1f (rw->nwriters == @) and (rw->w_waiting == 0):
13 assert rw->r_waiting == 0

14 rw->nreaders += 1

15 else:

16 rw->r_waiting += 1

17 while rw->r_cleared == 0:

18 wait(?rw->r_cond, ?rw->mutex)

19 rw->r_cleared -= 1

20 assert rw->nreaders > 0

21 assert rw->nwriters == 0

22 release(?rw->mutex)




Starvation-Free R/\W lock

1 | def write_acquire(rw):

2 acquire(?rw->mutex)

3 1f (rw->nreaders == @) and (rw->nwriters == 0):
4 assert rw->r_waiting == rw->w_waiting ==
5 rw->nwriters = 1

6 else:

7 rw->w_waiting += 1

8 while rw->w_cleared ==

9 wait(?rw->w_cond, ?rw->mutex)

10 rw->w_cleared = 0

11 assert rw->nreaders == 0

12 assert rw->nwriters == 1

13 release( ?rw->mutex)




Starvation-Free R/\W lock

15 | def write_release(rw):

16 acquire(?rw->mutex)

17 assert rw->nreaders == 0

18 assert rw->nwriters == 1

19 1f rw->r_waiting > 0:

20 rw->nwriters = 0

21 rw->r_cleared = rw->nreaders = rw->r_waiting
22 rw->r_waiting = 0

23 notify_all(?rw->r_cond)
24 elif rw->w_waiting > 0:

25 rw->w_waiting -= 1

26 rw->W_cleared = 1

27 notify(?rw->w_cond)

28 else:

29 rw->nwriters = 0

30 release( ?rw->mutex)




Starvation-Free R/\W lock

24 | def read_release(rw):

25 acquire(?rw->mutex)

26 assert rw->nreaders > 0

27 assert rw->nwriters == 0

28 rw->nreaders -= 1

29 i1f (rw->nreaders == @) and (rw->w_waiting > 0):
30 rw->w_cleared = rw->nwriters = 1

31 rw->w_waiting -= 1

32 notify(?rw->w_cond)

33 release(?rw->mutex)

Note: under contention readers and writers alternate
But: readers can still starve other readers and writers can still
starve other writers if the scheduler is not fair
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Deadlock example

1 | from synch import Lock, acquire, release

2

3 | def Account(balance) returns account:

4 account = { .lock: Lock(), .balance: balance }
5

6 | accounts = | Account(3), Account(7), Account(@) |
14

8 | def transfer(al, a2, amount):

9 acquire(?accounts|al.lock) What COUId go WI’Oﬂg
10 1f amount <= accounts|al]|.balance:

11 accounts|al|.balance -= amount

12 acquire(?accounts| a2 .lock)

13 accounts|aZ | .balance += amount

14 release(?accounts|az2 | .lock)

15 release(?accounts|al|.lock)

16

17 | spawn transfer(@, 1, 1)

18 | spawn transfer(l, 0, 2)




Harmony output

Summary: some execution cannot terminate
A Schedulethread TOinit()
Line 6: Set accounts to [ { "balance": 3, "lock": False }, { "balance": 7, "lock": False } ]
A Schedulethread T1: transfer(0, 1, 1)
Line synch/36: Set accounts[O]["lock"] to True (was False)
Line 11: Set accounts[O]['balance"] to 2 (was 3)
Preempted in transfer(0, 1,-t» acquire(?accounts[1]["lock"])
A Schedulethread T2: transfer(1, 0, 2)
Line synch/36: Set accounts[1]["lock"] to True (was False)
Line 11: Set accounts[1]['balance"] to 5 (was 7)
Preempted in transfer(1, 0,2 acquire(?accounts[O]["lock"])
Final state (all threads have terminated or are blocked)
Threads:
T1: (blocked transfer(0, 1, 1)-> acquire(?accounts[1]["lock"])
T2: (blocked transfer(1, 0, 2)-> acquire(?accounts[0]["lock"])
Variables:
accounts: [ { "balance": 2, "lock": True }, { "balance": 5, "lock": True } ]




Harmony HTML Output

Issue: Non-terminating state Shared Variables
Turn Thread Instructions Executed PC accounts
R
1 TO: __init__() o - 1309|[ { "balance": 3, "lock": False }, { "balance": 7, "lock": False } ]
terminated

2 [T1: transfer(0, 1, 1) 949 |[ { "balance": 2, "lock": True }, { "balance": 7, "lock": False } ]

about to execute in synch:35: atomically when not !binsema:

3 [T2: transfer(1, 0, 2) 949 | [ { "balance": 2, "lock": True }, { "balance": 5, "lock": True } ]

about to execute in synch:35: atomically when not !binsema:

synch:34 def acquire(binsema):

934 [LoadVar binsema Threads
935 |Del Var binsema ID Stzftus Stack Trace Stack Top
936 |Load TO[terminated |
937 |Store Var result al: 0,a2: 1, amount: 1
T1| blocked : :
938 [ReturnOp(result) acquire(?accounts[1]["lock"])binsema: ?accounts[1]["lock"]
939 |Jump 1214 T2| blocked : : i a.1: 1, a2: 0, amount: 2 : :
940 [Frame held(binsema) acquire(?accounts[0]["lock"])binsema: ?accounts[0]["lock"]

224



Deadlock vs Starvation

AStarvation: some processes can run in
theory, but theschedulercontinually
selects other processes to run first. Tied
to fairnessin scheduling.

ADeadlock no process can run because a
are waiting for another process to
change the state. Thecheduler; 9 F A L
help you now.



Deadlock vd.ivelock

ALivelock some processes continually
, @9 F?= L@=AJ KL9L=
progress (like polite people trying to pass
one another in a narrow hallway). The
schedulercould fix this in theory.
ADeadlock no process can run because a
are waiting for another process to
change the state. Thecheduler; 9 F A L
help you now.
26



System Model

A Collection ofresourcesand threads

o0 Examples of resources: I/O devices, GPUs, locks, buffers, sla
AF 9 : M>>=J1J1 H

A Exclusive access
o Only one thread can use a resource at a time
o Protocol:
1. Threadacquiresresource
A thread is blocked until resource is free
2. Threadholdsthe resource
A resource is allocated (not free) at this time
3. Threadreleasesthe resource




Necessary Conditions for Deadlock
Edward Coffman 197:

1. Mutual Exclusion
0 acquire() can block invoker until resource is free

2. Hold & walit

0 A thread can be blocked while holding resources

3. No preemption
0 Allocated resources cannot be reclaimed

4. Circular walt
0 LetT; A T;denotedljwaits forhlL G J =D=9 K=

o Thenm2 /1 g:TA T,AyATAT

9



Example: Mutual Exclusion

1 | from synch import Lock, acquire, release

2

3 | def Account(balance) returns account:

4 account = | .lock: Lock(), .balance: balance }

5

6 | accounts = [ Account(3), Account(7), Account(@) ]

14

8 | def transfer(al, a2, amount): y

9 acquire(?accounts|all.lock) Mutual exclusion
10 1f amount <= accounts|al]|.balance:

11 accounts|al|.balance -= amount y

12 acquire(?accounts|/a2].lock)
13 accounts|aZ | .balance += amount

14 release(?accounts|aZ|.lock)

15 release( ?accounts|al].lock)

16

17 | spawn transfer(@, 1, 1)

18 | spawn transfer(l, 0, 2)



Example: Hold & Walit

1 | from synch import Lock, acquire, release

2

3 | def Account(balance) returns account:

4 account = | .lock: Lock(), .balance: balance }

5

6 | accounts = [ Account(3), Account(7), Account(@) ]

14

8 | def transfer(al, a2, amount):

9 acquire(?accounts|al.lock) y

10 1f amount <= accounts|al]|.balance:
11 accounts|al|.balance -= amount y

12 acquire(?accounts|/a2].lock)
13 accounts|aZ | .balance += amount

14 release(?accounts|aZ|.lock)

15 release( ?accounts|al].lock)

16

17 | spawn transfer(@, 1, 1)

18 | spawn transfer(l, 0, 2)



Example: No Preemption

1 | from synch import Lock, acquire, release

2

3 | def Account(balance) returns account:

4 account = | .lock: Lock(), .balance: balance }
5

6 | accounts = [ Account(3), Account(7), Account(@) ]
14

8 | def transfer(al, a2, amount):

9 acquire(?accounts|al.lock)

10 1f amount <= accounts|al]|.balance:

11 accounts|al|.balance -= amount

12 acquire(?accounts| a2 .lock)

13 accounts|aZ | .balance += amount

14 release(?accounts|aZ|.lock)

15 release(?accounts/al].lock) Only holder can release lock
16

17 | spawn transfer(@, 1, 1)

18 | spawn transfer(l, 0, 2)



Example: Circular Walt

1 | from synch import Lock, acquire, release

2

3 | def Account(balance) returns account:

4 account = | .lock: Lock(), .balance: balance }
5

6 | accounts = | Account(3), Account(7), Account(@) |
14

8 | def transfer(al, a2, amount):

9 acquire(?accounts|al.lock)

10 1f amount <= accounts|al]|.balance:

11 accounts|al|.balance -= amount

12 acquire(?accounts| a2 .lock)

13 accounts|aZ | .balance += amount

14 release(?accounts|aZ|.lock)

15 release( ?accounts|al].lock)

16

17 | spawn transfer(@, 1, 1) - - —
18 | spawn transfer(l, @, 2) Circular wait conditions




Three ways to deal with deadlock

Prevention Programmerensures that at least
one of the necessary conditions cannot hold

Avoidance 