
Memory Management
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Abstraction 

is our Business

What I have

A single (or a finite number) of CPUs

Many programs I would like to run 


What I want

Each program has full control of one or more 
CPUs

: a Thread
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Abstraction 

is our Business

What I have

A certain amount of physical memory

Multiple programs I would like to run


together, they may need more than the available physical memory


What I want

Each program has as much memory as the machine’s 
architecture will allow to name

All for itself
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: an Address Space

Address Space
Set of all names used to identify and 
manipulate unique instances of a given resource


memory locations (determined by the size of the 
machine’s word)


for 32-bit-register machine, the address space 
goes from 0x00000000 to 0xFFFFFFFF


phone numbers (XXX) (YYY-YYYY)


colors: R (8 bits) + G (8 bits) + B (8 bits)
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Virtual Address Space:

An Abstraction for Memory

Virtual addresses start at 0


Heap and stack can be placed far 
away from each other, so they can 
nicely grow


Addresses are all contiguous


Size is independent of physical 
memory on the machine

0

64KB

63KB
Stack

Program Code

Heap

free
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Physical Address Space:

How memory may actually look

Processes loaded in memory at some 
memory location


virtual address 0 is not loaded at 
physical address 0


Multiple processes may be loaded in 
memory at the same time, and yet…


…physical memory may be too small 
to hold even a single virtual address 
space in its entirety


64-bit registers, anyone?

0

512K

OS
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II. Memory Isolation

Implement a function mapping                          

a486d9

5e3a07

Virtual Physical

Advantages:

isolation

relocation

data sharing

multiplexing


⟨pid, virtual address⟩ physical address

pi

Step 2: Address Translation

into

Isolation
At all times, functions used by different processes 
map to disjoint ranges — aka “Stay in your room!”

pi

pj



Relocation

The range of the function used by a process 
can change over time

pi

Relocation

The range of the function used by a process 
can change over time — “Move to a new room!”

pi

Data Sharing
Map different virtual addresses of distinct 
processes to the same physical address — 
“Share the kitchen!”

pi

pj
5e3a07

04d26a

119af3

Multiplexing
Create illusion of almost infinite memory by 
changing domain (set of virtual addresses) that 
maps to a given range of physical addresses — 
ever lived in a studio?

pi



Multiplexing

The domain (set of virtual addresses) that map 
to a given range of physical addresses can 
change over time

pi

Multiplexing

The domain (set of virtual addresses) that map 
to a given range of physical addresses can 
change over time

pi

Multiplexing

The domain (set of virtual addresses) that map 
to a given range of physical addresses can 
change over time

pi

Multiplexing

The domain (set of virtual addresses) that map 
to a given range of physical addresses can 
change over time

pi



More Multiplexing

At different times, different processes can map 
part of their virtual address space into the      
  same physical memory — change tenants!


pi

pj

More Multiplexing

pi

pj

At different times, different processes can map 
part of their virtual address space into the      
  same physical memory — change tenants!

Contiguity

Contiguous virtual addresses need not map to 
contiguous physical addresses

pi
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Contiguity

Contiguous virtual addresses need not map to 
contiguous physical addresses

pi
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The Identity Mapping 
Map each virtual address onto the 
identical physical address


Virtual and physical address spaces 
have the same size

Run a single program at a time


OS can be a simple library

very early computers


Friendly amendment:  leave some of 
the physical address space for the OS


Use loader to relocate process

early PCs

0

16KB

Max

OS

Heap

Stack

free
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More sophisticated 
address translation

How to perform the mapping efficiently?

So that it can be represented concisely?

So that it can be computed quickly?

So that it makes efficient use of the limited 
physical memory?

So that multiple processes coexist in physical 
memory while guaranteeing isolation?

So that it decouples the size of the virtual and 
physical addresses?
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Ask hardware for help!

Base & Bound 
Goal: allow multiple processes to coexist in 
memory while guaranteeing isolation

Needed hardware


two registers: Base and Bound (a.k.a. Limit)

Stored in the PCB


Mapping

pa = va + Base


as long as 0 ≤ va ≤ Bound

On context switch, change B&B (privileged instruction)
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On Base & Bound
Contiguous Allocation


contiguous virtual addresses are mapped to 
contiguous physical addresses


But mapping entire address space to physical 
memory


is wasteful

lots of free space between heap and stack…

makes sharing hard


does not work if the address space is larger 
than physical memory


think 64-bit registers…
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E Pluribus Unum

Address spaces have structure!


An address space comprises 
multiple segments


contiguous sets of virtual 
addresses, logically connected


heap, code, stack, (and also 
globals, libraries…)


each segment can be of a 
different size

0

64KB

63KB
Stack

Program Code

Heap

free

1

2
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Segmentation: 
Generalizing Base & Bound

Base & Bound registers to 
each segment


each segment is 
independently mapped to a 
set of contiguous addresses 
in physical memory


no need to map unused 
virtual addresses

Segment Base Bound

Code 32K 2K

Heap 34K 3K

Stack 28K 3K

Program Code32KB
34KB

Heap
37KB

(not to scale)

free

free

28KB
Stack

31KB

64KB

0KB
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Segmentation 
Goal: Supporting large address spaces (while 
allowing multiple processes to coexist in memory) 

Needed hardware


two registers (Base and Bound) per segment

Stored in the PCB


a segment table, stored in memory, at an address 
pointed to by a Segment Table Register (STBR)


STBR stored in the PCB
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Segmentation: Mapping

How do we map a virtual address to the 
appropriate segment? 


Read VA as having two components

s most significant bits identify the segment


at most    segments

o remaining bits identify offset within segment


each segment’s size can be at most    bytes
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Segmentation: Mapping

How do we map a virtual address to the 
appropriate segment? 


Read VA as having two components

s most significant bits identify the segment


at most    segments

o remaining bits identify offset within segment


each segment’s size can be at most    bytes
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2o
<latexit sha1_base64="8b4rcXADSxAp7U1S36s3GyeVylk=">AAAB33icdVDLTgIxFL2DL8QX6tJNIzFxNZkB4mMliRuXGB0hASSd0oGGTjtpOyaEsHejcaVh5+f4C36Gf2ABXeDjJDc5Oefc9J6GCWfaeN67k1lYXFpeya7m1tY3Nrfy2zs3WqaK0IBILlU9xJpyJmhgmOG0niiK45DTWtg/n/i1O6o0k+LaDBLainFXsIgRbKx0VbyV7XzBd70p0P+kcPYxHr8CQLWdf2t2JEljKgzhWOuG7yWmNcTKMMLpKNdMNU0w6eMuHU4PHKEDK3VQJJUdYdBUncvhWOtBHNpkjE1P//Qm4l9eIzXRSWvIRJIaKsjsoSjlyEg0aYs6TFFi+MASTBSzFyLSwwoTY/8kZ6t7bumo7Jc89Jt8Vw+K7qnrX/qFShlmyMIe7MMh+HAMFbiAKgRAoAsP8AwvTujcO4/O0yyacb52dmEOzvgTYiKMOg==</latexit><latexit sha1_base64="7CDl3lk0ox3PaUNi2fAf3IafrQs=">AAAB33icdVDLTgIxFL2DL8TXqEs3jcTE1WQGiI+VJG5cYnSEBJB0SgcaOtNJ2zEhhL0bjSsNfpG/4Gf4B3ZAF/g4yU1Ozjk3vadBwpnSrvtu5RYWl5ZX8quFtfWNzS17e+dGiVQS6hPBhWwEWFHOYuprpjltJJLiKOC0HgzOM79+R6ViIr7Ww4S2I9yLWcgI1ka6Kt2Kjl30HHcK9D8pnn1MMrzWOvZbqytIGtFYE46VanpuotsjLDUjnI4LrVTRBJMB7tHR9MAxOjBSF4VCmok1mqpzORwpNYwCk4yw7qufXib+5TVTHZ60RyxOUk1jMnsoTDnSAmVtUZdJSjQfGoKJZOZCRPpYYqLNnxRMddcpH1W8sot+k+/qfsk5dbxLr1itwAx52IN9OAQPjqEKF1ADHwj04AGe4cUKrHvr0XqaRXPW184uzMGafAKr6I3/</latexit><latexit sha1_base64="7CDl3lk0ox3PaUNi2fAf3IafrQs=">AAAB33icdVDLTgIxFL2DL8TXqEs3jcTE1WQGiI+VJG5cYnSEBJB0SgcaOtNJ2zEhhL0bjSsNfpG/4Gf4B3ZAF/g4yU1Ozjk3vadBwpnSrvtu5RYWl5ZX8quFtfWNzS17e+dGiVQS6hPBhWwEWFHOYuprpjltJJLiKOC0HgzOM79+R6ViIr7Ww4S2I9yLWcgI1ka6Kt2Kjl30HHcK9D8pnn1MMrzWOvZbqytIGtFYE46VanpuotsjLDUjnI4LrVTRBJMB7tHR9MAxOjBSF4VCmok1mqpzORwpNYwCk4yw7qufXib+5TVTHZ60RyxOUk1jMnsoTDnSAmVtUZdJSjQfGoKJZOZCRPpYYqLNnxRMddcpH1W8sot+k+/qfsk5dbxLr1itwAx52IN9OAQPjqEKF1ADHwj04AGe4cUKrHvr0XqaRXPW184uzMGafAKr6I3/</latexit><latexit sha1_base64="7CDl3lk0ox3PaUNi2fAf3IafrQs=">AAAB33icdVDLTgIxFL2DL8TXqEs3jcTE1WQGiI+VJG5cYnSEBJB0SgcaOtNJ2zEhhL0bjSsNfpG/4Gf4B3ZAF/g4yU1Ozjk3vadBwpnSrvtu5RYWl5ZX8quFtfWNzS17e+dGiVQS6hPBhWwEWFHOYuprpjltJJLiKOC0HgzOM79+R6ViIr7Ww4S2I9yLWcgI1ka6Kt2Kjl30HHcK9D8pnn1MMrzWOvZbqytIGtFYE46VanpuotsjLDUjnI4LrVTRBJMB7tHR9MAxOjBSF4VCmok1mqpzORwpNYwCk4yw7qufXib+5TVTHZ60RyxOUk1jMnsoTDnSAmVtUZdJSjQfGoKJZOZCRPpYYqLNnxRMddcpH1W8sot+k+/qfsk5dbxLr1itwAx52IN9OAQPjqEKF1ADHwj04AGe4cUKrHvr0XqaRXPW184uzMGafAKr6I3/</latexit><latexit sha1_base64="7CDl3lk0ox3PaUNi2fAf3IafrQs=">AAAB33icdVDLTgIxFL2DL8TXqEs3jcTE1WQGiI+VJG5cYnSEBJB0SgcaOtNJ2zEhhL0bjSsNfpG/4Gf4B3ZAF/g4yU1Ozjk3vadBwpnSrvtu5RYWl5ZX8quFtfWNzS17e+dGiVQS6hPBhWwEWFHOYuprpjltJJLiKOC0HgzOM79+R6ViIr7Ww4S2I9yLWcgI1ka6Kt2Kjl30HHcK9D8pnn1MMrzWOvZbqytIGtFYE46VanpuotsjLDUjnI4LrVTRBJMB7tHR9MAxOjBSF4VCmok1mqpzORwpNYwCk4yw7qufXib+5TVTHZ60RyxOUk1jMnsoTDnSAmVtUZdJSjQfGoKJZOZCRPpYYqLNnxRMddcpH1W8sot+k+/qfsk5dbxLr1itwAx52IN9OAQPjqEKF1ADHwj04AGe4cUKrHvr0XqaRXPW184uzMGafAKr6I3/</latexit><latexit sha1_base64="AYLnoQ6NI9t0abUwja9oG80Pfsw=">AAAB33icdVDLSgMxFL1TX7W+qi7dBIvgaphpi49dwY3Lio4ttLVk0kwbmpkMyR2hlO7dKK4U/8hf8G9MHy58HQgczjnh3nPDVAqDnvfh5JaWV1bX8uuFjc2t7Z3i7t6tUZlmPGBKKt0MqeFSJDxAgZI3U81pHEreCIcXU79xz7URKrnBUco7Me0nIhKMopWuy3eqWyz5rjcD+Z+UYIF6t/je7imWxTxBJqkxLd9LsTOmGgWTfFJoZ4anlA1pn49nC07IkZV6JFLavgTJTP2Wo7Exozi0yZjiwPz0puJfXivD6KwzFkmaIU/YfFCUSYKKTNuSntCcoRxZQpkWdkPCBlRThvYmBVvdcysnVb/ikd/kq3pQds9d/8ov1aqLG+ThAA7hGHw4hRpcQh0CYNCHR3iBVyd0Hpwn53kezTmLP/vwDc7bJ3KyiTg=</latexit>}k = s+o bits}

s bits 34

Segmentation: Mapping

How do we map a virtual address to the 
appropriate segment? 


Read VA as having two components

s most significant bits identify the segment


at most    segments

o remaining bits identify offset within segment


each segment’s size can be at most    bytes

2s
<latexit sha1_base64="ZbW+3PZ6Y3cfO4cpmqEYEH3k3r0=">AAAB33icdVDJTgJBFHyDG+KGevTSkZh4mswAcTlJ4sUjRkdIAElP0wMdepZ0vzEhhLsXjScNNz/HX/Az/AMb0AMulbykUlUv/ar9RAqNjvNuZRYWl5ZXsqu5tfWNza389s6NjlPFuMdiGau6TzWXIuIeCpS8nihOQ1/ymt8/n/i1O660iKNrHCS8FdJuJALBKBrpqnir2/mCaztTkP9J4exjPH4FgGo7/9bsxCwNeYRMUq0brpNga0gVCib5KNdMNU8o69MuH04PHJEDI3VIECszEZKpOpejodaD0DfJkGJP//Qm4l9eI8XgpDUUUZIij9jsoSCVBGMyaUs6QnGGcmAIZUqYCwnrUUUZmj/JmeqOXToquyWH/Cbf1b2ifWq7l26hUoYZsrAH+3AILhxDBS6gCh4w6MIDPMOL5Vv31qP1NItmrK+dXZiDNf4EaAaMPg==</latexit><latexit sha1_base64="xEDCEbbNCoanqm3j/1IaGzwh75c=">AAAB33icdVDJTgJBFHyDG+KGevTSkZh4mswAcTlJ4sUjRkdIAElP0wMdepZ0vzEhhLsXjScNfpG/4Gf4BzagB1wqeUmlql76VfuJFBod593KLCwuLa9kV3Nr6xubW/ntnRsdp4pxj8UyVnWfai5FxD0UKHk9UZyGvuQ1v38+8Wt3XGkRR9c4SHgrpN1IBIJRNNJV8Va38wXXdqYg/5PC2cd4gtdqO//W7MQsDXmETFKtG66TYGtIFQom+SjXTDVPKOvTLh9ODxyRAyN1SBArMxGSqTqXo6HWg9A3yZBiT//0JuJfXiPF4KQ1FFGSIo/Y7KEglQRjMmlLOkJxhnJgCGVKmAsJ61FFGZo/yZnqjl06Krslh/wm39W9on1qu5duoVKGGbKwB/twCC4cQwUuoAoeMOjCAzzDi+Vb99aj9TSLZqyvnV2YgzX+BLHMjgM=</latexit><latexit sha1_base64="xEDCEbbNCoanqm3j/1IaGzwh75c=">AAAB33icdVDJTgJBFHyDG+KGevTSkZh4mswAcTlJ4sUjRkdIAElP0wMdepZ0vzEhhLsXjScNfpG/4Gf4BzagB1wqeUmlql76VfuJFBod593KLCwuLa9kV3Nr6xubW/ntnRsdp4pxj8UyVnWfai5FxD0UKHk9UZyGvuQ1v38+8Wt3XGkRR9c4SHgrpN1IBIJRNNJV8Va38wXXdqYg/5PC2cd4gtdqO//W7MQsDXmETFKtG66TYGtIFQom+SjXTDVPKOvTLh9ODxyRAyN1SBArMxGSqTqXo6HWg9A3yZBiT//0JuJfXiPF4KQ1FFGSIo/Y7KEglQRjMmlLOkJxhnJgCGVKmAsJ61FFGZo/yZnqjl06Krslh/wm39W9on1qu5duoVKGGbKwB/twCC4cQwUuoAoeMOjCAzzDi+Vb99aj9TSLZqyvnV2YgzX+BLHMjgM=</latexit><latexit sha1_base64="xEDCEbbNCoanqm3j/1IaGzwh75c=">AAAB33icdVDJTgJBFHyDG+KGevTSkZh4mswAcTlJ4sUjRkdIAElP0wMdepZ0vzEhhLsXjScNfpG/4Gf4BzagB1wqeUmlql76VfuJFBod593KLCwuLa9kV3Nr6xubW/ntnRsdp4pxj8UyVnWfai5FxD0UKHk9UZyGvuQ1v38+8Wt3XGkRR9c4SHgrpN1IBIJRNNJV8Va38wXXdqYg/5PC2cd4gtdqO//W7MQsDXmETFKtG66TYGtIFQom+SjXTDVPKOvTLh9ODxyRAyN1SBArMxGSqTqXo6HWg9A3yZBiT//0JuJfXiPF4KQ1FFGSIo/Y7KEglQRjMmlLOkJxhnJgCGVKmAsJ61FFGZo/yZnqjl06Krslh/wm39W9on1qu5duoVKGGbKwB/twCC4cQwUuoAoeMOjCAzzDi+Vb99aj9TSLZqyvnV2YgzX+BLHMjgM=</latexit><latexit sha1_base64="xEDCEbbNCoanqm3j/1IaGzwh75c=">AAAB33icdVDJTgJBFHyDG+KGevTSkZh4mswAcTlJ4sUjRkdIAElP0wMdepZ0vzEhhLsXjScNfpG/4Gf4BzagB1wqeUmlql76VfuJFBod593KLCwuLa9kV3Nr6xubW/ntnRsdp4pxj8UyVnWfai5FxD0UKHk9UZyGvuQ1v38+8Wt3XGkRR9c4SHgrpN1IBIJRNNJV8Va38wXXdqYg/5PC2cd4gtdqO//W7MQsDXmETFKtG66TYGtIFQom+SjXTDVPKOvTLh9ODxyRAyN1SBArMxGSqTqXo6HWg9A3yZBiT//0JuJfXiPF4KQ1FFGSIo/Y7KEglQRjMmlLOkJxhnJgCGVKmAsJ61FFGZo/yZnqjl06Krslh/wm39W9on1qu5duoVKGGbKwB/twCC4cQwUuoAoeMOjCAzzDi+Vb99aj9TSLZqyvnV2YgzX+BLHMjgM=</latexit><latexit sha1_base64="nw+1So4GboYG5HZiGKnMjK5KgRk=">AAAB33icdVDLSgMxFL1TX7W+qi7dBIvgaphpi49dwY3Lio4ttLVk0kwbmskMyR2hlO7dKK4U/8hf8G9MHy58HQgczjnh3nPDVAqDnvfh5JaWV1bX8uuFjc2t7Z3i7t6tSTLNeMASmehmSA2XQvEABUreTDWncSh5IxxeTP3GPddGJOoGRynvxLSvRCQYRStdl+9Mt1jyXW8G8j8pwQL1bvG93UtYFnOFTFJjWr6XYmdMNQom+aTQzgxPKRvSPh/PFpyQIyv1SJRo+xSSmfotR2NjRnFokzHFgfnpTcW/vFaG0VlnLFSaIVdsPijKJMGETNuSntCcoRxZQpkWdkPCBlRThvYmBVvdcysnVb/ikd/kq3pQds9d/8ov1aqLG+ThAA7hGHw4hRpcQh0CYNCHR3iBVyd0Hpwn53kezTmLP/vwDc7bJ3iWiTw=</latexit>

2o
<latexit sha1_base64="8b4rcXADSxAp7U1S36s3GyeVylk=">AAAB33icdVDLTgIxFL2DL8QX6tJNIzFxNZkB4mMliRuXGB0hASSd0oGGTjtpOyaEsHejcaVh5+f4C36Gf2ABXeDjJDc5Oefc9J6GCWfaeN67k1lYXFpeya7m1tY3Nrfy2zs3WqaK0IBILlU9xJpyJmhgmOG0niiK45DTWtg/n/i1O6o0k+LaDBLainFXsIgRbKx0VbyV7XzBd70p0P+kcPYxHr8CQLWdf2t2JEljKgzhWOuG7yWmNcTKMMLpKNdMNU0w6eMuHU4PHKEDK3VQJJUdYdBUncvhWOtBHNpkjE1P//Qm4l9eIzXRSWvIRJIaKsjsoSjlyEg0aYs6TFFi+MASTBSzFyLSwwoTY/8kZ6t7bumo7Jc89Jt8Vw+K7qnrX/qFShlmyMIe7MMh+HAMFbiAKgRAoAsP8AwvTujcO4/O0yyacb52dmEOzvgTYiKMOg==</latexit><latexit sha1_base64="7CDl3lk0ox3PaUNi2fAf3IafrQs=">AAAB33icdVDLTgIxFL2DL8TXqEs3jcTE1WQGiI+VJG5cYnSEBJB0SgcaOtNJ2zEhhL0bjSsNfpG/4Gf4B3ZAF/g4yU1Ozjk3vadBwpnSrvtu5RYWl5ZX8quFtfWNzS17e+dGiVQS6hPBhWwEWFHOYuprpjltJJLiKOC0HgzOM79+R6ViIr7Ww4S2I9yLWcgI1ka6Kt2Kjl30HHcK9D8pnn1MMrzWOvZbqytIGtFYE46VanpuotsjLDUjnI4LrVTRBJMB7tHR9MAxOjBSF4VCmok1mqpzORwpNYwCk4yw7qufXib+5TVTHZ60RyxOUk1jMnsoTDnSAmVtUZdJSjQfGoKJZOZCRPpYYqLNnxRMddcpH1W8sot+k+/qfsk5dbxLr1itwAx52IN9OAQPjqEKF1ADHwj04AGe4cUKrHvr0XqaRXPW184uzMGafAKr6I3/</latexit><latexit sha1_base64="7CDl3lk0ox3PaUNi2fAf3IafrQs=">AAAB33icdVDLTgIxFL2DL8TXqEs3jcTE1WQGiI+VJG5cYnSEBJB0SgcaOtNJ2zEhhL0bjSsNfpG/4Gf4B3ZAF/g4yU1Ozjk3vadBwpnSrvtu5RYWl5ZX8quFtfWNzS17e+dGiVQS6hPBhWwEWFHOYuprpjltJJLiKOC0HgzOM79+R6ViIr7Ww4S2I9yLWcgI1ka6Kt2Kjl30HHcK9D8pnn1MMrzWOvZbqytIGtFYE46VanpuotsjLDUjnI4LrVTRBJMB7tHR9MAxOjBSF4VCmok1mqpzORwpNYwCk4yw7qufXib+5TVTHZ60RyxOUk1jMnsoTDnSAmVtUZdJSjQfGoKJZOZCRPpYYqLNnxRMddcpH1W8sot+k+/qfsk5dbxLr1itwAx52IN9OAQPjqEKF1ADHwj04AGe4cUKrHvr0XqaRXPW184uzMGafAKr6I3/</latexit><latexit sha1_base64="7CDl3lk0ox3PaUNi2fAf3IafrQs=">AAAB33icdVDLTgIxFL2DL8TXqEs3jcTE1WQGiI+VJG5cYnSEBJB0SgcaOtNJ2zEhhL0bjSsNfpG/4Gf4B3ZAF/g4yU1Ozjk3vadBwpnSrvtu5RYWl5ZX8quFtfWNzS17e+dGiVQS6hPBhWwEWFHOYuprpjltJJLiKOC0HgzOM79+R6ViIr7Ww4S2I9yLWcgI1ka6Kt2Kjl30HHcK9D8pnn1MMrzWOvZbqytIGtFYE46VanpuotsjLDUjnI4LrVTRBJMB7tHR9MAxOjBSF4VCmok1mqpzORwpNYwCk4yw7qufXib+5TVTHZ60RyxOUk1jMnsoTDnSAmVtUZdJSjQfGoKJZOZCRPpYYqLNnxRMddcpH1W8sot+k+/qfsk5dbxLr1itwAx52IN9OAQPjqEKF1ADHwj04AGe4cUKrHvr0XqaRXPW184uzMGafAKr6I3/</latexit><latexit sha1_base64="7CDl3lk0ox3PaUNi2fAf3IafrQs=">AAAB33icdVDLTgIxFL2DL8TXqEs3jcTE1WQGiI+VJG5cYnSEBJB0SgcaOtNJ2zEhhL0bjSsNfpG/4Gf4B3ZAF/g4yU1Ozjk3vadBwpnSrvtu5RYWl5ZX8quFtfWNzS17e+dGiVQS6hPBhWwEWFHOYuprpjltJJLiKOC0HgzOM79+R6ViIr7Ww4S2I9yLWcgI1ka6Kt2Kjl30HHcK9D8pnn1MMrzWOvZbqytIGtFYE46VanpuotsjLDUjnI4LrVTRBJMB7tHR9MAxOjBSF4VCmok1mqpzORwpNYwCk4yw7qufXib+5TVTHZ60RyxOUk1jMnsoTDnSAmVtUZdJSjQfGoKJZOZCRPpYYqLNnxRMddcpH1W8sot+k+/qfsk5dbxLr1itwAx52IN9OAQPjqEKF1ADHwj04AGe4cUKrHvr0XqaRXPW184uzMGafAKr6I3/</latexit><latexit sha1_base64="AYLnoQ6NI9t0abUwja9oG80Pfsw=">AAAB33icdVDLSgMxFL1TX7W+qi7dBIvgaphpi49dwY3Lio4ttLVk0kwbmpkMyR2hlO7dKK4U/8hf8G9MHy58HQgczjnh3nPDVAqDnvfh5JaWV1bX8uuFjc2t7Z3i7t6tUZlmPGBKKt0MqeFSJDxAgZI3U81pHEreCIcXU79xz7URKrnBUco7Me0nIhKMopWuy3eqWyz5rjcD+Z+UYIF6t/je7imWxTxBJqkxLd9LsTOmGgWTfFJoZ4anlA1pn49nC07IkZV6JFLavgTJTP2Wo7Exozi0yZjiwPz0puJfXivD6KwzFkmaIU/YfFCUSYKKTNuSntCcoRxZQpkWdkPCBlRThvYmBVvdcysnVb/ikd/kq3pQds9d/8ov1aqLG+ThAA7hGHw4hRpcQh0CYNCHR3iBVyd0Hpwn53kezTmLP/vwDc7bJ3KyiTg=</latexit>}k = s+o bits}

s bits

}
o bits35

Segment Table

Use s bits to index to the appropriate row of the 
segment table


Segments can be shared by different processes

use protection bits to determine if segment is shared 
Read only (maintaining isolation) or Read/Write


e.g., processes can share code segment while keeping data 
private

Base Bound

32K 2K

34K 3K

28K 3K

Access

Read/Execute

Read/Write

Read/Write

Code

Heap

Stack

36



Implementing Segmentation

CPU

≤ +

512 4K

yes

no

Memory 

exception

Logical

addresses

Physical

addresses

Bound Base

4K

0

MAXsys

4K 512 R/X

STBR

o

Segment table 
generalizes Base & Bound

Segment Table 
Base Register

37

s
<latexit sha1_base64="wjoGF3R6nly+CF2aRvcP8aBRAZ0=">AAAB3XicbVDLSgMxFL1TX3V8VV26CRZBXAyZtk7bhVhw47IFxwptqZk0bUMzD5KMUErBlRvFleIv+Qt+hn/gdKqLqgcuHM45l9wTLxJcaYw/jMzS8srqWnbd3Njc2t7J7e5dqzCWlLk0FKG88YhiggfM1VwLdhNJRnxPsKY3upj5zTsmFQ+DKz2OWMcng4D3OSU6kRqqm8tjyymX7EoBYaviOFXnNCFVXMSOjWwLp8iff5pn9wBQ7+be272Qxj4LNBVEqZaNI92ZEKk5FWxqtmPFIkJHZMAm6XlTdJRIPdQPZTKBRqm6kCO+UmPfS5I+0UP125uJ/3mtWPcrnQkPolizgM4f6scC6RDNuqIel4xqMU4IoZInFyI6JJJQnfyImVYvOiW7iNFf8lPdLVhVy27Y+doJzJGFAziEY7ChDDW4hDq4QIHBI7zAq3FrPBhPxvM8mjG+d/ZhAcbbF1/titk=</latexit><latexit sha1_base64="JDPg1T3ihp95KlCDDK4XgseE+jQ=">AAAB3XicbVDLTgIxFO3gC8cX6tJNIzExLiYt4AALI4kbl5A4QgIEO6UDDZ1H2o4JIWzdaFxp/AB/xj8wfoZ/4DDoAvUkNzk559z0nrqR4Eoj9GFklpZXVtey6+bG5tb2Tm5371qFsaTMoaEIZcsligkeMEdzLVgrkoz4rmBNd3Qx85u3TCoeBld6HLGuTwYB9zglOpEaqpfLI8sul3ClAJFVse2qfZqQKioiG0NsoRT580/zLHp9N+u93FunH9LYZ4GmgijVxijS3QmRmlPBpmYnViwidEQGbJKeN4VHidSHXiiTCTRM1YUc8ZUa+26S9Ikeqt/eTPzPa8faq3QnPIhizQI6f8iLBdQhnHWFfS4Z1WKcEEIlTy6EdEgkoTr5ETOtXrRLuIjgX/JT3SlYVQs3cL52AubIggNwCI4BBmVQA5egDhxAAQP34Ak8GzfGnfFgPM6jGeN7Zx8swHj5AkGAjE0=</latexit><latexit sha1_base64="JDPg1T3ihp95KlCDDK4XgseE+jQ=">AAAB3XicbVDLTgIxFO3gC8cX6tJNIzExLiYt4AALI4kbl5A4QgIEO6UDDZ1H2o4JIWzdaFxp/AB/xj8wfoZ/4DDoAvUkNzk559z0nrqR4Eoj9GFklpZXVtey6+bG5tb2Tm5371qFsaTMoaEIZcsligkeMEdzLVgrkoz4rmBNd3Qx85u3TCoeBld6HLGuTwYB9zglOpEaqpfLI8sul3ClAJFVse2qfZqQKioiG0NsoRT580/zLHp9N+u93FunH9LYZ4GmgijVxijS3QmRmlPBpmYnViwidEQGbJKeN4VHidSHXiiTCTRM1YUc8ZUa+26S9Ikeqt/eTPzPa8faq3QnPIhizQI6f8iLBdQhnHWFfS4Z1WKcEEIlTy6EdEgkoTr5ETOtXrRLuIjgX/JT3SlYVQs3cL52AubIggNwCI4BBmVQA5egDhxAAQP34Ak8GzfGnfFgPM6jGeN7Zx8swHj5AkGAjE0=</latexit><latexit sha1_base64="JDPg1T3ihp95KlCDDK4XgseE+jQ=">AAAB3XicbVDLTgIxFO3gC8cX6tJNIzExLiYt4AALI4kbl5A4QgIEO6UDDZ1H2o4JIWzdaFxp/AB/xj8wfoZ/4DDoAvUkNzk559z0nrqR4Eoj9GFklpZXVtey6+bG5tb2Tm5371qFsaTMoaEIZcsligkeMEdzLVgrkoz4rmBNd3Qx85u3TCoeBld6HLGuTwYB9zglOpEaqpfLI8sul3ClAJFVse2qfZqQKioiG0NsoRT580/zLHp9N+u93FunH9LYZ4GmgijVxijS3QmRmlPBpmYnViwidEQGbJKeN4VHidSHXiiTCTRM1YUc8ZUa+26S9Ikeqt/eTPzPa8faq3QnPIhizQI6f8iLBdQhnHWFfS4Z1WKcEEIlTy6EdEgkoTr5ETOtXrRLuIjgX/JT3SlYVQs3cL52AubIggNwCI4BBmVQA5egDhxAAQP34Ak8GzfGnfFgPM6jGeN7Zx8swHj5AkGAjE0=</latexit><latexit sha1_base64="JDPg1T3ihp95KlCDDK4XgseE+jQ=">AAAB3XicbVDLTgIxFO3gC8cX6tJNIzExLiYt4AALI4kbl5A4QgIEO6UDDZ1H2o4JIWzdaFxp/AB/xj8wfoZ/4DDoAvUkNzk559z0nrqR4Eoj9GFklpZXVtey6+bG5tb2Tm5371qFsaTMoaEIZcsligkeMEdzLVgrkoz4rmBNd3Qx85u3TCoeBld6HLGuTwYB9zglOpEaqpfLI8sul3ClAJFVse2qfZqQKioiG0NsoRT580/zLHp9N+u93FunH9LYZ4GmgijVxijS3QmRmlPBpmYnViwidEQGbJKeN4VHidSHXiiTCTRM1YUc8ZUa+26S9Ikeqt/eTPzPa8faq3QnPIhizQI6f8iLBdQhnHWFfS4Z1WKcEEIlTy6EdEgkoTr5ETOtXrRLuIjgX/JT3SlYVQs3cL52AubIggNwCI4BBmVQA5egDhxAAQP34Ak8GzfGnfFgPM6jGeN7Zx8swHj5AkGAjE0=</latexit><latexit sha1_base64="z7OHmwVUokbW7ejM2CZor5wo+jY=">AAAB3XicbVDLTgIxFL2DL8QX6tJNIzExLiYdwAF2JG5cQuIICRDslAINnUfajgkhbN1oXGn8JX/Bv7EMuEA9SZOTc05z77l+LLjSGH9ZmY3Nre2d7G5ub//g8Ch/fHKvokRS5tFIRLLtE8UED5mnuRasHUtGAl+wlj+5WfitRyYVj8I7PY1ZLyCjkA85JdpITdXPF7DtVspOtYiwXXXdmnttSA2XsOsgx8YpCrBCo5//7A4imgQs1FQQpToOjnVvRqTmVLB5rpsoFhM6ISM2S9ebowsjDdAwkuaFGqXqWo4ESk0D3yQDosfqt7cQ//M6iR5WezMexolmIV0OGiYC6QgtuqIBl4xqMTWEUMnNhoiOiSRUm4vk0uolt+yUMPpLfqp7RbtmO02nUL9a3SALZ3AOl+BABepwCw3wgAKDZ3iDd+vBerJerNdlNGOt/pzCGqyPb81ViOI=</latexit>

s
<latexit sha1_base64="wjoGF3R6nly+CF2aRvcP8aBRAZ0=">AAAB3XicbVDLSgMxFL1TX3V8VV26CRZBXAyZtk7bhVhw47IFxwptqZk0bUMzD5KMUErBlRvFleIv+Qt+hn/gdKqLqgcuHM45l9wTLxJcaYw/jMzS8srqWnbd3Njc2t7J7e5dqzCWlLk0FKG88YhiggfM1VwLdhNJRnxPsKY3upj5zTsmFQ+DKz2OWMcng4D3OSU6kRqqm8tjyymX7EoBYaviOFXnNCFVXMSOjWwLp8iff5pn9wBQ7+be272Qxj4LNBVEqZaNI92ZEKk5FWxqtmPFIkJHZMAm6XlTdJRIPdQPZTKBRqm6kCO+UmPfS5I+0UP125uJ/3mtWPcrnQkPolizgM4f6scC6RDNuqIel4xqMU4IoZInFyI6JJJQnfyImVYvOiW7iNFf8lPdLVhVy27Y+doJzJGFAziEY7ChDDW4hDq4QIHBI7zAq3FrPBhPxvM8mjG+d/ZhAcbbF1/titk=</latexit><latexit sha1_base64="JDPg1T3ihp95KlCDDK4XgseE+jQ=">AAAB3XicbVDLTgIxFO3gC8cX6tJNIzExLiYt4AALI4kbl5A4QgIEO6UDDZ1H2o4JIWzdaFxp/AB/xj8wfoZ/4DDoAvUkNzk559z0nrqR4Eoj9GFklpZXVtey6+bG5tb2Tm5371qFsaTMoaEIZcsligkeMEdzLVgrkoz4rmBNd3Qx85u3TCoeBld6HLGuTwYB9zglOpEaqpfLI8sul3ClAJFVse2qfZqQKioiG0NsoRT580/zLHp9N+u93FunH9LYZ4GmgijVxijS3QmRmlPBpmYnViwidEQGbJKeN4VHidSHXiiTCTRM1YUc8ZUa+26S9Ikeqt/eTPzPa8faq3QnPIhizQI6f8iLBdQhnHWFfS4Z1WKcEEIlTy6EdEgkoTr5ETOtXrRLuIjgX/JT3SlYVQs3cL52AubIggNwCI4BBmVQA5egDhxAAQP34Ak8GzfGnfFgPM6jGeN7Zx8swHj5AkGAjE0=</latexit><latexit sha1_base64="JDPg1T3ihp95KlCDDK4XgseE+jQ=">AAAB3XicbVDLTgIxFO3gC8cX6tJNIzExLiYt4AALI4kbl5A4QgIEO6UDDZ1H2o4JIWzdaFxp/AB/xj8wfoZ/4DDoAvUkNzk559z0nrqR4Eoj9GFklpZXVtey6+bG5tb2Tm5371qFsaTMoaEIZcsligkeMEdzLVgrkoz4rmBNd3Qx85u3TCoeBld6HLGuTwYB9zglOpEaqpfLI8sul3ClAJFVse2qfZqQKioiG0NsoRT580/zLHp9N+u93FunH9LYZ4GmgijVxijS3QmRmlPBpmYnViwidEQGbJKeN4VHidSHXiiTCTRM1YUc8ZUa+26S9Ikeqt/eTPzPa8faq3QnPIhizQI6f8iLBdQhnHWFfS4Z1WKcEEIlTy6EdEgkoTr5ETOtXrRLuIjgX/JT3SlYVQs3cL52AubIggNwCI4BBmVQA5egDhxAAQP34Ak8GzfGnfFgPM6jGeN7Zx8swHj5AkGAjE0=</latexit><latexit sha1_base64="JDPg1T3ihp95KlCDDK4XgseE+jQ=">AAAB3XicbVDLTgIxFO3gC8cX6tJNIzExLiYt4AALI4kbl5A4QgIEO6UDDZ1H2o4JIWzdaFxp/AB/xj8wfoZ/4DDoAvUkNzk559z0nrqR4Eoj9GFklpZXVtey6+bG5tb2Tm5371qFsaTMoaEIZcsligkeMEdzLVgrkoz4rmBNd3Qx85u3TCoeBld6HLGuTwYB9zglOpEaqpfLI8sul3ClAJFVse2qfZqQKioiG0NsoRT580/zLHp9N+u93FunH9LYZ4GmgijVxijS3QmRmlPBpmYnViwidEQGbJKeN4VHidSHXiiTCTRM1YUc8ZUa+26S9Ikeqt/eTPzPa8faq3QnPIhizQI6f8iLBdQhnHWFfS4Z1WKcEEIlTy6EdEgkoTr5ETOtXrRLuIjgX/JT3SlYVQs3cL52AubIggNwCI4BBmVQA5egDhxAAQP34Ak8GzfGnfFgPM6jGeN7Zx8swHj5AkGAjE0=</latexit><latexit sha1_base64="JDPg1T3ihp95KlCDDK4XgseE+jQ=">AAAB3XicbVDLTgIxFO3gC8cX6tJNIzExLiYt4AALI4kbl5A4QgIEO6UDDZ1H2o4JIWzdaFxp/AB/xj8wfoZ/4DDoAvUkNzk559z0nrqR4Eoj9GFklpZXVtey6+bG5tb2Tm5371qFsaTMoaEIZcsligkeMEdzLVgrkoz4rmBNd3Qx85u3TCoeBld6HLGuTwYB9zglOpEaqpfLI8sul3ClAJFVse2qfZqQKioiG0NsoRT580/zLHp9N+u93FunH9LYZ4GmgijVxijS3QmRmlPBpmYnViwidEQGbJKeN4VHidSHXiiTCTRM1YUc8ZUa+26S9Ikeqt/eTPzPa8faq3QnPIhizQI6f8iLBdQhnHWFfS4Z1WKcEEIlTy6EdEgkoTr5ETOtXrRLuIjgX/JT3SlYVQs3cL52AubIggNwCI4BBmVQA5egDhxAAQP34Ak8GzfGnfFgPM6jGeN7Zx8swHj5AkGAjE0=</latexit><latexit sha1_base64="z7OHmwVUokbW7ejM2CZor5wo+jY=">AAAB3XicbVDLTgIxFL2DL8QX6tJNIzExLiYdwAF2JG5cQuIICRDslAINnUfajgkhbN1oXGn8JX/Bv7EMuEA9SZOTc05z77l+LLjSGH9ZmY3Nre2d7G5ub//g8Ch/fHKvokRS5tFIRLLtE8UED5mnuRasHUtGAl+wlj+5WfitRyYVj8I7PY1ZLyCjkA85JdpITdXPF7DtVspOtYiwXXXdmnttSA2XsOsgx8YpCrBCo5//7A4imgQs1FQQpToOjnVvRqTmVLB5rpsoFhM6ISM2S9ebowsjDdAwkuaFGqXqWo4ESk0D3yQDosfqt7cQ//M6iR5WezMexolmIV0OGiYC6QgtuqIBl4xqMTWEUMnNhoiOiSRUm4vk0uolt+yUMPpLfqp7RbtmO02nUL9a3SALZ3AOl+BABepwCw3wgAKDZ3iDd+vBerJerNdlNGOt/pzCGqyPb81ViOI=</latexit>

Base Bound Access

Segments and Dynamically 
Allocated Memory

Memory on heap and stack dynamically allocated

memory reallocated to new process must be zeroed to 
avoid leaking info, but zeroing memory is expensive 


Zero-on-reference

Start with few KB

When program uses memory outside zero-ed area:


Segmentation fault into kernel, which

Allocates (and zeroes) some memory

Modifies segment table

Resumes process38

Revisiting fork()

Copying an entire address space can be 
costly…


especially if  you proceed to obliterate it right 
away with exec()!

39

Revisiting fork(): 
Segments to the Rescue

Instead of copying entire address space, copy 
just segment table (the VA->PA mapping)

Base Bound Access

32K 2K RX

34K 3K RW

28K 3K RW

Code

Heap

Stack

Parent

Base Bound Access

32K 2K RX

34K 3K RW

28K 3K RW

Code

Heap

Stack

Child

but change all writeable segments to read only

40



Revisiting fork(): 
Segments to the Rescue

Instead of copying entire address space, copy 
just segment table (the VA->PA mapping)

Base Bound Access

32K 2K RX

34K 3K R

28K 3K R

Code

Heap

Stack

Parent

Base Bound Access

32K 2K RX

34K 3K R

28K 3K R

Code

Heap

Stack

Child

but change all writeable segments to read only

Segments in VA spaces of parent and child 
point to same locations in physical memory

41

Copy on Write (COW)

When trying to modify an address in a read-
only segment:


exception!

exception handler copies just the affected 
segment, and changes both the old and new 
segment to writeable


If exec() is immediately called, only stack 
segment is copied!
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