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Abstract 

The Internet protocol suite, TCP/IP, was first proposed 
fifteen years ago. It was developed by the Defense 
Advanced Research Projects Agency (DARPA), and has 
been used widely in military and commercial systems. 
While there have been papers and specifications that 
describe how the protocols work, it is sometimes difficult 
to deduce from these why the protocol is as it is. For 
example, the Internet protocol is based on a 
connectionless or datagram mode of service. The 
motivation for this has been greatly misunderstood. This 
paper attempts to capture some of the early reasoning 
which shaped the Internet protocols. 

I. Int reduction 

For the last 15 years I, the Advanced Research Projects 
Agency of the U.S. Department of Defense has been 
developing a suite of protocols for packet switched 
networking. These protocols, which include the Internet 
Protocol (IP), and the Transmission Control Protocol 
(TCP), are now U.S. Department of Defense standards 
for intemetworking, and are in wide use in the 
commercial networking environment. The ideas 
developed in this effort have also influenced other 
protocol suites, most importantly the connectionless 
configuration of the IS0 protocols’, 3* 4. 
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While specific information on the DOD protocols is fairly 
generally available’, 6. ‘, it is sometimes difficult to 
determine the motivation and reasoning which led to the 
design. 

In fact, the design philosophy has evolved considerably 
from the first proposal to the current standards. For 
example, the idea of the datagram, or connectionless 
service, does not receive particular emphasis in the first 
paper, but has come to be the defining characteristic of 
the protocol. Another example is the layering of the 
architecture into the IP and TCP layers. This seems basic 
to the design, but was also not a part of the original 
proposal. These changes in the Internet design arose 
through the repeated pattern of implementation and 
testing that occurred before the standards were set. 

The Internet architecture is still evolving. Sometimes a 
new extension challenges one of the design principles, 
but in any case an understanding of the history of the 
design provides a necessary context for current design 
extensions. The connectionless configuration of IS0 
protocols has also been colored by the history of the 
Internet suite, so an understanding ‘of the Internet design 
philosophy may be helpful to those working with ISO. 

This paper catalogs one view of the original objectives of 
the Internet architecture, and discusses the relation 
between these goals and the important features of the 
pnXocols. 

2. Fundamental Goal 

The top level goal for the DARPA Internet Architecture 
was to develop an effective technique for multiplexed 
utilization of existing interconnected networks. Some 
elaboration is appropriate to make clear the meaning of 
that goal. 

The components of the Internet were networks, which 
were to be interconnected to provide some larger service. 
The original goal was to connect together the ori 

B 
inal 

ARPANET’ with the ARPA packet radio network’. ‘, in 
order to give users on the packet radio network access to 
the large service machines on the ARPANET. At the 
time it was assumed that there would be other sorts of 

106 



What about networks?

3

THE DESIGN PHILOSOPHY OF THE DARPA INTERNET 
PROTOCOL~S 

David D. Clark 

Massachusetts Institute of Technology 
Laboratory for Computer Science 

Cambridge, Ma. 02139 

Abstract 

The Internet protocol suite, TCP/IP, was first proposed 
fifteen years ago. It was developed by the Defense 
Advanced Research Projects Agency (DARPA), and has 
been used widely in military and commercial systems. 
While there have been papers and specifications that 
describe how the protocols work, it is sometimes difficult 
to deduce from these why the protocol is as it is. For 
example, the Internet protocol is based on a 
connectionless or datagram mode of service. The 
motivation for this has been greatly misunderstood. This 
paper attempts to capture some of the early reasoning 
which shaped the Internet protocols. 

I. Int reduction 

For the last 15 years I, the Advanced Research Projects 
Agency of the U.S. Department of Defense has been 
developing a suite of protocols for packet switched 
networking. These protocols, which include the Internet 
Protocol (IP), and the Transmission Control Protocol 
(TCP), are now U.S. Department of Defense standards 
for intemetworking, and are in wide use in the 
commercial networking environment. The ideas 
developed in this effort have also influenced other 
protocol suites, most importantly the connectionless 
configuration of the IS0 protocols’, 3* 4. 

This work was support4 in part by the Defense Advanced Research 
Projects Agency (DARPA) under Contract No. NOOOIJ-83-K-0125. 

Permission 10 copy without fee all or part of this material is granted provided 
that the copies are not made or distributed for direct commercial advantage. 
the ACM copyright notice and the title of the publication and its date appear. 
and notice is given that copying is by permission of the Association for 
Computing Machinery. To copy otherwise. or to republish. requires a fee and/ 
or specific permission. 

o 1988 ACM 0-89791-279-9/88/008/0106 $1.50 

While specific information on the DOD protocols is fairly 
generally available’, 6. ‘, it is sometimes difficult to 
determine the motivation and reasoning which led to the 
design. 

In fact, the design philosophy has evolved considerably 
from the first proposal to the current standards. For 
example, the idea of the datagram, or connectionless 
service, does not receive particular emphasis in the first 
paper, but has come to be the defining characteristic of 
the protocol. Another example is the layering of the 
architecture into the IP and TCP layers. This seems basic 
to the design, but was also not a part of the original 
proposal. These changes in the Internet design arose 
through the repeated pattern of implementation and 
testing that occurred before the standards were set. 

The Internet architecture is still evolving. Sometimes a 
new extension challenges one of the design principles, 
but in any case an understanding of the history of the 
design provides a necessary context for current design 
extensions. The connectionless configuration of IS0 
protocols has also been colored by the history of the 
Internet suite, so an understanding ‘of the Internet design 
philosophy may be helpful to those working with ISO. 

This paper catalogs one view of the original objectives of 
the Internet architecture, and discusses the relation 
between these goals and the important features of the 
pnXocols. 

2. Fundamental Goal 

The top level goal for the DARPA Internet Architecture 
was to develop an effective technique for multiplexed 
utilization of existing interconnected networks. Some 
elaboration is appropriate to make clear the meaning of 
that goal. 

The components of the Internet were networks, which 
were to be interconnected to provide some larger service. 
The original goal was to connect together the ori 

B 
inal 

ARPANET’ with the ARPA packet radio network’. ‘, in 
order to give users on the packet radio network access to 
the large service machines on the ARPANET. At the 
time it was assumed that there would be other sorts of 

106 

“While tools to verify 
logical correctness are 
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• Fixed protocols 
• Vendors write the software

Modern Networks

• Disaggregated 
• Programmable 
• Owners write the software
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Control Plane 
discovers topology, 
computes routes, 
manages policy, etc.

Data plane 
forwards packets, 
monitors traffic, 
enforces access 
control, etc.
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Data Plane

7

Typically structured as a pipeline 
of match-action forwarding 
tables, in hardware or software

Each table contains rules that: 
• Match on packet headers 
• Execute Actions that transform, 

forward, or drop packets

Control plane can dynamically 
reconfigure the network by 
modifying the rules in tables

Match Action Match Action Match Action

Ethernet IP ACL; ;
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{ }src = 10.0.1.1 
dst = 10.0.3.3 
switch = E 
port = 5
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Match Action Match Action Match Action

Ethernet IP ACL

{ }src = 10.0.1.1 
dst = 10.0.3.3 
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Packet Classification 
To model match-action 
tables, need predicates 
evaluated packet headers 
(and other variables)

Modular Composition 
To model richer pipelines, need 
operators that compose  
smaller programs both 
conditionally and in sequence

Transformations 
To model behavior of switches, 
need imperative updates on 
packets and a way to delimit 
end of processing at a switch

Iteration 
Perhaps surprisingly, to model 
the potentially iterated 
processing performed via the 
topology, need general loops
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p, q ::=  
 | id 
 | drop 
 | f = n 
 | !p 
 | f := n 
 | p ; q 
 | p + q 
 | p* 
 | dup

 | id
 | drop
 | f = n
 | !p

 | p ; q
 | p + q

Match Action

tcp_dst=22; ip_dst=10.0.1.1 allow

tcp_dst=22 deny

ip_dst=10.0.2.2 allow

ip_dst=10.0.3.3 allow

* deny

Packet Classification 
To model match-action 
tables, need predicates 
evaluated packet headers 
(and other variables)
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p, q ::=  
 | id 
 | drop 
 | f = n 
 | !p 
 | f := n 
 | p ; q 
 | p + q 
 | p* 
 | dup

 | f := n

 | dup

A ⟹ B   
≝ 

dup; sw = A; sw := B; dup

Transformations 
To model behavior of switches, 
need imperative updates on 
packets and a way to delimit 
end of processing at a switch
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p, q ::=  
 | id 
 | drop 
 | f = n 
 | !p 
 | f := n 
 | p ; q 
 | p + q 
 | p* 
 | dup

 | p ; q
 | p + q

if p then q else r 
≝ 

(p ; q) + (!p ; r)

Modular Composition 
To model richer pipelines, need 
operators that compose  
smaller programs both 
conditionally and in sequence
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p, q ::=  
 | id 
 | drop 
 | f = n 
 | !p 
 | f := n 
 | p ; q 
 | p + q 
 | p* 
 | dup

 | p ; q
 | p + q

if p then q else r 
≝ 

(p ; q) + (!p ; r)

Note: “;” and “+” 
are overloaded as 

predicates

Modular Composition 
To model richer pipelines, need 
operators that compose  
smaller programs both 
conditionally and in sequence



NetKAT iteration

16

p, q ::=  
 | id 
 | drop 
 | f = n 
 | !p 
 | f := n 
 | p ; q 
 | p + q 
 | p* 
 | dup

while p do q 
≝ 

(p ; q)* ; !p | p*

Iteration 
Perhaps surprisingly, to model 
the potentially iterated 
processing performed via the 
topology, need general loops
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p, q ::=  
 | id 
 | drop 
 | f = n 
 | !p 
 | f := n 
 | p ; q 
 | p + q 
 | p* 
 | dup

FAQ 
Q: Why a set? 
A: Enables dropping packets + multicast 

Q: Why a trace? 
A: Captures end-to-end forwarding path 
 
Q: Why a function? 
A: Simple model of “mostly stateless” forwarding
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switch 
Models the processing 
done at each switch

topology 
Models the forwarding 
done by each link

ingress & egress 
Models the perimeter 
of the network

ingress ; (switch ; topology)* ; egress

EgressIngress
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Verification via equivalence

19

History: A classic approach, pioneered by 
Vardi & Wolper, and widely used in hardware 
and software verification

Idea: encode the program and its 
specification in a unified framework, then 
check equivalence (or inclusion, etc.)

Questions:  
1. Can NetKAT encode useful specifications? 
2. Is program equivalence decidable (and  
  if so, can we come up with practical 
  approaches for checking it?)
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Property: B reachable from A 

Approach: 
• Build a model with A as ingress and B as egress 
• Check for non-emptiness 

Query: switch=A; (switch; topo)*; switch=B ≢ drop

A B?
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Property: slice s logically isolated from q 

Approach: Check that running s and q together is equivalent to running 
them independently on separate “copies” of the network 

Query:  in; ([s + q] ; topo)*; eg ≡ 
      [in; (s ; topo)*; eg] + [in; (q ; topo)*; eg]
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Abstract

In many areas of computing, techniques ranging from testing to
formal modeling to full-blown verification have been successfully
used to help programmers build reliable systems. But although net-
works are critical infrastructure, they have largely resisted analysis
using formal techniques. Software-defined networking (SDN) is a
new network architecture that has the potential to provide a foun-
dation for network reasoning, by standardizing the interfaces used
to express network programs and giving them a precise semantics.

This paper describes the design and implementation of the first
machine-verified SDN controller. Starting from the foundations, we
develop a detailed operational model for OpenFlow (the most pop-
ular SDN platform) and formalize it in the Coq proof assistant. We
then use this model to develop a verified compiler and run-time sys-
tem for a high-level network programming language. We identify
bugs in existing languages and tools built without formal founda-
tions, and prove that these bugs are absent from our system. Finally,
we describe our prototype implementation and our experiences us-
ing it to build practical applications.

Categories and Subject Descriptors F.3.1 [Specifying and Verify-
ing and Reasoning about Programs]: Mechanical verification

Keywords Software-defined networking, OpenFlow, formal veri-
fication, Coq, domain-specific languages, NetCore, Frenetic.

1. Introduction

Networks are some of the most critical infrastructure in modern so-
ciety and also some of the most fragile! Networks fail with alarm-
ing frequency, often due to simple misconfigurations or software
bugs [8, 19, 30]. The recent news headlines contain numerous ex-
amples of network failures leading to disruptions: a configuration
error during routine maintenance at Amazon triggered a sequence
of cascading failures that brought down a datacenter and the cus-
tomer machines hosted there; a corrupted routing table at GoDaddy
disconnected their domain name servers for a day and caused a
widespread outage; and a network connectivity issue at United Air-
lines took down their reservation system, leading to thousands of
flight cancellations and a “ground stop” at their San Francisco hub.

One way to make networks more reliable would be to de-
velop tools for checking important network invariants automati-
cally. These tools would allow administrators to answer questions
such as: “does this configuration provide connectivity to every host

Permission to make digital or hard copies of all or part of this work for personal or
classroom use is granted without fee provided that copies are not made or distributed
for profit or commercial advantage and that copies bear this notice and the full citation
on the first page. To copy otherwise, to republish, to post on servers or to redistribute
to lists, requires prior specific permission and/or a fee.
PLDI’13, June 16–19, 2013, Seattle, WA, USA.
Copyright c� 2013 ACM 978-1-4503-2014-6/13/06. . . $15.00

in the network?” or “does this configuration correctly enforce the
access control policy?” or “does this configuration have a forward-
ing loop?” or “does this configuration properly isolate trusted and
untrusted traffic?” Unfortunately, until recently, building such tools
has been effectively impossible due to the complexity of today’s
networks. A typical enterprise or datacenter network contains thou-
sands of heterogeneous devices, from routers and switches, to web
caches and load balancers, to monitoring middleboxes and fire-
walls. Moreover, each device executes a stack of complex protocols
and is configured through a proprietary and idiosyncratic interface.
To reason formally about such a network, an administrator (or tool)
must reason about the proprietary programs running on each dis-
tributed device, as well as the asynchronous interactions between
them. Although formal models of traditional networks exist, they
have either been too complex to allow effective reasoning, or too
abstract to be useful. Overall, the incidental complexity of networks
has made reasoning about their behavior practically infeasible.

Fortunately, recent years have seen growing interest in a new
kind of network architecture that could provide a foundation for
network reasoning. In a software-defined network (SDN), a program
on a logically-centralized controller machine defines the overall
policy for the network, and a collection of programmable switches
implement the policy using efficient packet-processing hardware.
The controller and switches communicate via an open and standard
interface. By carefully installing packet-processing rules in the
hardware tables provided on switches, the controller can effectively
manage the behavior of the entire network.

Compared to traditional networks, SDNs have two important
simplifications that make them amenable to formal reasoning. First,
they relocate control from distributed algorithms running on indi-
vidual devices to a single program running on the controller. Sec-
ond, they eliminate the heterogeneous devices used in traditional
networks—switches, routers, load balancers, firewalls, etc.—and
replace them with stock programmable switches that provide a
standard set of features. Together, this means that the behavior of
the network is determined solely by the sequence of configuration
instructions issued by the controller. To verify that the network has
some property, an administrator (or tool) simply has to reason about
the states of the switches as they process instructions.

In the networking community, there is burgeoning interest in
tools for checking network-wide properties automatically. Sys-
tems such as FlowChecker [1], Header Space Analysis [12],
Anteater [17], VeriFlow [13], and others, work by generating a
logical representation of switch configurations and using an auto-
matic solver to check properties of those configurations. The con-
figurations are obtained by “scraping” state off of the switches or
inspecting the instructions issued by an SDN controller at run-time.

These tools represent a good first step toward making networks
more reliable, but they have two important limitations. First, they
are based on ad hoc foundations. Although SDN platforms such as
OpenFlow [21] have precise (if informal) specifications, the tools
make simplifying assumptions that are routinely violated by real
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in the network?” or “does this configuration correctly enforce the
access control policy?” or “does this configuration have a forward-
ing loop?” or “does this configuration properly isolate trusted and
untrusted traffic?” Unfortunately, until recently, building such tools
has been effectively impossible due to the complexity of today’s
networks. A typical enterprise or datacenter network contains thou-
sands of heterogeneous devices, from routers and switches, to web
caches and load balancers, to monitoring middleboxes and fire-
walls. Moreover, each device executes a stack of complex protocols
and is configured through a proprietary and idiosyncratic interface.
To reason formally about such a network, an administrator (or tool)
must reason about the proprietary programs running on each dis-
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have either been too complex to allow effective reasoning, or too
abstract to be useful. Overall, the incidental complexity of networks
has made reasoning about their behavior practically infeasible.

Fortunately, recent years have seen growing interest in a new
kind of network architecture that could provide a foundation for
network reasoning. In a software-defined network (SDN), a program
on a logically-centralized controller machine defines the overall
policy for the network, and a collection of programmable switches
implement the policy using efficient packet-processing hardware.
The controller and switches communicate via an open and standard
interface. By carefully installing packet-processing rules in the
hardware tables provided on switches, the controller can effectively
manage the behavior of the entire network.

Compared to traditional networks, SDNs have two important
simplifications that make them amenable to formal reasoning. First,
they relocate control from distributed algorithms running on indi-
vidual devices to a single program running on the controller. Sec-
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replace them with stock programmable switches that provide a
standard set of features. Together, this means that the behavior of
the network is determined solely by the sequence of configuration
instructions issued by the controller. To verify that the network has
some property, an administrator (or tool) simply has to reason about
the states of the switches as they process instructions.

In the networking community, there is burgeoning interest in
tools for checking network-wide properties automatically. Sys-
tems such as FlowChecker [1], Header Space Analysis [12],
Anteater [17], VeriFlow [13], and others, work by generating a
logical representation of switch configurations and using an auto-
matic solver to check properties of those configurations. The con-
figurations are obtained by “scraping” state off of the switches or
inspecting the instructions issued by an SDN controller at run-time.

These tools represent a good first step toward making networks
more reliable, but they have two important limitations. First, they
are based on ad hoc foundations. Although SDN platforms such as
OpenFlow [21] have precise (if informal) specifications, the tools
make simplifying assumptions that are routinely violated by real
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Abstract

In many areas of computing, techniques ranging from testing to
formal modeling to full-blown verification have been successfully
used to help programmers build reliable systems. But although net-
works are critical infrastructure, they have largely resisted analysis
using formal techniques. Software-defined networking (SDN) is a
new network architecture that has the potential to provide a foun-
dation for network reasoning, by standardizing the interfaces used
to express network programs and giving them a precise semantics.

This paper describes the design and implementation of the first
machine-verified SDN controller. Starting from the foundations, we
develop a detailed operational model for OpenFlow (the most pop-
ular SDN platform) and formalize it in the Coq proof assistant. We
then use this model to develop a verified compiler and run-time sys-
tem for a high-level network programming language. We identify
bugs in existing languages and tools built without formal founda-
tions, and prove that these bugs are absent from our system. Finally,
we describe our prototype implementation and our experiences us-
ing it to build practical applications.

Categories and Subject Descriptors F.3.1 [Specifying and Verify-
ing and Reasoning about Programs]: Mechanical verification

Keywords Software-defined networking, OpenFlow, formal veri-
fication, Coq, domain-specific languages, NetCore, Frenetic.

1. Introduction

Networks are some of the most critical infrastructure in modern so-
ciety and also some of the most fragile! Networks fail with alarm-
ing frequency, often due to simple misconfigurations or software
bugs [8, 19, 30]. The recent news headlines contain numerous ex-
amples of network failures leading to disruptions: a configuration
error during routine maintenance at Amazon triggered a sequence
of cascading failures that brought down a datacenter and the cus-
tomer machines hosted there; a corrupted routing table at GoDaddy
disconnected their domain name servers for a day and caused a
widespread outage; and a network connectivity issue at United Air-
lines took down their reservation system, leading to thousands of
flight cancellations and a “ground stop” at their San Francisco hub.

One way to make networks more reliable would be to de-
velop tools for checking important network invariants automati-
cally. These tools would allow administrators to answer questions
such as: “does this configuration provide connectivity to every host

Permission to make digital or hard copies of all or part of this work for personal or
classroom use is granted without fee provided that copies are not made or distributed
for profit or commercial advantage and that copies bear this notice and the full citation
on the first page. To copy otherwise, to republish, to post on servers or to redistribute
to lists, requires prior specific permission and/or a fee.
PLDI’13, June 16–19, 2013, Seattle, WA, USA.
Copyright c� 2013 ACM 978-1-4503-2014-6/13/06. . . $15.00

in the network?” or “does this configuration correctly enforce the
access control policy?” or “does this configuration have a forward-
ing loop?” or “does this configuration properly isolate trusted and
untrusted traffic?” Unfortunately, until recently, building such tools
has been effectively impossible due to the complexity of today’s
networks. A typical enterprise or datacenter network contains thou-
sands of heterogeneous devices, from routers and switches, to web
caches and load balancers, to monitoring middleboxes and fire-
walls. Moreover, each device executes a stack of complex protocols
and is configured through a proprietary and idiosyncratic interface.
To reason formally about such a network, an administrator (or tool)
must reason about the proprietary programs running on each dis-
tributed device, as well as the asynchronous interactions between
them. Although formal models of traditional networks exist, they
have either been too complex to allow effective reasoning, or too
abstract to be useful. Overall, the incidental complexity of networks
has made reasoning about their behavior practically infeasible.

Fortunately, recent years have seen growing interest in a new
kind of network architecture that could provide a foundation for
network reasoning. In a software-defined network (SDN), a program
on a logically-centralized controller machine defines the overall
policy for the network, and a collection of programmable switches
implement the policy using efficient packet-processing hardware.
The controller and switches communicate via an open and standard
interface. By carefully installing packet-processing rules in the
hardware tables provided on switches, the controller can effectively
manage the behavior of the entire network.

Compared to traditional networks, SDNs have two important
simplifications that make them amenable to formal reasoning. First,
they relocate control from distributed algorithms running on indi-
vidual devices to a single program running on the controller. Sec-
ond, they eliminate the heterogeneous devices used in traditional
networks—switches, routers, load balancers, firewalls, etc.—and
replace them with stock programmable switches that provide a
standard set of features. Together, this means that the behavior of
the network is determined solely by the sequence of configuration
instructions issued by the controller. To verify that the network has
some property, an administrator (or tool) simply has to reason about
the states of the switches as they process instructions.

In the networking community, there is burgeoning interest in
tools for checking network-wide properties automatically. Sys-
tems such as FlowChecker [1], Header Space Analysis [12],
Anteater [17], VeriFlow [13], and others, work by generating a
logical representation of switch configurations and using an auto-
matic solver to check properties of those configurations. The con-
figurations are obtained by “scraping” state off of the switches or
inspecting the instructions issued by an SDN controller at run-time.

These tools represent a good first step toward making networks
more reliable, but they have two important limitations. First, they
are based on ad hoc foundations. Although SDN platforms such as
OpenFlow [21] have precise (if informal) specifications, the tools
make simplifying assumptions that are routinely violated by real



Aside: NetKAT’s origin story

22

Machine-Verified Network Controllers

Arjun Guha
Cornell University

arjun@cs.cornell.edu

Mark Reitblatt
Cornell University

reitblatt@cs.cornell.edu

Nate Foster
Cornell University

jnfoster@cs.cornell.edu

Abstract

In many areas of computing, techniques ranging from testing to
formal modeling to full-blown verification have been successfully
used to help programmers build reliable systems. But although net-
works are critical infrastructure, they have largely resisted analysis
using formal techniques. Software-defined networking (SDN) is a
new network architecture that has the potential to provide a foun-
dation for network reasoning, by standardizing the interfaces used
to express network programs and giving them a precise semantics.

This paper describes the design and implementation of the first
machine-verified SDN controller. Starting from the foundations, we
develop a detailed operational model for OpenFlow (the most pop-
ular SDN platform) and formalize it in the Coq proof assistant. We
then use this model to develop a verified compiler and run-time sys-
tem for a high-level network programming language. We identify
bugs in existing languages and tools built without formal founda-
tions, and prove that these bugs are absent from our system. Finally,
we describe our prototype implementation and our experiences us-
ing it to build practical applications.

Categories and Subject Descriptors F.3.1 [Specifying and Verify-
ing and Reasoning about Programs]: Mechanical verification

Keywords Software-defined networking, OpenFlow, formal veri-
fication, Coq, domain-specific languages, NetCore, Frenetic.

1. Introduction

Networks are some of the most critical infrastructure in modern so-
ciety and also some of the most fragile! Networks fail with alarm-
ing frequency, often due to simple misconfigurations or software
bugs [8, 19, 30]. The recent news headlines contain numerous ex-
amples of network failures leading to disruptions: a configuration
error during routine maintenance at Amazon triggered a sequence
of cascading failures that brought down a datacenter and the cus-
tomer machines hosted there; a corrupted routing table at GoDaddy
disconnected their domain name servers for a day and caused a
widespread outage; and a network connectivity issue at United Air-
lines took down their reservation system, leading to thousands of
flight cancellations and a “ground stop” at their San Francisco hub.

One way to make networks more reliable would be to de-
velop tools for checking important network invariants automati-
cally. These tools would allow administrators to answer questions
such as: “does this configuration provide connectivity to every host
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in the network?” or “does this configuration correctly enforce the
access control policy?” or “does this configuration have a forward-
ing loop?” or “does this configuration properly isolate trusted and
untrusted traffic?” Unfortunately, until recently, building such tools
has been effectively impossible due to the complexity of today’s
networks. A typical enterprise or datacenter network contains thou-
sands of heterogeneous devices, from routers and switches, to web
caches and load balancers, to monitoring middleboxes and fire-
walls. Moreover, each device executes a stack of complex protocols
and is configured through a proprietary and idiosyncratic interface.
To reason formally about such a network, an administrator (or tool)
must reason about the proprietary programs running on each dis-
tributed device, as well as the asynchronous interactions between
them. Although formal models of traditional networks exist, they
have either been too complex to allow effective reasoning, or too
abstract to be useful. Overall, the incidental complexity of networks
has made reasoning about their behavior practically infeasible.

Fortunately, recent years have seen growing interest in a new
kind of network architecture that could provide a foundation for
network reasoning. In a software-defined network (SDN), a program
on a logically-centralized controller machine defines the overall
policy for the network, and a collection of programmable switches
implement the policy using efficient packet-processing hardware.
The controller and switches communicate via an open and standard
interface. By carefully installing packet-processing rules in the
hardware tables provided on switches, the controller can effectively
manage the behavior of the entire network.

Compared to traditional networks, SDNs have two important
simplifications that make them amenable to formal reasoning. First,
they relocate control from distributed algorithms running on indi-
vidual devices to a single program running on the controller. Sec-
ond, they eliminate the heterogeneous devices used in traditional
networks—switches, routers, load balancers, firewalls, etc.—and
replace them with stock programmable switches that provide a
standard set of features. Together, this means that the behavior of
the network is determined solely by the sequence of configuration
instructions issued by the controller. To verify that the network has
some property, an administrator (or tool) simply has to reason about
the states of the switches as they process instructions.

In the networking community, there is burgeoning interest in
tools for checking network-wide properties automatically. Sys-
tems such as FlowChecker [1], Header Space Analysis [12],
Anteater [17], VeriFlow [13], and others, work by generating a
logical representation of switch configurations and using an auto-
matic solver to check properties of those configurations. The con-
figurations are obtained by “scraping” state off of the switches or
inspecting the instructions issued by an SDN controller at run-time.

These tools represent a good first step toward making networks
more reliable, but they have two important limitations. First, they
are based on ad hoc foundations. Although SDN platforms such as
OpenFlow [21] have precise (if informal) specifications, the tools
make simplifying assumptions that are routinely violated by real
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Additional Boolean Algebra Axioms 
a + (b; c) ≡ (a + b); (a + c) 
a + id ≡ id 
a + ! a ≡ id 
a; b ≡ b; a 
a; !a ≡ drop 
a; a ≡ a

Packet Axioms (for f≠g, n≠m) 

f := n; g := m ≡ g := m; f := n 
f := n; g = m ≡ g = m; f := n 
f := n; f = n ≡ f := n 
f = n; f := n ≡ f = n 
f := n; f := m ≡ f := m 
f = n; f = m ≡ false 
dup; f = n ≡ f = n; dup 
Σi f = ni ≡ true

Kleene Algebra Axioms [Kozen ’94] 

p + (q + r) ≡ (p + q) + r 
p + q ≡ q + p 
p + drop ≡ p 
p + p ≡ p 
p; (q; r) ≡ (p; q); r 
p; (q + r) ≡ p; q + p; r 
(p + q);  r ≡ p;  r + q; r 
id; p ≡ p 
p ≡ p; id 
drop; p ≡ drop 
p; drop ≡ drop 
id + p; p* ≡ p* 
id + p*; p ≡ p* 
p + q; r  + r ≡ r ⇒ p*; q + r ≡ r 
p +  q; r + q ≡ q ⇒ p; r* + q ≡ q
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Σi f = ni ≡ true
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p + drop ≡ p 
p + p ≡ p 
p; (q; r) ≡ (p; q); r 
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`

Soundness: If ⊢ p ≡ q, then ⟦p⟧ = ⟦q⟧ 

Completeness: If ⟦p⟧ = ⟦q⟧, then ⊢ p ≡ q
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A NetKAT Automaton is a tuple M=⟨S, s0, ε, δ⟩ where: 
• S is a finite set of states, 
• s0 ∈ S is the start state, 
• ε ∈ S → Packet → Packet Set 
• δ ∈ S → Packet → (S * Packet) Set

We can also build automata that recognize packet traces
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A NetKAT Automaton is a tuple M=⟨S, s0, ε, δ⟩ where: 
• S is a finite set of states, 
• s0 ∈ S is the start state, 
• ε ∈ S → Packet → Packet Set 
• δ ∈ S → Packet → (S * Packet) Set

We can also build automata that recognize packet traces

M accepts a trace in state s if: 
• accept s [p, p’] ⇔ p’ ∈ ε s p 

• accept s [p, p’] @ rest ⇔ ∃ s’. (p’, s’) ∈ δ s p ∧ accept s’ (p’ @ rest)
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Dataset 
Internet Topology Zoo, a dataset of 140 
real-world topologies, mostly large ISPs 

Configurations 
Synthetic programs that forward 
traffic along shortest paths

Property 
All-pairs reachability

Topology 
N0 = 0 N1 = 1 N2 = 2 N3 = 3 N4 = 4 N5 = 5 
top = @pt=-1?⋅ε∪(@sw=N5?⋅(@pt=2?⋅(@sw←N4⋅@pt←1)∪@pt=1?
⋅(@sw←N3⋅@pt←2)∪@pt=0?⋅(@sw←N1⋅@pt←3))∪@sw=N4?⋅(@pt=1?
⋅(@sw←N5⋅@pt←2)∪@pt=0?⋅(@sw←N3⋅@pt←1))∪@sw=N3?⋅(@pt=2?
⋅(@sw←N5⋅@pt←1)∪@pt=1?⋅(@sw←N4⋅@pt←0)∪@pt=0?
⋅(@sw←N1⋅@pt←2))∪@sw=N2?⋅(@pt=0?⋅(@sw←N1⋅@pt←1))∪@sw=N1?⋅(@pt=3?
⋅(@sw←N5⋅@pt←0)∪@pt=2?⋅(@sw←N3⋅@pt←0)∪@pt=1?⋅(@sw←N2⋅@pt←0)∪@pt=0?
⋅(@sw←N0⋅@pt←0))∪@sw=N0?⋅(@pt=0?⋅(@sw←N1⋅@pt←0))) 
 
Switches 
 @sw=N5?⋅(@dst=N4?⋅@pt←2∪@dst=N3?⋅@pt←1∪@dst=N2?⋅@pt←0∪@dst=N1?
⋅@pt←0∪@dst=N0?⋅@pt←0∪@dst=N5?⋅@pt←-1)∪@sw=N4?⋅(@dst=N5?
⋅@pt←1∪@dst=N3?⋅@pt←0∪@dst=N2?⋅@pt←0∪@dst=N1?⋅@pt←0∪@dst=N0?
⋅@pt←0∪@dst=N4?⋅@pt←-1)∪@sw=N3?⋅(@dst=N5?⋅@pt←2∪@dst=N4?
⋅@pt←1∪@dst=N2?⋅@pt←0∪@dst=N1?⋅@pt←0∪@dst=N0?⋅@pt←0∪@dst=N3?
⋅@pt←-1)∪@sw=N2?⋅(@dst=N5?⋅@pt←0∪@dst=N4?⋅@pt←0∪@dst=N3?
⋅@pt←0∪@dst=N1?⋅@pt←0∪@dst=N0?⋅@pt←0∪@dst=N2?⋅@pt←-1)∪@sw=N1?
⋅(@dst=N5?⋅@pt←3∪@dst=N4?⋅@pt←3∪@dst=N3?⋅@pt←2∪@dst=N2?
⋅@pt←1∪@dst=N0?⋅@pt←0∪@dst=N1?⋅@pt←-1)∪@sw=N0?⋅(@dst=N5?
⋅@pt←0∪@dst=N4?⋅@pt←0∪@dst=N3?⋅@pt←0∪@dst=N2?⋅@pt←0∪@dst=N1?
⋅@pt←0∪@dst=N0?⋅@pt←-1)

Key question 
Performance relative to APKeep, a 
state-of-the-art network verification tool
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A NetKAT Automaton is a tuple M=⟨S, s0, ε, δ⟩ where: 
• … 
• ε ∈ S → Packet → Packet Set 
• δ ∈ S → Packet → (S * Packet) Set



Symbolic automata [PLDI ’24]

28

A NetKAT Automaton is a tuple M=⟨S, s0, ε, δ⟩ where: 
• … 
• ε ∈ S → Packet → Packet Set 
• δ ∈ S → Packet → (S * Packet) Set

There are a lot 
of packets (and 

even more relations 
on packets)!



Symbolic automata [PLDI ’24]

28

A NetKAT Automaton is a tuple M=⟨S, s0, ε, δ⟩ where: 
• … 
• ε ∈ S → Packet → Packet Set 
• δ ∈ S → Packet → (S * Packet) Set

Idea: encode relations using a symbolic 
representation that is optimized for the common 
case—i.e., most fields are not changed

There are a lot 
of packets (and 

even more relations 
on packets)!



Symbolic automata [PLDI ’24]

28

A NetKAT Automaton is a tuple M=⟨S, s0, ε, δ⟩ where: 
• … 
• ε ∈ S → Packet → Packet Set 
• δ ∈ S → Packet → (S * Packet) Set

Idea: encode relations using a symbolic 
representation that is optimized for the common 
case—i.e., most fields are not changed

SPPs: two-layer binary decision diagrams where 
first layer encodes predicates and second layer 
encodes modifications

There are a lot 
of packets (and 

even more relations 
on packets)!



Symbolic automata [PLDI ’24]

28

A NetKAT Automaton is a tuple M=⟨S, s0, ε, δ⟩ where: 
• … 
• ε ∈ S → Packet → Packet Set 
• δ ∈ S → Packet → (S * Packet) Set

Idea: encode relations using a symbolic 
representation that is optimized for the common 
case—i.e., most fields are not changed

Example 
f = 0 + g := 1

f

0

g

0

⊤

1

g

1

⊥

SPPs: two-layer binary decision diagrams where 
first layer encodes predicates and second layer 
encodes modifications

There are a lot 
of packets (and 

even more relations 
on packets)!



Symbolic automata [PLDI ’24]

28

A NetKAT Automaton is a tuple M=⟨S, s0, ε, δ⟩ where: 
• … 
• ε ∈ S → Packet → Packet Set 
• δ ∈ S → Packet → (S * Packet) Set

Idea: encode relations using a symbolic 
representation that is optimized for the common 
case—i.e., most fields are not changed

Example 
f = 0 + g := 1

f

0

g

0

⊤

1

g

1

⊥

SPPs: two-layer binary decision diagrams where 
first layer encodes predicates and second layer 
encodes modifications

There are a lot 
of packets (and 

even more relations 
on packets)!



Symbolic automata

29



Evaluation: KATch

30

��	 ��
 ��� ��� ��


��$���� ����

��%


��%	

��%�

���

���

��	

��
�

��
��

�
�!������������� #

�#� ��
������
����� ��
����� ���� ����! �
�� ������"�
�� ������"��� ����! �



Evaluation: KATch

30

��	 ��
 ��� ��� ��


��$���� ����

��%


��%	

��%�

���

���

��	

��
�

��
��

�
�!������������� #

�#� ��
������
����� ��
����� ���� ����! �
�� ������"�
�� ������"��� ����! �

��	 ��
 ��� ��� ��


��$���� ����

��%


��%	

��%�

���

���

��	

��
�

��
��

�
�!������������� #

�#� ��
������
����� ��
����� ���� ����! �
�� ��
�� ������"�
�� ������"��� ����! �

+ linear encoding



NetKAT in industry

31

C++ implementation of NetKAT  
for verifying cloud isolation



NetKAT in industry

31

C++ implementation of NetKAT  
for verifying cloud isolation

Haskell implementation of NetKAT 
for verifying secure 5G slicing
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Abstract
It is known that certain program transformations require a small
amount of mutable state, a feature not explicitly provided by
Kleene algebra with tests (KAT). In this paper we show how to
axiomatically extend KAT with this extra feature in the form of
mutable tests. The extension is conservative and is formulated as
a general commutative coproduct construction. We give several re-
sults on deductive completeness and complexity of the system, as
well as some examples of its use.

Categories and Subject Descriptors F.3.3 [Logics and Meanings

of Programs]: Studies of Program Constructs—Program and recur-
sion schemes

General Terms Theory, Verification, Languages

Keywords Kleene algebra, Kleene algebra with tests, verification

1. Introduction
Kleene algebra with tests (KAT) is a propositional equational sys-
tem that combines Kleene algebra (KA) with Boolean algebra. It
has been shown to be an effective tool for many low-level program
analysis and verification tasks involving communication protocols,
safety analysis, source-to-source program transformation, concur-
rency control, and compiler optimization [2, 5, 7–9, 17, 22]. A no-
table recent success is its adoption as a basis for NetKAT, a foun-
dation for software-defined networks (SDN) [1].

One advantage of KAT is that it allows a clean separation of
the theory of the domain of computation from the program restruc-
turing operations. The former typically involves first-order reason-
ing, whereas the latter is typically propositional. It is often advan-
tageous to separate the two, because the theory of the domain of
computation may be highly undecidable. With KAT, one typically
isolates the needed properties of the domain as premises in a Horn
formula

s1 = t1 ^ · · · ^ sn = tn ! s = t,

where the conclusion s = t expresses a more complicated equiv-
alence between (say) an unoptimized or unannotated version of a
program and its optimized or annotated version. The premises are
verified once and for all using the properties of the domain, and

Permission to make digital or hard copies of all or part of this work for personal or
classroom use is granted without fee provided that copies are not made or distributed
for profit or commercial advantage and that copies bear this notice and the full citation
on the first page. Copyrights for components of this work owned by others than ACM
must be honored. Abstracting with credit is permitted. To copy otherwise, or republish,
to post on servers or to redistribute to lists, requires prior specific permission and/or a
fee. Request permissions from permissions@acm.org.
CSL-LICS 2014, July 14–18, 2014, Vienna, Austria.
Copyright c� 2014 ACM 978-1-4503-2886-9. . . $15.00.
http://dx.doi.org/10.1145/2603088.2603095

the conclusion is then verified propositionally in KAT under those
assumptions.

Certain premises that arise frequently in practice can be incor-
porated as part of the theory using a technique known as elimina-

tion of hypotheses, in which Horn formulas with premises of a cer-
tain form can be reduced to the equational theory without loss of
efficiency [7, 12, 23]. However, there are a few useful ones that
cannot. In particular, it is known that there are certain program
transformations that cannot be effected in pure KAT, but require
extra structure. Two paradigmatic examples are the Böhm–Jacopini
theorem [6] (see also [3, 26–28, 30]) and the folklore result that
all while programs can be transformed to a program with a single
while loop [13, 25].

The Böhm–Jacopini theorem states that every deterministic
flowchart can be written as a while program. The construction is
normally done at the first-order level and introduces auxiliary vari-
ables to remember values across computations. It has been shown
that the construction is not possible without some kind of auxiliary
structure of this type [3, 15, 24].

Akin to the Böhm–Jacopini theorem, and often erroneously
conflated with it, is the folklore theorem that every while program
can be written with a single while loop. Like the proof of the
Böhm–Jacopini theorem, the proofs of [14, 25], as reported in
[13], are normally done at the first-order level and use auxiliary
variables. It was a commonly held belief that this result had no
purely propositional proof [13], but a partial refutation of this
view was given in [17] using a construction that foreshadows the
construction of this paper.

One can carry out these constructions in an uninterpreted first-
order version of KAT called schematic KAT (SKAT) [2, 20], but
as SKAT is undecidable in general [18], one would prefer a less
radical extension.

In this paper we investigate the minimal amount of structure
that suffices to perform these transformations and show how to
incorporate it in KAT without sacrificing deductive completeness
or decidability. Our main results are:

• We show how to extend KAT with a set of independent mutable

tests. The construction is done axiomatically with generators
and additional equational axioms. We formulate the construc-
tion as a general commutative coproduct construction that sat-
isfies a certain universality property. The generators are abstract
setters of the form b! and b̄! and testers b? and b̄? for a test sym-
bol b. We can think of these intuitively as operations that set
and test the value of a Boolean variable, although we do not
introduce any explicit notion of storage or variable assignment.

• We prove a representation theorem (Theorem 2) for the com-
mutative coproduct of an arbitrary KAT K and a KAT of binary
relations on a finite set, namely that it is isomorphic to a certain
matrix algebra over K.

• As a corollary to the representation theorem, we show that
the extension is conservative; that is, an arbitrary KAT K can

KAT with finite 
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Abstract

Over the past 5-10 years, the rise of software-defined net-
working (SDN) has inspired a wide range of new systems,
libraries, hypervisors and languages for programming, mon-
itoring, and debugging network behavior. Oftentimes, these
systems are disjoint—one language for programming and
another for verification, and yet another for run-time moni-
toring and debugging. In this paper, we present a new, unified
framework, called Temporal NetKAT, capable of facilitating
all of these tasks at once. As its name suggests, Temporal
NetKAT is the synthesis of two formal theories: past-time
(finite trace) linear temporal logic and (network) Kleene Al-
gebra with Tests. Temporal predicates allow programmers
to write down concise properties of a packet’s path through
the network and to make dynamic packet-forwarding, ac-
cess control or debugging decisions on that basis. In addi-
tion to being useful for programming, the combined equa-
tional theory of LTL and NetKAT facilitates proofs of path-
based correctness properties. Using new, general, proof tech-
niques, we show that the equational semantics is sound with
respect to the denotational semantics, and, for a class of pro-
grams we call network-wide programs, complete. We have
also implemented a compiler for temporal NetKAT, evalu-
ated its performance on a range of benchmarks, and studied
the effectiveness of several optimizations.

Categories and Subject Descriptors D.3.2 [Programming
Languages]: Language Classifications—Specialized appli-
cation languages

Keywords Software-defined networking, Network pro-
gramming languages, Domain-specific languages, Kleene
algebra with tests, NetKAT, Temporal logic.

1. Introduction

In software-defined networking, a general-purpose con-
troller machine, or cluster of machines, manages a collec-
tion of simple, programmable switches through a uniform
and open API such as OpenFlow [29]. In order to build
reliable SDN systems, one requires a combination of sev-
eral key technologies: a platform for programming packet-
forwarding policies, technology for monitoring dynamic
traffic patterns and sampling packets of interest, and mech-
anisms for SDN verification. Over the past decade, all of
these components have been tackled in a myriad of differ-
ent ways. For instance, FlowLog [34], Frenetic [9], L [36],
Maple [42], NetKAT [1], and others have given us effective
new languages for programming packet-forwarding policies.
DREAM [32], Open Sketch [43], Path Queries [33] and oth-
ers provide sophisticated monitoring infrastructure. Header
Space Analysis [17], NetPlumber [18], NetKAT again [10],
Network Optimized Datalog [25] and Veriflow [19] are tools
for checking various path properties of networks such as the
absence of loops, access control, and waypointing.

In this paper, we present a simple, new foundation for
managing many of these activities in the same framework.
More specifically, we begin with NetKAT [1], which serves
as a basis for modular programming of packet-forwarding
functions. NetKAT programs consist of simple predicates
that identify packets based on their current headers and lo-
cation, and policies that modify those headers and forward
packets through the network. A collection of combinators
makes it possible to take the union of two policies, stitch
policies together in sequence or iterate over a policy zero
or more times. In combination, these features allow users to
program network packet-processing functions.

However, as discussed above, network operators typically
need additional support above and beyond facilities for pro-
gramming packet-processing functions. In particular, many
network monitoring and debugging tasks are most easily
phrased in terms of packet history—the path and possible
state changes a packet took to arrive at the current loca-
tion. For instance, users might want to write queries that ask
where specific traffic causing congestion is coming from or
whether any packets headed towards a secure host have cir-
cumvented a network firewall. Each such question requires
we understand the paths (or history) of packets as they flow
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Abstract
Kleene algebras with tests (KATs) o!er sound, complete,
and decidable equational reasoning about regularly struc-
tured programs. Interest in KATs has increased greatly since
NetKAT demonstrated how well extensions of KATs with
domain-speci"c primitives and extra axioms apply to com-
puter networks. Unfortunately, extending a KAT to a new
domain by adding custom primitives, proving its equational
theory sound and complete, and coming up with an e#cient
implementation is still an expert’s task. Abstruse metatheory
is holding back KAT’s potential.

We o!er a fast path to a “minimum viable model” of a KAT,
formally or in code through our framework, Kleene algebra
modulo theories (KMT). Given primitives and a notion of
state, we can automatically derive a corresponding KAT’s
semantics, prove its equational theory sound and complete
with respect to a tracing semantics (programs are denoted as
traces of states), and derive a normalization-based decision
procedure for equivalence checking. Our framework is based
on pushback, a generalization of weakest preconditions that
speci"es how predicates and actions interact. We o!er sev-
eral case studies, showing tracing variants of theories from
the literature (bitvectors, NetKAT) along with novel com-
positional theories (products, temporal logic, and sets). We
derive new results over unbounded state, reasoning about
monotonically increasing, unbounded natural numbers. Our
OCaml implementation closely matches the theory: users
de"ne and compose KATs with the module system.

CCS Concepts: • Software and its engineering → For-
mal language de!nitions; Frameworks; Formal software
veri!cation; Correctness; Automated static analysis; • Theory
of computation→ Regular languages.

Keywords: tracing semantics, algebraic models, veri"cation,
program equivalence
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1 Introduction
Kleene algebra with tests (KAT) provides a powerful frame-
work for reasoning about regularly structured programs.
Modeling simple programs with while loops and beyond,
KATs can handle a variety of analysis tasks [2, 7, 11–13, 36]
and typically enjoy sound, complete, and decidable equa-
tional theories. Interest in KATs has followed their success
in networking: NetKAT, a language for programming and
verifying Software De"ned Networks (SDNs), is a remark-
ably successful concrete KAT [1], followed by many other
variations and extensions [4, 8, 22, 37, 38, 48].

What’s holding back KAT and its decidable equivalence
from applying in other domains? It’s hard to generate use-
ful, concrete instances of KAT. But de"ning concrete KATs
remains a challenging task even for KAT experts. To build
a custom KAT, one must craft custom domain primitives,
derive a collection of new domain-speci"c axioms, prove
the soundness and completeness of the resulting algebra,
and implement a decision procedure. For example, NetKAT’s
theory and implementation was developed over several pa-
pers [1, 23, 51], following a series of papers that resembled,
but did not use, the KAT framework [21, 29, 39, 44]. A pes-
simistic analysis concludes that making a domain-speci"c
KAT requires moving to an institution with a KAT expert!
Abstract KAT has not successfully transferred to other

domains. The conventional, abstract approach to KAT leaves
actions and predicates abstract, without any domain-speci"c
equations [15, 34, 40, 43]. Abstract KATs can’t do domain-
speci"c reasoning. Domain-speci"c knowledge must be en-
coded manually as additional equational assumptions, which
makes equivalence undecidable in general; decision pro-
cedures have limited support for reasoning over domain-
speci"c primitives and axioms [11, 32]. Applying KAT is hard
because existing work is too abstract, with challengingly tele-
graphic completeness proofs: normalization procedures are
implicit in the very terse proofs. Such concision makes it
hard for a domain expert to adapt KAT to their needs.
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ABSTRACT
Packet processing programs may have multiple semantically equiv-
alent representations in terms of the match-action abstraction ex-
posed by the underlying data plane. Some representations may
encode the entire packet processing program into one large table
allowing packets to be matched in a single lookup, while others
may encode the same functionality decomposed into a pipeline of
smaller match-action tables, maximizing modularity at the cost of
increased lookup latency. In this paper, we provide the !rst sys-
tematic study of match-action program representations in order to
assist network programmers in navigating this vast design space.
Borrowing from relational database and formal language theory,
we de!ne a framework for the equivalent transformation of match-
action programs to obtain certain irredundant representations that
we call “normal forms”. We !nd that normalization generally im-
proves the capacity of the control plane to program the data-plane
and to observe its state, at the same time having negligible, or
positive, performance impact.

CCS CONCEPTS
• Networks→ Programmable networks; Network performance
evaluation; • Theory of computation → Database theory.

KEYWORDS
programmable data plane, P4, OpenFlow, match-action tables, pro-
gram transformation, formal languages, relational model
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1 INTRODUCTION
The match-action paradigm, describing general packet processing
programs in terms of a sequence of classi!er tables of user-de!ned
(rule, action) pairs, has recently emerged as the prevalent model
for exposing the functionality of recon!gurable data-plane devices
to the network programmer [3]. This is on the one hand thanks to
the convenient abstraction of “"ows”, tra#c aggregates de!ned by
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wildcard rules on header !elds, making it possible to formulate data-
plane programs in the mental model familiar from L2/L3 forwarding
tables, !rewalls, QoS classi!ers, etc. This abstraction, furthermore,
ended up being simple enough to be e#ciently implemented in data
plane devices [16]. Correspondingly, the match-action paradigm
has become themajor driver for data-plane programming languages
(OpenFlow 1.1+ [26], P4 [5]), recon!gurable hardware ASICs (RMT
[6]), software switches (OVS [28], ESwitch [24]), programmable ker-
nel datapaths (eBPF/XDP [32]), and network-function virtualization
frameworks (FastClick [2], BESS [13], NetBricks [27]).

Any nontrivial packet processing program may have multiple
semantically equivalent representations in terms of match-action
tables. Certain functionality may be best represented as a single
match-action table, yielding a complex data-plane classi!er match-
ing on possibly many header !elds simultaneously, while others
may lend themselves to be modularized into a pipeline of succes-
sive tables [7, 12, 16, 23, 24]. Di$erent representations in turn may
have di$erent operational properties, and currently there is very
little understanding as to which representation is optimal for a
particular purpose. In this paper, we take the !rst steps at studying
the systematic transformations of match-action programs between
single-table and multi-table forms and understanding how choosing
a representation a!ects the complexity of control-plane–data-plane
interactions and the raw packet-processing performance.

Our main contributions are as follows:
Redundancy in match-action programs. We observe that cer-
tain intrinsic dependencies that may exist between di$erent match
and action !elds may introduce considerable redundancy, depend-
ing on the particular representation (single-table or multi-table
pipeline) chosen. This redundancy may then unnecessarily bloat
data-plane footprint and adversely a$ect the capacity of the control
plane to program and monitor the data plane. While earlier work
hinted at the possibility of “"ow state explosion” phenomena to
arise in various match-action program representations [24], to the
best of our knowledge we are the !rst to uncover the systematic
reasons behind such redundancy (§2).
Normal forms.We categorize the types of dependencies that may
exist in match-action programs and we show certain multi-table
representations that are guaranteed to be irredundant. Borrowing
from relational database theory, we call these irredundant represen-
tations normal forms and we show in real-life use cases that such
normal forms naturally arise in well-known applications. We note
that our normal forms are orthogonal to existing approaches for
minimizing packet classi!ers [21, 23] (§3).
Program transformation.We de!ne a formal framework for the
equivalent transformation of match-action programs (decompos-
ing a match-action table into multiple tables and vice versa) and
we give su#cient and necessary conditions for the existence of
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This work presents P!"NK, a functional probabilistic network programming language that extends Probabilistic
NetKAT (PNK). Like PNK, it enables probabilistic modelling of network behaviour, by providing probabilistic
choice and in!nite iteration (to simulate looping network packets). Yet, unlike PNK, it also o"ers abstraction
and higher-order functions to make programming much more convenient.

The formalisation of P!"NK is challenging for two reasons: Firstly, network programming induces multiple
side e"ects (in particular, parallelism and probabilistic choice) which need to be carefully controlled in a
functional setting. Our system uses an explicit syntax for thunks and sequencing which makes the interplay
of these e"ects explicit. Secondly, measure theory, the standard domain for formalisations of (continuous)
probablistic languages, does not admit higher-order functions. We address this by leveraging "-Quasi Borel
Spaces ("QBSes), a recent advancement in the domain theory of probabilistic programming languages.

We believe that our work is not only useful for bringing abstraction to PNK, but that—as part of our
contribution—we have developed the meta-theory for a probabilistic language that combines advanced
features like higher-order functions, iteration and parallelism, which may inform similar meta-theoretic
e"orts.

CCS Concepts: • Networks; • Software and its engineering → Domain speci!c languages; • Mathe-
matics of computing→ Probability and statistics;

Additional Key Words and Phrases: Probabilistic Programming, Network Modelling, Quasi-Borel Spaces,

"-QBS, NetKAT
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1 INTRODUCTION

Probabilistic programming languages simplify the creation of probabilistic models. They separate
the model from the algorithm that infers probabilities for it (e.g., Church [Goodman et al. 2012],
Anglican [Wood et al. 2014], Gen [Cusumano-Towner et al. 2019], ProbLog [Fierens et al. 2015]).
Instead of writing a custom procedure tailored to a particular model, the same generic algorithm is
used for all programs written in the programming language. Thus, the algorithm can be re-used for
many programs, lessening the implementation e"ort and maintenance burden of the model.

In this work we develop a probabilistic programming language, called P!"NK.1 P!"NK combines
diverse features such as higher-order functions, probabilistic choice and parallelism. It is a domain
speci!c language for probabilistically modelling computer networks. The main purpose of P!"NK

1Pronounced as “plonk”.
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Abstract

Storage systems make persistence guarantees even if the
system crashes at any time, which they achieve using recov-
ery procedures that run after a crash. We present Argosy, a
framework for machine-checked proofs of storage systems
that supports layered recovery implementations with modu-
lar proofs. Reasoning about layered recovery procedures is
especially challenging because the system can crash in the
middle of a more abstract layer’s recovery procedure and
must start over with the lowest-level recovery procedure.
This paper introduces recovery re!nement, a set of condi-

tions that ensure proper implementation of an interface with
a recovery procedure. Argosy includes a proof that recov-
ery re!nements compose, using Kleene algebra for concise
de!nitions and metatheory. We implemented Crash Hoare
Logic, the program logic used by FSCQ [8], to prove recovery
re!nement, and demonstrated the whole system by verifying
an example of layered recovery featuring a write-ahead log
running on top of a disk replication system. The metatheory
of the framework, the soundness of the program logic, and
these examples are all veri!ed in the Coq proof assistant.

CCS Concepts • Theory of computation → Program
veri!cation; • Hardware→ System-level fault tolerance.

Keywords Kleene Algebra, Re!nement
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1 Introduction

Storage systems, including !le systems, databases, and persis-
tent key-value stores, must protect data from loss even when
the computer crashes (e.g., due to a power failure). These
systems provide crash-safety guarantees about what data
persists if such crashes occur. To achieve these guarantees,
many systems perform some form of repair in a recovery
procedure that runs after a reboot.
Storage systems are typically structured into several lay-

ered abstractions. For example, a storage system might use
several physical disks for redundancy. By replicating writes
across these disks, the storage system can implement an in-
terface presenting a single synchronous disk, and then use
write-ahead logging to implement a transactional API for
atomically writing multiple disk blocks (see Figure 1).

Multiple unreliable disks

Single disk

Transactional API

Replication

Logging

Figure 1. A simple storage system that uses recovery at
multiple layers of abstraction.

If the computer crashes, write operations may have oc-
curred on only some of the physical disks. To repair its state,
the storage system runs a recovery procedure after reboot.
First, it propagates missing writes to the remaining disks to
restore replication. Then, it reads the transaction log to de-
termine if transactions need to be aborted or applied, based
on whether the system crashed before or after they were
committed. The storage systemmay have to run the recovery
procedure several times, because the system can crash again
during recovery.
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Abstract
We investigate the algebraic reasoning of quantum programs
inspired by the success of classical program analysis based
on Kleene algebra. One prominent example of such is the fa-
mous Kleene Algebra with Tests (KAT), which has furnished
both theoretical insights and practical tools. The succinctness
of algebraic reasoning would be especially desirable for scal-
able analysis of quantum programs, given the involvement
of exponential-size matrices in most of the existing methods.
A few key features of KAT including the idempotent law
and the nice properties of classical tests, however, fail to
hold in the context of quantum programs due to their unique
quantum features, especially in branching. We propose Non-
idempotent Kleene Algebra (NKA) as a natural alternative
and identify complete and sound semantic models for NKA
as well as their quantum interpretations. In light of appli-
cations of KAT, we demonstrate algebraic proofs in NKA
of quantum compiler optimization and the normal form of
quantum while-programs. Moreover, we extend NKA with
Tests (i.e., NKAT), where tests model quantum predicates
following e!ect algebra, and illustrate how to encode propo-
sitional quantum Hoare logic as NKAT theorems.

CCS Concepts: • Theory of computation → Algebraic
language theory; Equational logic and rewriting.

Keywords: non-idempotent Kleene algebra, compiler opti-
mization, normal form theorem, quantum Hoare logic.
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1 Introduction
1.1 Background and Motivation
Kleene algebra (KA) [31] that establishes the equivalence
of regular expressions and "nite automata is an important
connection built between programming languages and ab-
stract machines with a wide range of applications. One very
successful extension of KA, called Kleene algebra with tests
(KAT), was introduced by Kozen [33] that combines KA with
Boolean algebra (BA) to model the fundamental constructs
arising in programs: sequencing, branching, iteration, etc.
More importantly, the equational theory of KAT, which can
be "nitely axiomatized [37], allows algebraic reasoning about
corresponding classical programs.

The mathematical elegance and succinctness of algebraic
reasoning with KAT have furnished deep theoretical insights
as well as practical tools. A lot of topics can be investigated
with KAT including, e.g., program transformations [4], com-
piler optimization [36], Hoare logic [34], and so on. An im-
portant recent application of KAT is NetKAT [3] that reasons
about the packet-forwarding behavior of software-de"ned
networks, with both a solid theoretical foundation [21] and
scalable practical performance [3]. An e#cient fragment
of KAT, called Guarded KAT (GKAT), has also been iden-
ti"ed [55] to model typical imperative programs with an
almost linear time equational theory. In contrast, KAT’s equa-
tional theory is PSPACE-complete [14].
Quantum computation has been a topic of signi"cant re-

cent interest. With breakthroughs in experimental quantum
computing and the introduction of many quantum program-
ming languages such as Quipper [26], Sca!old [1], QWIRE
[46], Microsoft’s Q# [58], IBM’s Qiskit [2], Google’s Cirq
[24], Rigetti’s Forest [49], there is an imperative need for the
analysis and veri"cation of quantum programs.
Indeed, program analysis and veri"cation have been a

central topic ever since the seminal work on quantum pro-
gramming languages [25, 45, 50, 51, 53]. There have been
many attempts of developing Hoare-like logic [28] for veri-
"cation of quantum programs [5, 10, 12, 18, 29, 63]. In par-
ticular, D’Hondt and Panangaden [15] proposed the notions
of quantum predicate and weakest precondition. Ying [63]
established the quantumHoare logic with (relative) complete-
ness for reasoning about a quantum extension of the while-
language with many subsequent developments [41, 66, 69].
We refer curious readers to surveys [23, 52, 65] for details.
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An Algebraic Language for Specifying!antum Networks

ANITA BUCKLEY, USI Lugano, Switzerland
PAVEL CHUPRIKOV, USI Lugano, Switzerland
RODRIGO OTONI, USI Lugano, Switzerland
ROBERT SOULÉ, Yale University, USA
ROBERT RAND, University of Chicago, USA

PATRICK EUGSTER, USI Lugano, Switzerland

Quantum networks connect quantum capable nodes in order to achieve capabilities that are impossible only
using classical information. Their fundamental unit of communication is the Bell pair, which consists of two
entangled quantum bits. Unfortunately, Bell pairs are fragile and di!cult to transmit directly, necessitating
a network of repeaters, along with software and hardware that can ensure the desired results. Challenging
intrinsic features of quantum networks, such as dealing with resource competition, motivate formal reasoning
about quantum network protocols. To this end, we developed BellKAT, a novel speci"cation language for
quantum networks based upon Kleene algebra. To cater to the speci"c needs of quantum networks, we
designed an algebraic structure, called BellSKA, which we use as the basis of BellKAT’s denotational semantics.
BellKAT’s constructs describe entanglement distribution rules that allow for modular speci"cation. We give
BellKAT a sound and complete equational theory, allowing us to verify network protocols. We provide a
prototype tool to showcase the expressiveness of BellKAT and how to optimize and verify networks in practice.

CCS Concepts: • Networks→ Formal speci!cations; • Hardware→ Quantum technologies; • Theory of
computation → Formal languages and automata theory.

Additional Key Words and Phrases: Kleene algebra, quantum networks, entanglement

ACM Reference Format:
Anita Buckley, Pavel Chuprikov, Rodrigo Otoni, Robert Soulé, Robert Rand, and Patrick Eugster. 2024. An
Algebraic Language for Specifying Quantum Networks. Proc. ACM Program. Lang. 8, PLDI, Article 200
(June 2024), 23 pages. https://doi.org/10.1145/3656430

1 INTRODUCTION

Quantum networks are distributed systems providing communication services to distributed quan-
tum applications. They bring numerous advantages over what is possible in a classical setting,
improving the capabilities of existing applications and allowing for fundamentally new ones to
arise. Most notable bene"ts are related to enhanced communication capabilities leading to increased
security, with examples including unconditionally secure client-server communication, blind cloud
computing, and secure multi-party computation [Gyongyosi and Imre 2022; Pirandola et al. 2020;
Wang et al. 2023]. Distribution is also essential to expand quantum computation beyond capabilities
of individual quantum-enabled computers to quantum clusters [Kozlowski and Wehner 2019].
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Soulé, Yale University, New Haven, USA, robert.soule@yale.edu; Robert Rand, University of Chicago, Chicago, USA,
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Abstract
We introduce a formal language for specifying dynamic updates for Software Defined Networks. Our language builds upon

Network Kleene Algebra with Tests (NetKAT) and adds constructs for synchronisations and multi-packet behaviour to capture
the interaction between the control- and data-plane in dynamic updates. We provide a sound and ground-complete axiomatization
of our language. We exploit the equational theory to provide an efficient reasoning method about safety properties for dynamic
networks. We implement our equational theory in DyNetiKAT – a tool prototype, based on the Maude Rewriting Logic and the
NetKAT tool, and apply it to a case study. We show that we can analyse the case study for networks with hundreds of switches
using our initial tool prototype.

Index Terms
Software Defined Networks, Dynamic Updates, Dynamic Network Reconfiguration, NetKAT, Process Algebra, Equational

Reasoning

I. INTRODUCTION

Software defined networking (SDN) has gained immense popularity due to simplicity in network management and offering
network programmability. Many programming languages have been designed for programming SDNs [14], [25]. They range
from industrial-scale, hardware-oriented and low-level programming languages such as OpenFlow [17] to domain-specific, high-
level and programmer-centric languages such as Frenetic [9]. In recent years, there has been a growing interest in analysable
languages based on mathematical foundations which provide a solid reasoning framework to prove correctness properties in
SDNs (e.g., safety).

There is a spectrum of mathematically inspired network programming languages that varies between those with a small
number of language constructs and those with expressive language design which allow them to support more networking
features. On the more expressive side of the spectrum, Flowlog [20] is an example of a language that uses a powerful
formalism (first-order Horn clause logic) to program a Software Defined Network (SDN). In order to keep the language
decidable, Flowlog disallows recursion in the clauses. For the purpose of formal analysis of a Flowlog program, the authors of
[20] provide a translator to the Alloy tool. As another example of an expressive language, Kinetic [13] is a language based on
finite state machines that is mostly geared towards dynamic feature of SDNs. Model checking is used to formally analyse the
Kinetic programs. NetKAT [2], [8] is an example of a minimalist language based on Kleene algebra with tests that has a sound
and complete equational theory. While the core of the language is very simple with a few number of operators, the language
has been extended in various ways to support different aspects of networking such as congestion control [7], history-based
routing [5] and higher-order functions [26].

Our starting point is NetKAT, because it provides a clean and analysable framework for specifying SDNs. The minimalist
design of NetKAT does not cater for some common (failure) patterns in SDNs, particularly those arising from dynamic
reconfiguration and the interaction between the data- and control-plane flows. In [15], the authors have proposed an extension
to NetKAT to support stateful network updates. The extension embraces the notion of mutable state in the language which is in
contrast to its pure functional nature. The purpose of this paper is to propose an extension to NetKAT to support dynamic and
stateful behaviours. On the one hand, we preserve the big-step denotational semantics of NetKAT-specific constructs enabling,
for instance, handling flow table updates atomically, in the spirit of [21]. On the other hand, we extend NetKAT in a modular
fashion, to integrate concurrent SDN behaviours such as dynamic updates, defined via a small-step operational semantics. To
this end, we pledge to keep the minimalist design of NetKAT by adding only a few new operators. Furthermore, our extension
does not contradict the nature of the language.

A number of concurrent extensions of NetKAT have been introduced to date [12], [22], [27]. These extensions followed
different design decisions than the present paper and a comparison of their approaches with ours is provided in Section II;
however, the most important difference lies in the fact that inspired by earlier abstractions in this domain [21], we were
committed to create different layers for data-plane flows and dynamic updates such that every data-plane packet observes a
single set of flow tables through its flight through the network. This allowed us, unlike the earlier approaches, to build a layer

The work of Georgiana Caltais and Hünkar Can Tunç was supported by the DFG project “CRENKAT”, proj. no. 398056821. The work of Mohammad
Reza Mousavi was supported by the UKRI Trustworthy Autonomous Systems Node in Verifiability, Grant Award Reference EP/V026801/1.
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Guarded Kleene Algebra with Tests (GKAT) provides a sound and complete framework to reason about trace
equivalence between simple imperative programs. However, there are still several notable limitations. First,
GKAT is completely agnostic with respect to the meaning of primitives, to keep equivalence decidable. Second,
GKAT excludes non-local control !ow such as goto, break, and return. To overcome these limitations,
we introduce Control-Flow GKAT (CF-GKAT ), a system that allows reasoning about programs that include
non-local control !ow as well as hardcoded values. CF-GKAT is able to soundly and completely verify trace
equivalence of a larger class of programs, while preserving the nearly-linear e"ciency of GKAT. This makes
CF-GKAT suitable for the veri#cation of control-!ow manipulating procedures, such as decompilation and
goto-elimination. To demonstrate CF-GKAT’s abilities, we validated the output of several highly non-trivial
program transformations, such as Erosa and Hendren’s goto-elimination procedure and the output of Ghidra
decompiler. CF-GKAT opens up the application of Kleene Algebra to a wider set of challenges, and provides an
important veri#cation tool that can be applied to the #eld of decompilation and control-!ow transformation.

CCS Concepts: • Theory of computation→ Automated reasoning; Logic and veri!cation; Algebraic
semantics; • Software and its engineering→ Correctness.
Additional Key Words and Phrases: Program equivalence, Kleene algebra, control !ow recovery
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1 Introduction
There are many notions of program equivalence with di$erent granularity and computational
complexity. At one end of the spectrum, syntactic equality compares two programs solely based on
its syntax. Although decidable, this technique will not equate programs like the following:

if 𝐿 then 𝑀 else 𝑁 if ¬𝐿 then 𝑁 else 𝑀

Conversely, input-output equivalence relates two programs if and only if they yield the same output
on the same input. This equivalence is very powerful, but also well-known to be undecidable.
∗Work performed at Boston University.
†Work performed at Open University of the Netherlands and ILLC, University of Amsterdam.
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At the start of the semester, we set out to: 
• Understand how to design languages… 
• By modeling their semantics mathematically
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