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What about networks?

THE DESIGN PHILOSOPHY OF THE DARPA INTERNET
PROTOCOLS

David D. Clark

Massachusetts Institute of Technology
Laboratory for Computer Science
Cambridge, Ma. 02139

Abstract

The Internet protocol suite, TCP/IP, was first proposed
fifteen years ago. It was developed by the Defense
Advanced Research Projects Agency (DARPA), and has
been used widely in military and commercial systems.
While there have been papers and specifications that
describe how the protocols work, it is sometimes difficult
to deduce from these why the protocol 1s as it 1s. For
example, the Internet protocol is based on a
connectionless or datagram mode of service. The
motivation for this has been greatly misunderstood. This
paper attempts to capture some of the early reasoning
which shaped the Intemet protocols.

t. Introduction

For the last 15 years!, the Advanced Research Projects
Agency of the US. Department of Defense has been
developing a suite of protocols for packet switched
networking. These protocols, which include the Internet
Protocol (IP), and the Transmission Control Protocol
(TCP), are now U.S. Department of Defense standards
for intermetworking, and are in wide use n the
commercial networking environment. The ideas
developed in this effort have also influenced other
protocol suites, most importantly the connectionless

configuration of the ISO protocols® 4,

While specific information on the DOD protocols is fairly
generally available® %7 it is sometimes difficult to
determine the motivation and reasoning which led to the

design.

In fact, the design philosophy has evolved considerably
from the first proposal to the current standards. For
example, the idea of the datagram, or connectionless
service, does not receive particular emphasis in the first
paper, but has come to be the defining characteristic of
the protocol. Another example is the layering of the
architecture into the IP and TCP layers. This seems basic
to the design, but was also not a part of the original
proposal. These changes in the Intemet design arose
through the repeated pattern of implementation and
testing that occurred before the standards were set.

The Internet architecture is still evolving. Sometimes a
new extension challenges one of the design principles,
but in any case an understanding of the history of the
design provides a necessary context for current design
extensions. The connectionless configuration of ISO
protocols has also been colored by the history of the
Intemet suite, so an understanding of the Internet design
philosophy may be helpful to those working with [SO.

This paper catalogs one view of the original objectives of
the Internet architecture, and discusses the relation
between these goals and the important features of the
protocols.

2. Fundamental (Goal
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What about networks?

“While tools to verify

logical correctness are
useful, both at the
specification and

implementation stage,
they do not help with

the severe problems
that often arise related
to performance.’
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Evolution of networks

Conventional Networks Modern Networks

* Disaggregated
* Programmable
* Owners write the software

* Vertically integrated
* Fixed protocols
* Vendors write the software
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Networking terminology

Control Plane
discovers topology,
computes routes,
manages policy, etc.

forwards packets,
monitors traffic,
enforces access
control, etc.
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Data Plane

Typically structured as a pipeline
of match-action forwarding
tables, In hardware or software

Each table contains rules that:

e Match on packet headers

e EFxecute Actions that transform,
forward, or drop packets

Ethernet * P . ACL Control plane can dynamically
) -

’ reconfigure the network by

modifying the rules In tables
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Packets: Records of fixed-width data

src = 10.0.1.1
dst = 10.0.2.2
switch = I
port =1
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Packets: Records of fixed-width data

src = 10.0.1.1
dst = 10.0.3.3
switch = E
port = 5




Network: Graphs of pipelines

src = 10.0.1.1
dst = 10.0.2.2
switch = I Ethernet IP ACL
port =1
Ethernet IP ACL Ethernet IP ACL
Ethernet IP ACL

10



Network: Graphs of pipelines

src = 10.0.1.1
dst = 10.0.3.3
Ethernet IP ACL switch = E
port = 5
Ethernet IP ACL Ethernet IP ACL
Ethernet IP ACL
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Design considerations

Packet Classification
To model match-action

g Zs tables, need predicates
evaluated packet headers

(and other variables)
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Design considerations

LA

M

Packet Classification
To model match-action
tables, need predicates
evaluated packet headers
(and other variables)

Modular Composition

To model richer pipelines, need
operators that compose
smaller programs both
conditionally and in sequence

Transformations

To model behavior of switches,
ﬁ need imperative updates on

packets and a way to delimit

end of processing at a switch

Iteration

Perhaps surprisingly, to model
Q the potentially iterated

processing performed via the

topology, need general loops
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NetKAT predicates

p % ip_dst=10.0.2.2

D, q ::= Packet Classification

| dd To model match-action
g ZE tables, need predicates

| drop evaluated packet headers
| f = n (and other variables)
| !p
| f :=n
‘ P 5 g tcp_dst=22; 1p_dst=10.0.1.1
| P+ @ tcp_dst=22
|
|

dup 1p_dst=10.0.3.3

x

13



NetKAT transformations

dup; sw = A; sw := B; dup

P, g .= Transformations
| 4d To model behavior of switches,
| drop ﬁ need imperative updates on
ackets and a way to delimit
_ P y
| f=n end of processing at a switch
| !p
| f :=n
| P 5 q A = B
| P *+ @ def
| p*
|

14



NetKAT composition operators

P, q «:= Modular Composition

| Hd To model richer pipelines, need
I:t:,ﬁ operators that compose

| drop smaller programs both

| f=n conditionally and in sequence
| p

| f :=n

| P 5 9 1f p then g else r

| Pt q =

| p* (p 5 a) + (lp 5 r)

|

19



NetKAT composition operators

P, q «:= Modular Composition
| id To model richer pipelines, need
drop I:Z} operators that compose

smaller programs both

conditionally and in sequence
Note: “;” and “+”

‘ are overloaded as
‘ . predicates
[ )

1f p then g else r

def

(p 5 9) + (lp 5 r)

19



NetKAT iteration

s = Iteration
P, 9 .. -

| 4d Perhaps surprisingly, to model
Q the potentially iterated

| drop ” processing pertormed via the

| £ = n topology, need general loops

| p

| £ :=n

| P 5 q while p do ¢

| P+ 4 =

| p* (p 5 a)x 5 !p

|

16



NetKAT semantics

D, q ::= Informal: NetKAT programs denote functions
that take an input packet and produce a set of
| 1 packet traces (i.e., non-empty lists).
I
: : oP Formal: [p] € Packet — P(Packet)
- N
| !p
| f :=n
| P 5 q
| Pt q
| p*
|

17



NetKAT semantics

_________“

. O
[

Informal: NetKAT programs denote functions
that take an input packet and produce a set of
packet traces (i.e., non-empty lists).

Formal: [p] € Packet = P(Packet*)

FAQ
Q: Why a set?
A: Enables dropping packets + multicast

Q: Why a trace?
A: Captures end-to-end forwarding path

Q: Why a function?
A: Simple model of “mostly stateless” forwarding

17
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Modeling networks in NetKAT

<

oy — &>

<

switch topology

Models the processing Models the forwarding
done at each switch done by each link
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Modeling networks in NetKAT

Ingress Egress

<

C &>

<

switch topology ingress & egress

Models the processing Models the forwarding Models the perimeter
done at each switch done by each link of the network
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Modeling networks in NetKAT

Ingress Egress

<

C &>

<

switch topology ingress & egress
Models the processing Models the forwarding Models the perimeter
done at each switch done by each link of the network

ingress ; (switch ; topology)*x ; egress

18



Verification via equivalence

Idea: encode the program and its
specification in a unified framework, then
check equivalence (or inclusion, etc.

History: A classic approach, pioneered by
Vardi & Wolper, and widely used in hardware
and software verification

An Automata-Theoretic Approach to Automatic Program
Verification

Moshe Y. Vards

CSLI, Ventura Hall,
Stanford University,
Stanford, CA 94305.

Pierre Wolper

ATE&T Bell Laboratories
600 Mountain Ave.
Murray Hill, NJ 07974

1. Introduction

While program verification was always a désirable, but never an easy task, the advent of concurrent
programming has made it significantly both more necessary and more difficult. Indeed, the conceptual com-
plexity of concurrency increases the likelihood of the program containing errors. To quote from [OL82]:
‘‘There is rather large body of sad experience to indicate that a concurrent program can withstand very care-
ful scrutiny without revealing its errors.” The introduction of probabilistic randomization into algorithms (cf.
[FR80, LR81]) compounds the problem, since “intuition often fails to grasp the full intricacy of the algo-
rithm’ [PZ84], and “proofs of correctness for probabilistic distributed systems are extremely slippery”
[LR81].

The first step in program verification is to come up with a formal specification of the program. One of
the more widely used specification languages for concurrent programs is ¢emporal logic which was introduced
by Pnueli [Pn81] (see the survey in [SM82]). Temporal logic comes in two varieties: linear time and branch-
ing time ([EH83, La80]). For simplicity we concentrate here on linear time, though our approach is also
applicable to branching time. A linear temporal specification describes the computations of the program, so a

program meets the specification (is correct) if all its computations satisfy the specification.

In the traditional approach to concurrent program verification (cf. [HO83, MP81, OL82, PZ84]) the
correctness of the program is expressed as a formula in first-order temporal logic. To prove that the program
is correct, one has to prove that the correctness formula is a theorem of a certain deductive system. Con-
structing this proof is done manually and is usually quite difficult. It often requires an intimate understand-
ing of the program. Furthermore, the only extent of automation that one can hope for, is that the proof be

checked by a machine.
A different approach was introduced in [CES83, QS82] for finite-state programs, i.e., programs in which
the variables range over finite domains. The significance of this class follows from the fact that a significant

number of the communication and synchronization protocols studied in the literature are in essence finite-

19
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Example: reachability

Qﬂté

D Y

Property: B reachable from A

Approach:
* Build a model with A as ingress and B as egress
* Check for non-emptiness

Query: switch=A; (switch; topo)*; switch=E # drop
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Example: isolation
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Example: isolation

Property: slice s logically isolated from ¢

Approach: Check that running s and ¢ together is equivalent to running
them independently on separate “copies” of the network

O.uery: 'in; ([S + q] ; topo)*; eg =
[in; (s ; topo)*; eg] + [in; (g ; topo)*; eg]

21



Aside: NetKAT’s origin story

Machine-Verified Network Controllers

Arjun Guha Mark Reitblatt Nate Foster
Cornell University Cornell University Cornell University
arjun@cs.cornell.edu reitblatt@cs.cornell.edu jnfoster@cs.cornell.edu

Abstract

In many areas of computing, techniques ranging from testing to
formal modeling to full-blown verification have been successfully
used to help programmers build reliable systems. But although net-
works are critical infrastructure, they have largely resisted analysis
using formal techniques. Software-defined networking (SDN) is a
new network architecture that has the potential to provide a foun-
dation for network reasoning, by standardizing the interfaces used
to express network programs and giving them a precise semantics.

This paper describes the design and implementation of the first
machine-verified SDN controller. Starting from the foundations, we
develop a detailed operational model for OpenFlow (the most pop-
ular SDN platform) and formalize it in the Coq proof assistant. We
then use this model to develop a verified compiler and run-time sys-
tem for a high-level network programming language. We identify
bugs in existing languages and tools built without formal founda-
tions, and prove that these bugs are absent from our system. Finally,
we describe our prototype implementation and our experiences us-
ing it to build practical applications.

Categories and Subject Descriptors F.3.1 [Specifying and Verify-
ing and Reasoning about Programs]: Mechanical verification

Keywords Software-defined networking, OpenFlow, formal veri-
fication, Coq, domain-specific languages, NetCore, Frenetic.

1. Introduction

Networks are some of the most critical infrastructure in modern so-
ciety and also some of the most fragile! Networks fail with alarm-
ing frequency, often due to simple misconfigurations or software
bugs [8, 19, 30]. The recent news headlines contain numerous ex-
amples of network failures leading to disruptions: a configuration
error during routine maintenance at Amazon triggered a sequence
of cascading failures that brought down a datacenter and the cus-
tomer machines hosted there; a corrupted routing table at GoDaddy
disconnected their domain name servers for a day and caused a
widespread outage; and a network connectivity issue at United Air-
lines took down their reservation system, leading to thousands of
flight cancellations and a “ground stop” at their San Francisco hub.

One way to make networks more reliable would be to de-
velop tools for checking important network invariants automati-
cally. These tools would allow administrators to answer questions
such as: “does this configuration provide connectivity to every host

Permission to make digital or hard copies of all or part of this work for personal or
classroom use is granted without fee provided that copies are not made or distributed
for profit or commercial advantage and that copies bear this notice and the full citation
on the first page. To copy otherwise, to republish, to post on servers or to redistribute
to lists, requires prior specific permission and/or a fee.

PLDI'13, June 16-19, 2013, Seattle, WA, USA.

Copyright (© 2013 ACM 978-1-4503-2014-6/13/06. .. $15.00

in the network?” or “does this configuration correctly enforce the
access control policy?” or “does this configuration have a forward-
ing loop?” or “does this configuration properly isolate trusted and
untrusted traffic?” Unfortunately, until recently, building such tools
has been effectively impossible due to the complexity of today’s
networks. A typical enterprise or datacenter network contains thou-
sands of heterogeneous devices, from routers and switches, to web
caches and load balancers, to monitoring middleboxes and fire-
walls. Moreover, each device executes a stack of complex protocols
and is configured through a proprietary and idiosyncratic interface.
To reason formally about such a network, an administrator (or tool)
must reason about the proprietary programs running on each dis-
tributed device, as well as the asynchronous interactions between
them. Although formal models of traditional networks exist, they
have either been too complex to allow effective reasoning, or too
abstract to be useful. Overall, the incidental complexity of networks
has made reasoning about their behavior practically infeasible.

Fortunately, recent years have seen growing interest in a new
kind of network architecture that could provide a foundation for
network reasoning. In a software-defined network (SDN), a program
on a logically-centralized controller machine defines the overall
policy for the network, and a collection of programmable switches
implement the policy using efficient packet-processing hardware.
The controller and switches communicate via an open and standard
interface. By carefully installing packet-processing rules in the
hardware tables provided on switches, the controller can effectively
manage the behavior of the entire network.

Compared to traditional networks, SDNs have two important
simplifications that make them amenable to formal reasoning. First,
they relocate control from distributed algorithms running on indi-
vidual devices to a single program running on the controller. Sec-
ond, they eliminate the heterogeneous devices used in traditional
networks—switches, routers, load balancers, firewalls, etc.—and
replace them with stock programmable switches that provide a
standard set of features. Together, this means that the behavior of
the network is determined solely by the sequence of configuration
instructions issued by the controller. To verify that the network has
some property, an administrator (or tool) simply has to reason about
the states of the switches as they process instructions.

In the networking community, there is burgeoning interest in
tools for checking network-wide properties automatically. Sys-
tems such as FlowChecker [1], Header Space Analysis [12],
Anteater [17], VeriFlow [13], and others, work by generating a
logical representation of switch configurations and using an auto-
matic solver to check properties of those configurations. The con-
figurations are obtained by “scraping” state off of the switches or
inspecting the instructions issued by an SDN controller at run-time.

These tools represent a good first step toward making networks
more reliable, but they have two important limitations. First, they
are based on ad hoc foundations. Although SDN platforms such as
OpenFlow [21] have precise (if informal) specifications, the tools
make simplifying assumptions that are routinely violated by real
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cally. These tools would allow administrators to answer questions
such as: “does this configuration provide connectivity to every host
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in the network?” or “does this configuration correctly enforce the
access control policy?” or “does this configuration have a forward-
ing loop?” or “does this configuration properly isolate trusted and
untrusted traffic?” Unfortunately, until recently, building such tools
has been effectively impossible due to the complexity of today’s
networks. A typical enterprise or datacenter network contains thou-
sands of heterogeneous devices, from routers and switches, to web
caches and load balancers, to monitoring middleboxes and fire-
walls. Moreover, each device executes a stack of complex protocols
and is configured through a proprietary and idiosyncratic interface.
To reason formally about such a network, an administrator (or tool)
must reason about the proprietary programs running on each dis-
tributed device, as well as the asynchronous interactions between
them. Although formal models of traditional networks exist, they
have either been too complex to allow effective reasoning, or too
abstract to be useful. Overall, the incidental complexity of networks
has made reasoning about their behavior practically infeasible.

Fortunately, recent years have seen growing interest in a new
kind of network architecture that could provide a foundation for
network reasoning. In a software-defined network (SDN), a program
on a logically-centralized controller machine defines the overall
policy for the network, and a collection of programmable switches
implement the policy using efficient packet-processing hardware.
The controller and switches communicate via an open and standard
interface. By carefully installing packet-processing rules in the
hardware tables provided on switches, the controller can effectively
manage the behavior of the entire network.

Compared to traditional networks, SDNs have two important
simplifications that make them amenable to formal reasoning. First,
they relocate control from distributed algorithms running on indi-
vidual devices to a single program running on the controller. Sec-
ond, they eliminate the heterogeneous devices used in traditional
networks—switches, routers, load balancers, firewalls, etc.—and
replace them with stock programmable switches that provide a
standard set of features. Together, this means that the behavior of
the network is determined solely by the sequence of configuration
instructions issued by the controller. To verify that the network has
some property, an administrator (or tool) simply has to reason about
the states of the switches as they process instructions.

In the networking community, there is burgeoning interest in
tools for checking network-wide properties automatically. Sys-
tems such as FlowChecker [1], Header Space Analysis [12],
Anteater [17], VeriFlow [13], and others, work by generating a
logical representation of switch configurations and using an auto-
matic solver to check properties of those configurations. The con-
figurations are obtained by “scraping” state off of the switches or
inspecting the instructions issued by an SDN controller at run-time.

These tools represent a good first step toward making networks
more reliable, but they have two important limitations. First, they
are based on ad hoc foundations. Although SDN platforms such as
OpenFlow [21] have precise (if informal) specifications, the tools
make simplifying assumptions that are routinely violated by real
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Abstract

In many areas of computing, techniques ranging from testing to
formal modeling to full-blown verification have been successfully
used to help programmers build reliable systems. But although net-
works are critical infrastructure, they have largely resisted analysis
using formal techniques. Software-defined networking (SDN) is a
new network architecture that has the potential to provide a foun-
dation for network reasoning, by standardizing the interfaces used
to express network programs and giving them a precise semantics.

This paper describes the design and implementation of the first
machine-verified SDN controller. Starting from the foundations, we
develop a detailed operational model for OpenFlow (the most pop-
ular SDN platform) and formalize it in the Coq proof assistant. We
then use this model to develop a verified compiler and run-time sys-
tem for a high-level network programming language. We identify
bugs in existing languages and tools built without formal founda-
tions, and prove that these bugs are absent from our system. Finally,
we describe our prototype implementation and our experiences us-
ing it to build practical applications.

Categories and Subject Descriptors F.3.1 [Specifying and Verify-
ing and Reasoning about Programs]: Mechanical verification

Keywords Software-defined networking, OpenFlow, formal veri-
fication, Coq, domain-specific languages, NetCore, Frenetic.

1. Introduction

Networks are some of the most critical infrastructure in modern so-
ciety and also some of the most fragile! Networks fail with alarm-
ing frequency, often due to simple misconfigurations or software
bugs [8, 19, 30]. The recent news headlines contain numerous ex-
amples of network failures leading to disruptions: a configuration
error during routine maintenance at Amazon triggered a sequence
of cascading failures that brought down a datacenter and the cus-
tomer machines hosted there; a corrupted routing table at GoDaddy
disconnected their domain name servers for a day and caused a
widespread outage; and a network connectivity issue at United Air-
lines took down their reservation system, leading to thousands of
flight cancellations and a “ground stop” at their San Francisco hub.

One way to make networks more reliable would be to de-
velop tools for checking important network invariants automati-
cally. These tools would allow administrators to answer questions
such as: “does this configuration provide connectivity to every host
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in the network?” or “does this configuration correctly enforce the
access control policy?” or “does this configuration have a forward-
ing loop?” or “does this configuration properly isolate trusted and
untrusted traffic?” Unfortunately, until recently, building such tools
has been effectively impossible due to the complexity of today’s
networks. A typical enterprise or datacenter network contains thou-
sands of heterogeneous devices, from routers and switches, to web
caches and load balancers, to monitoring middleboxes and fire-
walls. Moreover, each device executes a stack of complex protocols
and is configured through a proprietary and idiosyncratic interface.
To reason formally about such a network, an administrator (or tool)
must reason about the proprietary programs running on each dis-
tributed device, as well as the asynchronous interactions between
them. Although formal models of traditional networks exist, they
have either been too complex to allow effective reasoning, or too
abstract to be useful. Overall, the incidental complexity of networks
has made reasoning about their behavior practically infeasible.

Fortunately, recent years have seen growing interest in a new
kind of network architecture that could provide a foundation for
network reasoning. In a software-defined network (SDN), a program
on a logically-centralized controller machine defines the overall
policy for the network, and a collection of programmable switches
implement the policy using efficient packet-processing hardware.
The controller and switches communicate via an open and standard
interface. By carefully installing packet-processing rules in the
hardware tables provided on switches, the controller can effectively
manage the behavior of the entire network.

Compared to traditional networks, SDNs have two important
simplifications that make them amenable to formal reasoning. First,
they relocate control from distributed algorithms running on indi-
vidual devices to a single program running on the controller. Sec-
ond, they eliminate the heterogeneous devices used in traditional
networks—switches, routers, load balancers, firewalls, etc.—and
replace them with stock programmable switches that provide a
standard set of features. Together, this means that the behavior of
the network is determined solely by the sequence of configuration
instructions issued by the controller. To verify that the network has
some property, an administrator (or tool) simply has to reason about
the states of the switches as they process instructions.

In the networking community, there is burgeoning interest in
tools for checking network-wide properties automatically. Sys-
tems such as FlowChecker [1], Header Space Analysis [12],
Anteater [17], VeriFlow [13], and others, work by generating a
logical representation of switch configurations and using an auto-
matic solver to check properties of those configurations. The con-
figurations are obtained by “scraping” state off of the switches or
inspecting the instructions issued by an SDN controller at run-time.

These tools represent a good first step toward making networks
more reliable, but they have two important limitations. First, they
are based on ad hoc foundations. Although SDN platforms such as
OpenFlow [21] have precise (if informal) specifications, the tools
make simplifying assumptions that are routinely violated by real
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In many areas of computing, techniques ranging from testing to
formal modeling to full-blown verification have been successfully
used to help programmers build reliable systems. But although net-
works are critical infrastructure, they have largely resisted analysis
using formal techniques. Software-defined networking (SDN) is a
new network architecture that has the potential to provide a foun-
dation for network reasoning, by standardizing the interfaces used
to express network programs and giving them a precise semantics.

This paper describes the design and implementation of the first
machine-verified SDN controller. Starting from the foundations, we
develop a detailed operational model for OpenFlow (the most pop-
ular SDN platform) and formalize it in the Coq proof assistant. We
then use this model to develop a verified compiler and run-time sys-
tem for a high-level network programming language. We identify
bugs in existing languages and tools built without formal founda-
tions, and prove that these bugs are absent from our system. Finally,
we describe our prototype implementation and our experiences us-
ing it to build practical applications.

Categories and Subject Descriptors F.3.1 [Specifying and Verify-
ing and Reasoning about Programs]: Mechanical verification

Keywords Software-defined networking, OpenFlow, formal veri-
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1. Introduction

Networks are some of the most critical infrastructure in modern so-
ciety and also some of the most fragile! Networks fail with alarm-
ing frequency, often due to simple misconfigurations or software
bugs [8, 19, 30]. The recent news headlines contain numerous ex-
amples of network failures leading to disruptions: a configuration
error during routine maintenance at Amazon triggered a sequence
of cascading failures that brought down a datacenter and the cus-
tomer machines hosted there; a corrupted routing table at GoDaddy
disconnected their domain name servers for a day and caused a
widespread outage; and a network connectivity issue at United Air-
lines took down their reservation system, leading to thousands of
flight cancellations and a “ground stop” at their San Francisco hub.

One way to make networks more reliable would be to de-
velop tools for checking important network invariants automati-
cally. These tools would allow administrators to answer questions
such as: “does this configuration provide connectivity to every host
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in the network?” or “does this configuration correctly enforce the
access control policy?” or “does this configuration have a forward-
ing loop?” or “does this configuration properly isolate trusted and
untrusted traffic?” Unfortunately, until recently, building such tools
has been effectively impossible due to the complexity of today’s
networks. A typical enterprise or datacenter network contains thou-
sands of heterogeneous devices, from routers and switches, to web
caches and load balancers, to monitoring middleboxes and fire-
walls. Moreover, each device executes a stack of complex protocols
and is configured through a proprietary and idiosyncratic interface.
To reason formally about such a network, an administrator (or tool)
must reason about the proprietary programs running on each dis-
tributed device, as well as the asynchronous interactions between
them. Although formal models of traditional networks exist, they
have either been too complex to allow effective reasoning, or too
abstract to be useful. Overall, the incidental complexity of networks
has made reasoning about their behavior practically infeasible.

Fortunately, recent years have seen growing interest in a new
kind of network architecture that could provide a foundation for
network reasoning. In a software-defined network (SDN), a program
on a logically-centralized controller machine defines the overall
policy for the network, and a collection of programmable switches
implement the policy using efficient packet-processing hardware.
The controller and switches communicate via an open and standard
interface. By carefully installing packet-processing rules in the
hardware tables provided on switches, the controller can effectively
manage the behavior of the entire network.

Compared to traditional networks, SDNs have two important
simplifications that make them amenable to formal reasoning. First,
they relocate control from distributed algorithms running on indi-
vidual devices to a single program running on the controller. Sec-
ond, they eliminate the heterogeneous devices used in traditional
networks—switches, routers, load balancers, firewalls, etc.—and
replace them with stock programmable switches that provide a
standard set of features. Together, this means that the behavior of
the network is determined solely by the sequence of configuration
instructions issued by the controller. To verify that the network has
some property, an administrator (or tool) simply has to reason about
the states of the switches as they process instructions.

In the networking community, there is burgeoning interest in
tools for checking network-wide properties automatically. Sys-
tems such as FlowChecker [1], Header Space Analysis [12],
Anteater [17], VeriFlow [13], and others, work by generating a
logical representation of switch configurations and using an auto-
matic solver to check properties of those configurations. The con-
figurations are obtained by “scraping” state off of the switches or
inspecting the instructions issued by an SDN controller at run-time.

These tools represent a good first step toward making networks
more reliable, but they have two important limitations. First, they
are based on ad hoc foundations. Although SDN platforms such as
OpenFlow [21] have precise (if informal) specifications, the tools
make simplifying assumptions that are routinely violated by real

Inductive pred : Type =
=) | OnSwitch : Switch > pred
| ImPort : Port <> pred
I
o
4] iz

Lemma inter_widoard_other : forall x,
| Widcard_inter WikidcardAll x = x
lh Proct.

Intros;
10" Qod.
N
A omma DettieServer :: Controlierfiec - 10 ()
N Wiidos nettieServer controlier = do

Proct. nettie < startOpenFlowServer Nothing 6633
Indu i switthMsgs < newChan
L " forkdO (handieQFMsgs controler swichMsgs nettie)
= ’ forever § do

Lemma  \swiich, swichFeatures) < retryQaExns "netfie bug®
ndu e {acceptSwitch nettie)
1Py dcard wrteChan swichMsgs (Left § tointeger §
T e handle2SwitchiD swiich)
IR lmro-c. hPutS¥rLn stderr (“switch: * ++ (show
le intolg (handie2SwichiD switch)))

dostry  NFlush stder

Qod. | fonmi

forklO (handieSwiich switch switchMisgs)
closeSarver nettie

Develop, prove, extract

Ugh, I'm sick of re-doing
this compiler proof! But | model the
semantics as a semi-ring, | can factor out

most of it out!

Certified
executable

NetCore

Table

Table

Featherweight
OpenFlow

Serialize

SDN

22



Equational Axioms
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Equational Axioms

Soundness: If - p = g, then [p] =[q]
Completeness: If [p] =[ql, then - p =0




NetKAT automata

We can also build automata that recognize packet traces

A NetKAT Automaton is a tuple M=(S, so, €, 0) where:

* S is a finite set of states,
* Sp € S is the start state,

*c e S = Packet @ Packet Set
* 5 e S = Packet = (S * Packet) Set

24



NetKAT automata

We can also build automata that recognize packet traces

A NetKAT Automaton is a tuple M=(S, so, €, 0) where:

* S is a finite set of states,
* Sp € S is the start state,

*c e S = Packet @ Packet Set
* 5 e S = Packet = (S * Packet) Set

M accepts a trace in state s if:
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Symbolic automata [PLDI "24]

A NetKAT Automaton is a tuple M=(§, so, €, ) where:

* £ e S — Packet @ Packet Set
* 5 € S = Packet — (S * Packet) Set

28



Symbolic automal« ! '24]

of packets (and
even more relations
on packets)!

A NetKAT Automaton is a tuple M=(S, so,

* £ e S — Packet @ Packet Set
* 5 € S = Packet — (S * Packet) Set

28



Symbolic automal« ! '24]

of packets (and
even more relations
on packets)!

A NetKAT Automaton is a tuple M=(S, so,

* £ e S — Packet @ Packet Set
* 5 € S = Packet — (S * Packet) Set

Idea: encode relations using a symbolic
representation that 1s optimized for the common
case—l.e., most fields are not changed

28



Symbolic automal« ! '24]

of packets (and
even more relations
on packets)!

A NetKAT Automaton is a tuple M=(S, so,

* £ e S — Packet @ Packet Set
* 5 € S = Packet — (S * Packet) Set

Idea: encode relations using a symbolic
representation that 1s optimized for the common
case—l.e., most fields are not changed

SPPs: two-layer binary decision diagrams where
first layer encodes predicates and second layer
encodes modifications

28



Symbolic automal« ! '24]

of packets (and
even more relations

on packets)! Example

* £ e S — Packet — Packet Set f=0+g :=1
* 5 € S = Packet — (S * Packet) Set

A NetKAT Automaton is a tuple M=(S, so,

Idea: encode relations using a symbolic
representation that 1s optimized for the common
case—l.e., most fields are not changed

SPPs: two-layer binary decision diagrams where
first layer encodes predicates and second layer
encodes modifications

28



Symbolic automal« ! '24]

of packets (and
even more relations

on packets)! Example

* £ e S — Packet — Packet Set f=0+g :=1
* 5 € S = Packet — (S * Packet) Set

A NetKAT Automaton is a tuple M=(S, so,

Idea: encode relations using a symbolic
representation that 1s optimized for the common
case—l.e., most fields are not changed

SPPs: two-layer binary decision diagrams where
first layer encodes predicates and second layer
encodes modifications

28



Symbolic automata




Evaluation: KAlch

Full reachability

QLM EIRNCC PIRIHII FRIICIIN SN HEHK  HE N KKK X o
102 +
¢
101
ol
v 100
Q
S
|_
1071 System .
+ apkeep
10-2 O frenet!c | |
x frenetic (timeout)
¢ katch-naive
10~3 *»  katch-naive (timeout)
|
102 103 104 10° 10°

Size (atoms)

30



Evaluation: KATch + linear encoding
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NetKAT in industry

Google

O Product Solutions Resources Open Source Enterprise Pricing Q Sign in Sign up

=] gOOgIe/netkat Public L\ Notifications % Fork 2 vy Star 17

<> Code (O Issues [ Pullrequests 3  (® Actions [ Projects (@ Security |~ Insights

¥ main ~ ¥ 5Branches © 0Tags Q Gotofile About

Domain specific language (DSL) and
system for specifying, programming,
and reasoning about packet-switched

@) Ant2888 and copybara-github [NetKAT] Limit domain size for some fuzztests. & v 72a4711 - last week ) 29 Commits

I _github/workflows [NetKAT] Pin ubuntu version + reduce ASLR for fuzztest. last month networks
M docs Add Github actions and some initial build files. 4 months ago networking  dsl  verification
B gutil [NetKAT] Add module for interning/hash-consing packet ... 2 months ago network-analysis - network-programming
B netkat [NetKAT] Limit domain size for some fuzztests. last week 0 Readme
&8 Apache-2.0 license
. . h
[ .bazelrc Set up FuzzTest and use Clang 3 months ago @ Code of conduct
[ .gitignore Set up FuzzTest and use Clang. 3 months ago &8 Security policy
A~ Activity
[ BUILD.bazel Add Github actions and some initial build files. 4 months ago
& Custom properties
[ LICENSE Initialize repository 5 months ago ¢ 17 stars
[ MODULE.bazel [NetKAT] Bump module dependency versions. last month © 1watching
% 2forks
[ README.md Update the README to dissuade external dependencies ... 4 months ago Report repository
[ fuzztest.bazelrc Set up FuzzTest and use Clang. 3 months ago

Releases

No releases published

[0 README & Code of conduct 23 Apache-2.0 license  2[3 Security

Packages

NetKAT

No packages published

This is a C++ implementation of NetKAT. Contributors 5
NetKAT is a domain specific language (DSL) and system for specifying, programming, and reasoning about @ I o s
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Reasoning : puter networks. Unfortunat § of exponential-size matrices in most of the existing methods Boolean algebra (BA) to model ”,e structs BellKAT’s constructs describe entanglement distribution rules that allow for modular specification, We give program transf(ggL offlure and unuml
N domain by adding custom prin Afe atures of KAT including the hlunpulcu( law arising in programs: sequencing, 1,, § BelIKAT a sound and| cquational thillky lm s Wlverify networfibrotfilbl provi decompiler. CF-G] 1s uf plidllon bra i 1 sEbf challels, and pl
L ITRODUCTION theory sound and complete, ar and 1 - ' prototype tool to show pr s d opj T s in pry important verification tool that can be applied to the field of decompilation and control-flow tr
implementation s still an exper 1) provides a powerful frame- hold i of| o 11 e fi CCS Concepts: « Nety 8 millchn he CCS Concepts: « Theory of fon — ing; Logic and verification; Algebraic

network programmability. Many pl 1 language: ing SDNs [14] ]. They range is holding back KAT’s potential »\ork h)r reasoning ,ﬂmm 1e§_,uh ly structured programs. q;m ﬂmlulr es] b o orr computation — For| oftware and its engineering — Carrectness.
crammaniy, A & e e s L ey ane ast pa " of a K ) grams W idempotent Kleene Algebra (N mlum alternative S N o e
from industrial-scale, hardware-ori o o nFlow [17] to domain-specific, high- We offer a fast path to a “minimum viable model” of a KAT,  Modeling simple programs with while loops and beyond, i }1 " et and sound I odels for NEA The mathematical elegance and succinctness of algebraic Additional Key Words and Phrases: Kleene algebra, quantum networks, entanglement P P il ¢
level and programmer-centric lang X B een a srowing interest in analysable formally or in code through our framework, Kleene algebra KATs can handle a variety of analysis tasks [2, 7, 11-13, 36] and identify complete and sound semantic models for NK/ reasoning with KAT have furnished deep theoretical insights .. M
Janguages based on mathematical | N . 1 (0 prove corectness properties in modulo theories (KMT). Given primitives and a notion of ~ and typically enjoy sound, complete, and decidable equa- as well as their quantum interpretations. In light of appli- 4 well as pmrnml tools. A lot of topics can be investigated ACM Reference Format: Yol BE D IR
SDN (c.g.. saf o ! e state, we can automatically derive a corresponding KAT’s tional theories. Interest in KATs has followed their success . we demonstrate algebraic proofs in NKA Anita Buckley, Pavel Chuprikov, Rodrigo Otoni, Robert Soulé, Robert Rand, and Patrick Eugster. 2024. An 8 o . M W &
SDNs (e.g., safety). e N , T 3 Algebraic Language for Specifying Quantum Networks. Proc. ACM Program. Lang. 8, PLDI, Article 200 @ h
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There is a spectrum of mathematically inspired network programming languages that varies between those with a small semantics, prove its equational theory sound and complete g guage for prog g (June 2024), 23 pages. https://doi.org/10.1145/3656430 B 1org/10.1145/3704

number of language constructs and those with expressive language design which allow them to support more networking
features.  On the more expressive side of the spectrum, Flowlog [20] is an example of a language that uses a powerful
formalism (first-order Horn clause logic) to program a Software Defined Network (SDN). In order to keep the language
decidable, Flowlog disallows recursion in the clauses. For the purpose of formal analysis of a Flowlog program, the authors of
[20] provide a translator to the Alloy tool. As another example of an expressive language, Kinetic [13] is a language based on
finite state machines that is mostly geared towards dynamic feature of SDNs. Model checking is used to formally analyse the
Kinetic programs. NetKAT [2], [8] is an example of a minimalist language based on Kleene algebra with tests that has a sound
and complete equational theory. While the core of the language is very simple with a few number of operators, the language
\n«m control [7]. history-based

has been extended_in various way

routing [5] er-order fuj 6]

Our start] L Al a ys f ing minimalist
design of K @ cater NN muxLuh tngffPrisingdm dynamic
reconfigurafffn and 1 i d the author extension

to NetKAT to support stateful network updates. The extension embraces the notion of mutable state in the ]un"xmﬂe which is in
contrast to its pure functional nature. The purpose of this paper is to propose an extension to NetKAT to support dynamic and
stateful behaviours. On the one hand, we preserve the big-step denotational semantics of NetKAT-specific constructs enabling,
for instance, handling flow table updates atomically, in the spirit of [21]. On the other hand, we extend NetKAT in a modular
fashion, to integrate concurrent SDN behaviours such as dynamic updates, defined via a small-step operational semantics. To
this end, we pledge to keep the minimalist design of NetKAT by adding only a few new operators. Furthermore, our extension
does not contradict the nature of the language

A number of concurrent extensions of NetKAT have been introduced to date [12], [22],

. These extensions followed
different design decisions than the present paper and a comparison of their approaches with ours is provided in Section II;
however, the most important difference lies in the fact that inspired by earlier abstractions in this domain [21], we were
committed to create different layers for data-plane flows and dynamic updates such that every data-plane packet observes a
single set of flow tables through its flight through the network. This allowed us, unlike the earlier approaches, to build a layer

The work of Georgiana Caltais and Hinkar Can Tung was supported by the DFG project “CRENKAT”, proj. no. 398056821. The work of Mohammad
Reza Mousavi was supported by the UKRI Trustworthy Autonomous Systems Node in Verifiability, Grant Award Reference EP/V026801/1

with respect to a tracing semantics (programs are denoted as
traces of states), and derive a normalization-based decision
procedure for equivalence checking. Our framework is based
on pushback, a generalization of weakest preconditions that
specifies how predicates and §
eral case studies, showing trag
the literature (bitvectors, Net|
positional theories (products,

derive new results over unbounded state, reasoning apout
monotonically increasing, unbounded natural numbers. Our
OCaml implementation closely matches the theory: users
define and compose KATs with the module system.
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verifying Software Defined Networks (SDNs), is a remark-
ably successful concrete KAT [1], followed by many other
variations and extensions [4

What’s holding back KAT and its decidable equivalence
othe Ains? It’s hard to generate use-
e: K But defining concrete KATs
emains a chalj@fing tagfven for KAT experts. To build

custom - 1 aft custom domain primitives,
Hlerive a co o bmain-specific axioms, prove
the soundness and completeness of the resulting algebra,
and implement a decision procedure. For example, NetKAT's
theory and implementation was developed over several pa-
, 23, 51], following a series of papers that resembled,
lid not use, the KAT framework [21, 29, 39, 44]. A pe
{histic analysis concludes that making a domain-specific
AT requires moving to an institution with a KAT expert!
Abstract KAT has not successfully transferred to other
Jomains. The conventional, abstract approach to KAT leaves
Ctions and predicates abstract, without any domain-specific
equations [15, 34, 40, 43]. Abstract KATs can’t do domain-
specific reasoning. Domain-specific knowledge must be en-
coded manually as additional equational assumptions, which
es equivalence undecidable in general; decision pro-
cedures have limited support for reasoning over domain-
specific primitives and axioms [11, 32]. Applying KAT is hard
because existing work is too abstract, with challengingly tele-
graphic completeness proofs: normalization procedur
implicit in the very terse proofs. Such concision makes it
hard for a domain expert to adapt KAT to their needs.

37, 38, 48]

are

sitional quantum Hoare logic as NKAT theorems.
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ang Peng, Mingsheng Ying, and Xiaodi Wu. 2022. Algebraic Rea-

scalable practical performance [3]. An erhuem !r.\ yment
of KAT, called Guarded KAT (GKAT), has also been iden-
tified [55] to model typical imperative programs with an
almost linear time equational theory. In contrast, KAT’s equa-
tional theory is PSPACE-complete [14]

Quantum computation has been a topic of signif
cent interest. With breakthroughs in experimental quantum
computing and the introduction of many quantum program-
ming languages such as Quipper [26], Scaffold [1], QWIRE

16], Microsoft’s Q# [58], IBM’s Qiskit [2], Google’s Cirq

ant re-

4], Ri e is an imperative need for the
hinalysi®n Sl hantum programs.

Indeed, proglfn anaj and verification have been a
entral top; n, minal work on quantum pro-

gramming languages [25, 45, 50, 51, 53]. There have been
many attempts of developing Hoare-like logic [28] for veri-
fication of quantum programs [5, 10, 12, 18, 29, 63]. In par-
ticular, D’Hondt and Panangaden [15] proposed the notions
of quantum predicate and weakest precondition. Ying [63]
established the quantum Hoare logic with (relative) complete-
ness for reasoning about a quantum extension of the whil
language with many subsequent developments [41, 66, 69].
We refer curious readers to surveys [23, 52, 65] for details.

1 INTRODUCTION

Quantum networks are distributed systems providing communication services to distributed quan-
They bring mumerous advantages over what i possibe in a classical seting,

tum applications.
improving the capabilities of ex
arise. Most notable benefits are r¢
security, with examples includinf
computing, and secure multi-pal
Wang et al. 2023]. Distribution is|
of individual quantum-enabled computers

to quantum clusters [Kozlowski and Wehner
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1 Introduction

There are many notions nl pmuyul(ll e with differy

complexity. At one end c ity cor

its syntax. Although d 11 nfllequate
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Conversely, input-output equivalence relates two programs if and only if they yield the same output
on the same input. This equivalence is very powerful, but also well-known to be undecidable.
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Course Goals

At the start of the semester, we set out to:
* Understand how to design languages...

* By modeling their semantics mathematically

JavaScript

(] + []
{+ + []
(] + 1}
{r + {}

From Wat:
https://www.destroyallsoftware.com/talks/wat
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Looking Back

CS {4,5}110 Home Resources Schedule Syllabus Ed CMSX

SC h Ed u le October 13 Fall Break
I ntrod u Cti on October 15 Definitional Translation (Guest: Myers) slides notes
Date Topic Notes Assignments October 17 Continuations (Guest: Myers) )\ C a I cu I u s slides notes
August 25 Course Overview slides Introductory Survey due 8/28 October 20 Fixed-point Combinators slides notes
August 27 Semantics slides notes October 22 de Bruijn Notation and Combinators slides notes
August 29 Induction slides notes October 24 Lab: Lambda-Calculus lab A6 due 10/23
September1 Labor Day M ath e m atl Ca I FO U n d atl O n S October 27 Type Systems slides notes
September3  Lab: Semantics lab October 29 Advanced Types slides notes
September5  Lab: Induction lab Al due9/4 October 31 Lab: Type Systems T e S St em éab A7 due 10/30
September8  IMP (Guest: Kozen) slides notes November3  Polymorphism y p y slides notes
September 10 IMP Properties (Guest: Kozen) slides notes November5  Making OCaml Safe for Performance Engineering (Guest: Minsky)
September 12 Lab: IMP lab A2 due 9/11 November7  Lab: Polymorphism lab A8 due 11/8
September 15 Denotational Semantics FO r m a I Se m a ntlﬁ notes November 10 Prelim Il
September 17 Program Equivalence slides notes November 12 Dependent Types and Type Theory (Guest: Barbone) slides
September 19 Lab: Denotational Semantics lab A3 due9/18 November 14 Lab:Type Theory (Guest: Barbone) T Th lab
September22 Axiomatic Semantics slides notes November 17 Normalization and Logical Relations ype €o ry slides notes
September24 Hoare Logic slides notes November 19 Foster out of town
September 26 Lab: Axiomatic Semantics lab handout A4 due 9/25 November 21 Lab:Logical Relations lab A9 due 11/20
September29 Predicate Transformers (ng[rra m Ve rlfl Catjl@ﬁ!tcs November24 Logic Programming slides notes code
October 1 Separation Logic slides notes November26 Thanksgiving Break
October 3 Lab: Separation Logic lab AS due 10/2 November28 Thanksgiving Break A d d T .
October 6 Lambda Calculus slides notes December1 Lenses Va n Ce O p ! §§es
October 8 More Lambda Calculus )\ Ca I cu I US  slides notes December3  Program Synthesis slides
October 10 Prelim | December5  Lab: Domain-Specific Languages
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Mathematical Foundations

Main Topics Induction Principle

* Sets

° RelatiOnS Every inductive set has an analogous principle.

° FU N Ctl ONS To prove Va. P(a) we must establish several cases.
 Inductive Proof e Base cases: P(a) holds for each axiom

aeceA

e |Inductive cases: For each non-axiom inference rule

a, €A ... a, €A
aeA

if P(a,) and ... and P(a,) then P(a).
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Formal Semantics

Main Topics Denotational Semantics for IMP Commands

* Operational
e Denotational

* Axiomatic Clskip] = {(e, )}
e Fixed pOin’[S Clx:= a] = {(o,0[x+— n]) | (o, n) € A[a]}

Cla; o] =
{(o,0") | do". ((0,0") € Cla] A (¢",0") € C[c])}

C[if b then ¢, else o] =
{(o,0") | (o,true) € B[b] A (0,0") € C[ar]} U
{(c,0") | (0, false) € B[b] A (c,0") € C[c2]}
C[while b do ¢ = fix(f)
where F(f) = {(0,0) | (o, false) € B[b]} U
{(g,0") | (o,true) € B[b] A o”. ((o,0") € C[] A
(0",0") € f}
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Program Verification

Main Topics
e Partial vs. Total

Weakest Preconditions

Correctness
* Hoare Logic wip(skip,P) = P
. lp(x :==a,P) = P
* Verification Mtl;pp((();;c:;, pg _ M/[IZ/();]I,WIP(CL P))
Conditions wip(if b thenc, elsec;,P) = (b = wip(c1, P)) A
(b = wlip(c,, P))
wip(whilebdoc,P) = A Fi(P)
where
Fo(P) = true
Fipr(P) = (=b = P)A (b = wip(c,Fi(P)))
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A-Calculus

Main Topics Laziness

* Reduction Consider the call-by-name A-calculus...
St rateg [eX Syntax

* Encodings € =X

e Fixed Points o

e Definitional v )\,\i:
Translation Semantics

er — €]

(Ax.e1) e; — er{ex/x} 7

€6, — e;_ €7
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Type Systems

Main Topics

* [yping Relations
* Progress

* Preservation

* Polymorphism

Simply-Typed Lambda Calculus

Static Semantics

—— T-INT — T-UNIT
[+ n:int [+ ():unit

[Fe;:int [ Fe;:int
[ Fe; +e5:int

T-ADD

[(x) =17 [ x:the:r
T-VAR - T-ABS
[ =Xx:7 [FMXT.e:T =T

[Fe:m—= 7 The:T

T-ApP
[ €, 92:7',
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Type Theory

Main TOplcs Logical Relation
* Dependent lypes
p , , yp Definition (Logical Relation)
* NOrmallzathn * Runit(€) iff - e:unit and e halts.
° LOglcaI Relathn ° h;.l\;gée)(;fg;.e:frl — 7, and e halts, and for every €’ such that R, (e’) we
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Advanced Topics

Main Topics Terminology
*DSLs

* Logic Programming
lens

* Program Synthesis .
_J (i
_J L




Next Steps




Next Steps

Courses: CS 4120 (Compilers), CS 6110 (Advanced PL),
CS 6120 (Advanced Compilers), CS 6117 (Category Theory)
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Next Steps

Courses: CS 4120 (Compilers), CS 6110 (Advanced PL),
CS 6120 (Advanced Compilers), CS 6117 (Category Theory)

Research: BURE, ACSU Research Night, CS 4999
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Next Steps

Courses: CS 4120 (Compilers), CS 6110 (Advanced PL),
CS 6120 (Advanced Compilers), CS 6117 (Category Theory)

Research: BURE, ACSU Research Night, CS 4999

After Cornell: Compilers, Formal Verification, Grad School
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Thank You!
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