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Deadlock



Deadlock using pthreads



Avoiding Deadlock



Main Topic: Input/Output (I/O)



Big Picture: Input/Output (I/O)



Big Picture: Input/Output (I/O)



Word Cloud: Give an example of an I/O device.
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I/O Devices Enables Interacting with Environment
Device Behavior Partner Data Rate (b/sec)

Keyboard Input Human 100

Mouse Input Human 3.8k

Sound Input Input Machine 3M

Voice Output Output Human 264k

Sound Output Output Human 8M

Laser Printer Output Human 3.2M

Graphics Display Output Human 800M – 8G

Network/LAN Input/Output Machine 100M – 400G

Network/Wireless LAN Input/Output Machine 11M – 10G

Optical Disk Storage Machine 5 – 120M

Flash memory Storage Machine 32 – 10G

Magnetic Disk Storage Machine 800M – 3G



Round 1: All devices on one interconnect
•

•
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Round 2: I/O Controllers
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Round 3: I/O Controllers + Bridge 
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Bus Types
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Example



Example Interconnects
Name Use Devices per 

channel
Channel Width Data Rate 

(B/sec)

Firewire 800 External 63 4 100M

USB 2.0 External 127 2 60M

USB 3.0 External 127 2 625M

USB 4.0 External 127 2 40G

Thunderbolt 4 External 127 2 80G

Parallel ATA Internal 1 16 133M

Serial ATA (SATA) Internal 1 4 300M

PCI 66MHz Internal 1 32-64 533M

PCI Express v2.x Internal 1 2-64 16G/dir

…

PCI Express v6.x Internal 1 2-64 1T/dir

Hypertransport v2.x Internal 1 2-64 25G/dir

QuickPath (QPI) Internal 1 40 12G/dir



Interconnecting Components
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Takeaways



How does the processor interact with 
I/O devices?



I/O Device Driver Software Interface
// Open a toy " echo " character device

int fd = open("/dev/echo", O_RDWR);

// Write to the device

char write_buf[] = "Hello World!";

write(fd, write_buf, sizeof(write_buf));

// Read from the device

char read_buf [32];

read(fd, read_buf, sizeof(read_buf));

// Close the device

close(fd);

// Verify the result

assert(strcmp(write_buf, read_buf)==0);



I/O Device API

•

•



I/O Device API Example

0xAA = “self test”
0xAE = “enable kbd”
0xED = “set LEDs”

PERR RxTO TxTO INH AL2 SYS IBF OBF

Input
Buffer
Full

Output
Buffer
Full



How to talk to a device?

•

•
• inb  $a, 0x64
• outb $a, 0x60   

•

•
•
•
•

•

•



Memory-Mapped I/O

Physical
Address 

SpaceVirtual
Address 

Space

0xFFFF FFFF

0x00FF FFFF

0x0000 0000 0x0000 0000

Display
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Keyboard
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Controller

I/O
Controller

I/O
Controller

I/O
Controller

vs. less-favored alternative = Programmed I/O:
• Syscall instructions that communicate with I/O
• Communicate via special device registers



Device Drivers

char read_kbd() {
 char status;
 do {
  sleep();
  status = inb(0x64);
 } while(!(status & 1));
 return inb(0x60);

}

struct kbd {
 char status, pad[3];
 char data, pad[3];

};
kbd *k = mmap(.==);

char read_kbd() {
 char status;
 do {
  sleep();
  status = k->status;
 } while(!(status & 1));
 return k->data;

}

https://pollev.com/zjs


I/O Data Transfer

•

•

disk->cmd = READ_4K_SECTOR;
disk->data = 12;

while (!(disk->status & 1) { }

for (i = 0.=4k)
buf[i] = disk->data;



Data Transfer
→ →

•

•

•

→

•

•

•
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DISK

CPU RAM

DISK



DMA Example

•

int dma_size = 4*PAGE_SIZE;

int *buf = alloc_dma(dma_size);

...

dev->mic_dma_baseaddr = (int)buf;

dev->mic_dma_count = dma_len;

dev->cmd = DEV_MIC_INPUT |
DEV_INTERRUPT_ENABLE | DEV_DMA_ENABLE;



DMA Issues (1): Addressing
Issue #1: DMA meets Virtual Memory
RAM: physical addresses
Programs: virtual addresses

Solution: DMA uses virtual addresses

• OS sets up mappings on a mini-TLB

CPU RAM

DISK

MMU



DMA Example

•

int dma_size = 4*PAGE_SIZE;

void *buf = alloc_dma(dma_size);

...

dev->mic_dma_baseaddr = virt_to_phys(buf);

dev->mic_dma_count = dma_len;

dev->cmd = DEV_MIC_INPUT |
DEV_INTERRUPT_ENABLE | DEV_DMA_ENABLE;



DMA Issues (1): Addressing
CPU RAM

DISK

MMU

uTLB



DMA Issues (2): Virtual Mem

•

•

CPU RAM

DISK



DMA Issues (3): Caches
Issue #3: DMA meets Caching
DMA-related data could
be cached in L1/L2
• DMA to Mem: cache is now stale
• DMA from Mem: dev gets stale data

Solution: (software enforced coherence)
• OS flushes some/all cache before DMA begins
• Or: don't touch pages during DMA
• Or: mark pages as uncacheable in page table entries
• (needed for Memory Mapped I/O too!)

CPU RAM

DISK

L2



DMA Issues (3): Caches
CPU RAM

DISK

L2

Issue #3: DMA meets Caching
DMA-related data could
be cached in L1/L2
• DMA to Mem: cache is now stale
• DMA from Mem: dev gets stale data

Solution: (hardware coherence aka snooping)
• cache listens on bus, and conspires with RAM
• DMA to Mem: invalidate/update data seen on bus
• DMA from mem: cache services the request if possible, 

otherwise RAM services



Programmed I/O vs Memory Mapped I/O
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Polling vs. Interrupts
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–



I/O Takeaways
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