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Roadmap

1. Finish Pointers
* Strings
e Fun Pointer Tricks

2. The Call Stack
3. IheHeap
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Pointers, Revisited

MAN, | SUCK AT THIS GAME.
CAN YOU GIVE ME
A FEW POINTERS?

[ 0x3A28213A
Ox6339292C,
0::7363632E.

| HATE YOU.

Y

"Every computer, at the unreachable memory address Ox-1, stores a secret. | found it, and it is that all
humans ar-- SEGMENTATION FAULT."
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https://xkcd.com/138

Strings are Null-Terminated Character Arrays

» Recall that we told you a string has type char*in C
e Strings are arrays of char values
* Achar is generally 1-byte (8-bits)
* Strings keep track of length by ending with a null character
(“\O?)
o All strings should end with a null character

* Example:
e «CS3410” ={ |C|, |S|, |3|, 'LI', |1|, |@|, I\@) }
e “CS53410" has length 7, not 6!
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Demo: Strings

1 void print_line(char *s) {

2 for (int i = 0; s[i] &*= '\0'; +1i)
3 i

1 fputc(s[i], stdout);

5 ¥

6 fputc('\n', stdout);

7 %

3

9 int main() {

10 char messagel[7] = {'H', 'e', 'l', 'L"', 'o', '"!'', "\O'};
11 print_line(message);

12 return 0;

13 '}

ey | Cornell Bowers CIS
4@0
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Presenter Notes
Presentation Notes
Example showcases useful array features
Array initialization using curly braces
Treating strings as pointers to their first element
Using array indexing notation, accessing individual characters
Iterating until null-character is reached 


Roadmap

1. Finish Pointers
* Strings
e Fun Pointer Tricks

2. The Call Stack
3. IheHeap
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Pass by Reference

#include <stdio.h>

void swap(int x, int y) {
int tmp = Xx;
X =y,
y = tmp;

3

int main() {
10 int a = 3’4; https://pollev.com/zacharysusag306
11 int b = 10;

12 printf("a: %d; b: %d\n", a, b);

13 swap(a, b);

14 printf("a: %d; b: %d\n", a, b);

15 1}
Cornell Bowers CIS
w2 | Computer Science
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Presenter Notes
Presentation Notes
Python is pass by assignment (essentially pass-by-reference)
Java is pass-by-value (but if the variable is an object it is really an object-handle which is a reference).


2y

What does the " printf” statement on line 14 print out?

a:34;b:10 @@a:10;b:34

Start the presentation to see live content. For screen share software, share the entire screen. Get help at pollev.com/app



Presenter Notes
Presentation Notes
Do not modify the notes in this section to avoid tampering with the Poll Everywhere activity.
More info at polleverywhere.com/support

What does the `printf` statement on line 14 print out?
https://www.polleverywhere.com/multiple_choice_polls/c2mGTQYPjW1sxjVzvWP8C?state=opened&flow=Default&onscreen=persist


Pass by Reference

#include <stdio.h>

void swap(int x, int y) {
int tmp = Xx;
X =y,
y = tmp;

h

int main() {
10 int a = 34;
11 int b = 10;
12 printf("a: %d; b: %d\n", a, b);
13 swap(a, b);

14 printf("a: %d; b: %d\n", a, b);
15 1}

| Cornell Bowers CIS
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Presenter Notes
Presentation Notes
Python is pass by assignment (essentially pass-by-reference)
Java is pass-by-value (but if the variable is an object it is really an object-handle which is a reference).


Pass by Reference

#include <stdio.h>

void swap(int* x, int* y) {
int tmp = *Xx;
* X *y;
*y = tmp,

¥

int main() {
10 int a = 34;
11 int b = 10;
12 printf("a: %d; b: %d\n", a, b);
13 swap(&a, &b);

14 printf("a: %d; b: %d\n", a, b);
15 1}

| Cornell Bowers CIS
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Presenter Notes
Presentation Notes
Python is pass by assignment (essentially pass-by-reference)
Java is pass-by-value (but if the variable is an object it is really an object-handle which is a reference).


The Arrow Operator

#include <stdio.h>
typedef struct {
int x;
int vy;
} point_t;

void print_point(point_t* p) {
printf("(%d, %d)\n", (p).Xx,

OVoOJoTo EWNR

¥
10

11  int main(Q) {

12 point_t my_point;

13 my_point.x = 3;

14 my_point.y = 7;

15

16 print_point(&my_point);
17

18 return 0O;

19 1}

Cornell Bowers GIS
Computer Science
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The Arrow Operator

#include <stdio.h>
typedef struct {
int x;
int vy;
} point_t;

void print_point(point_t* p) {
printf("(%d, %d)\n", p—x, p—=V);
}

OVoOJoTo EWNR

10

11 int mainQ) {

12 point_t my_point;
13 my_point.x = 3;
14 my_point.y = 7;

15

16 print_point(&my_point);
17

18 return O;

19 }

Cornell Bowers GIS
Computer Science

(*struct).field

is equivalent to

struct—field

12



Null Pointers

 Pointers are just integers (i.e., bits!), so what does 0 mean?

* NULL is a pointer with value ©
« Often used tosignal failure

e Be Careful!
e NEVER dereference NULL
* When in doubt, always check!

Sy | Cornell Bowers CIS
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Pointers to Anything

1 #include <stdio.h> » Pointers are just bits!
2 .
3 void print_ptr(void* p) { 'Pd@<jﬁ$erefK19
4 printf("%p\n", p): between 1nt*,
2 } float*, and
7 int main() { char=*
8 int X = 3LI-' hd . « .
I () *
0  float y = 10.0f; vold* isa pointer
10 print_ptr(&x); tC)SCNWWGthIHgg

11 print_ptr(&y);

Cornell Bowers CIS
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Roadmap

1. Finish Pointers
* Strings
e Fun Pointer Tricks

2. The Call Stack
3. IheHeap
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Overview: The Call Stack

Memory

OXFFFFFFFF

Stack

Starts at a high

memory address Stores local variables,

function arguments

Grows downward

0x00000000

Cornell Bowers GIS
Computer Science
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WOoOJODOGLEWN

#include <stdio.h> Addregg - <4 bwes)
const int COUNT = 5; 0x1555d56bb0

const float EULER = 2.71828f;

Ox1555d56bac
void fill_exp(float* dest) {
dest[0] = 1.0f; ©x1555d56ba8
for (int i = 1; i < COUNT; +i) {
dest[i] = dest[i - 1] * EULER; 0x1555d56bad
, 5 0x1555d56ba0
void print_floats(float* vals, int n) {
for (int i = 0; i < n; +i) { Ox1555d56b7c
printf("%f\n", vals[i]);
1 ©x1555d56b78
5 0x1555d56b74
int main() { 0x1555d56b70
float values[COUNT];
fill_exp(values); 0x1555d56b6c
print_floats(values, COUNT);
return 0: 0x1555d56b68

} The Stack

Z =000 Oh=0x10o

17


Presenter Notes
Presentation Notes
Program prints out exponential function beginning at exp(0).
i.e., values = [exp(0), exp(1), exp(2), …]
Point out how the addresses are spaced 4 bytes apart
Each “value” cell is 4 bytes large
Stack grows downward


o

#include <stdio.h> EIRUAMES Stock Frame

2

3 const float EULER = 2.71828f;

4 const int COUNT = 5: Ox1555d56bh0
S Ox1555d56bac
6 void fill_exp(float* dest) { ]
7 dest[0] = 1.0f; Ox1555d56ba8 values maln
8 for (int i = 1; i < COUNT; +1i) {

9 dest[i] = dest[i - 1] * EULER; 0x1555d56bad
1 3 ©x1555d56ba0
11 }

12

13 void print_floats(float* vals, int n) {

14 for (int i = 0; i < n; +i) { 0x1555d56b7c
15 printf("%f\n", vals[i]);

16 3 ©x1555d56b78
1 5 0x1555d56b74
19 int main() { 0x1555d56b70
20 =) f1oat values[COUNT];

21 fill_exp(values); 0x1555d56b6c
22 print_floats(values, COUNT);

23 return 0 0x1555d56b68

24} The Stack 18


Presenter Notes
Presentation Notes
Now let’s start executing the program, beginning at line 20 inside of the `main` function.
The `values` array is a part of `main`’s stack frame (a.k.a., frame, activation frame)



@ o o
; pnctude sstdto.h” VEIRCASISII Stack Frame

3 const float EULER = 2.71828f;

4 const int COUNT = 5; ©x1555d56bb6

S Ox1555d56bac

w=pyvoid fill_exp(float* dest) { ]
7 dest[0] = 1.0f; Ox1555d56ba8 values maln
8 for (int i = 1; i < COUNT; +1i) {

9 dest[i] = dest[i - 1] * EULER; 0x1555d56bad

1 3 ©x1555d56ba0

11 }

12

13 void print_floats(float* vals, int n) {

14 for (int i = 0; i < n; +i) { 0x1555d56b7c

15 printf("%f\n", vals[i]);

16 3 ©x1555d56b78

1 5 0x1555d56b74

19 int main() { 0x1555d56b70

20 =) f1oat values[COUNT];

21 fill_exp(values); 0x1555d56b6c

22 print_floats(values, COUNT);

23 return 0 0x1555d56b68

243 The Stack 19


Presenter Notes
Presentation Notes
Introduce terms “caller” and “callee”
Main is the “caller”
“fill_exp” is the “callee”


% ranctude sstdto.h” VEIRCASISII Stack Frame
3 const float EULER = 2.71828f;
4 const int COUNT = 5; Ox1555d56bh0
S Ox1555d56bac
w=pyvoid fill_exp(float* dest) { ]
7 dest[0] = 1.0f; Ox1555d56ba8 values maln
8 for (int i = 1; i < COUNT; +i) {
9 dest[i] = dest[i - 1] * EULER; 0x1555d56bad
10 3 0x1555d56ba0
11 }
12
13 void print_floats(float* vals, int n) {
14 for (int i = 0; i < n; +i) { 0x1555d56b7c dost
. ||o/o n . . es .
o, PrAntRCERnT, vatshil); Ox1555d56b78 Fill_exp
1 5 0x1555d56b74 i
19 int main() { ©x1555d56b70
20 float values[COUNT];
21 fill_exp(values); 0x1555d56b6C
22 print_floats(values, COUNT);
23 return 0; ©x1555d56b68

24} The Stack 20



% #inctude =stdio.h> VEIRCRAESI Stock Frame
3 const float EULER = 2.71828f;

4 const int COUNT = 5; ©x1555d56bb0

S Ox1555d56bac

6 void fill_exp(float* dest) { .
7  dest[0] = 1.0f; ©0x1555d56ba8 values main
8 for (int i = 1; i < COUNT; +i) {

9 dest[i] = dest[i - 1] * EULER; 0x1555d56bat

o 3 0x1555d56ba0

11 }

12

B9 void print_floats(float* vals, int n) {

14 for (int i = 0; i < n; +Hi) { Ox1555d56b7c

12 , printf("%f\n", vals[i]); 0x1555d56b78

i 0x1555d56b74

19 int main() { 0x1555d56b70

20 float values[COUNT];

21 = £i11_exp(values); 0x1555d56b6c

22 print_floats(values, COUNT);

23 return 0: 0x1555d56b68

24} The Stack 21



% fanctude =stdto.h> VEIRCRAEYIN Stock Frame
3 const float EULER = 2.71828f;
4 const int COUNT = 5; ©x1555d56bb0
S Ox1555d56bac
6 void fill_exp(float* dest) { .
7  dest[0] = 1.0f; ©0x1555d56ba8 values main
8 for (int i = 1; i < COUNT; +i) {
9 dest[i] = dest[i - 1] * EULER; 0x1555d56bat
1o 3 0x1555d56ba0
11 }
12
B9 void print_floats(float* vals, int n) {
14 for (int i = 0; i < n; +i) { 0x1555d56b7c :
J ||o/o n : . Va_ s
o, PrAntRCERnT, vatshil); Ox1555d56b78
i 0x1555d56b74
19 int main() { 0x1555d56b70
20 float values[COUNT];
21 fill_exp(values); Ox1555d56b6c
22 print_floats(values, COUNT);
23 return 0: 0x1555d56b68

24} The Stack 22



OWOoOJODCOGEWNR,

10
11
12

B9 void print_floats(float* vals, int n) {

14
15
16
17
18
19
20
21
22
23
24

#include <stdio.h>

const float EULER = 2.71828f;
const int COUNT = 5;

void fill_exp(float* dest) {
dest[0] = 1.0F;
for (int i = 1; i < COUNT; +1i) {
dest[i] = dest[i - 1] * EULER;
¥
¥

for (int 1 = 0; i < n; +1i) {
printf("%f\n", vals[il);
}
}

int main() {
float values[COUNT];
fill_exp(values);
print_floats(values, COUNT);
return 0O;

©x1555d56bb0
©x1555d56bac
©x1555d56ba8
©x1555d56bad
©x1555d56ba0

©x1555d56b7c
©x1555d56b78
©x1555d56b74
©x1555d56b70
©x1555d56b6c
©x1555d56b68

values

vals

The Stack

VEIRCASISII Stack Frame

main

print_floats

23



o

WOoOJODOGLEWN

#include <stdio.h>

const float EULER = 2.71828f;
const int COUNT = 5;

void fill_exp(float* dest) {
dest[0] = 1.0F;
for (int i = 1; i < COUNT; +1i) {
dest[i] = dest[i - 1] * EULER;
¥
¥

void print_floats(float* vals, int n) {
for (int 1 = 0; i < n; +1i) {
printf("%f\n", vals[i]);
¥
}

int main() {
float values[COUNT];
fill_exp(values);
print_floats(values, COUNT);
return 0O;

©x1555d56bb0
©x1555d56bac
©x1555d56ba8
©x1555d56bad
©x1555d56ba0

©x1555d56b7c
©x1555d56b78
©x1555d56b74
©x1555d56b70
©x1555d56b6c
©x1555d56b68

values

The Stack

VEIRCASISII Stack Frame

main

24


Presenter Notes
Presentation Notes
The Call Stack instead of "The Stack"


o

VOO EWN

#include <stdio.h>
const float EULER = 2.71828¢;
const int COUNT = 5;
float* create_exp() {
float dest[COUNT];
dest[0] = 1.0F;
for (int i = 1; i < COUNT; +1i) {
dest[i] = dest[i - 1] * EULER;
}

return dest;

¥

void print_floats(float* vals, int n) {
for (int 1 = 0; i < n; +1i) {
printf("%f\n", vals[i]);
3

¥

int main() {
float* values = create_exp();
print_floats(values, COUNT);
return 0O;

1

PollEv: create_exp()

https://pollev.com/zacharysusag306

25


Presenter Notes
Presentation Notes
To demonstrate answer:
Compile without warnings enabled. Gcc shouldn’t complain…
Then compile with warnings enabled. It should warn us that what we are doing is bad.


2y

What does the program on the screen print?

Nobody has responded yet.

Hang tight! Responses are coming in.

Start the presentation to see live content. For screen share software, share the entire screen. Get help at pollev.com/app


Presenter Notes
Presentation Notes
Do not modify the notes in this section to avoid tampering with the Poll Everywhere activity.
More info at polleverywhere.com/support

What does the program on the screen print?
https://www.polleverywhere.com/free_text_polls/QKn9zJqDkOTTcygG7Ymvw


Limitations of The Call Stack

* Local variables only live as long as the tunction call

* Never return a pointer to a local variable!
* Returning a pointer to data that is about to be “destroyed
* Undefined behavior

 Safe Operations:

1. Passing a pointer to a local variable as an argument to a
function

2. Returning a non-pointer value
» Compiler will handle copying these!

)

| Cornell Bowers CIS
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Demo: create_exp()

Sesry | Cornell Bowers CIS
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Presenter Notes
Presentation Notes
Open up `stack_err.c` and run it to see what actually happens!
We often need to store data that ”outlives” a single function call




Roadmap

1. Finish Pointers
* Strings
e Fun Pointer Tricks

2. The Call Stack
3. IheHeap
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Overview: The Heap

OXFFFFFFFF Grows upward

Starts at a low
memory address

Stores dynamically
allocated data

| Cornell Bowers CIS 0x00000000
Computer Science
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The Stack vs. The Heap

The Stack The Heap

74

o

Cornell Bowers CIS

Computer Science


Presenter Notes
Presentation Notes
Key distinction between The Stack and The Heap is who is responsible for managing the region.
The Stack
Compiler manages data on the stack.
Allocates space in stack frames for all variables automatically.
The Heap
You, the programmer, are responsible for managing the data on the heap.
Your code needs to explicitly allocate and deallocate regions of memory on the heap.


malloc(..) & free(..) -
to allocate

void* malloc(size_t size);

“Memory Allocate”

void free(void* ptr);

Pointer to first

byte in new block

Pointer to the beginning of memory

i | Dol B O that was allocated by malloc
s’v: |

% | Computer Science
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Demo: Heapified create_exp()

1 #include <stdio.h>

2 #include <stdlib.h>

3

4 const float EULER = 2.71828f;

5 const int COUNT = 10;

6

7 float* create_exp() {

8 float* dest = malloc(COUNT * sizeof(float));
9 dest[0] = 1.0f;

10 for (int i = 1; i < COUNT; +i) {
11 dest[i] = dest[i - 1] * EULER;
12 }

13 return dest;

4 %

15

16 void print_floats(float* vals, int count) {
17 for (int i = 0; i < count; +1i) {
18 printf("%f\n", vals[i]);

19 }
20 }
21
22 int main() {
23 float* values = create_exp();
24 print_floats(values, 10);
25 free(values);
26 return 0O,
27 }

Cornell Bowers CIS

Computer Science


Presenter Notes
Presentation Notes
Start with `stack_err.c`.
Insert `malloc` and `free` calls.
Should end up with `heap.c`.
Hightlight:
Use of `sizeof`
Most portable (and clearest) way; almost always want to use
You have to call free when you are done using the memory
“Cost” of manual memory management



The Laws of The Heap

Now we are really entering the “Danger Zone”!

Sesry | Cornell Bowers CIS
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The Laws of The Heap

1. Use alter free: Alter you free memory, you can't
use It.

2. Double free: You can only free memory once.

3. Memory leak: You must free all the memory you
allocated withmalloc

4. Out-of-bounds access: You can only access data
inside allocated block.

Sesry | Cornell Bowers CIS
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The Laws of The Heap

1 int main() { _
2 int *arr = malloc(1l0 * sizeof(int)); 1 US@ aﬁ cr free
3 for (int i = 0; i < 10; i+) {

L arr[i] = i + 1; Aﬁer yOU -Free
5 3

6 free(arr); mer)ﬂOry, yOU

'7 .

8 // This violates Law 1: Use after free! Car t USe |t°

9 printf("arr[0] = %d\n", arr[0]);

10

11 return 0O;

12 }

Sy | Cornell Bowers CIS
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The Laws of The Heap

1 int main(Q) { .
2 int *arr = malloc(1l0 * sizeof(int)); 2 DOU ble free
3 for (int i = 0; i < 10; i+) {

;o for Gmeil o You can only
5 }

A S free memory
7

8 // This violates Law 2: Double free! once.

9 free(arr);

10

11 return 0O;

12 1}

Sy | Cornell Bowers CIS

“2 | Computer Science



The Laws of The Heap

1 int main(Q) { .
2 inta*arr = malloc(1l0 * sizeof(int)); 3 M emOry lea l’<
3  for (int i = 0; i < 10; i+) {

L ozrr[i] = i + 1; YOU mUSt -Free
: all the memory
7 // This violates Law 3: Memory leak!

8 // nolgsfre;o:c(l - ey e yOU aHOcated

9 .

10 return @, \/\/lth ma--L-LOC
11 }

Sesry | Cornell Bowers CIS
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Voo EFEFWNER

The Laws of The Heap

int main() {
int *arr = malloc(10 * sizeof(int));
for (int i = 0; i < 10; i+) {
arr[i] =i + 1;
}

// This violates Law 4:
// Out-of-bounds Access!
printf("arr[10] = %d\n", arr[10]);

return 0O;

4,

Out-of-bounds
AcCcess: You can
only access data
inside allocated

block.




Demo: memory_bugs.c

1 #include <stdio.h>

2 #include <stdlib.h>

3 #include <string.h>

4

5 const float EULER = 2.71828f;

6 const int COUNT = 10;

7

8 // Allocate a new array containing ‘'COUNT' values from an exponential
series.

9 float* create_exp() {

10 float* dest = malloc(COUNT * sizeof(float)); // New!
11 dest[0] = 1.0F;

12 for (int i = 1; i < COUNT; +1i) {

13 dest[i] = dest[i - 1] * EULER;

14 }

15 return dest;

16 1}

17

18 // Print the first ‘count' values in a float array.
19 void print_floats(float* vals, int count) {

20 for (int i = 0; i < count; +1i) {

21 printf("%f\n", vals[i]);

22 }

23

24 // Let's see what's nearby ...

Cornell Bowers GIS
Computer Science

25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
be
41
42
43
ay
us5
ue
u7
ug

char* ptr = (char*)vals;
for (int j = 0; j < 100; +3j) {
char* byte = ptr - j;
printf("%p: %d %c\n", byte, *byte,

// Generate a secret.
char* gen_secret() {

int

char* secret = malloc(16);
strcpy(secret, "seekrit!");
return secret;

main() {
char* password = gen_secret();
float* values = create_exp();

print_floats(values, COUNT);
free(values);

free(password);
return 0;

*xbyte);

40


Presenter Notes
Presentation Notes
Open up example in text editor.
Description
Allocates `secret` in `gen_secret()` on the heap.
Calls `create_exp` to allocate `values` array. So far no memory bugs.
Calls `print_floats` which first prints out each of the elements of `values`.
Then starts to walk backwards from the beginning of the array, showing us the bytes it is allowed to read.
Hopefully should see `seekrit!”
Out-of-bounds access.
Undefined behavior: could crash program, corrupt memory, or give nonsense results.


Memory Safety is Hard

* In 2019, Microsoft found that
70% of all security
vulnerabilities were memory
safety violations

BACK TO THE
* These bugs are only possible in BUILDING
languages like C/C++ BLOCKS:
* Memory SOf@ Ianguages: PythOﬂ, A PATH TOWARD SECURE AND
Java, OCaml, Rust, Swift MEASURABLE SOFTWARE

ey | Cornell Bowers CIS

7 | Computer Science


Presenter Notes
Presentation Notes
Memory bug we just demonstrated is real-world basis for many security vulnerabilities
CrowdStrike outage last July, 2024 was due to an out-of-bounds access bug
Memory safe languages do have to compromise something (e.g., performance, control), but prevent these bugs from appearing entirely.


2024 CrowdStrike Qutage

e ~8.5 million PCs crashed and
were unable to restart across
the planet

e Estimated to cost ~S10 billion

* Ultimately due to an out-of-
bounds access!

Gornell Bowers GIS gy Smishra1 - Own work, CC BY-SA 4.0, https://commons.wikimedia.org/w/index.php?curid=150535443

Computer Science


Presenter Notes
Presentation Notes
Picture is of blue screens of death at LGA airport from the CrowdStrike 2024 July outage in the baggage terminal



Demo: Address Sanitizer

1 #include <stdio.h>

2 #include <stdlib.h>

3 #include <string.h>

4

5 const float EULER = 2.71828f;

6 const int COUNT = 10;

7

8 // Allocate a new array containing ‘'COUNT' values from an exponential
series.

9 float* create_exp() {

10 float* dest = malloc(COUNT * sizeof(float)); // New!
11 dest[0] = 1.0f;

12 for (int i = 1; i < COUNT; +1i) {

13 dest[i] = dest[i - 1] * EULER;

14 }

15 return dest;

16 1}

17

18 // Print the first ‘count' values in a float array.
19 void print_floats(float* vals, int count) {

20 for (int i = 0; i < count; +1i) {

21 printf("%f\n", vals[i]);

22 }

23

24 // Let's see what's nearby ...
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25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
1o
u1
u2
u3
uy
u5
u6
u7
us

char* ptr = (char*)vals;
for (int j = 0; j < 100; +j) {
char* byte = ptr - j;
printf("%p: %d %c\n", byte, *byte,

// Generate a secret.
char* gen_secret() {

int

char* secret = malloc(16);
strcpy(secret, "seekrit!");
return secret;

main() {
char* password = gen_secret();
float* values = create_exp();

print_floats(values, COUNT);
free(values);

free(password);
return 0;

*xbyte);
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Presenter Notes
Presentation Notes
Reopen code, but this time compile with address sanitizer: gcc -Wall -Wextra -Wpedantic -Wshadow -Wformat=2 -std=c17 -g -fsanitize=address -fsanitize=undefined 

`-fsanitize=address` detects out-of-bounds and use-after-free bugs. `fsanitize=undefined` will detect undefined behavior and crash when it does.
Crashing is good as it helps you figure out what is wrong!
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Presenter Notes
Presentation Notes
`data` segment holds global variables and constants
Live for the entire program
String literals go here too
`text` contains the program as machine code instructions. We will see what this looks like in a few weeks.
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