lecture 10 - ¢s280 fall 1999

lec lo @9/n/a9
SOME APPLICATIONS OF WUMBER THEORY

N THS (ECTVRE MN/MBERS ARE /INTEEERS

Th| Foe 4L G bro THSRE ExiST XY
SUck THAT  Xa+yb = gcd(9,
PROOE . THE BUCLIDEAN ALERITHM — Q=1ll, b=1T

W =2:495+2/ = 2/1= =24
\WC=21r2 +3 = 35 45-22/

LZI = 'T~3> """"—I;_
WALEINE 3= bs-2(m-245)e
BACLWARD s 45- 2. +4%4S =

= 5.95-2W

EquaTioN  axz b (med m) 1S CALLED
LINEMR CONGRVENCE ,

2xE 2(med5) Xz 7
2020 (meds) | 3z 3(wmeds), 2.251(neds)
$e3z & (wolS) ! 3.4;2(mols) => X4,
-68- |



CENERAL METHOD OF SotviNG AxEb(medn)

When (4, m) ARE RecaTrvELy PRIME.
. FIND y SUCk THRT ayE! (medm)

1= b. ¥ = = 8y bs
2. xizby, THew @y R%V(m{/i').é
322 (mods)! 3J =/ (Ms');a_-z
xs2.2=4
W2, gedlam)=1=> Jy ag=zl(medwm)
PRoOE ‘Bg .| For SOME ¥, Y
X & Jhl. THERETEURE g&.—-/(m/n;)
EXAMPLE 45-3;|(mmf109

1ol = 2.48 + 1| e |ol=2:4¥
4§ Ul + | |z 4S-M. || = Lfs"lfépf-Z‘?S):
=9 = 9:4S-110) = 945 (mod 10))

435.9 <z 4oS = | leiay

~€69-



SYSTEMS ©OF LINBAR CONGRUESMNCES

X=2 (mod3) x=7
X232 (mod 5)
xaﬁtmi‘})

CHINgsE REMAIDER THEOREHM
M Mg ... M, >0 PARMSE RELATIVELY PRIME

Xz a, (medm,) k4SS A VNIRVE
?'u.!'-ﬁ.z (med M)  SOLUTION MODLLO

T T T - L1

¥E &y (med My)
PRoE . (By1STENCE) My = %n ; gcl[mh MJ,_{
agh M.,_y,_ = [ (wod M)
Xz 0 M+ s AnMy gy INDEED, I, lM M
X= 0 M;i = oy (med my)
EXAMPLE FroM ABovE ! M=5.7- 35 M,=37-2

Myz 2Ss15:  35.221 (wed3), 2|zl edS)

1S\ & 352+ 321/ + 2/$)2 223222
Szl (med7) 2 F il



HANDLING LAREE NUMBERS
M=99 WMs W, My gy by = I8 403 930

M, = 98 Kem=> K IS UNIQUELY

My = 97 REPRESENTED BY

M, = 98 A 4-TVLE OF MUMBERS
< I; <100

, 13684 = (25,8,889) oo 2 61 i0)
4 4sé = (32;9214?}"6)

LARGEN'S => TumeS oF N (med ““E)
/ OPERATIOHS 'cua'-#r)

H&R® juT <

e gé o RECOVERING RESULTS RBY
ONCE CHEHESE REMMIDER THEoLEY

- R4 [Md M\)
= = x ﬁu 0""“( W)
Xe Myg .« My,
ReAL LIFE expmplE: 2 -f 2 -l 2;- -'f,
2 ’.a 2%

OPerATIONS FoR Ne 2“"’
- -



FERMAT'S UTTLE THEOREN
P15 PRIME, /D//a? = a Ef[mod/D)
(:umevzr-mae adea Cmdp))

R F’*} §1,2,3, .., p-13 Al Possine
REM4INDERS & O

Q. Z’P‘":{ al,a2,a3,,, a(p)j PARWSE DIFFEREVT
IF axzay (modp) =ali-y) 2o (madp) =>
X
V) o plaspzpe gl
INPCSSIBLE @Y ASUMPIIONS  /MPESIBLE S/NCE

" N O <Xy p
l_IEf, Enﬂ-?r, CMP')
2% 0o (P-D = (@)).(a?):.. 'Q[P-t) (MG(FD
P-n! za" Gpr)! (wmedp)
¢p-ny! (aP21) & © (medp)
N v el
1;1 @-D! pla™=) -
=> Q =\ (mo&l?)

IMPERSIBLE SINCE ALL )re;?]’,"'
D X & F -

=12 =



PuBLIE KEY CRYPTOERAPHY
ENCRYPTION (S PUBLIC - DECRYPTION IS NET-

RSA ENCRYPTION (19716)  RIVEST
SHAMIR CM.I.T)

ADEBLMAN

MessaGE —> ivteeer M (&6 a @’ CRESAR)
CR\B/NA{ TEXT

€ =% (mod h) @,h ARE GIVeN
CIPHERTEY T h=Pq , &,[:1)4:0 REUT,

- - o PRIME
EXAMPLE ! h=¢;3~5‘5=2517; E:IE.—]___EE

NOTE TUHAT  ged(e,(p-1)§-1) )=gcd (3, 4258)=
Messase SsTop” —» INTEGER 18/9 /v/E
C =M™ (mod 2537) FoR Eack GRoUP OF Fou

3_9 i’ FIVE
?Li:-ﬁ o 1913 " (mod 2537) ) . rmuteaTions
i R 1313 (mod 2537) [onLy
EYPONENTIATION | 1819 %/ ad 25'37)

12192 18145, 12195 1219 1819 frot 2637

=78, IS frnoJ 2537)= 2189 C=208| 2182

=T ~



RSA DECRYPTION:. FIND d = INVERSE
70 € medvio @-f)-@-f)

d ExisTs  SINCE - ged (€, (B-1)G5-1)) =]
dez) (med @"){f""))
de z 14 X-Q—:}(’;-f}
C’d= (Bg)ﬁL Md‘!: MHKIT,-E)'GFI):
= M. (M )@")'”;_ M Cmod p)  dssuone pkM
S \(nodp) BY Ferma's LITTLE TH.
= M@ut)EE Mmedg)

S (medq) 4
By THE chinesE ReEMmINDER TH. © = M (med Fq)

T KNOW d ONE VNEBBS TD FACTOR Mr-F-q
\F RS 4 4qoo.DIGIT NUMBER THEN [T TAKES
0® VEARE TO FIND P,q GI/EN A,

HW 25 12 264,h 26

—_Y =



