SHErrLoc: a Static Holistic Error Locator

DANFENG ZHANG, Pennsylvania State University
ANDREW C. MYERS, Cornell University

DIMITRIOS VYTINIOTIS, Microsoft Research Cambridge
SIMON PEYTON-JONES, Microsoft Research Cambridge

We introduce a general way to locate programmer mistakes that are detected by static analyses. The program
analysis is expressed in a general constraint language which is powerful enough to model type checking,
information flow analysis, dataflow analysis and points-to analysis. Mistakes in program analysis result
in unsatisfiable constraints. Given an unsatisfiable system of constraints, both satisfiable and unsatisfiable
constraints are analyzed, to identify the program expressions most likely to be the cause of unsatisfiability.
The likelihood of different error explanations is evaluated under the assumption that the programmer’s code
is mostly correct, so the simplest explanations are chosen, following Bayesian principles. For analyses that
rely on programmer-stated assumptions, the diagnosis also identifies assumptions likely to have been omitted.
The new error diagnosis approach has been implemented as a tool called SHErrLoc, which is applied to three
very different program analyses, such as type inference for a highly expressive type system implemented by
the Glasgow Haskell Compiler (GHC)—including type classes, GADTs, and type families. The effectiveness of
the approach is evaluated using previously collected programs containing errors. The results show that when
compared to existing compilers and other tools, SHErrLoc consistently identifies the location of programmer
errors significantly more accurately, without any language-specific heuristics.
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1 INTRODUCTION

Type systems and other static analyses help reduce the need for debugging at run time, but
sophisticated type systems and other program analyses can lead to terrible error messages. The
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difficulty of understanding these error messages interferes with the adoption of expressive type
systems and other program analyses.

When deep, non-local software properties are being checked, the analysis may detect an incon-
sistency in a part of the program far from the actual error, resulting in a misleading error message.
The problem is that powerful static analyses and advanced type systems reduce an otherwise-high
annotation burden by drawing information from many parts of the program. However, when the
analysis detects an error, the fact that distant parts of the program influence this determination
makes it hard to accurately attribute blame. Determining from an error message where the true
error lies can require an unreasonably complete understanding of how the analysis works.

We are motivated to study this problem based on experience with three programming languages:
ML, Haskell [35] and Jif [41], a version of Java that statically analyzes the security of information
flow within programs. The expressive type systems in all these languages lead confusing, even
misleading error messages [28, 55]. Prior work has explored a variety of methods for improving
error reporting in each of these languages. Although these methods are usually specialized to
a single language and analysis, they still frequently fail to identify the location of programmer
mistakes.

In this work, we take a more general approach. The insight is that most program analyses,
including type systems and type inference algorithms, can be expressed as systems of constraints
over variables. In the case of ML type inference, variables stand for types, constraints are equalities
between different type expressions, and type inference succeeds when the corresponding system
of constraints is satisfiable. With a sufficiently expressive constraint language, we show that more
advanced features in other program analyses, such as programmer’ assumption in Jif information
flow analysis, quantified propositions involving functions over types, used in GHC, can all be
modeled in a concise yet powerful constraint language SCL (Section 4).

SHErrLoc comes with a customized constraint language and solver', which identifies both
satisfiable and unsatisfiable constraint subsets via a graph representation of the constraint system
(Sections 6-8). When constraints are unsatisfiable, the question is how to report the failure indicating
an error by the programmer. The standard practice is to report the first failed constraint along with
the program point that generated it. Unfortunately, this simple approach often results in misleading
error messages—the actual error may be far from that program point. Another approach is to report
all expressions that might contribute to the error (e.g., [11, 19, 52, 55]). But such reports are often
verbose and hard to understand [24].

Our insight is that when the constraint system is unsatisfiable, a more holistic approach should be
taken. Rather than looking at a failed constraint in isolation, the structure of the constraint system
as a whole should be considered. The constraint system defines paths along which information
propagates; both satisfiable and unsatisfiable paths can help locate the error. An expression involved
in many unsatisfiable paths is more likely to be erroneous; an expression that lies on many
satisfiable paths is more likely correct. This approach can be justified on Bayesian grounds, under
the assumption, captured as a prior distribution, that code is mostly correct (Section 9).

In some languages, the satisfiability of constraint systems depends on environmental assumptions,
which we call hypotheses. The same general approach can also be used to identify hypotheses
likely to be missing: a small, weak set of hypotheses that makes constraints satisfiable is more
likely than a large, strong set.

10ne downside of using a customized constraint language and solver is the SHErrLoc solver may fall out of sync with the
ones in existing compilers, such as GHC. However, this approach is still preferable for its generality, since SHErrLoc is
intended to supplement existing compilers when they fail to provide useful error messages. As long as the solvers largely
agree on constraints, SHErrLoc can provide meaningful error reports when existing compilers are unsatisfactory.
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In summary, this article presents the following contributions:

(1) We define a constraint language, SCL, and its constraint graph representation that can encode
a broad range of type systems and other analyses. In particular, we show that SCL can express
a broad range of program analyses, such as ML type inference, Jif information flow analysis,
many dataflow analyses, points-to analysis and features of the expressive type system of
Haskell, including type classes, GADTs, and type families (Section 4 and 5).

(2) We present a novel constraint-graph-based solving technique that handles the expressive
SCL constraint language. The novel technique allows the creation of new nodes and edges in
the graph and thereby to support counterfactual reasoning about type classes, type families,
and their universally quantified axioms. We prove that the new algorithm always terminates
(Section 6-8).

(3) We develop a Bayesian model for inferring the most likely cause of program mistakes
identified in the constraint analysis. Using a Bayesian posterior distribution [18], the algorithm
suggests program expressions that are likely errors and offers hypotheses that the programmer
is likely to have omitted (Section 9).

(4) We evaluate the accuracy and performance of SHErrLoc on three different sets of programs
written in OCaml, Haskell and Jif. As part of this evaluation, we use large sets of programs
collected from students using OCaml and Haskell to do programming assignments [20, 31].
Appealingly, high-quality results do not rely on language-specific tuning (Section 10).

Contributions in relation to prior versions. This article supersedes its previous conference versions

presented at the ACM SIGPLAN-SIGACT Symposium on Principles of Programming Languages [5§
and the ACM SIGPLAN conference on Programming Language Design and Implementation [59 D

in several ways:

e It provides the syntax (Section 4.1), graph construction (Section 6), and graph saturation
algorithm (Section 7) for the complete SCL constraint language. Earlier versions have omitted
features for simplicity: the POPL’14 paper [58] lacks quantified axioms in hypotheses and
functions over constraint elements; the PLDI'15 paper [59] lacks contravariant/invariant
constructors, projections, and join and meet operations on constraint elements.

e It provides an end-to-end overview of the core components of SHErrLoc (Section 2.4). The
overview includes information that is omitted in the previous versions, such as a detailed
discussion on how constraints are generated, how the Bayesian model works, and how errors
are reported by SHErrLoc.

e It provides a running example (Section 3) to give an in-depth view of the advanced features
of SHErrLoc. The running example is explained throughout the paper.

o It formalizes the entailment rules for the SCL constraint language (Section 4.2).

o It provides more details on the DLM model [40] and its encoding in the constraint language; in
particular, it proves that a confidentiality/integrity policy in the DLM model is a constructor
on principals with the appropriate variance (Section 5.2).

o It shows that the SCL language is expressive enough to model a nontrivial program analysis:
points-to analysis (Section 5.4).

e It proves that our constraint analysis algorithm always terminates (Section 7.5).

o It also proves that “redundant” graph edges provide no extra information for error localization
(Section 8.4).

o It describes an efficient search algorithm, based on A*, that searches for the most-likely
explanation of program errors. The algorithm is proved to always return optimal solutions
(Section 9.2).
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1let f(lst: move list): (float*float) list = OCaml Compiler Report:

2 1 o 1 1 di _ Line 9, Characters 33-44: This expression has type
3 e‘f rec loop lst x y dir acc = "a list but is here used with type unit.
4 if 1st = [] then
5 acc
6 else SHErrLoc Report:
7 print_string "foo" Expressions in the source code that appear most
8 in likely to be wrong:
9 List.rev (loop lst 0.0 0.0 0.0 [(0.0,0.0)]) print_string “foo” (Line 7, characters 6-24)
Fig. 1. OCaml example. Line 9 is blamed by OCaml compiler for a mistake at line 7.
GHC Compiler Report:
Line 1 Column 18: No instance for (Num Bool)
 fac M - if @ — B then I arising from the literal ‘0’
2 else n x fac (n==1) SHErrLoc Report:

Expressions in the source code that appear most
likely to be wrong:
n == 1 (Line 2, Characters 23-28)

Fig. 2. Haskell example. Line 1 is blamed for a mistake at line 2.

2 APPROACH

Our general approach to diagnosing errors can be illustrated through examples from three languages:
ML, Haskell and Jif.

2.1 ML type inference

The power of type inference is that programmers may omit types. But when type inference fails,
the resulting error messages can be confusing. Consider Figure 1, containing (simplified) OCaml
code written by a student working on a programming assignment [31]. The OCaml compiler
reports that the expression [(0.9,0.0)] at line 9 is a list, but is used with type unit. However, the
programmer’s actual fix shows that the error is the print_string expression at line 7.

The misleading report arises because currently prevalent error reporting methods (e.g., in
OCaml [43], SML [39], and Haskell [26]) unify types according to type constraints or typing rules,
and report the last expression considered, the one on which unification fails. However, the first failed
expression can be far from the actual error, since early unification using an erroneous expression
may lead type inference down a garden path of incorrect inferences.

In our example, the inference algorithm unifies (i.e., equates) the types of the four highlighted
expressions, in a particular order built into the compiler. One of those expressions, [(0.0, 0.0)], is
blamed because the inconsistency is detected when unifying its type.

Prior work has attempted to address this problem by reporting either the complete slice of the
program relating to a type inference failure, or a smaller subset of unsatisfiable constraints [11, 19,
52, 55]. Unfortunately, both variants of this approach can still require considerable manual effort to
identify the actual error within the program slice, especially when the slice is large [24].

2.2 Haskell type inference

Haskell is recognized as having a particularly rich type system, and hence makes an excellent
test case for our approach. Consider the Haskell program from [30] in Figure 2, which fails to
type-check. The actual mistake is that the second equality test (==, in line 2) should be subtraction
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1 public final byte[{}1{this} encText; Jif Compiler Report:

2 ... Line 3: The non-exception termina-
3 public void m(FileOutputStream[{this}J{this} encFos) tion of the method body may reveal
4 throws (IOException) { more information than is declared
5 try { by the method return label.

6 for (int i=0; i<encText.length; i++)

7 encFos.write(encText[i]); SHErrLf)CR‘?port

8 } catch (IOException e) {} Expressions in the source code that
9 3 appear most likely to be wrong:

{} (Line 1, Characters 19-20)

Fig. 3. Jif example. Line 3 is blamed for a mistake at line 1.

(=), but GHC instead blames the literal o, saying that Bool is not a numerical type. A programmer
reading this message would probably be confused why e should have type Bool. Unfortunately, such
confusing error messages are not uncommon.

The core of the problem is that like ML, GHC implements constraint solving by iteratively
simplifying type constraints, making error reporting sensitive to the order of simplification. GHC
here decides to first unify the return type of (n == 1), namely Bool, with the type of n, which is the
argument of fac. Once the type of n is fixed to Bool, the compiler picks up the constraint arising
from line 1, (expression n == @), unifies the type of ¢ with Bool and reports misleadingly that literal
0 is the error source.

2.3 Jif label checking

Confusing error messages are not unique to traditional type inference. The analysis of information
flow security, which checks a different kind of nonlocal code property, can also generate confusing
messages when security cannot be verified.

Jif [41] is a Java-like language whose static analysis of information flow often generates confusing
error messages [28]. Figure 3 shows a simplified version of code written by a Jif programmer. Jif
programs are similar to Java programs except that they specify security labels, shadowed in the
example. A security label describes the intended confidentiality and integrity for the associated data.
Omitted labels (such as the label of i at line 6) are inferred automatically. However, Jif label inference
works differently from ML type inference algorithms: the type checker generates constraints on
labels, creating a system of inequalities that are then solved iteratively. For instance, the compiler
generates a constraint {} < {this} for line 7, bounding the label of the argument encText[i] by
that on the formal parameter to write(), which is {this} because of encFos’s type.

Jif error messages are a product of the iterative process used to solve these constraints. The
solver uses a two-pass process that involves both raising lower bounds and lowering upper bounds
on labels to be solved for. Errors are reported when the lower bound on a label cannot be bounded
by its upper bound.

As with ML, early processing of an incorrect constraint may cause the solver to detect an
inconsistency later at the wrong location. In this example, Jif reports that a constraint at line 3 is
wrong, but the actual programmer mistake is the label {} at line 1.

An unusual feature of Jif is that programmers may specify assumptions, capturing trust relation-
ships that are expected to hold in the environment in which the program is run. A common reason
why label checking fails in Jif is that the programmer has gotten these assumptions wrong. Sharing
constraints on ML functor parameters are also assumptions, but are simpler and less central to ML
programming.

ACM Transactions on Programming Languages and Systems, Vol. 39, No. 4, Article 18. Publication date: August 2017.



18:6 D. Zhang et al.

RN

i i i = / List.rev fret
g; anch(rsl)”:t-gzr:c"é;” = o EEg0) oap et 0 alite  (loatfioat list(n
(3) B acc(3) = (floatxfloat) list [(0.0,0.0)1(9) primismng///' T g
(4) unit print_string (7) = y loop ret (9) unit g P, 1(0.00.0)]
(5) y loopret (9) = 5 list List.rev (9) ™ *\ e (float*float) list (9)
(6) & list Listrev(9) = (float*float) list fret (1) ® O —— ~e
(7) y loop ret (9) = a lacc (5) N accs) acc (9) 4

Fig. 4. Part of the constraints generated from the OCaml example in Figure 1 (left) and the corresponding
constraint graph (right).

For instance, an assignment from a memory location labeled with a patient’s security label to
another location with a doctor’s label might fail to label-check because the crucial assumption
is missing that the doctor acts for the patient. With that assumption in force, it is clear that an
information flow from patient to doctor is secure.

In this article, we propose a unified way to infer both program expressions likely to be wrong
and assumptions likely to be missing.

2.4 Overview of the approach

We use the OCaml example in Figure 1 to provide an end-to-end overview of SHErrLoc.

Constraints. As a basis for a general way to diagnose errors, we define an expressive constraint
language, SCL, that can encode a large class of program analyses, including not only ML, Haskell
type inference and Jif label checking, but also dataflow analyses and points-to analysis.

Constraints in this language assert partial orderings on constraint elements, in the form of
E, < E,, where E; and E, are constraint elements. Each constraint element and constraint is
associated with meta data (e.g, the corresponding line number and expression in the source code).
They are only used for better readability: SHErrLoc use the meta data to map an identified error
cause in the constraint system back into the source code.

For example, the code in Figure 1 generates a constraint system containing several assertions,
including but not limited to the ones shown in Figure 4 (here, E; = E;, is a short hand for E; <
E; A E; < Ey). For simplicity, only the meta data (expression and line number) for each constraint
elements are shown in shades. Here, @, 3, y etc. represent type variables to be inferred, while other
constraint elements are data types. For example, the first constraint states that the type of the result
of print_string, which is unit, must be identical to the type of the expression acc at line 5, since
the “then” and “else” branches must have the same type in OCaml. The sixth constraint states that
the type of the return value of function List.rev must be identical to the type of the return value
of f, which is (float*float) list as provided in the function signature.

Constraint graph. The constraints are then converted into a representation as a directed graph.
In that graph, a node represents a constraint element, and a directed edge represents an ordering
between the two elements it connects.

For example, the right of Figure 4 (excluding dashed edges) shows the constructed constraint
graph for the constraints shown on the left. The leftmost node represents the type of the result of
print_string (i.e., constraint element unit). The leftmost node is connected by edges to the node
representing the result type of loop due to the constraint unit =y.
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Graph saturation. To identify potential conflicts in the constraints, more (shortest) directed
paths that must hold are inferred in the graph representation, in a form of reachability: CFL-
reachability [49], to be precise. For example, the dashed paths P;, P, and P; in Figure 4 can be
inferred due to the transitivity of <.

Type inference fails if there is at least one unsatisfiable path within the constraint graph, indicating
a sequence of unifications that generate a contradiction. Consider, for example, the three paths P;,
P,, and P;5 in the figure. The end nodes of each path must represent the same types. Other such
inferred paths exist, such as a path between the node for unit and the node acc (3), but these paths
are not shown since a path with at least one variable on an end node is trivially satisfiable. We call
paths that are not trivially satisfiable, such as P;, P2, and Ps, the informative paths. We note that
other informative paths can be inferred, such as a path from unit to § list (9); these paths are
omitted for simplicity.

In this example, the paths P; and P, are unsatisfiable because the types at their endpoints are
different. Note that path P, corresponds to the expressions highlighted in the OCaml code. By
contrast, path Ps is satisfiable.

Bayesian reasoning. The constraints along unsatisfiable paths form a complete explanation of
the error, but one that is often too verbose. Our goal is to be more useful by pinpointing where
along the path the error occurs. The key insight is to analyze both satisfiable and unsatisfiable
informative paths identified in the constraint graph.

In Figure 4, the strongest candidate for the real source of the error is the leftmost node of type
unit, rather than the lower-right expression of type (float*float) list that features in the
misleading error report produced by OCaml. Two general heuristics help us identify unit as the
culprit:

(1) All else equal, an explanation for unsatisfiability in which programmers have made fewer
mistakes is more likely. This is an application of Occam’s Razor. In this case, the minimum
explanation is a single expression (the unit node) which appears on both unsatisfiable paths.

(2) Erroneous nodes are less likely to appear in satisfiable paths. In this case, The unit node
appears only on unsatisfiable informative paths, but not on the informative, satisfiable path
P5. Hence, the unit node is a better error explanation than any node lying on path Ps.

We note that in Figure 4, the first heuristic alone already promotes the real source of the error (the
leftmost node of type unit) as the strongest candidate. However, in general, the second heuristic
improves error localization accuracy as well. For example, consider a constraint graph that is
identical to Figure 4 except that the bottom left solid edge between unit and acc (5) is removed. In
this graph, P, is removed as well. Hence, all nodes along path P; are equally likely to be wrong
according to the first heuristic. In this case, the second heuristics is needed to identify the leftmost
node as the strongest candidate.

A Bayesian model justifies the intuitive heuristics above. To see why, we interpret the error
diagnosis process as identifying an explanation of observing the saturated constraint graph. In this
case, the observation o is the satisfiability of informative paths within the constraint graph. We
denote the observation as o = (01,0, . . ., 0,), where o; € {unsat, sat} represents unsatisfiability
or satisfiability of the corresponding path. Let P(E|o) be the posterior probability that a set of
nodes E explains the given observation o. By Bayes’ theorem, maximizing P(E|o) is equivalent to
maximizing the term

P(E)P(o|E)

With a couple of simplifying assumptions (Section 9.1), the most-likely explanation can be
identified as a set of nodes, E, such that
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(1) Any unsatisfiable path uses at least one node in E, and
(2) E minimizes the term Cy |E| + C,kg, where kg is the number of satisfiable paths using at least
one node in E, and C;, Cy are some tunable constants.

We note that the Bayesian model justifies the intuitive heuristics above: the explanation is likely
to contain fewer nodes (heuristic 1) and show less frequently on satisfiable edges (heuristic 2).
Appealingly, these two heuristics rely only on graph structure, and are oblivious to the language
and program being diagnosed. The same generic approach can therefore be applied to very different
program analyses.

Error reporting. SHErrLoc uses an instance of A* search algorithm to identify top-ranked expla-
nations according to the term C; |E| + Czkg. Each explanation consists of one or multiple program
expressions. For example, SHErrLoc reports the only top-ranked explanation for the OCaml program
in Figure 1 as follows:

Expressions in the source code that appear most likely to be wrong:
print_string "foo" (Line 7, characters 6-24)

This explanation is exactly the true mistake in the program, according to the programmer’s actual
error fix.

For the programs in Figure 2 and Figure 3, the SHErrLoc reports are shown on the right of the
figures. Again, SHErrLoc correctly and precisely localizes the actual causes of the errors in those
examples.

3 RUNNING EXAMPLE

To explore more advanced features of SHErrLoc, we use the Haskell program in Figure 5 as a
running example for the rest of this article. This example involves a couple of sophisticated features
in Haskell:

e Type classes introduce, in effect, relations over types, on top of ordinary unification con-
straints. For example, the type of literal @ can be any instance of the type class Num, such as
Int and Float.

e Type families are functions at the level of types:

1 type instance F [a] = (Int,a)
2 f :: F [Bool]l -> Bool
3 f x = snd x

In this example, it is okay to treat x as a pair although it is declared to have type F [Booll,
because of the axiom describing the behavior of the type family r. (Note that in Haskell, type
[Bool] represents a list of Bool’s.)

e Type signatures. Polymorphic type signatures introduce universally quantified variables
that cannot be unified with other types [46]. Consider the following program.

1 f :: forall a. a -> (a,a)
2 f x = (True,x)

This program is ill-typed, as the body of f indicates that the function is not really polymorphic
(consider applying f 42).

Moreover, it is unsound to equate a type variable bound in an outer scope to a universally
quantified variable from an inner scope. Consider the following program.

1 f x = let g :: forall a. a -> (a,a)

ACM Transactions on Programming Languages and Systems, Vol. 39, No. 4, Article 18. Publication date: August 2017.



SHErrLoc: a Static Holistic Error Locator
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1
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4 - A ([Int] < Num)

5
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g in g [Ya']l] -- error
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[Char]

Num Char
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5% LEQ{H}

(byby) S

Fig. 5. Running example. Top left: source program; Bottom left: generated constraints; Right: part of the graph

for constraints.

2 g z =
3 in (g 42,

(z,x)
g True)

This program is ill-typed, since x’s type bound in the enclosing context should not be unified
to a, the universally quantified variable from the signature of g. Indeed, if we were to allow
this unification, we’d be treating x as having both type Int and Bool at the two call sites of g.
The same issues arise with other GHC extensions, such as data constructors with existential

variables and higher-rank types [46].

e Local hypotheses. Type signatures with constraint contexts and GADTs both introduce
hypotheses under which we must infer or check types. For instance:

1 elem :: forall a. Eq a => a->[al->Bool
2 elem x [] = False

3 elem x (y:ys) = if (x == y) then True
4 else elem x ys

The type signature for elem introduces a constraint hypothesis Eq a, on the universally quan-
tified variable a, and that constraint is necessary for using == at line 3.

In Figure 5, relevant axiom schemes and function signatures are shown in comments. Here, the
type family F maps [a], for an arbitrary type a, to a pair type (a, a). The function h is called only
when a = [b]. Hence, the type signature is equivalent to Vb. (b,b) — b, so the definition of h is
well-typed. On the other hand, expression (g [‘a’]) has a type error: the parameter type [Char] is
not an instance of class Num, as required by the type signature of g.

The informal reasoning above corresponds to a set of constraints, shown on the left bottom
of Figure 5. From the constraints, SHErrLoc builds and saturates a constraint graph (shown on
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Fig. 6. Syntax of SCL constraints.

the right of Figure 5), where Bayesian reasoning is performed on. We will return to the running
example when relevant components are introduced.

4 THE SCL CONSTRAINT LANGUAGE

Central to our approach is a general core constraint language, SCL, that can be used to capture a
large class of program analyses. In this constraint language, constraints are inequalities using an
ordering < that corresponds to a flow of information through a program. The constraint language
also has constructors and destructors corresponding to computation on that information, quantified
axioms, nested universally and existentially quantified variables, and type-level functions.

4.1 Syntax

The syntax of the SCL (for SHErrLoc Constraint Language) is formalized in Figure 6.
A top-level goal G to be solved is a conjunction of assertions A. An assertion has the form H I,
where H is a hypothesis (an assumption) and I is an inequality to be checked under H.

Constraints. A constraint C is a possibly empty conjunction of inequalities E; < E; over elements
from the constraint element domain E (e.g., types of the source language), where < defines a
partial ordering on elements. Throughout, we write equalities (E; = E;) as syntactic sugar for
(E1 <E; A E; <Eq),and (H + E; = E,) is sugar for two assertions, similarly. We denote an empty
conjunction as @, and abbreviate @ + C as + C.

The ordering < is treated abstractly, but when the usual join (L) and meet (1) operators are used
in constraints, it must define a lattice. The bottom and top of the element ordering are L and T.

Quantified axioms in hypotheses. Hypotheses H can contain (possibly empty) conjunctions of
quantified axioms, Q. Each axiom has the form Ya. C = I, where the quantified variables a may be
used in constraints C and inequality I. For example, a hypothesis Ya. a <A = a < B states that for
any constraint element a such that (a <A) is valid, inequality a < B is valid as well. When both a
and C are empty, an axiom Q is written simply as I.

Handling quantifiers. To avoid notational clutter associated with quantifiers, we do not use
an explicit mixed-prefix quantification notation. Instead, we distinguish universally introduced
variables (a,b,...) and existentially introduced variables (a, 5, . . .); further, we annotate each
variable with its level, a number that implicitly represents the scope in which the variable was
introduced. For example, we write the formula a; =b; + (a;, b;)=a, to represent Va,b.da. a=b
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(a, b)=a. Any assertion written using nested quantifiers can be put into prenex normal form [42]
and therefore can represented using level numbers.

Constructors and functions over constraint elements. An element E may be 1) a variable, 2) an
application con E of a type constructor con € Con, where the annotation p describes the variance

of the parameters, or 3) an application fun E of a type-function fun € Fun. Constants are nullary
constructors, with arity 0. Since constructors and functions are global, they have no levels.

The partial ordering on two applications of the same constructor is determined by the variances
p of that constructor’s arguments. For each argument, the ordering of the applications is either
covariant with respect to that argument (denoted by +), contravariant with respect to that argument
(=), or invariant (+) with respect to it. For simplicity, we omit the variance p when it is irrelevant to
the context.

The main difference between a type constructor con and a type function fun is that constructors
are injective and can be therefore be decomposed (that is, conT = con 7’ = 7 = 7’). Type functions
are not necessarily injective: fun T = fun 7’ does not entail that 7=7".

Example. To model ML type inference, we can represent the type (int — bool) as a constructor
application fn(_’+)(int, bool), where int and bool are constants, the first argument is contravariant,

and the second argument is covariant. Its first projection ' (fn-,+)(int, bool)) is int.

Consider the expressions acc (line 5) and print_string (line 7) in Figure 1. These are branches
of an if statement, so one assertion is generated to enforce that they have the same type:  acc(s) <
unit A unit < acc).

Section 5 describes in more detail how assertions are generated for ML, Haskell, Jif, dataflow
analysis and points-to analysis.

4.2 Validity and satisfiability

An assertion A is satisfiable if there is a level-respecting substitution 6 for A’s free unification
variables, such that 0[A] is valid.

A substitution 0 is level-respecting if the substitution is well-scoped. More formally, Va; €
dom(0), ap, € fvs(8[a;]). m < I. For example, an assertion a; =b; + (a; =az A ap =by) is satisfiable
with substitution [z +> a;]. But + a; =b, is not satisfiable because the substitution [a; > b,] is not
level-respecting. The reason is that with explicit quantifiers, the latter would look like aVb. + o =b
and it would be ill-scoped to instantiate a with b.

A unification-variable-free assertion H + I is valid if I is entailed by H, according to the entailment
rules in Figure 7, modulo the least equivalence relation that satisfies the commutativity of the
operations LI and M.

The entailment rules are entirely standard. Rule (Ax1om) instantiates a (potentially) quantified
axiom in the following way: for any substitution 6 that maps quantified variables @ to constraint
elements E, substituted constraints 6[C;] are entailed whenever H + 8[C;]. For example, the
following assertion is valid by rule (< ReF) and (Ax10Mm) (substitute o with A): Vo . a < A= a <
B + A < B. For the special case when both @ and C; are empty, rule (Axiom) simply entails a
constraint already stated in the axioms. For example, A < B A < B is (trivially) valid.

The (constructor) composition rule (DComp) checks componentwise relationships according to
components’ variances; the decomposition rule (DEComp) does the opposite: it infers relationships
on components based on their variances.
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Hv+E <E, H‘E, <E;

(£ REF) —— (< TrAN)
H+rE<E HvE, <E;
H - Ei < El ifpi=+ or pij==+
— T e - 1<i<
§=[a—E] Hro[C] Hb E| < E Tpi==orpi=t P=n
(Ax10M) — (DComp) y y
HAMa.Cy = Cy)+0[Cy] H + cony(Ey, ..., Ep) < cong(E], ..., Ey)

H v cong(Ey, ..., Eq(c)) < con;,(E{, ... ,E;(C))

(DECcomp) -

H" /\El < EI ifpi=+01’p[=i /\E, < Ei ifp,'=— or p;j=+
= Ly i =
i=1
HvE; <E;ANHV\E;<E; 1<i<n

(FComp) - - . -
H vt fun(Ey, ..., Ey) < fun(Ef,...,E;) A fun(El, ..., E;) < fun(Ey, ..., E,)

HvrE,<EANHVE <E

(Jon1) (Join2)
Hv+E UE <E (HHE <E{UE)A(HFEy; <E{UE))
H+E<E/ANHVE<XE,
(MEET1) (MEET2)
HrE<LENE, (HFEME; <E)AHFE NMEy, <Ep)

Fig. 7. Entailment rules.

5 EXPRESSIVENESS

The constraint language is the interface between various program analyses and SHErrLoc. To use
SHErrLoc, the program analysis implementer must instrument the compiler or analysis to express
a given program analysis as a set of constraints in SCL.

As we now show, the constraint language is expressive enough to capture a variety of different
program analyses. Of course, the constraint language is not intended to express all program analyses,
such as analyses that involve arithmetic. We leave incorporating a larger class of analyses into our
framework as future work.

5.1 ML type inference

ML type inference maps naturally into constraint solving, since typing rules can be usually be
read as equality constraints on type variables. Numerous efforts have been made in this direction
(e.g., [2, 19, 24, 37, 56]).

Most of these formalizations are similar, so we discuss how Damas’s Algorithm T [12] can be
recast into our constraint language, extending the approach of Haack and Wells [19]. We follow that
approach since it supports let-polymorphism. Further, our evaluation builds on an implementation
of that approach.

For simplicity, we only discuss the subset of ML whose syntax is shown in Figure 8. However, our
implementation does support a much larger set of language features, including match expressions
and user-defined data types.
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ex=x|nle + e|fnx—oe|ee|letx=¢ ine

te=a|int|t—>t

x ([ Hx = {ox}) 000 = @) n:(laint=a)

e; : (I, t1,C) e : (I, t2,C2)
e+ e <F1UF2,6¥,int= Hh Aint = tz/\intza/\Cl/\Cz)

e: ([, t,C) I'(x)=T
fnx—e: (T{x0—>(b},a,/\{ax =t'|teT}Aa=ay—tAC)

e : (I, t1,Cy) ey : (I, 1, C)
el e <r1Ur2,Ol,t1 =1 —>(Z/\C1/\C2>

e : (1"1, tl,C1> ey : (1"2, l’z,C2> Fz(x) = {tl/’ ey trll}
let x = €1 in € : (F{UFZ{xr—) 0},0{,0{: ty /\C/\C{ /\C2>

where (T4, t,1,C11) - .. (T ks Bk Crk), k= max(1,n), are
fresh variants of (I3, 1, Cy), I} = U I;, C = /\ Cy,; and

1<i<k 1<i<k
’ ’
C = {tl,l = t1’~-~st1,n = tn}

Fig. 8. Constraint generation for a subset of ML. a and ax are fresh variables in typing rules.

In this language subset, expressions can be variables (x), integers (n), binary operations (+),
functions abstractions fn x — e, function applications (e; e;), or let bindings (let x = e; in e;).
Notice that let-polymorphism is allowed, such as an expression (let id = fnx — x in id 2)

The typing rules that generate constraints are shown in Figure 8. Types t can be type variables
to be inferred («), the predefined integer type int, and function types constructed by —.

The typing rules have the form e : (I, t,C). T is a typing environment that maps a variable x
to a set of types. Intuitively, T tracks a set of types with which x must be consistent. Let [ | be an
environment that maps all variables to 0, and I'{x + T} be a map identical to I except for variable
x.I1 UT; is a pointwise union for all type variables: Vx.(I'1 U I)(x) = I3(x) U I3(x). As before, C is
a constraint in our language. It captures the type equalities that must be true in order to give e the
type t. Note that a type equality ¢ = t’ is just a shorthand for the assertion+ t < ' A ¢/ < t.

Most of the typing rules are straightforward. To type-check fn x — e, we ensure that the type of
x is consistent with all appearances in e, which is done by requiring a, = t’ for all t’ € I'(T). The
mapping I'(x) is cleared since x is bound only in the function definition. The rule for let-bindings is
more complicated. Because of let-polymorphism, the inferred type of e; (¢;) may contain free type
variables. To support let-polymorphism, we generate a fresh variant of (I3, 1, C1), where free type
variables are replaced by fresh ones, for each use of x in e,. These fresh variants are then required
to be equal to the corresponding uses of x.

Creating one variant for each use in the rule for let-bindings may increase the size of generated
constraints, and hence make our error diagnosis algorithm more expensive. However, we find
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performance is still reasonable with this approach. One way to avoid this limitation is to add
polymorphically constrained types, as in [17]. We leave that as future work.

5.2 Information-flow control

In information-flow control systems, information is tagged with security labels, such as “unclassified”
or “top secret”. Such security labels naturally form a lattice [13], and the goal of such systems is to
ensure that all information flows upward in the lattice.

To demonstrate the expressiveness of our core constraint language, we show that it can express
the information flow checking in the Jif language [41]. To the best of our knowledge, ours is the
first general constraint language expressive enough to model the challenging features of Jif.

Label inference and checking. Jif [41] statically analyzes the security of information flow within
programs. All types are annotated with security labels drawn from the decentralized label model
(DLM) [40].

Information flow is checked by the Jif compiler using constraint solving. For instance, given an
assignment x := y, the compiler generates a constraint L(y) < L(x), meaning that the label of x
must be at least as restrictive as that of y.

The programmer can omit some security labels and let the compiler generate them. For instance,
when the label of x is not specified, assignment x := y generates a constraint L(y) < ay, where ax
is a label variable to be inferred.

Hence, Jif constraints are broadly similar in structure to our general constraint language. However,
some features of Jif are challenging to model.

Label model. The basic building block of the DLM is a set of principals representing users and
other authority entities. Principals are structured as a lattice with respect to a relation actsfor. The
proposition A actsfor B means A is at least as privileged as B; that is, A is at most as restricted in its
activities as B.

For instance, if doctor A actsfor patient B, then doctor A is allowed to read all information that
patient B can read. However, such relation does not grant doctor A to read any information patient
C can read, unless doctor A actsfor patient C too. The actsfor relation can be expressed by the partial
ordering <: for example, the relationship A actsfor B is modeled by the inequality B < A.

Security policies on information are expressed as labels that mention these principals. For
example, the confidentiality label {patient — doctor} means that the principal patient permits
the principal doctor to learn the labeled information. Principals can be used to construct integrity
labels as well.

A (confidentiality) label L contains a set of principals called the owners. For each owner O, the
label also contains a set of principals called the readers. Readers are the principals to whom owner
O is willing to release the information.

For instance, a label {0; — ry M ry; 0, — r2 M rs} can be read as: principal o; allows principals
r1 or ry to read the tagged information, and principal o, allows principals r; or r3 to read. Only
the principals in the effective reader set, the intersection of the readers of all owners, may read the
information.

In the presence of the actsfor relation <, the effective reader set readers(p, L), the set of principals
that p believes should be allowed to read information with label L, is defined as follows:

readers(p,o — r) £ {q | if p < othen(o < g or r < q)}

When principal p does not trust o (o does not act for p), the effective reader set is all principals,
since p does not credit the policy with any significance. In other words, p has to conservatively
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assume that the information with the label 0 — r is not protected at all when p does not trust o.
Note that though the effective reader set for p is all principals in this case, p is not allowed to read
the data if neither o < p nor r < p holds. The reason is that p is not in the effective reader set of o.
As we formalize next, information flow is allowed only if a reader is in the effective reader sets of
all principals.

Using the definition of effective reader set, the “no more restrictive than” relation < on confiden-
tiality policies is formalized as:

¢ <d & Vp. readers(p, c) 2 readers(p, d)

For example, consider the following Jif code:

int {patient— T} x;

int y = x;

int {doctor—> T} z;

if (doctor actsfor patient) z = y;

A w N =

The two assignments generate two satisfiable assertions (we use the constructor conf instead of —
here for clarity):

F conf(patient, T) < a,

A patient < doctor + a; < conf(doctor, T)

The principals patient and doctor are constants, and the covariant constructor conf(ps, pz) repre-
sents confidentiality labels.

Next, we show that encoding a confidential (integrity) policy in Jif as a covariant (contravariant)
constructor in SCL is correct. In particular, we prove that a DLM confidentiality policy can be
treated as a covariant constructor on principals. Integrity policies are dual to confidentiality policies,
so they can be treated as contravariant constructors on principals.

LEMMA 1. A confidentiality policy in the DLM model is a covariant constructor on principals, and
an integrity policy in the DLM model is a contravariant constructor on principals.

Proof. It is sufficient to show thata 5 bEc 5d &= a<cAb<danda—bCc—d
c<aAnd<b.

=: by definition, readers(a,a — b) 2 readers(a,c — d).If a % c, then the second part is
the entire principal space. This is a contradiction since L ¢ readers(a,a — b). Given a < ¢,
d € readers(a,c — d). So d € readers(a,a — b). That is, a < d or b < d. In either case, we have
b < d by noticing that a is an implicit reader of a — b, or, b = a ... < a. The case for integrity
policy is the dual of the prove above.

<: consider any principal p. If p £ a, readers(p,a — b) is the entire principal space, hence
result is trivial. Otherwise, p < a < c¢. Hence, sufficient to show that {g | a < qorb < g} 2 {q |
¢ < gord < q} which is obvious from assumptions. The case for integrity policy can be proven
similarly. O

Label polymorphism. Label polymorphism makes it possible to write reusable code that is not
tied to any specific security policy. For instance, consider a function foo with the signature int
foo(bool{A—A} b). Instead of requiring the parameter b to have exactly the label {A—A}, the
label serves as an upper bound on the label of the actual parameter.

Modeling label polymorphism is straightforward, using hypotheses. The constraint C, < {A —
A} is added to the hypotheses of all constraints generated by the method body, where the constant
Cy, represents the label of variable b.
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Method constraints. Methods in Jif may contain “where clauses”, explicitly stating constraints
assumed to hold true during the execution of the method body. The compiler type-checks the
method body under these assumptions and ensures that the assumptions are true at all method call
sites. In the constraint language, method constraints are modeled as hypotheses.

5.3 Dataflow analysis

Dataflow analysis is used not only to optimize code but also to check for common errors such
as uninitialized variables and unreachable code. Classic instances of dataflow analysis include
reaching definitions, live variable analysis and constant propagation.

Aiken [1] showed how to formalize dataflow analysis algorithms as the solution of a set of
constraints with equalities over the following elements (a subclass of the more general set constraints
in [1]):

Eu=Ay| ... |An|a|EiUEy | Ei NE; |-E

where Ay, ..., A, are constants, « is a constraint variable, elements represents sets of constants,
and U, N, = are the usual set operators.

Consider live variable analysis. Let Sger and Syse be the set of program variables that are defined
and used in a statement S, and let succ(S) be the statement executed immediately after S. Two
constraints are generated for statement S:

Sin = Suse U (Sout N _‘Sdef)

Sout = U Xin
Xesuce(S)

where Sip, Sout, Xin are constraint variables.

Our constraint language is expressive enough to formalize common dataflow analyses since the
constraint language above is nearly a subset of ours: set inclusion is a partial order, and negation
can be eliminated by preprocessing in the common case where the number of constants is finite
(e.g., =Sqer is finite).

5.4 Points-to analysis

Points-to analysis statically computes a set of memory locations that each pointer-valued expression
may point to. The analysis is widely used in optimization and other program analyses. Although
points-to analysis is commonly used as a component of more complex analyses, such as escape
analysis, the fact that a pointer-valued expression points to an unexpected location may lead to
confusing analysis results.

We focus on two commonly used flow-insensitive approaches: the equality-based approach
of Steensgaard [51] and the subset-based approach of Andersen [3].

One subtlety in formalizing points-to analysis as constraint solving is that a reference can behave
both covariantly and contravariantly depending on whether a value is retrieved or set [16]. Mutable
reference type 7 can be viewed as an abstract data type with two operations: get: unit—7 and set:
T—unit, where 7 is covariant in get, and contravariant in set. To reflect the get and set operations
of mutable references in typing rules, we follow the approach of Foster et al. [16], who use a
constructor ref(, _ to choose the flow of information. Here, we demonstrate the expressive power
of SCL by casting the constraint generation algorithm proposed by Foster et al. [16] to equivalent
typing rules generating SCL constraints. However, the use of projections in SCL allows our typing
rules to be simpler. The Andersen-style analysis for an imperative language subset is modeled by
the following typing rules, where the generated SCL constraints are implicitly accumulated:
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¢ ( ) e: T e: T

n:l x:re (+-) X, X S — —
&e :ref (7, 7) *e refz+ 7
e : 7 (Y] E(l_h_) Ty < E(‘h—) 1

€1 = €y

Here, constants have no memory locations, hence have the bottom type. The type of a variable is
lifted to a pointer type, where each field is the unique constraint constant representing x’s memory
location. A reference’s type says &e points to something of the type of e. A dereference retrieves
the get component of the reference to e. The assignment rule asserts that the get component of the
reference to e, is a subset of the set component of e;’s reference.

A variable x points to variable y if the relationship ref, _y(y,y) < x holds. Consider assignments
(x = &a;y = &b; #x = y). The first assignment generates the following constraint according to the
type system:

J— —2
ref, ) (ref(,_)(ref( y(a,a),ref, )(a,a))) < ref(, _ (ref(, (x,x))

This constraint can be fed into a solver for SCL as is. But for scalability, we can first apply
a straightforward optimization that collapses constraints containing a consecutive destructor
and constructor. Hence, the previous constraint can be simplified to ref(, _y(a,a) < x. Similarly,
the other two assignments generate two more (simplified) constraints: ref(, _y(b,b) < y and
y < E(th) X.

Given these three SCL constraints, the points-to analysis already determines that x points
to a (from ref(,,_y(a,a) < x) and y points to b (from ref, _)(b,b) < y). Further, we can infer
an extra inequality ref _y(b,b) < a (ie., a points to b) as follows. Since ref(, _)(a,a) < x,

. . —2
and the second component of constructor ref is contravariant, we have ref( o X< a Hence,

refe,(b,b) <y < th_) x < a.

Other language features, such as functions and branches, can be handled by similarly as in [16].
Moreover, a Steensgaard-style analysis [51] can be expressed in SCL by converting all generated
inequality constraints into equality constraints. For a soundness proof of the constraint generation
algorithm, see [16].

Scalability. We observe that the generated constraints fall in an SCL subset that can be solved by
an efficient algorithm for the classic all-pairs CFL-reachability problem [38]. This algorithm is part
of the graph-based constraint analysis component of SHErrLoc (Section 7.1). Moreover, Melski and
Reps [2000] show that CFL-reachability is interconvertible (with the same complexity) with a class
of set constraints without union/intersection/negation, the class generated by the set-constraint-
based points-to analysis [16]. Hence, a SHErrLoc-based points-to analysis (at least the constraint
analysis component) has the same complexity as the set-constraint-based version, which is shown
to achieve running times within a small constant factor of a hand-coded flow-insensitive points-to
analysis [16]. The scalability of SHErrLoc might be an issue for flow-sensitive points-to analysis
on large programs, but we believe most errors relating to points-to analysis can be exposed in the
flow-insensitive version. Although SHErrLoc also performs counterfactual reasoning to identify
the most-likely error cause, which is absent in the set-constraint-based version, counterfactual
reasoning is unlikely to affect the overall scalability, since empirically, constraint analysis is usually
the dominant contributor to computation time (Section 10).
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Term variables X, Y,z Type classes D
Type variables a,b,c Type families F
Expressions e u=x | Ax.e | e; ey

| letx:o=e ine,
Constraints P =P AP, | 1=75 | DT
Signatures o ==Va.P=>r

Monotypes r u=a|Int| Bool |[t] | TT | FT

Axiom schemes Q =P | @ AQ; | Va.P= DT |
Va.Ft=1'

Fig. 9. Syntax of a Haskell-like language.

5.5 GHC type inference

Haskell is recognized as having a particularly rich type system, and hence makes an excellent test
case for the expressiveness of SCL. We demonstrate this constructively, by giving an algorithm to
generate suitable constraints directly from a Haskell-like program. In particular, we show that SCL
is expressive enough to encode all Haskell features we introduced in Section 3.

5.5.1 Syntax. Figure 9 gives the syntax for a Haskell-like language. It differs from a vanilla ML
language in four significant ways:

o A let-binding has a user-supplied type signatures (o) that may be polymorphic. For example,
let id :: (Va . a—a) = (Ax.x) in ...

declares an identity function with a polymorphic type.

o A polymorphic type o may include constraints (P), which are conjunctions of type equality
constraints (r; = 72) and type class constraints (D 7). Hence, the language supports multi-
parameter type classes. The constraints in type signatures are subsumed by SCL, as we see
shortly.

o The language supports type families: the syntax of types 7 includes type families (F 7). A
type can also be quantified type variables (a) and regular types (Int, Bool, [r]) that are no
different from some arbitrary data constructor T.

e An axiom scheme (Q) is introduced by a Haskell instance declaration, which we omit in
the language syntax for simplicity. An axiom scheme can be used to declare relations on
types such as type class instances, and type family equations. For example, the following
declaration introduces an axiom (Ya . Eq a = Eq [a]) into the global axiom schemes Q:

instance Eq a => Eq [a] where { ... }

Implicit let-bound polymorphism. One further point of departure from Hindley-Milner (but not
GHC) is the lack of let-bound implicit generalization. We decided not to address this feature in the
present work for two reasons:

(1) Implicit generalization brings no new challenges from a constraint-solving perspective, the

focus of this paper,

(2) It keeps our formalization closer to GHC, which departs from implicit generalization any-

way [54].
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‘ Constraint translation [P]] : C ‘
<D [D 7] := (tup, 7) < D
[P1]] A [P-]] [r1=2] = (rn=12)

‘ Type inference rules H;T' |=pe: 7~ G ‘

[Dz]:
[[P1 /\Pz]]:

(v:Va.P=1)el ay fresh

H;T Epv:la— aglt ~ Ht [a a/][[P] (

VARCON)

HT,(x:a¢) Fer1e: 15~ G ay fresh

(ABs)
HT /A .e:ar > 1~G

HT [zpe: 11~ Gy
H;T =g ey: 15~ Gy ag fresh

(Arp)
H;T |=¢ e €3 : aag ~> GIAGAH + 11 =(12 — ap))

c=Va.P=r1)
ag fresh skolems
' =[a a/lr

H' =[a=a][P]

H;T |Epletx =0 =e; iney: 15 ~ GIAGAG

HAH'T |Fes1€1:11~ Gy
HT,x:0 ¢ ey :1~ Gy
G =HANHF(r1=1")

S1G)

Fig. 10. Constraint generation.

5.5.2  Constraint generation. Following prior work on constraint-based type inference [44, 47, 53],
we formalize type inference as constraint solving, generating SCL constraints using the algorithm
in Figure 10.

The constraint-generation rules have the form H;T |=; e : 7 ~ G, read as follows: “given
hypotheses H, in the typing environment I', we may infer that an expression e has a type 7 and
generates assertions G”. The level ¢ associated with each rule is used to track the scope of unification
(existential) and skolem (universal) variables. Here, both H and G follow the syntax of SCL.

Rule (VARCON) instantiates the polymorphic type of a variable or constructor, and emits an
instantiated constraint of that type under the propagated hypothesis. Rule (ABs) introduces a
new unification variable at the current level, and checks e with an increased level. Rule (Aprp) is
straightforward. Rule (S1G6) replaces quantified type variables in type signature with fresh skolem
variables. Term e; is checked under the assumption (H’) that the translated constraint in the
type signature (P) holds, under the same replacement. The assumption is checked at the uses of x
(Rule (VARCoN)). The quantifier level is not increased when e; is checked, since all unification/skolem
variables introduced for e; are invisible in e,.

Constraints are generated for a top-level expression under the global axiom schemes @, under
the translation below.

Type classes. How can we encode Haskell’s type classes in SCL constraints? The encoding is
shown in Figure 10: we express a class constraint (D 7) as an inequality (r < D), where D is a
unique constant for class D. The intuition is that 7 is a member of the set of instances of D. For a
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multi-parameter type class, the same idea applies, except that we use a constructor tup,, to construct
a single element from the parameter tuple of length n.

For example, consider a type class Mul with three parameters (the types of two operands and
the result of multiplication). The class Mul is the set of all type tuples that match the operators and
result types of a multiplication. Under the translation above, [Mul 7; 7, 73] = (tup; 74 72 73 < Mul).

Example. Return to the running example in Figure 5. The shaded constraints are generated for
the expression (g [‘a’]) in the following ways. Rule (VARCON) instantiates d in the signature of
g at type Jy, and generates the third constraint (recall that (Num &) is encoded as (§y < Num)).
Instantiate the type of character ‘a’ at type ay; hence = Char. Finally, using (App) on the call (g
[“a’]) generates a fresh type variable y, and the fifth constraint ([ag] — yo) = (8o — Bool). These
three constraints are unsatisfiable, revealing the type error for g [ ‘a’]. On the other hand, the first
two (satisfiable) constraints are generated for the implementation of function g. The hypotheses of
these two constraints contain ag=[by], added by rule (S1G).

5.6 Errors and explanations

Recall that the goal of this work is to diagnose the cause of errors. Therefore we are interested not
just in the satisfiability of a set of assertions, but also in finding the best explanation for why they
are not satisfiable. Failures can be caused by both incorrect constraints and missing hypotheses.

Incorrect constraints. One cause of unsatisfiability is the existence of incorrect constraints ap-
pearing in the conclusions of assertions. Constraints are generated from program expressions, so
the presence of an incorrect constraint means the programmer wrote the wrong expression.

Missing hypotheses. A second cause of unsatisfiability is the absence of constraints in the hypoth-
esis. The absence of necessary hypotheses means the programmer omitted needed assumptions.

In our approach, an explanation for unsatisfiability may consist of both incorrect constraints and
missing hypotheses. To find good explanations, we proceed in two steps. The system of constraints
is first converted into a representation as a constraint graph (Section 6). This graph is then saturated
(Section 7) and paths are classified as either satisfiable or unsatisfiable (Section 8). The graph is then
analyzed using Bayesian principles to identify the explanations most likely to be correct (Section 9).

6 CONSTRAINT GRAPH

The SCL language has a natural graph representation that enables analyses of the system of
constraints. In particular, the satisfiability of the constraints can be tested via novel algorithms
based on context-free-language reachability in the graph.

6.1 Constraint graph construction in a nutshell

A constraint graph is generated from assertions G as follows. As a running example, Figure 5 shows
part of the generated constraint graph for the constraints in the center column of the same figure.

(1) For each assertion H + E; < E,, create black nodes for E; and E; (if they do not already exist),
and an edge LEQ{H?} between the two. For example, nodes for § — Bool and [ap] — yo are
connected by LEQ{H}.

(2) For each constructor node (con E) in the graph, create a black node for each of its immediate
sub-elements E; (if they do not already exist); add a labeled constructor edge cons’ from the
sub-element to the node; and add a labeled decomposition edge cons' in the reverse direction.
For example, &, and Bool are connected to (§ — Bool) by edges (—?) and (—?) respectively;
and in the reverse direction by edges =" and =* respectively.
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bool

fn(ty1,bool)
) *LEQ
o “ *LEQQy1=ty2} #
(a) Constructor edges (b) Full constraint graph

Fig. 11. Detailed constraint graph handling variance.

Repeat step 2 until no more edges or nodes are added.
We address the creation of dashed edges and white nodes in Sections 7.1 and 7.4 respectively.

6.2 Constructor edge and variance

In general, a constructor edge connecting a constructor node and its components include the
following annotations: the constructor name, the argument position, and the variance of the
parameter (covariant, contravariant or invariant). For simplicity, we omit the variance component
for covariant arguments (e.g., in Figure 5), or when the variance is irrelevant in the context.

To illustrate the use of constructor edge to its full extent, we use the following set of constraints:

Fa < fnc o(tyl,bool) A tyl <ty2r f <a A Ffno(ty2,int) < f

In this example, we interpret < as the subtyping relation. The constructor fn_ 4)(E1, E;) represents
the function type E; — E,. Note that the constructor fn is contravariant in its first argument and
covariant in its second. The identifiers ty1, ty2, bool, int are distinct constants and «, f are type
variables to be inferred. The constraint graph generated using all three assertions from the example
is shown in Figure 11(b), excluding the dashed arrow.

In Figure 11, the edge labeled (“fn') connects the first (contravariant) argument to the constructor
application. As we illustrated in Figure 5, for each constructor edge there is also a dual decomposition
edge that connects the constructor application back to its arguments. It is distinguished by an

overline above the constructor name in the graph, and has the same variance: for example, (_ﬁl).

To simplify reasoning about the graph with variance, LEQ edges are also duplicated in the reverse
direction, with negative variance’. Thus, the first assertion in the example, F o < fn_ 4)(ty1,bool),
generates a (*LEQ) edge from « to fn(_ 4)(ty1,bool), and a ("LEQ) edge in the other direction, as
illustrated in Figure 11(a).

6.3 Formal construction of the constraint graph

Figure 12 formally presents a function A[[]] that translates a goal G in SCL (i.e., a set of assertions
A1 A ... AN Ap) into a constraint graph with annotated edges. The graph is represented in the
translation as a set of edges defined by the set Edge, as well as a set of nodes, defined by the set
Node, which consists of the legal elements E modulo the least equivalence relation ~ that satisfies
the commutativity of the operations LI and M, and that is preserved by the productions in Figure 6.

Most rules are straightforward, but some points are worth noting. First, for each assertion
H + E; < Ey, the hypothesis H is merely recorded in the edge labels, to be used by later stages of

This is intentionally omitted in our running example (Figure 5) for readability.
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n : Node (Node = Element/)
e : Edge == (PLEQ){H}(n1 — ny) _
| (Picons')(ny = nz) | (Picons')(n1 > na)
Graph = (p(Node), p(Edge))
A[G] : Graph S[E]H : Graph

AAL A ... ANAL] = U AlA;]
i€el..n

A[H r Ey < E2]l = E[E1]H U E[E]H U (0, {(TLEQ){H}(E1 + E2), CLEQ){H}(E2 = E1)})
SllaclH = ({ar}, 0)
Ellac]H = ({ac}, 0)
S[L]H = ({1}, 0)
S[TIH = ({T}0)
8|[conl7(f)]]H = ({con(E)}, D)U
Uie1..n(8[[Ei]]H U (0, {(Pi con®)(E; > con(E)), (P con’ )(con(E) > Ei)}))

&llcony, (E)]H = ({con' (E)}, 0) U E[E]H U (0, {(** con’)(con' (E) + E), (Pcon’ )(E > con' (E)))
Ellfun(E)]H = ({fun(E)}, 0) U U SlE:|H

i€l..n
EllEy UE;]H = ({E1 U B}, 0)U
User. o ELEIH U 0, {("LEQ)(H)(E: = Ey U Bo). (CLEQ{H)(Es U Bz = E)))
E[E1 NEy]|H = ({E1 M E2}, 0)U
User. ASIEIH U (O, {("LEQ{H}(Er 1 Ey - Ep), ((LEQ{H}NE: - By N Ez)))

Fig. 12. Construction of the constraint graph

constraint analysis (Section 8). Second, while components of a constructor application are connected
to the application by constructor/decomposition edges, neither of these edges are added for function
applications, because function applications cannot be decomposed: (fun A= fun B)# A=B.

Third, constructor edges are generated by the rules 8ﬂconf,(f)]]H and 8[[@;” (E)]|H, which con-
nect a