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Abstract

Epidemicprotocolshavebeenheralded as appropriate
for wirelesssensometworks. Thenodesin sud networks
havelimited battery resouces. In this paper we investi-
gatethe useof powerin threestylesof epidemicprotocols:
basicepidemicsneighborhoodloodingepidemicsand hi-
erarchical epidemicsBasicepidemicgurn outto behighly
powerhungry andare notappropriatefor poweraware ap-
plications. Both neighborhoodand hierarchical epidemics
canbe madeto usepowerjudiciously, but a trade-of exist
betweerscalabilityandlatency

1 Intr oduction

Epidemicprotocolsarea style of peerto-peerprotocols
that hasproved itself highly robust, efficient, and scalable
[2, 6, 3]. In this paperwe investigatethe effectivenessof
suchprotocolsin networkswhere power is a limited re-
sourcesuchaswirelesssensogrids. In its mostbasicform,
an epidemicprotocol consistsof a populationP of n par
ticipantsps; p2; ::; pn- At fixedtime intervals, often called
rounds eachparticipantp; initiatesatransactiorwith aran-
domly choserpeerp; . In thetransactionp; andp; meige
their states.If initially oneparticipantis infected andstate
meigeinvolvesspreadingheinfection,it canbeshowvn that
theexpectednumberof roundsthatit takesto infectall par
ticipantsgrows O(log n) [1, 7]. It hasalsobeendemon-
stratedthatinfectionsspreadapidly in thefaceof high de-
greesof independenbr dependentmessagéss(except,of
course networkpartitions),andhostfailures[7].

The basic epidemicprotocolwasusedin the Clearing-
housedirectoryservice[2] andthe REFDBMSdistributed
bibliographicdatabasesystem[4]. In spiteof appearances,
the basicepidemicdoesnot scalewell in practice.For one
thing, the basicepidemicrequiresall participantsto know
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andkeeptrack of the membershipf the entirepopulation.
In applicationswhereall participantscontribute state(such
asasensometwork),thetotalamountof informationthatis
exchangedn astatemeigegrows O(n) aswell. But worst,
if power is a limited resourcethe basicepidemicdoesnot
takegeographidocality into account,causingthe protocol
to useenepy for sendingn averyinefficientfashion.

In orderto dealwith thesescalabilityproblemsthereare
two approachetakenin practice.ln theliterature thesewo
approachesreoften confused asboth approachesxploit
locality. Butthey behae quitedifferentlyfrom oneanother
We will call thetwo approache¥eighborhoodepidemics”
and”hierarchicalepidemics”.A neighborhoodepidemicis
similar to flooding: participantsonly exchangenformation
with “nearby” participants. The applicationof neighbor
hoodepidemicdn apower-constrainwirelessnetworkwas
previously studiedin [3].

In a hierarchicalepidemic,the populationis structured
into a hierarchyor tree of zones where the participants
themselesformtheleafzoneqeg, [6]). Then,eachgroup
of sibling zonesunsa separatéasicepidemicgprotocol. As
far aswe know, therehasbeenno previous powerusestudy
of hierarchicakepidemics.

Althoughaneighborhooepidemicsignificantlyreduces
theamountof powerperroundusedJateny grows approx-
imately polynomialin n. The hierarchicalepidemic,on
theotherhand still exhibits logarithmiclateng growth, be-
causeof smallworld phenomendsee[8], Chapter6). The
averageamountof power per round thatis usedis small,
asmostparticipantsareinvolved mainly in geographically
nearbygossip.However, aswe shall see the power source
of particularmparticipantanbemuchhighertaxedthanoth-
ers,leadingto asymmetrieghat may or may not be desir
able. Fortunately it turnsout the asymmetrycanbereme-
diedwithout serioudossof scalability

It is interestingto notethatthe basicepidemicis a spe-
cial, dggeneratecaseboth of neighborhoodepidemics(if
thesizeof aneighborhooaqualghesizeof thegeographic
areain whichthetotal populationresides)aswell asa spe-
cial caseof hierarchicalgossip(if the numberof levelsin
thehierarchyis one).



In this paperwe will investigatehe effect of parameter
izationon bothlateny andpower usagen epidemicproto-
colsusingsimulation.Lateny andpower (enegy pertime
unit) arerelated:for ary protocolandconfigurationwe can
reducelateny by increasingthe rate of gossip,which cor
respondinglyincreasepower use. Thusit makessenseo
look at lateny timespower in thesesystemswhich is a
measuref theenegy necessaryo run the epidemicproto-
colsandthustheir efficiency.

For neighborhoo@pidemicswe will varythemaximum
distancethat a messagean be sent. For hierarchicalepi-
demics,we will vary the branchingfactor of the zonehier-
archy In bothcaseswe will useasquareflat areathatwe
divide into 64 by 64 equalsquarepieces. One participant
is locatedin the middle of eachpiece,for a total of 4096
participants We assumeasis common thatthe amountof
power usedto senda messagdetweerntwo participantss
proportionalto the squareof the distancebetweenthe par
ticipants.

In the (simulated)experimentswe have eachparticipant
gossiponcea secondor atotal of threeminutes.We mea-
surelateny by seeinghow long it takesfor an infection
introducedn onecornerof thegrid to travel to theopposite
corner Wealsomeasuréhepowerusedoy eachparticipant.
We only measurehe power usedfor sendingmessagesyot
for receving or processing.This is reasonableasthe am-
plification powerusedfor idling andreceving is usuallyap-
proximatelyconstantand can be independentlyaccounted
for. Also, if distanceshetweensensorsare large enough
(approximatelylargerthan100m),the sendingoower tends
to dwarftheamplificationpower.

In all experimentswe will usepoint-to-pdant communi-
cationexclusively. This may seeminefficient, aswireless
is a broadcasimedium. However, in a realistic protocol,
a gossipexchangebetweentwo participantss muchmore
thansimply exchanginganinfection. Thetwo participants
haveto negotiatetheircorrespondingtatesandthisusually
requiresseveral messagew® be sentbackandforth. These
exchangesarehardto generalize¢o morethantwo parties,
anddoingsocouldleadto substantiapacketcollision.

Another option would be to exploit eavesdopping on
gossipexchangesDoing sowouldrequireno additionalen-
ey (in ourmodel),andparticularlyin casesvhereagossip
is sentacrossalong distancetheresultingpay-of couldbe
significantlyhigher In spiteof this advantagewe have not
consideredhis in our experimentsfor two reasons.First,
in orderto minimize power useand packetcollision, long
rangetransmissionshould be avoided in practice. Sec-
ond, in a hierarchicalepidemic,the long rangetransmis-
sions usually containssummarizednformation that is of
little useto eavesdroppinghosts,which are typically near
to thesender

2 NeighborhoodEpidemics

In aneighborhoo@pidemic gachparticipanknows,and
canreach,only thoseparticipantsthat are within somera-
dius d, calledthe neighborhoodof the participant. In the
simulationstudy eachparticipantchoose®neof its neigh-
borsuniform at randomeachtime the participantgossips.
(Note that sincetherearetypically moredistantneighbors
than nearby neighbors,the participantis more likely to
choosdlistantneighbors.)

We varythediameterfrom 1 to 64 timesthewidth of the
piecesin the grid. In the caseof d = 1, the neighborhood
of a participantnot on the edgeof the grid containsexactly
four neighbors(A cornerparticipantwould have only two,
while anedgeparticipantwould have threeneighbors.)

In Figure 1 we show the latenciesnvolvedin suchepi-
demics. If eachparticipantgossipsoncea secondwe can
seethatthelatenciesnvolvedfor smallradii arequitelarge.
However, at the sametime, the amountof enegy usedis
very small. If we fix the amountof enegy usedfor each
participantby varying the rate of gossip,we can seethat
usingsmallradii is actuallymoreefficient. (An addedad-
vantageis thattransmitcollisions, somethingnot modeled
by thesimulations alsodecreasavith radius.)In thefigure,
we fixedtheamountof power sothatwith aradiusof 1, the
lateny is exactly onesecond.In thatcase the participants
gossipabout85 timespersecond.

3 Hierarchical Epidemics

In ahierarchicakepidemictheparticipantsareorganized
in atreeof zones.Theparticipantdhemselesform theleaf
zonesin this tree. In our experimentswe will usea fully
balancedreewith one,two, or threelevels. In the caseof
onelevel, we have 4096zonesof 1 participanteach.In the
caseof two levels,we use64 zonesof 64 participantseach.
Finally, in the caseof threelevelswe usel6top-level zones
of 16 mid-level zonesof 16 participantseach.In all cases,
we have 4096participantdotal.

Therearemary waysin which the actualepidemicscan
be setup in sucha hierarchy but not all leadto efficient
dissemination Onestratey thatworks particularlywell is
to choosdor eachzonea smallsetof representate partic-
ipants[6]. In the caseof a leaf zone,the participantis its
own representatie. In thecaseof aninternalzone therep-
resentatiesarechoserfrom therepresentatiesof its child
zones.Theserepresentatiesrun abasicepidemicon behalf
of theirzone.Notethatthey canbothimportandexportin-
fectionsinto or out of their zones.Suchcomple epidemics
still obtainlogarithmiclatengy growth [1, 6].

In ourexperimentswe usethreerepresentatiesperzone
(exceptfor leaf zoneswhich have onerepresentatie by ne-
cessity). Using more than one representatie per zonein-
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Figure 1. The latency (in seconds) as a function of radius in a neighborhood epidemic. We show both
the latency when each participant gossips once a second, and the latencies when each participant
uses a constant amount of power irrespective of radius. The variances observed are very low and

thus not indicated in this figure .

#levels branchingfactor mean min max
1 4096 73 67 79
2 64 9.1 83 100
3 16 95 84 104

Table 1. Hierar chical epidemic latencies.

creasedault toleranceandreducedateng, but it increases
overall powerusage Eachindividual (non-leaf)representa-
tive alsousesmore power thanmostotherparticipantse-
causeof two otherreasons. First, it is involved in more
thanonebasicepidemic.And secondjt hasto gossipover
longerdistances.

Table1 shows the obseredlatenciesjn secondslt can
be seenthat the hierarchicalepidemicsare only slightly
slower thanthe basicepidemic. (Seealso[7, 6].) In Fig-
ure2 we shav how muchenegy the participantaused.The
participantsvereinitialized with just enoughenegy to run
the basicepidemicfor the threeminutesof the experiment.
We canseethat for the basicepidemic,alot of power was
used asexpected.For thehierarchicakepidemicsmostpar
ticipantsusedvery little power (3094 out of 4096 for two
levels,and 4048for threelevels). Theseare exactly those
participantghatare not representaties. However, the rep-
resentatiesusedsignificantlymore.

Thisasymmetrycanbe dealtwith in two differentways.
In practice,it may be quite reasonabléo endav represen-

#levels branchingactor mean min max
1 4096 73 67 79
2 64 91 83 938
3 16 89 81 938

Table 2. Hierar chical epidemic latency with re-
election.

#levels mean min max normalizedateny

1 .34 A5 1.0 146
2 .035 .020 .078 18.6
3 .018 .013 .032 9.3

Table 3. Percentage of initial energy used in
hierar chical epidemic experiments, and cor-
responding normalized latencies.

tative participantswith morebatterypower. Sincethereare
mary fewerrepresentatiesthanotherparticipantsthis may
bequite cost-efective. Anotheroptionis to re-assignmepre-
sentatvesonaregularbasis.For example,zonescouldelect
thoserepresentatiesthat have the mostremainingpower.
A systemlike Astrolabe[6] makesthis easyto do. We will
investigatethis particularstratey in the simulations.
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Figure 2. Distrib utions of power use in a hierarchical gossip. The figure shows on the x-axes the
percentage of remaining energy after the experiment, and the number of agents with this much energy
on the y-axes. (a) basic, one level; (b) two levels, branching factor = 64; (c) three levels, branching

factor = 16.

Table 2 shows the resultinglatencies.Interestingly the
latenciesare slightly improved. This is becausehe hier-
archicalepidemicwith re-electionis closerto a basicepi-
demic (which is faster)thana hierarchicalepidemicwith-
out re-election. In Table 3 we shav the amountof power
usedby the participantaaswell asthe normalizedatencies.
Thenormalizedatenciesarecomputedy fixing the power
usageasin the neighborhoodpidemics.

4 Discussionand Conclusion

Interestingly in spite of the smallworld behaior of hi-
erarchicakepidemicsnpeighborhoodpidemicswith asmall
radiusappeamore efficient. In neighborhoocepidemics,
participantsuse a constantamountof power independent
of membershigsize,while in hierarchicakepidemicspower
usegrows with membershipln fact, it is easyto seethatif
thebranchingactorof thezonetreeis k, arepresentate of
level x usesaboutk timesmorepowerthanarepresentatie
of level x 1 (assumingaregulartwo-dimensionagrid of
participants).Thus,if therearem = log, n levels,thetotal
amountof enegy usedin aroundof gossipis proportional
tok™ 1 kZ+ k™M™ 2 k3+ i+ 1 k™ whichis equal
tok™?1 m = k nlog, n. Thatis, the amountof power
usedper participantgrows O(log n) if the branchingfactor
is fixed.

However, this analysisneedsto be qualified. First, we
did not takeinto consideratiorpower usedfor computing,
but while the efficiengy of transmissionin neighborhood
epidemicawith smallradiusis muchbetter therateof gos-
sip, andthusthe computeoverheads significantlyhighet
Second,a hierarchicalepidemicallows informationto be
summarizedn a naturalway (see[6]), which canbe ex-
ploited to reducemessagesize significantly Finally, for
very large scales,a neighborhoocdepidemicis simply im-

practical,while a hierarchicalepidemiccanbe madeprac-
tical by routing messageshrough participants(using, for
example, AODV [5]), ratherthanusinghigh poweredtrans-
missions.
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