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polcies at IXPx. The number of forwanting rales incoeases roughly
lincarly with the sumber of prefix groups. Because cach prefix
group operates on a disjoint partion of He flow spuce, He increase
in forwarding rles is lingar in the number of prefix groups,

63 Compilation Time

We measure the compilation tme for two scenarion: (1) deininf
comyplarion nme, which measures the time to compele the minal set
of palicies % the resuling forwanding raless mnd (2) dscremental
compiiarion nime, which measures how loag it akes to recompute
when changes occar
Initisl compélation time. Figare 8 shows how Die e 10 com
puie Jow-level formanding rules from higher-level policies vanes
as we incresse both the number of prefix groups and IXF partici
paats. The time %o compuke the forwarding rales is on the osder of
several mimates for Hpical numbers of peefix groups and partici
paste. The rewits alwo show Sat compelstion Sme Ecreases roughly
quadeatically with the sumber of prefix groups, The compaation
time increases mooe quickly thas lincerly becsune, as the nessber of
prefix groups increases, the internctions between policies of petrs of
participants o the SDX also increases. The tme for the SDX to com
puse VNHs increases noa-lincarly as the number of perticipants and
prefix growps increases. We observed that for 1,000 prefix groups
and 100 participants, VNH computation ook abowt five minutes.
Ax dincunsed in Section 4.3, the SDX contsoller achagves Bater
complation by memwizisg the results of partial pobicy compilations.
Supporting caching for 300 perticiparss 2t e SDX and 1,000 prefix
groups could require 2 cache of 2bout 4.5 GB. Although this reguire
ment may seem large, it is oa the order of the amount of memory
required for a route server in a large eperaSosal [XP today.
Incremnental compilation time, Recall that in addision to comput
ing an initial set of forwarding tabie rulex, the SDX controller must
recompele them wherever te best BGF route for a prefix changes
or when any participant epdates ts policy. We now evalute the ben
efns of the optimizations that we discussed ia Section 4.3 in torms
of the savings in compilation time. When new BGP spdates arrive
at the contralles, the costroller mant secommpate VN [P addressen
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Figure 10: Jime f0 process & single BOP update for vaniows participana

number of additional forwarding rules that depends on the number
of participants with policies imtalled. ks practice. as we discussed
in Section 4.3, not every BOP update induces changes in formanding
table entries, Whe= 3 BGP update s=riven, e SDX controllier invtalls
additosal Sow wble nales Sor the sfected fows and compuies 2 tow
optissi red tble in the baciyroued o eltimately codlesce these fows
imo e srealler, mimsmad forwandieg tbles. As shows in Figare 10,
re-computing the tzhles takes less than 100 milliseconds most of the
time.

7 Related Work

We bricfly describe selated work i SDN exchange poists, intesdo-
muis route control, and policy lingusges Sor SDNs.

SDN-based exchange peints. The most closely relaed work is
Googles Candigan project [ 72, wiich shares our broad goal of edng
SDN 10 enadle imovatos a IXPs, Cardigan nas 3 route server
Baed ca RocieFlow [17] and uses as OpeaFlow swikh to eafiorce
socarity and rosting policies. The Casdigan peoject is developing
a Jogicel SDN-based exchange polne that s plvysically distributed
across muduple locasons. Uslike the SDX ia tis paper. Candigan
does not provide a geaeral coatroller for composing participant
policies, offer a2 framework that allows IXP parscipants to write

aniieans 2 a haskh besel lesenane o tetandeas tashesnens Bar sralhas
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Our Contribution

First complete compiler pipeline for NetKAT

virtual BAYAlaLEL global B€{le]oF:] local Local r“““°"s
policy Compiler policy Compiler oellla’ Compiler sropt=7  fwd 1
abstract network-wide drop-in replacement
topologies behavior ~ 100x speedup
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port=2, srcIP=10.0.0.1 Fwd 1
:
port=2 Drop CQ?
%
74
port=1 dstIP=10.0.0.2, Fwd 2 C%>

* Fwd 1, Fwd 2

= "Ordered Lookup Table" e

— designed for efficient execution in hardware
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"e.)lsrc=10.0.0.1| Fwd 1.

dstport=22

src=10.0.0
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...given a high-level program in the source language
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true
fleld = val
feld := val
0oly + pols

Semantics

Local NetKAT: input-output behavior of switches
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[poll € Packet = Packet Set

[poll € Trace = Trace Set
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Local NetKAT Program
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port=1; tag:=1; port:=3 tag=1; port:=5
+ +

port=2; tag:=2; port:=3 tag=2; port:=6

tedious for programmers... difficult to get right!
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Global NetKAT Program

v

A

port=1; A—=B; port:=5
+
port=2; A—B; port:=6

simple and elegant!
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Virtual NetKAT Program

1 5
ﬁ/ virtual "big switch"
2 6™

1 A B~ s
S 9 3 4 S

y 6

port=1; port:=>5
+
port=2; port:=6

even simpler!
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Input: local program
Output: collection of flow tables, one per switch

Challenges: efficiency and size of generated tables
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Traditional Approach

let route = :
if ipDst = 10.0.0.1 then 1et monltor‘ —
port := 1 if (tcpSrc = 22 + tcpDst = 22) then
else if ipDst = 10.0.0.2 then + port:=console
port := 2 else
else false
port := learn

| l

Pattern Actions Pattern Actions

src=10.0.0.1 Fwd 1 tcpSrc=22 Controller
src=10.0.0.2 Fwd 2 tcpDst=22 Controller

* Controller - * Drop

Inefficient!

Tables are a hardware abstraction,
not an efficient data structure!!
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Our Approach

let route =

if ipDst = 10.0.0.1 then 1et monltor‘ -

port := 1 if (tcpSrc = 22 + tcpDst = 22) then
else if ipDst = 10.0.0.2 then + port:=console

port := 2 else
else false

port := learn

"Q\‘D
Efficient! []

[ ]
! ipDst=10.0.0.1, Forward 1,
: tcpSrc=22 Controller
1 ipDst=10.0.0.1, Forward 1,
[ |
tcpDst=22 Controller
v £
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IR: Forwarding Decision Diagrams

tcpSrc=22 Q
22 R

if (tcpSrc =

+ tcpDst = 22) ,
then ~ 78

port := console > tcpDst=22
else g

drop '/

y v
‘ drop ‘ ‘ port:=console ‘

Inspired by Binary Decision Diagrams



IR: Forwarding Decision Diagrams

tcpSrc=22 Q
if (tcpSrc = 22 R

+ tcpDst = 22) .
¥

then
port := console E— tcpDst=22
else g
dr‘op "l
y v

‘ drop ‘ ‘port:=console‘

Inspired by Binary Decision Diagrams

NetKAT operators (+,;, *,1) can be implemented efficiently
on FDDs using standard BDD techniques



Global Compilation

Virtual Global

Comp Compiler

Input: NetKAT program (with links)

Output: equivalent local program (without links)
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2. Avoiding Duplication
(naive tagging is unsound!)
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Our Solution

Global

Program

Adding Extra State
= Translation to Automaton

NetKAT NFA C{‘?

Automaton Minimization Avoiding Duplication
=Tag Elimination = Determinization

/

NetkAT DFA {{?;@ P |l
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NetKAT Au’[()ma’[a [Foster et al, POPL "15]

Transition relation &6 : Q = Packet = P(Q x Packet)

"Alphabet size":  |Packet x Packet]

Can represent © symbolically using FDDs!

Automata construction:
Antimirov partial derivatives & Position Automata



Virtual Compilation

Virtual

dstpt=2 drop
srcpt=7  fwd 1
fwd 2

Compiler

Input: program written against virtual topology

Output: global program that simulates virtual behavior
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Virtualization

|
—— e virtual: v

v

— S & physical: p

Observation: can formulate execution of a virtual
program as a two-player game

Compiler: synthesizes physical program p that encodes
a winning strategy to all instances of that game
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Conclusion

First complete compiler pipeline for NetKAT

Virtual Global Local
Compiler Compiler Compiler

Fast, Flexible, and Fully implemented in OCaml:
http://github.com/frenetic-lang/frenetic/

Go ahead and use it!
(others are using it already)

FUJITSU  SDX  frenetic>> @) pyretic



Thank you!

Papers, code, etc: http://frenetic-lang.org/



