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The	game	plan

• Refresh	from	Tuesday
• Measuring	password	distributions:	
– Florencio	&	Herley (client-side	measurement)
– Bonneau (server-side	measurement)
– Understanding	password	strength	metrics

• PCFGs	and	neural	network	models	of	
password	distributions
–Weir	et	al.	(PCFGs)
–Melicher et	al.	(neural	networks)



The	research	landscape	since	1979…
• Understanding	user	password	selection

– Measuring	password	strength	[see	citations	in	Bonneau paper],	[Li,	Han	`14],	[CMU	papers]
– Measuring	password	reuse	

• Usability
– Strength	meters,	requirements,	etc.	[Komanduri et	al.	‘11]	[Dell’Amico,	Filippone ‘15]	[Wheeler	

‘16]	[Melicher et	al.	‘16]
– Password	expiration	[Zhang	et	al.	‘12]
– Typo-tolerance	[Chatterjee	et	al.	`16]

• Password	transmission,	login	logic
– Single	sign-on	(SSO)	technologies
– Password-based	authenticated	key	exchange	[Bellovin,	Merritt	‘92]

• Password	hashing						
– New	algorithms	[PKCS	standards],	[Percival	’09],	[Biryukov,	Khovratovich ‘15]
– Proofs	[Wagner,	Goldberg	‘00]	[Bellare,	Ristenpart,	Tessaro ‘12]

• Improving	offline	brute-force	attacks
– Time-space	trade-offs	(rainbow	tables)	[Hellman	’80],	[Oeschlin ‘03],	[Narayanan,	Shmatikov ‘05]
– Better	dictionaries	[JohntheRipper],	[Weir	et	al.	‘09],	[Ma	et	al.	‘14]

• Password	managers	
– Decoy-based		[Bojinov et	al.	’10],	[Chatterjee et	al.	‘15]
– Breaking	password	managers	[Li	et	al.	‘14]		[Silver	et	al.	’15]
– Stateless	password	managers	[Ross	et	al.	’05]



Florencio	&	Herley 2007	study

• Instrument	Windows	Live	toolbar	
– 544,960	clients	opted-in	to	study

• Captured	passwords	typed	into	browser	
– Hashed	and	stored	locally
– Sent	report	to	server	about	(quantized)	password	
strength,	associated	URL,	etc.



Florencio	&	Herley 2007	study

• Avg user:	
– Has	6.5	passwords,	each	used	at	3.9	different	sites
– Has	25	accounts	requiring	passwords
– Types	8	passwords	per	day
– Selects	40.54	“bitstrength”	password

• ~1.5%	of	Yahoo	users	forget	their	passwords	
each	month	(!)



Rockyou data	breach:		
32	million	social	gaming	accounts

290729	123456
79076	12345
76789	123456789
59462	password
49952	iloveyou
33291	princess
21725	1234567
20901	rockyou
20553	12345678
16648	abc123
16227	nicole
15308	daniel
15163	babygirl
14726	monkey
14331	lovely
14103	jessica

[Bonneau 2012]
69	million	Yahoo!	Passwords
1.1%	of	users	pick	same	password	

Most	common	password	used	by	almost	1%	
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Bonneau Yahoo	password	study
• Instrument	login	infrastructure
– 69	million	accounts	monitored

• Hash	passwords	with	key	H(K,pw)		and	store	
result	in	histogram

• Throw	away	K
– Can’t	do	brute-force	attacks	later	on
– Only	learn	empirical	distribution	of	passwords

• Also	stored	some	demographic	information
• How	do	we	measure	strength	of	password	
distribution?



Password	strength	metrics

• Florencio	and	Herley approach?
– Alphasize(pw)	=	sum	of	the	sizes	of	character	
classes	observed	in	password	
• Hello12!		Has	alphabet	size	=	26	+	26	+	10	+	22	=	84

– Bitstrength(pw)	=	Alphasize(pw)len(pw)

• Simpler	than	classical	NIST	entropy	estimate



Password	strength	metrics

Shannon	entropy:

Let	X be	password	distribution.	
Passwords	are	drawn	iid from	X
N	is	size	of	support	of	X
p1 ,	p2 ,	…,	pN are	probabilities	of	passwords	
in	decreasing	order

H1(X ) =

NX

i=1

�pi log pi



Shannon	entropy	is	poor	measure
(for	password	unpredictability)

N	=	1,000,000
p1 =		1	/	100
p2 =		(1	– 1/100)/999,999		≈	1	/	220
…
pN =		(1	– 1/100)/999,999		≈	1	/	220

.01

2-20

What	is	probability	of	success	if	attacker	makes	one	guess?

H1(X) ≈	19

19	bits	of	“unpredictability”.	Probability	of	success	about	1/219

Shannon	entropy	is	almost	never	useful	measure	for	security

H∞(X) =	- log	p1	≈	6.6	
The	min-entropy	of	X



Password	strength	metrics
Beta-success	rate:

��(X ) =
�X

i=1

pi

Alpha-work-factor:

µ↵(X ) = min

(
j
���

jX

i=1

pi � ↵

)

˜�(X ) = log(�/��(X ))

µ̃↵(X ) = log(µ↵(X )/�mu↵(X ))



the size or composition of leaked data sets. Thus far, for
example, no leaked sources have included demographic data.

We addressed both problems with a novel experimental
setup and explicit cooperation from Yahoo!, which maintains
a single password system to authenticate users for its diverse
suite of online services. Our experimental data collection
was performed by a proxy server situated in front of live
login servers. This is required as long-term password storage
should include account-specific salting and iterated hashing
which prevent constructing a histogram of common choices,
just as they mitigate pre-computed dictionary attacks [39].

Our proxy server sees a stream of pairs (u, password
u

)
for each user u logging in to any Yahoo! service. Our
goal is to approximate distinct password distributions X

fi

for a series of demographic predicates f
i

. Each predicate,
such as “does this user have a webmail account?”, will
typically require a database query based on u. A simplistic
solution would be for the proxy to emit a stream of tuples
(H(password

u

), f1(u), f2(u), . . . ), removing user identifiers
u to prevent trivial access to real accounts and using a cryp-
tographic hash function H to mask the values of individual
passwords.8 There are two major problems to address:

A. Preventing password cracking
If a user u can be re-identified by the uniqueness of

his or her demographic predicates [40], then the value
H(password

u

) could be used as an oracle to perform an
offline dictionary attack. Such a re-identification attack was
demonstrated on a data set of movie reviews superficially
anonymized for research purposes [41] and would almost
certainly be possible for most users given the number and
detail of predicates we would like to study.

This risk can be effectively mitigated by prepending the
same cryptographically random nonce r to each password
prior to hashing. The proxy server must generate r at the
beginning of the study and destroy it prior to making data
available to researchers. By choosing r sufficiently long
to prevent brute-force (128 bits is a conservative choice)
and ensuring it is destroyed, H(r||password

u

) is useless
for an attacker attempting to recover password

u

but the
distribution of hash values will remain exactly isomorphic
to the underlying distribution of passwords seen.

B. Preventing cross-account compromise
While including a nonce prevents offline search, an at-

tacker performing large-scale re-identification can still iden-
tify sets of users which have a password in common. This
decreases security for all users in a group which share a
password, as an attacker may then gain access to all accounts
in the group by recovering just one user’s password by
auxiliary means such as phishing, malware, or compromise
of an external website for which the password was re-used.

8Note that H cannot incorporate any user-specific salt—doing so would
occlude the frequency of repeated passwords.
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Figure 3. Changing estimates of guessing metrics with increasing sample
size M . Estimates for H1 and �̃10 converge very quickly; estimates for
µ̃0.25 converge around M = 222 (marked ⇥) as predicted in Section V-A.
Estimates for H0, H1, and G̃ are not close to converging.

Solving this problem requires preventing re-identification by
not emitting vectors of predicates for each user.

Instead, the proxy server maintains a histogram H
i

of observed hash values for each predicate f
i

. For
each pair (u, password

u

) observed, the proxy server adds
H(r||password

u

) to each histogram H
i

for which f
i

(u) is
true. An additional list is stored of all previously seen hashed
usernames H(r||u) to prevent double-counting users.

C. Deployment details
The collection code, consisting of a few dozens lines of

Perl, was audited and r generated using a seed provided
by a Yahoo! manager and machine-generated entropy. The
experiment was approved by Yahoo!’s legal team as well
as the responsible ethics committee at the University of
Cambridge. We deployed our experiment on a random subset
of Yahoo! servers for a 48 hour period from May 23–25,
2011, observing 69,301,337 unique users and constructing
separate histograms for 328 different predicate functions. Of
these, many did not achieve a sufficient sample size to be
useful and were discarded.

V. EFFECTS OF SAMPLE SIZE

In our mathematical treatment of guessing difficulty, we
assumed complete information is available about the under-
lying probability distribution of passwords X . In practice, we
will need to approximate X with empirical data.9 We assume
that we have M independent samples X1, . . . , XM

R X
and we wish to calculate properties of X .

The simplest approach is to compute metrics using the
distribution of samples directly, which we denote X̂ .10 As

9It possible that an attacker knows the precise distribution of passwords
in a given database, but typically in this case she or he would also know
per-user passwords and would not be guessing statistically.

10We use the hat symbolˆfor any metric estimated from sampled data.

From	[Bonneau ‘12]
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Figure 6. Guessing curve for Yahoo! passwords compared with previously published data sets and cracking evaluations.

split effect, with male-chosen passwords being slightly more
vulnerable to online attack and slightly stronger against of-
fline attack. There is a general trend towards better password
selection with users’ age, particularly against online attacks,
where password strength increases smoothly across different
age groups by about a bit between the youngest users and
the oldest users. Far more substantial were the effects of
language: passwords chosen by Indonesian-speaking users
were amongst the weakest subpopulations identified with
H1 = 5.5. In contrast, German and Korean-speaking users
provided relatively strong passwords.

Users’ account history also illustrates several interesting
trends. There is a clear trend towards stronger passwords
amongst users who actively change their password, with
users who have changed passwords 5 or more times being
one of the strongest groups.18 There is a weaker trend
towards stronger passwords amongst users who have com-
pleted an email-based password recovery. However, users
who have had their password reset manually after reporting
their account compromised do not choose better passwords

18As these password changes were voluntary, this trend doesn’t relate
mandatory password change policies, particularly as many users choose
predictably related passwords when forced [49].

than average users.19 Users who log in infrequently, judging
by the time of previous login before observation in our ex-
periment, choose slightly better passwords. A much stronger
trend is that users who have recently logged in from multiple
locations choose relatively strong passwords.20

There is a weak trend towards improvement over time,
with more recent accounts having slightly stronger pass-
words. Of particular interest to the security usability research
community, however, a change in the default login form
at Yahoo! appears to have had little effect. While Yahoo!
has employed many slightly different login forms across its
different services, we can compare users who initially en-
rolled using each of two standard forms: one of which has no
minimum length requirement and no guidance on password
selection, and the other with a 6 character minimum and a
graphical indicator of password strength. This change made
almost no difference in security against online guessing, and
increased the offline metrics by only 1 bit.

Finally, we can observe variation between users who have

19A tempting interpretation is that user choice in passwords does not
play a significant role in the risk of account compromise, though this is not
clearly supported since we can only observe the post-compromise strength.

20Yahoo! maintains a list of recent login locations for each user for abuse
detection purposes.

From	[Bonneau ‘12]



Bonneau takeaways

• Use	appropriate	strength	measures	for	
password	distributions

• Yahoo	study:	people	pick	lousy	passwords

• What	does	Bonneau paper	not	give	us?



Brute-force	attacks

• Offline	brute-force	attacks	
– Compromise	database
– E.g.:	“cracking”	via	dictionary	attacks
– Countermeasures:	hash	passwords	with	purposefully	
slow-to-compute	cryptographic	hash	function	

(was:	MD5,	SHA-1			now:	argon2,	scrypt)

• Online	brute-force	attacks
– E.g:	Submit	guesses	to	web	site
– Countermeasures:	Rate	limit,	account	lockout



Building	good	password	crackers

Brute-force	guessers
- try	all	strings	of	a	certain	length

Dictionary	guessers
- Try	only	common	words	

A	better	guesser	would:
Output	list	of	passwords	in	order	of	likelihood

JohnTheRipper:
Dictionaries	of	common	words	+	
mangling	rules

Also	has	brute-force	mode

Eg:	add	digit	to	end:			pw	->		pw1



Understanding	password	strength

(1)	Develop	probabilistic	model	of	passwords
pw1,	pw2 ,	…	,	pwN
p(pwi)	=	pi	=	probability	user	selects	password	pwi
X

i

pi = 1

(2)	Use	p	to	educate	brute-force	crackers,	
strength	meters,	user	interfaces



Train	models	from	leaked	passwords
Training	alg.	
for	language	

model

290729	123456
79076	12345
76789	123456789
59462	password
49952	iloveyou
33291	princess	

…

Trivial	model	is	just	the	empirical	CDF	of	the	histogram	itself

Model
p

Model
p

290729	123456
79076	12345
76789	123456789
59462	password
49952	iloveyou
33291	princess	

…

Model	defines	a	probability	distribution
over	passwords.	Can	use	to:
- sample	passwords	according	to	distribution
- enumerate	passwords	in	order	of	likelihood

Supports	all	the	above
Generalizability	is	quite	poor
ML	people	would	say	this	model	is
overfit



Train	models	from	leaked	passwords
Training	alg.	
for	language	

model

290729	123456
79076	12345
76789	123456789
59462	password
49952	iloveyou
33291	princess	

…

Model
p

CFG	with	probability distribution associated to	each rule

Probabilistic	context-free	grammar	(PCFG)

We	can	encode	a	string	by	its	parse	tree,	the
tree	represented	by	probabilities	in	PCFG	CDF

[Weir	et	al.	“Password	Cracking	Using	Probabilistic	Context-free	Grammars”	2009]

Fix a	CFG,	then learn probabilities by	training on	passwords



 
 

    Referring to Table 3.1.2 again, the pre-terminal structure 
fills in specific values for the D and S parts of the base 
structure. Finally, the terminal structure fills in a specific set 
of alphabet letters for the L parts of the pre-terminal 
structure. Deriving these structures is discussed next. 

3.2 USING PROBABILISTIC GRAMMARS 

    Context-free grammars have long been used in the study 
of natural languages [12, 13, 14], where they are used to 
generate (or parse) strings with particular structures. We 
show in the following that the same approach is useful in the 
automatic generation of password guesses that resemble 
human-created passwords.  
    A context-free grammar is a defined as G = (V, Σ, S, P), 
where: V is a finite set of variables (or non-terminals), Σ is a 
finite set of terminals, S is the start variable, and P is a 
finite set of productions of the form (1):  

α → β                                      (1) 
where α is a single variable and β is a string consisting of 
variables or terminals. The language of the grammar is the 
set of strings consisting of all terminals derivable from the 
start symbol. 
    Probabilistic context-free grammars simply have 
probabilities associated with each production such that for a 
specific left-hand side (LHS) variable all the associated 
productions add up to 1. From our training set, we first 
derive a set of productions that generate the base structures 
and another set of productions that derive terminals 
consisting of digits and special characters. In our grammars, 
in addition to the start symbol, we only use variables of the 
form Ln,Dn, and Sn, for specified values of n. We call these 
variables alpha variables, digit variables and special 
variables respectively. Note that rewriting of alpha variables 
is done using an input dictionary similar to that used in a 
traditional dictionary attack. 
    A string derived from the start symbol is called a 
sentential form (it may contain variables and terminals). The 
probability of a sentential form is simply the product of the 
probabilities of the productions used in its derivation. In our 
production rules, we do not have any rules that rewrite alpha 
variables; thus we can “maximally” derive sentential forms 
and their probabilities that consist of terminal digits, special 
characters and alpha variables. These sentential forms are 
the pre-terminal structures.  
    In our preprocessing phase, we automatically derive a 
probabilistic context-free grammar from the training set. An 
example of such a grammar is shown in Table 3.2.1. Given 
this grammar, we can furthermore derive, for example, the 
pre-terminal structure: 

S → L3D1S1 → L34S1 → L34!                    (2) 

with associated probability of 0.0975. The idea is that pre-
terminal structures define mangling rules that can be directly 
used in a distributed password cracking trial. For example, a 
control server could compute the pre-terminal structures in 
order of decreasing probability and pass them to a 
distributed system to fill in the dictionary words and hash 
the guesses. The ability to distribute the work is a major 
requirement if the proposed method is to be competitive 
with existing alternatives. Note that we only need to store 
the probabilistic context-free grammar and that we can 
derive the pre-terminal structures as needed. Furthermore, 
note that fairly complex base structures might occur in the 
training data and would eventually be used in guesses, but 
the number of base structures is unlikely to be 
overwhelming. 
 

TABLE 3.2.1 
Example probabilistic context-free grammar 

LHS RHS Probability 
S  → D1L3 S2D1 0.75 
S  → L3D1S1 0.25 
D1 → 4 0.60 
D1 → 5 0.20 
D1 → 6 0.20 
S1 → ! 0.65 
S1 → % 0.30 
S1 → # 0.05 
S2 → $$ 0.70 
S2 → ** 0.30 
 
    The order in which pre-terminal structures are derived is 
discussed in Section 3.3.  Given a pre-terminal structure, a 
dictionary is used to derive a terminal structure which is the  
password guess. Thus if you had a dictionary that contained 
{cat, hat, stuff, monkey} the previous pre-terminal structure 
L34! would generate the following two guesses (the terminal 
structures), {cat4!, hat4!}, since those are the only dictionary 
words of length three.  
    There are many approaches that could be followed when 
substituting the dictionary words in the pre-terminal 
structures.  Note that each pre-terminal structure has an 
associated probability. 
    One approach to generating the terminal structures is to 
simply fill in all relevant dictionary words for the highest 
probability pre-terminal structure, and then choose the next 
highest pre-terminal structure, etc.  This approach does not 
further assign probabilities to the dictionary words. The 
naturalness of considering this approach is that we are 
leaning only lengths of alpha strings but not specific 
replacements from the training set. This approach thus 
always uses pre-terminal structures in highest probability 

394
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S	->	L3D1S1	->	L34S1 ->	L34!			
Pr[	L34!	]		=		0.25	*	0.60	*	0.65	=	0.0975		



With	good	training	data:	
Works	better	than	JtR

 

 

world passwords. Just as in standard machine learning 

research, our goal is by keeping these two groups, (training 

and testing), separate so we can avoid overtraining our 

method and provide a more accurate estimation of its 

potential.    In summary, the three test lists we used were the 

MySpace test list containing 33481 plaintext passwords, the 

SilentWhisper list which contained 7480 plaintext passwords 

and the Finnish test list which contained 22733 unique MD5 

password hashes. 

    One final note; a password was considered ‘cracked’ if 

the program generated a guess that matched the password in 

the test list. 

4.3 DESCRIPTION OF INPUT DICTIONARIES 

    Due to the fact that both our password cracker and John 

the Ripper in wordlist mode operate as a dictionary attack, 

they both require an input dictionary to function. We choose 

a total of six publicly available input dictionaries to use in 

our tests. Four of them, “English_lower”, “Finnish_lower”, 

“Swedish_lower” and “Common_Passwords” were obtained 

from John the Ripper’s public web site [11]. As a side note, 

the word “lower” refers to the fact that the dictionary words 

are stored as all lower case. Additionally we used the input 

dictionary “dic-0294” which we obtained from a popular 

password-cracking site [9]. This list was chosen due to the 

fact that we have found it very effective when used in 

traditional password crackers. Finally, we created our own 

wordlist “English_Wiki” which is based on the English 

words gathered off of www.wiktionary.org. This is a sister 

project of Wikipedia, and it provides user updated 

dictionaries in various languages. 

    Each dictionary contained a different number of 

dictionary words as seen in Table 4.3.1. Due to this, the 

number of guesses generated by each input dictionary when 

used with John the Ripper’s default mangling rules also 

varied as can be seen by Fig. 4.3.2.  

 

Table 4.3.1  

Size of Input Dictionaries 

Dictionary Name Number of Dictionary Words 

Dic-0294 869228 

English_Lower 444678 

Common_Passwords 816 

English_Wiki 68611 

Swedish_Lower 14555 

Finnish_Lower 358963 

 

Fig. 4.3.2.   Number of Password Guesses Generated by JtR 

4.4 PASSWORD CRACKING RESULTS 

    Our first test, pictured in Fig. 4.4.1, shows the results of 

training our Probabilistic Password Cracker on the MySpace 

training list. Three different cracking techniques are used on 

the MySpace test list. The first is the default rule set for John 

the Ripper. The second technique is our Probabilistic 

Password Cracker using the pre-terminal probabilities of its 

structures. Once again, the pre-terminal probabilities do not 

assign a probability value to the dictionary words.  The third 

technique is our Probabilistic Password Cracker using the 

probabilities of the terminals (guesses). Recall that in this 

case, we assign probabilities to dictionary words and extend 

our probabilistic context-free grammar to terminal strings.  

Once again, the number of guesses allowed to each run is 

shown in Fig. 4.3.2.  

 

 

Fig. 4.4.1.   Number of Passwords Cracked. Trained on the 

MySpace Training List. Tested on the MySpace Test List 

 

    As the data shows, our password cracking operating in 

terminal probability order performed the best. Using it, we 

achieved an improvement over John the Ripper ranging from 
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Train	models	from	leaked	passwords
Training	alg.	
for	language	

model

290729	123456
79076	12345
76789	123456789
59462	password
49952	iloveyou
33291	princess	

…

Model
p

Probabilistic	context-free	grammar	only	one	NLP	modeling	approach

n-gram	Markov	models	another	popular	choice.:

[Ma	et	al.	’14]	show	carefully	chosen	Markov	model	
beats	Weir	et	al.	PCFG

Pr [w1w2 · · ·wk ] ⇡
kY

i=1

Pr
⇥
wi | wi�(n�1) · · ·wi�1

⇤



Train	models	from	leaked	passwords
Training	alg.	
for	language	

model

290729	123456
79076	12345
76789	123456789
59462	password
49952	iloveyou
33291	princess	

…

Model
p

Neural		network	approach	of			[Melicher et	al.	2016]

Use	Long	short-term	(LSTM)	recurrent	neural	network	trained	from	
large	number	of	leaks	(RockYou,	Yahoo!,	many	others)

They	primarily	target	using	it	as	a	strength	meter:
For	any	pw,	use	p(pw*)	to	estimate	the	guess	rank	|S(pw*)|

S(pw*)	=	{	pw	|	p(pw)	>	p(pw*)	}		
Can	estimate	using	Monte-Carlo	techniques	[Dell’Amico,	Filippone ‘15]	





The	research	landscape	since	1979…
• Understanding	user	password	selection

– Measuring	password	strength	[see	citations	in	Bonneau paper],	[Li,	Han	`14],	[CMU	papers]
– Measuring	password	reuse	

• Usability
– Strength	meters,	requirements,	etc.	[Komanduri et	al.	‘11]	[Dell’Amico,	Filippone ‘15]	[Wheeler	

‘16]	[Melicher et	al.	‘16]
– Password	expiration	[Zhang	et	al.	‘12]
– Typo-tolerance	[Chatterjee	et	al.	`16]

• Password	transmission,	login	logic
– Single	sign-on	(SSO)	technologies
– Password-based	authenticated	key	exchange	[Bellovin,	Merritt	‘92]

• Password	hashing						
– New	algorithms	[PKCS	standards],	[Percival	’09],	[Biryukov,	Khovratovich ‘15]
– Proofs	[Wagner,	Goldberg	‘00]	[Bellare,	Ristenpart,	Tessaro ‘12]

• Improving	offline	brute-force	attacks
– Time-space	trade-offs	(rainbow	tables)	[Hellman	’80],	[Oeschlin ‘03],	[Narayanan,	Shmatikov ‘05]
– Better	dictionaries	[JohntheRipper],	[Weir	et	al.	‘09],	[Ma	et	al.	‘14]

• Password	managers	
– Decoy-based		[Bojinov et	al.	’10],	[Chatterjee et	al.	‘15]
– Breaking	password	managers	[Li	et	al.	‘14]		[Silver	et	al.	’15]
– Stateless	password	managers	[Ross	et	al.	’05]




