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At	least:	traffic	correlation	attacks
• Correlate	timing	of	packets	sent	in	from	1.2.3.4	and	those	

received	at	5.6.7.8
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Many	suggestions:	
• adding	noise	(dummy	requests/traffic)	to	obfuscate	traffic	

patterns.	Ad	hoc	suggests	subsequently	(academically)	broken	



Mixnets

• Each	message	onion-encrypted	
• All	messages	must	be	padded	to	same	length

• First	mix	node	waits	for	lots	of	encrypted	messages
• Decrypts	outer	layer,	shuffles,	sends	to	next	node

• Final	node	can	send	messages	to	destinations
• Security	should	hold	if	any	single	node	trustworthy

Epk1(Epk2(Epk3(Bob	||	M)))
Alice

Bob



• Adversary	controls	all	but	one	server
• Adversary	can	monitor,	block,	delay,	inject	
traffic	on	any	network	link
– Adversary	knows	all	users	that	participate

All-but-one	traffic	analysis	
threat	model



Mixnets

What	is	protected?	What	is	leaked?
• Set	of	users	who	sent	a	message
• Set	of	users	who	received	a	message

Epk1(Epk2(Epk3(Bob	||	EpkBob(M))))
Alice

Bob

Have	all	users	always	send	a	
message	(can	be	dummy)

Don’t	reveal	recipient	in	final	
plaintext.	All	users	download	all	
final	ciphertexts.	Trial	decrypt



Mixnets
Epk1(Epk2(Epk3(EpkBob(M))))

Alice

Bob

What	is	protected?	What	is	leaked?
• Set	of	users	who	sent	a	message
• Set	of	users	who	received	a	message

Have	all	users	always	send	a	
message	(can	be	dummy)

Don’t	reveal	recipient	in	final	
plaintext.	All	users	download	all	
final	ciphertexts.	Trial	decrypt



Private	information	retrieval

Bob	learns	Ci

Can	Bob	recover	his	ciphertext without	downloading	every	ciphertext?
Chor,	Goldreich,	Kushilevitz and	Sudan	introduced	PIR	in	1995

(1,C1)
(2,C2)
...	
(u,Cu) Use	less	than	O(u)

bandwidth?

i

Server	learns	nothing	about	i
Requires O(u)	work	on	server

Two	variants:
• Information-theoretic	(IT-PIR):	Split	database	across	k	servers.	As	

long	as	one	is	honest,	adversary	can’t	learn	anything	about	i
• Computational	(CPIR):	Single	computationally-bounded	database	

can’t	learn	anything	about	i



Basic	IT-PIR	scheme

R	<-$		{0,1}u
Xi =	[0,...,0,1,0,...]

Can	Bob	recover	his	ciphertext without	downloading	every	ciphertext?

(1,C1)
(2,C2)
...	
(u,Cu)

i

(1,C1)
(2,C2)
...	
(u,Cu)

Y	=	R	⨁ Xi

ith bit	is	set	to	1

R

Z1 =	⨁Y[j]=1 Cj

Z2 =	⨁R[j]=1 Cj

Ci =	Z1⨁ Z2If	servers	don’t	collude,	either	
learns	nothing	about	i



Basic	CPIR	scheme
Uses	homomorphic	encryption:						Enc(k,m1)*Enc(k,m2)	=	Enc(k,m1+m2)		

(1,C1)
(2,C2)
...	
(u,Cu)

i

Qj =	Enc(k,0)					j	≠	i
Qj =	Enc(k,1)					j	= i

Q1,...,Qu

uY

j=1

Q
Cj

j

<latexit sha1_base64="MkVm89oz/nM06wxRViC9vWcwCq0=">AAACAXicbVC7SgNBFL0bX3F9RS0sbAaDYBV2bdRCCKbRLgFjAslmmZ2dJJPMPpiZFcKynX/gJ9iJgtj6GzaCH+PkUWjigQuHc+7l3nu8mDOpLOvLyC0tr6yu5dfNjc2t7Z3C7t6djBJBaJ1EPBJND0vKWUjriilOm7GgOPA4bXjDythv3FMhWRTeqlFMnQD3QtZlBCstuYWDdiwi300Hl3bWSVDNHXTSijvI3ELRKlkToEViz0ixfPP4XQaAqlv4bPsRSQIaKsKxlC3bipWTYqEY4TQz24mkMSZD3KMtTUMcUOmkkwcydKwVH3UjoStUaKL+nkhxIOUo8HRngFVfzntj8T+vlajuuZOyME4UDcl0UTfhSEVonAbymaBE8ZEmmAimb0WkjwUmSmdmmqaOwZ5/epHUT0sXJbum47iCKfJwCEdwAjacQRmuoQp1IJDBE7zAq/FgPBtvxvu0NWfMZvbhD4yPH92qmGg=</latexit><latexit sha1_base64="+QmMWLGnNmN10eiFofjJnzjuRTw=">AAACAXicbVDLSsNAFJ3UR2usGnXhws1gEVyVxI26EIrd6K4FYwttGiaTSTvt5MHMRCghO//AT3AnCuLW33Aj+DFOHwttPXDhcM693HuPlzAqpGl+aYWV1bX1YmlD3yxvbe8Yu3t3Ik45JjaOWczbHhKE0YjYkkpG2gknKPQYaXmj+sRv3RMuaBzdynFCnBD1IxpQjKSSXOOgm/DYd7PhpZX3Uth0h72s7g5z16iYVXMKuEysOanUbh6/a8VWueEan10/xmlIIokZEqJjmYl0MsQlxYzkejcVJEF4hPqko2iEQiKcbPpADo+V4sMg5qoiCafq74kMhUKMQ091hkgOxKI3Ef/zOqkMzp2MRkkqSYRni4KUQRnDSRrQp5xgycaKIMypuhXiAeIIS5WZrusqBmvx6WVin1YvqlZTxXEFZiiBQ3AEToAFzkANXIMGsAEGOXgCL+BVe9CetTftfdZa0OYz++APtI8fa7qY0g==</latexit><latexit sha1_base64="+QmMWLGnNmN10eiFofjJnzjuRTw=">AAACAXicbVDLSsNAFJ3UR2usGnXhws1gEVyVxI26EIrd6K4FYwttGiaTSTvt5MHMRCghO//AT3AnCuLW33Aj+DFOHwttPXDhcM693HuPlzAqpGl+aYWV1bX1YmlD3yxvbe8Yu3t3Ik45JjaOWczbHhKE0YjYkkpG2gknKPQYaXmj+sRv3RMuaBzdynFCnBD1IxpQjKSSXOOgm/DYd7PhpZX3Uth0h72s7g5z16iYVXMKuEysOanUbh6/a8VWueEan10/xmlIIokZEqJjmYl0MsQlxYzkejcVJEF4hPqko2iEQiKcbPpADo+V4sMg5qoiCafq74kMhUKMQ091hkgOxKI3Ef/zOqkMzp2MRkkqSYRni4KUQRnDSRrQp5xgycaKIMypuhXiAeIIS5WZrusqBmvx6WVin1YvqlZTxXEFZiiBQ3AEToAFzkANXIMGsAEGOXgCL+BVe9CetTftfdZa0OYz++APtI8fa7qY0g==</latexit><latexit sha1_base64="qg+Nr6HO6XrUYhb7/L6bM+JCGkU=">AAACAXicbVBNS8NAEN34WeNX1IMHL4tF8FQSL+pBKPbisQVjC20aNptNu+1mE3Y3Qgm5+U+8iYJ49W948d+4bXPQ1gcDj/dmmJkXpIxKZdvfxsrq2vrGZmXL3N7Z3du3Dg4fZJIJTFycsER0AiQJo5y4iipGOqkgKA4YaQfjxtRvPxIhacLv1SQlXowGnEYUI6Ul3zrupSIJ/Xx04xT9DLb8UT9v+KPCt6p2zZ4BLhOnJFVQoulbX70wwVlMuMIMSdl17FR5ORKKYkYKs5dJkiI8RgPS1ZSjmEgvnz1QwDOthDBKhC6u4Ez9PZGjWMpJHOjOGKmhXPSm4n9eN1PRlZdTnmaKcDxfFGUMqgRO04AhFQQrNtEEYUH1rRAPkUBY6cxM09QxOItPLxP3onZdc1p2tX5b5lEBJ+AUnAMHXII6uANN4AIMCvAMXsGb8WS8GO/Gx7x1xShnjsAfGJ8/3CiWMA==</latexit>

Z	=	

Z

j	≠	i : Q
Cj

j = Enc(k, 0)
<latexit sha1_base64="c217gCq//cTR3LbpXhInPi+rGwU=">AAAB/3icbVDLSgNBEOyNr7i+ouLJy2AQIkjY9eIDhGAQPCZgTCCJy+xkkkwyO7vMzAphycU/8SYK4sGLNz/Ci3/j5HHQaEFDUdVNd5cfcaa043xZqbn5hcWl9LK9srq2vpHZ3LpRYSwJrZCQh7LmY0U5E7Simea0FkmKA5/Tqt8vjvzqHZWKheJaDyLaDHBHsDYjWBvJy+yUvd5tUvR6Q4TO0aUguf6hc+Blsk7eGQP9Je6UZAv5s7cPACh5mc9GKyRxQIUmHCtVd51INxMsNSOcDu1GrGiESR93aN1QgQOqmsn4/CHaN0oLtUNpSmg0Vn9OJDhQahD4pjPAuqtmvZH4n1ePdfukmTARxZoKMlnUjjnSIRplgVpMUqL5wBBMJDO3ItLFEhNtErNt28Tgzj79l1SO8qd5t2ziuIAJ0rALe5ADF46hAFdQggoQSOABnuDZurcerRfrddKasqYz2/AL1vs3qaSV0A==</latexit><latexit sha1_base64="bPr6X88B0c9d3V01/Js8MoyPhRk=">AAAB/3icbVDLSsNAFJ34rPEVFVduBotQoZTEjQ8QikVw2YK1hTaGyXTSTjuZhJmJUEI3foVbd6IgLgTxP9z4N04fC209cOFwzr3ce48fMyqVbX8bc/MLi0vLmRVzdW19Y9Pa2r6RUSIwqeKIRaLuI0kY5aSqqGKkHguCQp+Rmt8rDf3aHRGSRvxa9WPihqjNaUAxUlryrN2K171NS153AOE5vOQ418vbh56VtQv2CHCWOBOSLRbO3j/ylYeyZ301WxFOQsIVZkjKhmPHyk2RUBQzMjCbiSQxwj3UJg1NOQqJdNPR+QN4oJUWDCKhiys4Un9PpCiUsh/6ujNEqiOnvaH4n9dIVHDippTHiSIcjxcFCYMqgsMsYIsKghXra4KwoPpWiDtIIKx0YqZp6hic6adnSfWocFpwKjqOCzBGBuyBfZADDjgGRXAFyqAKMEjBI3gGL8a98WS8Gm/j1jljMrMD/sD4/AEQWJbc</latexit><latexit sha1_base64="bPr6X88B0c9d3V01/Js8MoyPhRk=">AAAB/3icbVDLSsNAFJ34rPEVFVduBotQoZTEjQ8QikVw2YK1hTaGyXTSTjuZhJmJUEI3foVbd6IgLgTxP9z4N04fC209cOFwzr3ce48fMyqVbX8bc/MLi0vLmRVzdW19Y9Pa2r6RUSIwqeKIRaLuI0kY5aSqqGKkHguCQp+Rmt8rDf3aHRGSRvxa9WPihqjNaUAxUlryrN2K171NS153AOE5vOQ418vbh56VtQv2CHCWOBOSLRbO3j/ylYeyZ301WxFOQsIVZkjKhmPHyk2RUBQzMjCbiSQxwj3UJg1NOQqJdNPR+QN4oJUWDCKhiys4Un9PpCiUsh/6ujNEqiOnvaH4n9dIVHDippTHiSIcjxcFCYMqgsMsYIsKghXra4KwoPpWiDtIIKx0YqZp6hic6adnSfWocFpwKjqOCzBGBuyBfZADDjgGRXAFyqAKMEjBI3gGL8a98WS8Gm/j1jljMrMD/sD4/AEQWJbc</latexit><latexit sha1_base64="k+wGfxER2+/zRPODB3fQuxxn76Q=">AAAB/3icbVBNS8NAEN3Urxq/ouLJy2IRKkhJvKgHoVgEjy0YW2hj2Gw37babTdjdCCX04j/xJgri1f/hxX/jts1BWx8MPN6bYWZekDAqlW1/G4Wl5ZXVteK6ubG5tb1j7e7dyzgVmLg4ZrFoBUgSRjlxFVWMtBJBUBQw0gyGtYnffCRC0pjfqVFCvAj1OA0pRkpLvnXQ8AcPWc0fjCG8gjccl4en9olvleyKPQVcJE5OSiBH3be+Ot0YpxHhCjMkZduxE+VlSCiKGRmbnVSSBOEh6pG2phxFRHrZ9PwxPNZKF4ax0MUVnKq/JzIUSTmKAt0ZIdWX895E/M9rpyq88DLKk1QRjmeLwpRBFcNJFrBLBcGKjTRBWFB9K8R9JBBWOjHTNHUMzvzTi8Q9q1xWnIZdql7neRTBITgCZeCAc1AFt6AOXIBBBp7BK3gznowX4934mLUWjHxmH/yB8fkDzwmTtA==</latexit>

j	=	i : Q
Cj

j = Enc(k, 1) ⇤ Enc(k, 1) ⇤ · · · ⇤Enc(k, 1)
<latexit sha1_base64="SK17QN8bQvoruUdXeTXIqkytdDo=">AAACGXicbZDLSgMxFIbP1Fsdb1WXboIiaJE648YLCMUiuGzBqtDWIZOmbdpMZkgyQhn6GO58DHduRBTErW58G9MLotYDgY//P4eT8/sRZ0o7zqeVmpicmp5Jz9pz8wuLS5nllQsVxpLQMgl5KK98rChngpY105xeRZLiwOf00u8U+v7lDZWKheJcdyNaC3BTsAYjWBvJy+yWvPZ1UvDaPYSO0akgW50ddzv7DVVSD7XKfjteZsPJOYNC4+COYCOfO7p/BICil/mo1kMSB1RowrFSFdeJdC3BUjPCac+uxopGmHRwk1YMChxQVUsGh/XQplHqqBFK84RGA/XnRIIDpbqBbzoDrFvqr9cX//MqsW4c1BImolhTQYaLGjFHOkT9lFCdSUo07xrARDLzV0RaWGKiTZa2bZsY3L9Hj0N5L3eYc0smjhMYVhrWYB22wIV9yMMZFKEMBG7hAZ7hxbqznqxX623YmrJGM6vwq6z3L8u4nko=</latexit><latexit sha1_base64="P8lXOt1vTIH1atjlyHrIrlh8n4k="></latexit><latexit sha1_base64="P8lXOt1vTIH1atjlyHrIrlh8n4k="></latexit><latexit sha1_base64="P5I7MtC7KiJ0AUEhER1JFPiEs6U=">AAACGXicbZDNSgMxFIUz9a+Of6Mu3QSLUIvUGTfqQigWwWULji20dcikaZs2kxmSjFCGPoY738SdKIhb3fg2pu1QtHoh8HHOvdzc40eMSmXbX0ZmYXFpeSW7aq6tb2xuWds7tzKMBSYuDlko6j6ShFFOXEUVI/VIEBT4jNT8QXns1+6JkDTkN2oYkVaAupx2KEZKS551XPX6d0nZ648gvIBXHOcHR85hYQZN3A6VLMwcz8rZRXtS8C84KeRAWhXP+my2QxwHhCvMkJQNx45UK0FCUczIyGzGkkQID1CXNDRyFBDZSiaHjeCBVtqwEwr9uIIT9edEggIph4GvOwOkenLeG4v/eY1Ydc5aCeVRrAjH00WdmEEVwnFKsE0FwYoNNSAsqP4rxD0kEFY6S9M0dQzO/NF/wT0pnhedqp0rXaZ5ZMEe2Ad54IBTUALXoAJcgMEDeAIv4NV4NJ6NN+N92pox0pld8KuMj2/xHZwu</latexit>

Cj times

= Enc(k, Cj)
<latexit sha1_base64="Q1OFekCSlO9227D1BSUi3ZjbZts=">AAAB9HicbVA9SwNBEJ2LX/H8ilraLEYhgoQ7G7UQgkGwjOCZQHKEvc0mWbO3d+zuKeHI37ATBbG1tPZH2PhD7N18FJr4YODx3gwz84KYM6Ud58vKzM0vLC5ll+2V1bX1jdzm1o2KEkmoRyIeyVqAFeVMUE8zzWktlhSHAafVoFce+tU7KhWLxLXux9QPcUewNiNYG6lxhi4EKfQOy83bg2Yu7xSdEdAscSckX9r7fv8AgEoz99loRSQJqdCEY6XqrhNrP8VSM8LpwG4kisaY9HCH1g0VOKTKT0c3D9C+UVqoHUlTQqOR+nsixaFS/TAwnSHWXTXtDcX/vHqi2yd+ykScaCrIeFE74UhHaBgAajFJieZ9QzCRzNyKSBdLTLSJybZtE4M7/fQs8Y6Kp0X3ysRxDmNkYQd2oQAuHEMJLqECHhCI4QGe4Nm6tx6tF+t13JqxJjPb8AfW2w9ESpMY</latexit><latexit sha1_base64="19Psw0/5o+e5z5/RZdPM26gcCtg=">AAAB9HicbVDLSgNBEOz1GTc+oh69DEYhgoRdL+pBCAbBYwTXBJIlzE4myZjZ2WVmNhJCfsObKIhXj/6Av+DFD9Gzk8dBEwsaiqpuuruCmDOlHefTmptfWFxaTq3Y6dW19Y3M5taNihJJqEciHslKgBXlTFBPM81pJZYUhwGn5aBTHPrlLpWKReJa92Lqh7glWJMRrI1UO0MXguQ6h8X67UE9k3XyzgholrgTki3sfb29d9PfpXrmo9aISBJSoQnHSlVdJ9Z+H0vNCKcDu5YoGmPSwS1aNVTgkCq/P7p5gPaN0kDNSJoSGo3U3xN9HCrVCwPTGWLdVtPeUPzPqya6eeL3mYgTTQUZL2omHOkIDQNADSYp0bxnCCaSmVsRaWOJiTYx2bZtYnCnn54l3lH+NO9emTjOYYwU7MAu5MCFYyjAJZTAAwIx3MMjPFl31oP1bL2MW+esycw2/IH1+gM+ZJSS</latexit><latexit sha1_base64="19Psw0/5o+e5z5/RZdPM26gcCtg=">AAAB9HicbVDLSgNBEOz1GTc+oh69DEYhgoRdL+pBCAbBYwTXBJIlzE4myZjZ2WVmNhJCfsObKIhXj/6Av+DFD9Gzk8dBEwsaiqpuuruCmDOlHefTmptfWFxaTq3Y6dW19Y3M5taNihJJqEciHslKgBXlTFBPM81pJZYUhwGn5aBTHPrlLpWKReJa92Lqh7glWJMRrI1UO0MXguQ6h8X67UE9k3XyzgholrgTki3sfb29d9PfpXrmo9aISBJSoQnHSlVdJ9Z+H0vNCKcDu5YoGmPSwS1aNVTgkCq/P7p5gPaN0kDNSJoSGo3U3xN9HCrVCwPTGWLdVtPeUPzPqya6eeL3mYgTTQUZL2omHOkIDQNADSYp0bxnCCaSmVsRaWOJiTYx2bZtYnCnn54l3lH+NO9emTjOYYwU7MAu5MCFYyjAJZTAAwIx3MMjPFl31oP1bL2MW+esycw2/IH1+gM+ZJSS</latexit><latexit sha1_base64="FYWbHlC40/b9hwfSo94CgOs9qiI=">AAAB9HicbVBNS8NAEJ3Urxq/qh69LBahgpTEi3oQikXwWMHYQhvKZrtp1242YXejlNC/4U0UxKu/xov/xm2bg7Y+GHi8N8PMvCDhTGnH+bYKS8srq2vFdXtjc2t7p7S7d6/iVBLqkZjHshVgRTkT1NNMc9pKJMVRwGkzGNYnfvORSsVicadHCfUj3BcsZARrI3Uu0bUgleFJvftw3C2VnaozBVokbk7KkKPRLX11ejFJIyo04Viptusk2s+w1IxwOrY7qaIJJkPcp21DBY6o8rPpzWN0ZJQeCmNpSmg0VX9PZDhSahQFpjPCeqDmvYn4n9dOdXjuZ0wkqaaCzBaFKUc6RpMAUI9JSjQfGYKJZOZWRAZYYqJNTLZtmxjc+acXiXdavai6t065dpXnUYQDOIQKuHAGNbiBBnhAIIFneIU368l6sd6tj1lrwcpn9uEPrM8fdwuQSQ==</latexit>

Cj =	Dec(k,Z)



Basic	CPIR	scheme
Uses	homomorphic	encryption:						Enc(k,m1)*Enc(k,m2)	=	Enc(k,m1+m2)		

(1,C1)
(2,C2)
...	
(u,Cu)

i

Qj =	Enc(k,0)					j	≠	i
Qj =	Enc(k,1)					j	= i

Q1,...,Qu

Z

Security:	as	long	as	Enc is	IND-CPA,	no	
computationally	bound	adversary	can	determine	i



Fast	CPIR	Schemes

• XPIR	scheme	based	on	ring	LWE	(lattices)
– Aguilar-Melchor et	al.	2014

100	Gb	database	
processed	in	a	few	
seconds



Mixnets
Epk1(Epk2(Epk3(EpkBob(M))))

Alice

Bob

What	is	protected?	What	is	leaked?
• Set	of	users	who	sent	a	message
• Set	of	users	who	received	a	message

Have	all	users	always	send	a	
message	(can	be	dummy)

Don’t	reveal	recipient	in	final	
plaintext.	All	users	download	all	
final	ciphertexts.	Trial	decrypt



Mixnets
Epk1(Epk2(Epk3(EpkBob(M))))

Alice

Bob

Recipients	can	each	use	CPIR	to	retrieve	their	ciphertext?	

How	does	Bob	know	what	index	i his	ciphertext is	in?

(1,C1)
(2,C2)
...	
(u,Cu)



Mixnets
Epk1(Epk2(Epk3(EpkBob(M))))

Alice

Bob

Recipients	can	each	use	CPIR	to	retrieve	their	ciphertext?	
How	does	Bob	know	what	index	i his	ciphertext is	in?

(1,C1)
(2,C2)
...	
(u,Cu)



Mixnets
Epk1(Epk2(Epk3(FK(Bob)	||	EpkBob(M))))

Alice

Bob
(T1,C1)
(T2,C2)
...	
(Tu,Cu)

Replace	indices	i with	Ti =	FK(Bob)	for	PRF	F	and	key	K	known	to	
Alice	and	Bob.	
Do	PIR	over	compact	data	structure	representation	of	this	table
• Pung [Angel,	Setty 2016]	uses	binary	search	trees



• Adversary	controls	all	servers
• Adversary	can	monitor,	block,	delay,	inject	
traffic	on	any	network	link
– Adversary	knows	all	users	that	participate

No-trust* traffic	analysis	
threat	model

*	Still	need	to	trust	developers,	other	communication	partners,	end-point	security,	etc.



PIR-based	schemes
FK(Bob)	||	EK(M)

Alice

Bob
(T1,C1)
(T2,C2)
...	
(Tu,Cu)

Get	rid	of	mixnets entirely
Security	holds	even	if	server	is	adversarial
• Still	need	every	client	to	always	send	messages
• Need	to	never	reuse	tags	(add	counters)



Pung network	bandwidth	costs
Dashed	line	indicates	trivial	PIR	of	
downloading	entire	database	of	ciphertexts

“Perhaps	surprisingly,	we	find	that	under	certain	regimes	(e.g.,	small	tuple	
sizes,	high	k),	it	is	beneficial	for	clients	to	simply	download	the	entire	
collection	instead	of	using	Pung’s multi-retrieval.”



Pung throughput

256	byte	message



Towards	Vuvuzela
Epk1(Epk2(Epk3(EpkBob(M))))

Alice

Bob

What	is	protected?	What	is	leaked?
• Set	of	users	who	sent	a	message
• Set	of	users	who	received	a	message

Have	all	users	always	send	a	
message	(can	be	dummy)

Don’t	reveal	recipient	in	final	
plaintext.	All	users	download	all	
final	ciphertexts.	Trial	decrypt



Vuvuzela
Epk1(Epk2(Epk3(FK(Alice,Bob)	||	EpkBob(M))))

Alice

• Weaken	security	goal	to	differential	privacy	(more	in	a	second)
• Have	final	node	store	message	at	deaddrop FK(Alice,Bob)
• Every	round	is	both	read	and	write	through	mixnet for	all	users

• No	communication,	send	dummy	message	to	random	tag
• Messages	sent	to	same	deaddrop sent	back	through	via	reverse	

onion	encryption
• Must	use	counters	to	avoid	repeat	use	of	tag	FK(Alice,Bob)

FK(Alice,Bob)
Cbob ,	Calice

FK(Ann,Bob)

Bob



Vuvuzela
Epk1(Epk2(Epk3(FK(Alice,Bob)	||	EpkBob(M))))

Alice

What	still	leaks	if	we	stop	here?

FK(Alice,Bob)
Cbob ,	Calice

FK(Alice,Bob)

Bob

If	Alice,	Bob	communicating,	must	be	double	access	to	a	tag

Adversary	drops	all	others’	communications	and	sees	if	there’s	a	
double	access	to	any	tag...	Confirms	Alice,	Bob	communicating



Vuvuzela
Epk1(Epk2(Epk3(FK(Alice,Bob)	||	EpkBob(M))))

Alice

Servers	carefully	add	dummy	messages	to	get	differential	privacy	
for	leakage	(#	of	double	accesses	and	#	of	single	accesses)

FK(Alice,Bob)
Cbob ,	Calice

FK(Alice,Bob)

Bob

Whether	Alice,	Bob	communicating	or	not	gives	rise	to	
approximately	same	distribution	of	double	deaddrop accesses



Vuvuzela	DP	goal
Let	M	be	algorithm	that	adds	noise	to	#	of	single	accesses	and	
#	of	double	accesses.	Then	M	is	(ε,δ)-DP	if

Pr[M(x)	∈ S]	≤	𝑒+ Pr[M(y)	∈ S]		+	δ

Thm:	Amount	of	noise	scales	with	sqrt(k)		for	k	=	#	of	rounds,	
independent	of	number	of	users

They	target	(ln	2,10-4)-DP.	
Fixes	the	number	of	rounds	one	can	get	this	level	of	DP	for
Bounds	degrade	if	one	goes	beyond	this	number	of	rounds



Vuvuzela	DP	goal
Let	M	be	algorithm	that	adds	noise	to	#	of	single	accesses	and	
#	of	double	accesses.	Then	M	is	(ε,δ)-DP	if

Pr[M(x)	∈ S]	≤	𝑒+ Pr[M(y)	∈ S]		+	δ



Performance

Doesn’t	count	“dialing	protocol”	for	telling	someone	that	you	want	to	talk.	
Double	all	latencies.	Also	does	not	include	variance due	to	noise	(!!)



• What	does	one	do	as	#	of	rounds	increases?
– Nothing...	system	doesn’t	provide	meaningful	formal	
security	guarantees

• Latency	fundamentally	slow	(must	wait	for	all	messages	
from	all	participants).	See	follow-up	work	[Tyagi et	al.	2017]

• Expensive:	$30k	a	month	to	run	3	servers

Broader	issues	of	all	recent	systems:
• Users	must	get	other’s	keys	out-of-band
• Clients	must	always	participate	when	online
– Huge	waste	of	bandwidth!

Is	it	practical?



Security	levels

• No-trust	model

• All-but-one	model

• “Plausible	deniability”	model	
(differential	privacy)

Strength	of	
security	
achieved

None	prevent	intersection	attacks:	
can’t	prevent	leakage	when	whether	client	is	online	or	
not	is	correlated	with	who	they	are	talking	to




