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Abstract.
With the popularity of social media, researchers and designers must consider a wide
variety of privacy concerns while optimizing for meaningful social interactions and
connection. While much of the privacy literature has focused on information
disclosures, the interpersonal dynamics associated with being on social media make
it important for us to look beyond informational privacy concerns to view privacy
as a form of interpersonal boundary regulation. In other words, attaining the right
level of privacy on social media is a process of negotiating how much, how little,
or when we desire to interact with others, as well as the types of information we
choose to share with them or allow them to share about us. We propose a framework
for how researchers and practitioners can think about privacy as a form of
interpersonal boundary regulation on social media by introducing five boundary
types (i.e., relational, network, territorial, disclosure, and interactional) social media
users manage. We conclude by providing tools for assessing privacy concerns in
social media, as well as noting several challenges that must be overcome to help
people to engage more fully and stay on social media.
Keywords: Social Media, Information Disclosure, Context Collapse, Impression
Management, Boundary Regulation Taxonomy, Coping Mechanisms, Privacy Fit,
Boundary Preservation Concern, Boundary Enhancement Expectation, Privacy
Features, Relational Hindrance, Social Disenfranchisement
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Introduction
The way people communicate with one another in the 21st century has evolved
rapidly. In the 1990’s, if someone wanted to share a “how-to” video tutorial within
their social networks, the dissemination options would be limited (e.g., email,
floppy disk, or possibly a writeable compact disc). Now, social media platforms,
such as Tik Tok, provide professional grade video editing and sharing capabilities
that give users the potential to both create and disseminate such content to thousands
of viewers within a matter of minutes. As such, social media has steadily become
an integral component for how people capture aspects of their physical lives and
share them with others. Social media platforms have gradually altered the way many
people live [103], learn [56,139], and maintain relationships with others [123].
Carr and Hayes define social media as “internet-based channels that allow users
to opportunistically interact and selectively self-present, either in real time or
asynchronously, with both broad and narrow audiences who derive value from usergenerated content and the perception of interaction with others [25].” Social media
platforms offer new avenues for expressing oneself, experiences, and emotions with
broader online communities via posts, tweets, shares, likes, and reviews. People use
these platforms to talk about major milestones that bring happiness (e.g.,
graduation, marriage, pregnancy announcements), but they also use social media as
an outlet to express grief, challenges, and to cope with crises [6,7,78]. Many
scholars have highlighted the host of positive outcomes from interpersonal
interactions on social media including social capital, self-esteem, and personal wellbeing [24,45,46,72]. Likewise, researchers have also shed light on the increased
concerns over unethical data collection and privacy abuses [49,138].
This chapter highlights the privacy issues that must be addressed in the context
of social media and provides guidance on how to study and design for social media
privacy. We first provide an overview of the history of social media and its usage.
Next, we highlight common social media privacy concerns that have arisen over the
years. We also point out how scholars have identified and sought to predict privacy
behavior but many efforts have failed to adequately account for individual
differences. By reconceptualizing privacy in social media as a boundary regulation,
we can explain these gaps from previous one-size-fits-all approaches and provide
tools for measuring and studying privacy violations. Finally, we conclude with a
word of caution about the consequences of ignoring privacy concerns on social
media.
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A Brief History of Social Media
Section Highlights:
● Social Media use has quickly increased over the past decade and plays a
key role in social, professional, and even civic realms. The rise of social
media has led to “networked individualism”.
● This enables people to access a wider variety of specialized
relationships, making it more likely they can meet a variety of needs. It
also allows people to project their voice to a wider audience.
● However, people have more frequent turnover in their social networks
and it takes much more effort to maintain social relations and discern
(mis) information and intention behind communication.
The initial popularity of social media harkened back to the historical rise of
social network sites (SNSs). The canonical definition of SNSs is attributed
to boyd and Ellison [18] who differentiate SNSs from other forms of computermediated communication. According to boyd and Ellison, SNS consists of 1)
profiles representing users and 2) explicit connections between these profiles that
can be traversed and interacted with. A social networking profile is a selfconstructed digital representation of oneself and one’s social relationships. The
content of these profiles varies by platform from profile pictures to personal
information such as interests, demographics, and contact information. Visibility
also varies by platform and often users have some control over who can see their
profile (e.g., everyone or “friends”). Most SNSs also provide a way to leave
messages on another’s profile, such as posting to someone’s timeline on Facebook
or sending a mention or direct message to someone on Twitter.
Public interest and research initially focused on a small subset of SNSs (e.g.,
Friendster [20] and MySpace [43,58,121]), but the past decade has seen the
proliferation of a much broader range of social networking technologies, as well as
an evolution of SNSs into what Kane et al. term social media networks [66]. This
extended definition emphasizes the reach of social media content beyond a single
platform. It acknowledges how the boundedness of SNSs has become blurred as
platform functionality that was once contained in a single platform, such as “likes,”
are now integrated across other websites, third-parties, and mobile apps.
Over the past decade, SNSs and social media networks have quickly
become embedded in many facets of personal, professional, and social life. In that
time, these platforms became more commonly known as “social media.” In the U.S.,
only 5% of adults used social media in 2005. By 2011, half of the U.S. adult
population was using social media, and 72% were social users by 2019 [100].
MySpace and Facebook dominated SNS research about a decade ago, but now other
social media platforms, such as YouTube, Instagram, Snapchat, Twitter, Kik, Tik
Tok, and others are popular choices among social media users. The intensity of use
also has drastically increased. For example, half of Facebook users logon several

4

times a day, and three-quarters of Facebook users are active on the platform at least
daily [100]. Worldwide, Facebook alone has 1.59 billion users who use it on a daily
basis, and 2.41 billion using it at least monthly [48]. About half the users of other
popular platforms such as Snapchat, Instagram, Twitter, and YouTube also report
visiting those sites daily. Around the world there are 4.2 billion users, who spend a
cumulative 10 billion hours a day on social networking sites [142]. However,
different social networking sites are dominant in different cultures. For example,
the most popular social media in China, WeChat (inc. Wēixìn 微信), has 1.213
billion monthly users [142].
While SNS profiles started as a user-crafted representation of an individual user,
these profiles now also often consist of information that is passively collected,
aggregated, and filtered in ways that are ambiguous to the user. This passively
collected information can include data accessed through other avenues (e.g., search
engines, third-party apps) beyond the platform itself [3]. Many people fail to realize
that their information is being stored and used elsewhere. Compared to tracking on
the web, social media platforms have access to a plethora of rich data and finegrained personally identifiable information (PII) which could be used to make
inferences about users’ behavior, socio-economic status, and even their political
leanings [16]. While online tracking might be valuable for social media companies
to better understand how to target their consumers and personalize social media
features to users’ preferences, the lack of transparency regarding what and how data
is collected has in more recent years lead to heightened privacy concerns and
skepticism around how social media platforms are using personal data [13,39,122].
This has, in turn, contributed to a loss of trust, changes in how people interact (or
not) on social media, led some users to abandon certain platforms altogether [13,38]
or to seek alternative social media platforms that are more privacy-focused.
For example, WhatsApp, a popular messaging app, updated its privacy policy to
allow its parent company, Facebook, and its subsidiaries to collect WhatsApp data
[33]. Users were given the option to accept the terms or lose access to the app.
Shortly after, WhatsApp rival Signal reported 7.5 million installs globally over four
days. Recent and multiple social media data breaches have heightened people’s
awareness around potential inferences that could be made about them and the
danger in sensitive privacy breaches. Considering the invasive nature of such
practices, both consumers and companies are increasingly acknowledging the
importance of privacy, control, and transparency in social media [130]. Similarly,
as researchers and practitioners, we must acknowledge the importance of privacy
on social media and design for the complex challenges associated with networked
privacy. These types of intrusions and data privacy issues are akin to the
informational privacy issues that have been investigated in context of e-commerce,
websites, and online tracking (See chapters XX).
While early research into social media and privacy largely focused on these types
of concerns, researchers have uncovered how the social dynamics surrounding
social media have led to a broader array of social privacy issues that shape people’s
adoption of platforms and their usage behaviors. Rainie and Wellman explain how
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the rise of social technologies, combined with ubiquitous internet and mobile
access, has led to the rise of “networked individualism” [104]. People have access
to a wider variety of relationships than they previously did offline in a
geographically and time-bound world. These new opportunities make it more likely
that people can foster relationships that meet their individual needs for havens
(support and belonging), bandages (coping), safety nets (protect from crisis), and
social capital (ability to survive and thrive through situation changes). Additionally,
social media users can project their voice to an extended audience, including many
weak ties (e.g., acquaintances and strangers). This enables individuals to meet their
social, emotional, and economic needs by drawing on a myriad of specialized
relationships (different individuals each particularly knowledgeable in a specific
domain such as economics, politics, sports, caretaking). In this way, individuals are
increasingly networked or embedded within multiple communities that serve their
interests and needs.
Inversely, networked individualism has also made people less likely to have a
single “home” community, dealing with more frequent turnover and change in their
social networks. Rainie and Wellman describe how people’s social routines are
different from previous generations that were more geographically-bound – today
only 10% of people’s significant ties are their neighbors [104]. As such, researchers
have questioned and studied the extent to which people can meaningfully maintain
interpersonal relationships on social media. The upper limit for doing so has been
estimated at 150 connections or “friends,” [42] but social media connections often
well exceed this number. With such large networks, it also takes users much more
effort to distinguish (mis)information, when communication is intended for the user,
and the intent behind that communication. The technical affordances of social
media can also help or hinder their (in)ability to capture the nuances of the various
relationships in their social network. On many social media platforms, relationships
are flattened into friends and followers, making them homogenous and lacking
differentiation between, for instance, casual acquaintance and trusted confidant
[20,25]. These characteristics of social media lead to a host of social privacy issues
which are crucial to address. In the next section, we summarize some of the key
privacy challenges that arise due to the unique characteristics of social media.

Privacy Challenges in Social Media
Section Highlights:
● Information Disclosure privacy issues have been a dominant focus in
online technologies and the primary focus for social media. It focuses on
access to data and defining public vs. private disclosures. It emphasizes
user control over who sees what.
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● With so many people from different social circles able to access a user’s
social media content, the issues of context collapse occur. Users may post
to an imagined audience rather than realizing that people from multiple
social contexts are privy to the same information.
● The issues of self-presentation jump to the foreground in social media.
Being able to manage impressions is a part of privacy management.
● The social nature of social media also introduces the issues of controlling
access to oneself, both in terms of availability and physical access.
● Despite all of these privacy concerns, there is a noted Privacy Paradox
between what people say they are concerned about, and their resulting
behaviors online.
Early focus of social media privacy research was focused on helping individuals
meet their privacy needs in light of four key challenges: 1) Information Disclosure,
2) Context Collapse, 3) Reputation Management, and 4) Access to Oneself. This
section gives an overview of these privacy challenges and how research sought to
overcome them. The remainder of this chapter shows how the research has moved
beyond focusing on the individual when it comes to social media and privacy;
rather, social media privacy has been reconceptualized as a dynamic process of
interpersonal boundary regulation between individuals and groups.
Information Disclosure/Control over Who Sees What
A commonality among early social media privacy research is that the focus has
been on information privacy and self-disclosure [135]. Self-disclosure is the
information a person chooses to share with other people or websites, such as posting
a status update on social media. Information privacy breaches occur when a website
and/or person leaks private information about a user, sometimes unintentionally.
Many studies have focused on informational privacy and on sharing information
with, or withholding it from, the appropriate people [30,128,136] on social media.
Privacy settings related to self-disclosure have also been studied in detail [1,34,47].
Generally, social media platforms help users control self-disclosure in two ways.
First, is the level of granularity or type of information that one can share with others.
Facebook is the most complex, allowing users to disclose and control more granular
information for profile categories such as bio, website, email addresses, and at least
eight other categories at the time of writing this chapter. Others have fewer
information groupings, which make user profiles chunkier, and thus self-disclosure
boundaries less granular. The second dimension is one’s access level permissions,
or with whom one can share personal information. The most popular social media
platforms err on the side of sharing more information to more people by allowing
users to give access to categories such as “Everyone”, “All Users”, or “Public”.
Similarly, many social media platforms give the option for access for “Friends” or
“Followers” only.
Many researchers have highlighted how disclosures can be shared more widely
than intended. Tufekci examined disclosure mechanisms used by college students
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on MySpace and Facebook to manage the boundary between private and public.
Findings suggest that students are more likely to adjust profile visibility rather than
limiting their disclosures [143]. Other research points out how users may not want
their posts to remain online indefinitely, but most social media platforms default to
keeping past posts visible unless the user specifies otherwise [10]. Even when the
platform offers ways to limit post sharing, there are often intentional and
unintentional ways this content is shared that negates the users’ wishes. For
example, Twitter is a popular social media platform where users can choose to have
their tweets available only to their followers. However, millions of private tweets
have been retweeted, exposing private information to the public [84]. Even
platforms like Snapchat, which make posts ephemeral by default, are susceptible to
people taking screenshots of a snap and distributing through other channels. Thus,
as social media companies continue to develop social media platforms, they should
consider how to protect users from information disclosure and teach people to
practice privacy protective habits.
Although some users adjust their privacy settings to limit information
disclosures, they may be unaware of third-party sites that can still access their
information. Scholars have emphasized the importance of educating users on the
secondary use of their data, such as when third-party software takes information
from their profiles [89]. Data surveillance continues to expand and the business
model of social media corporations tend to favor getting more information about
users, which makes it difficult for users that want to control their disclosure [106].
Third-party apps can also access information about social media users’ connections
without consent of the person whose information is being stored [117].
Unique Considerations for Managing Disclosures within Social Media
As mentioned earlier, social media can expand a person’s network, but as that
network expands and diversifies, users have less control over how their personal
information is shared with others. Two unique privacy considerations for social
media that arise from this tension are context collapse and imagined audiences,
which we describe in more detail in the subsections below. For example, as
Facebook has become a social gathering place for adults, one’s “friends” may
include family members, coworkers, colleagues, and acquaintances all in one virtual
social sphere. Social media users may want to share information with these groups
but are concerned about which audiences are appropriate for sharing what types of
information. This is because these various social spheres that intersect on Facebook
may not intersect as readily in the physical world (e.g., college buddies versus coworkers) [15]. These distinct social circles are brought together into one space due
to social media. This concept is referred to as “context collapse” since a user’s
audience is no longer limited to one context (e.g., home, work, school) [18,83,109].
We highlight research on the phenomenon of the privacy paradox and explain how
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context collapse and imagined audiences may help explain the apparent disconnect
between users’ stated privacy concerns and their actual privacy behavior.
Context Collapse. Nuanced differences between one’s relationships are not fully
represented on social media. While real life relationships are notorious for being
complex, one of the biggest criticisms of social media platforms are that they often
simplify relationships to a “binary” [21] or “monolithic” [22] dimension of either
friend or not friend. Many platforms just have one type of relationship such as a
“Friend,” and all relationships are treated the same. Once a “friend” has been added
to one’s network, maintaining appropriate levels of social interactions in light of
one’s relationship context with this individual (and the many others within one’s
network) becomes even more problematic [19]. Since each friend may have
different and, at times, mutually exclusive expectations, acting accordingly within
a single space has become a challenge. As boyd points out, for instance, teenagers
cannot be simultaneously cool to their friends and to their parents [19]. Due to this
collapsed context of relationships within social media, acquaintances, family,
friends, coworkers, and significant others all have the same level of access to a
social media user once added to one’s network - unless appropriately managed.
Research reveals that the way people manage context collapses varies. Working
professionals might deal with context collapse by limiting posts containing personal
information, creating different accounts, and avoiding friending those they worked
with [126]. As another example, many adolescents manage context collapse by
keeping their family members separate from their personal accounts [35]. Other
mechanisms for managing context collapse include access-level permission to
request friendship, denying friend requests, and unfriending. While there is limited
support for manually assigning different privileges to each friend, the default is to
start out the same and many users never change those defaults.
Privacy incidents resulting from mixing work and social media show the
importance of why context collapse must be addressed. Context collapse has been
shown to negatively affects those seeking employment [101], as well as
endangering those who are employed. For example, a teacher in Massachusetts lost
her job because she did not realize her Facebook posts were public to those who
were not her friends; her complaints about parents of students getting her sick led
to her getting fired from her job [59]. Many others have shared anecdotes about
being fired after controversial Facebook and Twitter posts [8,57]. Even celebrities
who live in the public eye can suffer from context collapse [32,68]. Kim
Kardashian, for example, received intense criticism from internet fans when she
posted a photo on social media of her daughter using a cellphone and wearing makeup while Kim was getting ready for hair and wardrobe [40]. Many online users
criticized her parenting style for not limiting screen-time and Kim subsequently
shared a photo of a stack of books that the kids have access to while she works.
Nevertheless, context collapse can also increase bridging social capital, which is
the potential social benefit that can come through having ties to a wider audience.
Context collapse enables this to occur by allowing people to increase their
connections to weak ties and creating serendipitous situations by sharing with
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people beyond whom one would normally share [32]. For example, job hunters
may increase their chances of finding a job by using social media to network and
connect with those they would not normally be associated with on a daily basis.
Getting out a message or spreading the word can also be accomplished more easily.
For instance, finding people to contribute to natural disaster funds can be effective
on social media because multiple contexts can be easily reached from one account
[116]. In addition to managing context collapse, social media users also have to
anticipate whether they are sharing disclosures with their intended audiences.
Imagined Audiences. The disconnect between the real audience and the
imagined audience on social media poses privacy risks. Understanding who can see
what content, how, when, and where is key to deciding what content to share and
under what circumstances. Yet, research has consistently demonstrated how users
do not accurately anticipate who can potentially see their posts. This manifests as
wrongly anticipating that a certain person can see content (when they cannot), as
well as not realizing when another person can access posted content. Users have an
“imagined audience” [80,81] to whom they are posting their content, but it often
does not match the actual audience viewing the user’s content. Social media users
typically imagine that the audience for their social media posts are like-minded
people, such as family or close-friends [81]. Sometimes, online users think of
specific people or groups when creating content such as a daughter, coworkers,
people who need cleaning tips, or even one’s deceased father [81]. Despite these
imagined audiences, privacy settings may be set so that many more people can see
these posts (acquaintances, strangers, etc.). While users do tend to limit who sees
their profile to a defined audience [76,84,115], they still tend to believe their posts
are more private than they actually are [65,83].
Some users adopt privacy management strategies to counter potential mismatch
in audience. Vitak identified several privacy management tactics users employ to
disclose information to a limited audience [124]:
1.

2.

3.

Network-based. Social media users decide who to friend or follow,
therefore filtering their network of people. Some Facebook users avoid
friending people they do not know. Others set friends’ profiles to
“hidden,” so that they do not have to see their posts, but avoid the negative
connotations associated with “unfriending.”
Platform-based. Some users choose to use the social media sites’ privacy
settings to control who sees their posts. A common approach on Facebook
is to change the setting to be “friends only,” so that only a user’s friends
may see their posts.
Content-based. These users control their privacy by being careful about
the information they post. If they knew that an employer could see their
posts then they would avoid posting when they were at work.
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4.

Profile-based. A less commonly used approach is to create multiple
accounts (on a single platform, or across platforms). For example, a
professional, personal, and fun account.

As another example, teenagers often navigate public platforms by posting
messages that parents or others would not understand their true meaning. For
instance, by posting a song lyric or quote that is only recognized by specific
individuals as a reference to a specific movie scene or ironic message, they therefore
creatively limit their audience [83,87]. Others manage their audience by using more
self-limiting privacy tactics like self-censorship [87], choosing just to not post
something they were considering in the first place. These various tactics allow users
to control who can see what on social media in different ways.
Reputation Management through Self-Presentation
Technology-mediated interactions have led to new ways of managing how we
present ourselves to different groups of friends (e.g., using different profiles on the
same platform based on the audience) [114]. Being able to control the way we come
across to others can be a challenging privacy problem that social media users must
learn to navigate. Features to limit audience can also help with managing selfpresentation. Nonetheless, reputation or impression management is not just about
avoiding posts or limiting access to content. Posting more content, such as selfies,
is another approach used to control the way others perceive a user [102]. In this
case, it is important to present the content that helps convey a certain image of
oneself. Research has revealed that those who engage more in impression
management tend to have more online friends and disclose more personal
information [74]. Those who feel online disclosures could leave them vulnerable to
negativity, such as individuals who identify as LGBTQ+, have also been found to
put an emphasis on impression management in order to navigate their online
presence [41]. However, studies still show that users have anxieties around not
having control over how they are presented [118]. Social media users worry not
only about what they post, but are concerned about how others’ postings will reflect
on them [143].
Another dimension that affects impression management attitudes is how social
media platforms vary in their policies on whether user profiles must be consistent
with their offline identities. Facebook’s real name policy, for instance, requires that
people use their real name and represent themselves as one person, corresponding
to their offline identities. Research confirms that online profiles actually do reflect
users’ authentic personalities [11]. However, some platforms more easily facilitate
identity exploration and have evolved norms encouraging it. For example, Finsta
accounts popped up on Instagram a few years after the company started. These
accounts are “Fake Instagram” accounts often sharing content that the user does not
want to associate with their more public identity, allowing for more identity
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exploration. This may have arisen from the social norm that has evolved where
Instagram users often feel like they need to present an ideal self. Scholars have
observed such pressure on Instagram more than on other platforms like Snapchat
[28]. While the ability to craft an online image separate from one’s offline identity
may be more prevalent on platforms like Instagram, certain types of social media
such as location-sharing social networks are deeply tied to one’s offline self, sharing
actual physical location of its users. Users of Foursquare, a popular location sharing
app, have leveraged this tight coupling for impression management. Scholars have
observed that users try to impress their friends or family members about the places
they spend their time while skipping “check in” at places like McDonalds or work
for fear of appearing boring or unimpressive [79].
Regardless of how tightly one’s online presence corresponds with their offline
identity, concerns about self-presentation can arise. For example, users may lie
about their location on location-sharing platforms as an impression management
tactic and have concerns about harming their relationships with others [92]. On the
other hand, Finstas are meant to help with self-presentation by hiding one’s true
identity. Ironically, the content posted may be even more representative of the user’s
attitudes and activities than the idealized images on one’s public-facing account.
These contrasting examples illustrate how self-presentation concerns are
complicated.
What further complicates reputation management is that social media content is
shared and consumed by a group of people and not just individuals or dyads. Thus,
self-presentation is not only controlled by the individual, but by others who might
post pictures and/or tag that individual. Even when Friends/Followers do not
directly post about the user, their actions can reflect on the user just by virtue of
being connected with them. The issues of co-owned data and how to negotiate
disclosure rules is a key area of privacy research on the rise. We refer you to
Metzger and Suh (Chapter XX) who go in-depth on this topic.
Access to Oneself
A final privacy challenge many social media users encounter is controlling
accessibility others have to them. Some social media platforms automatically
display when someone is online, which may invite interaction whether users want
to be accessible or not. Controlling access to oneself is not as straightforward as
limiting or blocking certain people’s access. For instance, studies have also shown
that social pressures influence individuals to accept friend requests from “weak ties”
as well as true friends [19,60]. As a result, the social dynamics on social media are
becoming more complex, creating social anxiety and drama for many social media
users [19,22,60]. Although a user may want to control who can interact with him or
her, they may be worried about how using privacy features such as “blocking” other
accounts may send the wrong signal to others and hurt their relationships [91]. In
fact, an online social norm called “hyperfriending” [51] has developed where only
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25% of a user’s online connections represent true friendship [140]. This may
undermine the privacy individuals wished they had over who interacts with them on
their various accounts. Due to social norms or etiquette, users may feel compelled
to interact with others online [111]. Even if users don’t feel like they need to
interact, they can sometimes get annoyed or overwhelmed by seeing too much
information from others [44]. Their mental state is being bombarded by an overload
of information and they may feel their attention is being captured.
Many social media sites now include location-sharing features to be able to tell
people where they are by checking in to various locations, tag photos or posts, or
even share location in real time. Therefore, privacy issues may also arise when
sharing one’s location on social media and receiving undesirable attention. Studies
point out user concerns about how others may use knowledge of that location to
reach out and ask to meet up, or even to physically go find the person [94]. In fact,
research has found that people may not be as concerned about the private nature of
disclosing location as they are concerned for disturbing others or being disturbed
oneself as a result of location sharing [63]. This makes sense given that analysis of
mobile phone conversations reveals that describing one’s location plays a big role
in signaling availability and creating social awareness [14,63]. Some scholars focus
on the potential harm that may come because of sharing their location. Tsai et al.
surveyed people about perceived risks and found that fear of potential stalkers is
one of the biggest barriers to adopting location-sharing services [120]. Nevertheless,
studies have also found that many individuals believe that the benefits of using
location sharing outweigh the hypothetical costs. Foursquare users have expressed
fears that strangers could use the application to stalk them [79]. These concerns may
explain why users share their location more often with close relationships [128].
Geotagging is another area of privacy concern for online users. Geotagging is
when media (photo, website, QR codes) contain metadata with geographical
information. More often the information is longitudinal and latitudinal coordinates,
but sometimes even time stamps are attached to photos people post. This poses a
threat to individuals that post online without realizing that their photos can reveal
sensitive information. For example, one study assessed Craiglist postings and
demonstrated how they could extract location and hours a person would likely be
home based on a photo the individual listed [52]. The study even pinpointed the
exact home address of a celebrity TV host based on their posted Twitter photos.
Researchers point out how many users are unaware that their physical safety is at
risk when they post photos of themselves or indicate they are on vacation
[48,52,113]. Doing so may make them easy targets for robbers or stalkers to know
when and where to find them.
Privacy Paradox

13

While researchers have investigated these various privacy attitudes, perceptions,
and behaviors, the privacy paradox (where behavior does not match with stated
privacy concerns) has been especially salient on social media [9,26,53,61,98,134].
As a result, much research focuses on understanding the decision-making process
behind self-disclosure [137]. Scholars that view disclosure as a result of weighing
the costs and the benefits of disclosing information use the term “privacy calculus”
to characterize this process [37]. Other research draws on the theory of bounded
rationality to explain how people’s actions are not fully rational [107]. They are
often guided by heuristic cues which do not necessarily lead them to make the best
privacy decisions [70]. Indeed, a large body of literature has tried to dispel or
explain the privacy paradox [36,53,71].

Reconceptualizing Social Media Privacy as Boundary Regulation
Section Highlights:
● By reconceptualizing privacy in social media as a Boundary Regulation,
we can see that the seeming paradox in privacy is actually a balance
between being too open or disclosing too much, and being too
inaccessible or disclosing too little. The latter can result in social
isolation which is privacy regulation gone wrong.
● In context of social media, there are five different types of privacy
boundaries that should be considered.
● People use various methods of coping with privacy violations, many not
tied to disclosing less information.
Drawing from Altman’s theories of privacy in the offline world (See Chapter
XX), Palen and Dourish describe how, just like in the real world, social media
privacy is a boundary regulation process along various dimensions besides just
disclosure [97]. Privacy can also involve regulating interactional boundaries with
friends or followers online and the level of accessibility one desires to those people.
For example, if a Facebook user wants to limit the people that can post on their wall,
they can exclude certain people. Research has identified other threats to
interpersonal boundary regulation that arise out of the unique nature of social media
[143]. First, as mentioned previously, the threat to spatial boundaries occurs because
our audiences are obscured so that we no longer have a good sense of whom we
may be interacting with. Second, temporal boundaries are blurred because any
interaction may now occur asynchronously at some time in the future due to the
virtual persistence of data. Third, multiple interpersonal spaces are merging and
overlapping in a way that has caused a “steady erosion of clearly situated action
[55].” Since each space may have different and, at times, mutually exclusive
behavioral requirements, acting accordingly within those spaces has become more
of a challenge to manage context collapses [143]. Along with these problems, a
major interpersonal boundary regulation challenge is that social media
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environments often take control of boundary regulation away from the end users.
For instance, Facebook’s popular “Timeline” automatically (based on an obscure
algorithm) broadcasts an individual’s content and interactions to all of his or her
friends [47]. Thus, Facebook users struggle to keep up to date on how to manage
interactions within these spaces as Facebook, not the end user, controls what is
shared with whom.
Boundary Regulation on Social Media
One conceptualization of privacy that has become popular in the recent literature
is viewing privacy on social media as a form of interpersonal boundary regulation.
These scholars have characterized privacy as finding the optimal or appropriate
level of privacy, rather than the act of withholding self-disclosures. That is, it is just
as important to avoid over disclosing as it is to avoid under disclosing. Therefore,
disclosure is considered a boundary that must be regulated so that it is not too much
or too little. Petronio’s Communication Privacy Management theory (CPM)
emphasizes how disclosing information (See Chapter XX) is vital for building
relationships, creating closeness, and creating intimacy [99]. Thus, social isolation
and loneliness resulting from under disclosure can be outcomes of privacy
regulation gone wrong just as much as social crowding can be an issue. Similarly,
the framework of contextual integrity explains that context-relative informational
norms define privacy expectations and appropriate information flows and so a
disclosure in one context (such as your doctor asking you for your personal medical
details) may be perfectly appropriate in that context but not in another (such as your
employer asking you for your personal medical details) [86]. Here it is not just about
an information disclosure boundary, but about a relationship boundary where the
appropriate disclosure depends on the relationship between the discloser and the
recipient.
Drawing on Altman’s theory of boundary regulation, Wisniewski et al. created a
useful taxonomy detailing the various types of privacy boundaries that are relevant
for managing one’s privacy on social media [132]. They identified five distinct
privacy boundaries relevant to social media:
1.
2.
3.
4.

Relationship. This involves regulating who is in one’s social network as
well as appropriate interactions for each relationship type.
Network. This consists of regulating access to one’s social connections as
well as interactions between those connections.
Territorial. This has to do with regulating what content comes in for
personal consumption and what is available in interactional spaces.
Disclosure. The literature commonly focuses on this aspect which consists
of regulating what personal and co-owned information is disclosed to one’s
social network.
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5.

Interactional. This applies to regulating potential interaction with those
within and outside of one’s social network.

Of these boundary types, Wisniewski et al. emphasize the most important is
maintaining relationship boundaries between people. Similarly, Child and Petronio
note that “one of the most obvious issues emerging from the impact of social
network site use is the challenge of drawing boundary lines that denote where
relationships begin and end,” [144]. Making sure that social media facilitates
behavior appropriate to each of the user’s relationships is a major challenge.
Each of these interpersonal boundaries can be further classified into regulation
of more fine-grained dimensions. In table x we summarize the different ways that
each of these five interpersonal boundaries can be regulated on social media:
Boundary
Disclosure

Dimensions
Selfdisclosure
Confidantdisclosure
Connection

Relationship

Context

Discovery
Network

Territorial

Interactional

Intersection
Inwardfacing
Outwardfacing
Disabling
Blocking

Description
Regulating your own
information disclosures
Regulating the
dissemination of co-owned
information
Regulating the members of
your network
Regulating various
interactions depending on
the nature of the
relationship
Controlling the access
others have to your
network connections
Managing interactions
between groups or
connections
Regulating content for
consumption
Controlling the creation of
semi-public content
Managing interactions
through the use or non-use
of platform features
Limiting access to specific
persons

Example
Limiting the audience of a
post
Asking family not to post
pictures of your baby until
you consent
Adding or deleting friends
Sharing specific content
with colleagues versus
college friends
Restricting your friend list
to show mutual friends
only
Hiding a polarizing
comment from your work
friend
Using filters for content
Limiting who can post on
your profile/wall
Deactivating Messenger to
avoid messages
Blocking an unwanted
friend

Next, we describe each of these interpersonal boundaries in more detail.
Self- and Confidant Disclosures. The information disclosure concerns described in
the previous Privacy Challenges section are the focus of privacy around disclosure
boundaries. Posting norms on social media platforms often encourage the disclosure
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of one’s personal information (e.g., age, sexual orientation, location, personal
images) [29,125]. Disclosing such information can leave one open to financial,
personal, and professional risks such as identity theft [50,106]. However, there are
motivations for disclosing personal information. For example, research suggests
that posting behaviors on social media platforms have a significant relationship with
a desire for positive self-presentation [2,73]. Privacy management is necessary for
balancing the benefits of disclosure and its associated risks. This involves regulating
both self-disclosure for information about one’s self and confidant-disclosure
boundaries for information that is “co-owned” with others [99] (e.g., a photograph
that includes other people, or information about oneself that is shared with another
in confidence).
There are a variety of disclosure boundary regulation mechanisms on social
media interfaces. Many platforms offer users the freedom to selectively share
various types of information, create personal biographies, share links to their
websites, or post their birthday. Self-disclosure can also be maintained through
privacy settings such as granular control over who has access to specific posts. The
level of information one wishes to disclose could be managed by various privacy
settings. Many social media platforms encourage multi-party participation with
features such as tagging, sub-tweeting, or replying to others’ posts. This level of
engagement promotes the celebration of shared moments or co-owned
information/content. At the same time, it increases possibilities for breaching
confidentiality and can create unwanted situations such as posting congratulations
to a pregnancy that has not yet been announced to most family members or friends.
Some ways that people manage violations of disclosure boundaries are to reactively
confront the violator in private, or to stop using the platform after the unexpected
disclosure [119].
Relationship Connection and Context. Relationship boundaries have to do with
who the user accepts into his or her “friend group” and consequently shapes the
nature of online interactions within a person’s social network. Social media
platforms have embedded the idea of “friend-based privacy” where information and
interactional access is primarily dependent on one’s connections. The structure of
one’s network can affect the level of engagement and the types of disclosures made
on a platform. Individuals with more open relationship boundaries may have higher
instances of weak ties compared to others who may employ stricter rules for
including people into their inner circles. For example, studies have found people
who engage in “hyper-adding”, namely adding a significant number of persons to
their network which could result in a higher distribution of “weak ties” [19,51].
After users accept friends and make connections, they must manage overlapping
contexts such as work, family, or acquaintances. This leads to the types of privacy
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issues discussed under Context Collapse in the previous Privacy Challenges section.
Research shows that boundary violations are hardly remedied by blocking or
unfriending unless in extreme cases [131]. Furthermore, users rarely organize their
friends into groups (and some social media platforms do not offer that functionality)
[119]. People are either unaware of the feature, think it takes too much time, or are
concerned that the wrong person would still see their information. As a result, users
often feel they have to sacrifice being authentic online to control their privacy.
Network Discovery and Interaction. An individual’s social media network is often
public knowledge and there are advantages and disadvantages of having friends
being aware of one’s social connections (a.k.a., friends list or followers). Network
boundary mechanisms enable people to identify groups of people and manage
interactions between the various groups. We highlight two types of network
boundaries, namely, network discovery and network intersection boundaries. First,
network discovery boundaries are primarily centered around the act of regulating
the type of access others have to one’s network connections. Implementing an open
approach to network discovery boundaries may create problems that may arise
including competition as competitors within the same industry could steal clients
by carefully selecting from a publicly-facing friend list. Another issue arises when
a person’s friend does not have a good reputation and that connection is negatively
received by others within that social group. Sometimes the result is positive, for
example, when friends or family find they have mutual connections thus building
social capital. Some social media platforms offer the ability to hide friend groups
from everyone.
Network-intersection boundaries involve the regulation of the interactions
among different friend groups within one’s social network. Social media users have
expressed the benefits of engaging in discourse online with people who they may
not personally know offline [17]. In contrast, clashes within one’s friend list due to
opposing political views or personal stances could create tensions that would make
moderating a post difficult. These boundaries could be harder to control and
sometimes lead to conflict if one is forced to choose which friends can participate
in discussions.
Inward- and Outward-Facing Territories. Territorial boundaries include “places
and objects in the environment” to indicate “ownership, possession, and occasional
active defense” [4]. Within social media, there are features that are either inwardfacing territories or outward-facing territories. Inward-facing territory are
commonly characterized as spaces where users could find updates on their friends
and see the content their connections were posting (such as the “news feed” on
Facebook or “updates” on LinkedIn). To control their inward-facing territories,
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individuals could hide posts from specific people, adjust their privacy settings, and
use filters to find specific information.
These territories are constantly being updated with photos, videos, news articles
that are personalized and not public facing which contributes to an overall low
priority for territorial management [119]. Most choose to ignore content that is
irrelevant to them rather than employing privacy features. In addition, once privacy
features are used to hide content from particular friends, users rarely revisit that
decision to reconsider including content within that territory from that person.
It is important to note that the key characteristic of outward-facing territory
management is the regulation of potentially unsatisfactory interactions rather than
a fear of information exposure. One example of an outward-facing territory is
Facebook’s wall/timeline, where a person’s friend may contribute to your social
media presence. Outward-facing territories fall between a public and private place,
which creates more risk of unintended boundary violations. Altman argues that
“because of their semipublic quality [outward-facing territories] often have unclear
rules regarding their use and are susceptible to encroachment by a variety of users,
sometimes inappropriately and sometimes predisposing to social conflict” [4].
Similar to confidant-disclosure described above, connections may post (unwanted)
content on a user’s wall that could lead to turbulence if that content is later deleted.
Interactional Disabling and Blocking. Interactional boundaries limit the need for
other boundary regulations discussed because a person reduces access to oneself by
disabling features [119]. For example, a user may deactivate Facebook messenger
to avoid receiving messages but reactivate the app when they deem that interaction
to be welcomed. In a similar regard, disabling semi-public features of the interface
(such as the wall on Facebook) could assist users in having a greater sense of
control. This manifestation of interaction withdrawal is typically not directed at
reducing interaction with a specific person, rather, it may be motivated by a high
desire to control one’s online spaces. As such, disabling features are associated with
perceptions of mistrust within one’s network and a desire to limit interruptions
[131]. On the more extreme end, blocking could also be employed to regulate
interactional boundaries. Unlike other withdrawal mechanisms such as disabling
your wall, picture tagging, or chat, blocking is inherently targeted. The act
represents the rejection and revocation of access to oneself from a particular party.
Some social media platforms allow users to block other people or pages, meaning
that the blocked person may not contact or interact with the user in any form.
Generally, blocking a person results from a negative experience such as stalking or
being bombarded with unwanted content [88].
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Coping with Social Media Privacy Violations
Overtime, many social media platforms have implemented new privacy features
that attempt to address evolving privacy risks and users’ need for more granular
control online. While this effort is commendable, Ellison et al. argue that “privacy
behaviors on social networking sites are not limited to privacy settings” [47]. Thus,
social media users still venture outside the realm of privacy settings to achieve
appropriate levels of social interactions. Coping mechanisms can be viewed as
behaviors utilized to maintain or regain interpersonal boundaries [132]. Although
these coping approaches may often be sub-optimal, Wisniewski et al.’s framework
of coping strategies for maintaining one’s privacy provide insight into the struggles
many social media users face in maintaining these boundaries.
Filtering. This approach is often defined as the “reduction of intensity of inputs”
[4]. Filtering includes selecting whom one will accept into their online social circle
and is often used in the management of relational boundaries. Filtering techniques
may include relying on social cues (e.g., viewing the profile picture or examining
mutual friends) before confirming the addition of a new connection. Other methods
leverage non-privacy related features that are repurposed to manage interactions
based on relation context. For example, creating multiple accounts on the same
platform to separate professional connections from personal friends.
Ignoring. The vast amount of information on social media could easily become
overwhelming and difficult to consume. Therefore, social media users may opt to
ignore posts or skim through information to decide which ones should receive
priority for engagement. Ignoring is most common for inward-facing territories
such as your “Feed” page. The over reliance on this approach might increase the
chances of missing critical moments that connections shared.
Blocking. Blocking is a more extreme approach to interactional boundary
management compared to filtering and ignoring, which contributes to lower levels
of reported usage [67]. As an alternative, users have developed other technologysupported mechanisms that would allow them to avoid unwanted interactions. As
an example, Wisniewski et al. describes using pseudonyms on Facebook to make it
more difficult to find a user on the platform [132]. Another method for blocking
unwanted interactions is to use the account of a close friend or loved one to enjoy
the benefits of the content on the platform without the hassle of expected
interactions. Page et al. highlight this type of secondary use for those who avoid
social media because of social anxieties, harassment, and other social barriers [95].
Withdrawal. When some users feel they are losing control, they withdraw from
social media by doing one of the following: deleting their account, censoring their
posts, or avoiding confrontation. As a result, a common technique is limiting or
adjusting the information shared (even avoiding posts that may be received
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negatively) [110]. Das and Kramer found that “people with more boundaries to
regulate censor more; people who exercise more control over their audience censor
more content; and, users with more politically and age diverse friends censor less,
in general” [31]. Withdrawal suggests that some users think the risks outweigh the
benefits of social media.
Aggression. Unlike offensive coping mechanisms such as filtering, blocking, or
withdrawal, social media users resort to more defensive mechanisms when the
intention is to create interactions that may be confrontational. Aggressive behavior
is displayed when the goal is to seek revenge or garner attention from specific
people or groups. Some users may choose to exploit subliminal references in their
posts to indirectly address or offend specific persons (e.g., an ex-partner, coworker,
family member).
Compliance. Compliance is giving in to pressures (external or internal) and
adjusting one’s interpersonal boundary preferences for others. Altman describes this
as “repeated failures to achieve a balance between achieved and desired levels of
privacy” [4]. Relinquishing one’s interactional privacy needs to accommodate
pressures of disclosure, non-disclosure, or friending preferences could result in a
perceived loss of control over social interactions.
Compromise. A healthy strategy for managing social media boundary violations is
communicating with the other person involved and finding a resolution. Prior work
indicates that most users that compromise do so offline [132]. These compromises
are mostly with closer friends who the user can contact through email, phone call,
or messaging. These more private scenarios avoid other people becoming involved
online. Also, many compromises are about tagging someone in photos or sharing
personal information about another user (i.e., confidant-disclosure).
In addition to this coping framework for social media privacy, Stutzman examined
the creation of multiple profiles on social media websites, primarily Facebook, as
an information regulation mechanism. Through grounded theory, he identified three
types of information boundary regulation within this context (pseudonymity,
practical obscurity, and transparent separations) and four over-arching motives for
these mechanisms (privacy, identity, utility, and propriety) [114]. Lampinen et al.
created a framework of strategies for managing private versus public disclosures. It
defined three dimensions by which strategies differed: behavioral vs. mental,
individual vs. collaborative, and preventative vs. corrective [75,114]. The various
coping frameworks conceptualize privacy as a process of interpersonal boundary
regulation. However, they do not solve the problem of managing privacy on these
platforms. They do attempt to model the complexity of privacy management in a
way that better reflects the complex nature of interpersonal relationships, rather than
as a matter of withholding versus disclosing private information.
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Addressing Privacy Challenges
Section Highlights:
● Rather than just measuring privacy concerns, researchers and designers
should focus on understanding attitudes towards boundary regulation.
Validated tools for measuring Boundary Preservation Concern and
Boundary Enhancement Expectations are provided in this chapter.
● Privacy features need to be designed to account for individual
differences in how they are perceived and used. While some feel features
like untag, unfriend, and delete are useful, others are worried about how
using such features will impact their relationships.
● Unaddressed privacy concerns can serve as a barrier to using social media.
It is crucial to design for not only functional privacy concerns (e.g., being
overloaded by information, guarding from inappropriate data access), but
social privacy concerns as well (e.g., unwelcome interactions, pressures
surrounding appropriate self-presentation).
This section describes how to better identify privacy concerns by measuring
them from a boundary regulation perspective. We also emphasize the importance of
individual differences when designing privacy features. Finally, we elaborate on a
crucial set of social privacy issues that we feel are a priority to address. While many
social media users may feel these types of social pressures to some degree, these
problems have pushed some of society’s most vulnerable to complete abandonment
of social media despite their desire for social connection. We call on social media
designers and researchers to focus on these problems which are a side effect of the
technologies we have created.
Understanding People and Their Privacy Concerns
Understanding social media privacy as a boundary regulation allows us to better
conceptualize people’s attitudes and behaviors. It helps us anticipate their concerns
and balance between too little or too much privacy. However, many existing tools
for measuring privacy come from the information privacy perspective [23,82,127]
and focus on data collection by organizations, errors, secondary use, or technical
control of data. In detailing the various types of privacy boundaries that are relevant
for managing one’s privacy on social media, Wisniewski et al. [119] emphasized
that the most important is maintaining relationship boundaries between people.
Page et al. [90,94] similarly found that concerns about damaging relationship
boundaries are actually at the root of low-level privacy concerns such as worrying
about who sees what, being too accessible, or being bothered or bothering others by
sharing too much information. For instance, a typically cited privacy concern such
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as being worried about a stranger knowing one’s current location, turns out to be a
privacy concern only if an individual expects that a stranger might violate typical
relationship expectations. Their research revealed that many people were
unconcerned about strangers knowing their location and explained that no one
would care enough to use that information to come find them. They did not expect
anyone to violate relationship boundaries and so were privacy unconcerned. On the
other hand, those who felt there was a likelihood of someone using their location
for nefarious purposes were privacy concerned. Social media enabling a negative
change in relationship boundaries and the types of interactions that are now possible
(such as strangers now being able to locate me) drives privacy concerns.
In fact, while scholars have used many lower-level privacy concerns such as
being worried about sharing information to predict social media usage and adoption
they have met with mixed success leading to the commonly observed privacy
paradox. However, research shows that preserving one’s relationship boundaries is
at the root of these low-level online privacy concerns (e.g., informational,
psychological, interactional, and physical privacy concerns) and is a significant
predictor of social media usage [90,94]. In other words, concerns about social media
damaging one’s relationships (a.k.a., relationship boundary regulation) is what
drives privacy concerns.
Measuring Privacy Concerns
Boundary regulation plays a key role in maintaining the right level of privacy on
social media, but how do we evaluate whether a platform is adequately supporting
it? A popular scale for testing users’ awareness of secondary access is the Internet
Users’ Information Privacy Concerns (IUIPC) scale, which measures their
perceptions of collection, control, and awareness of user data [82]. An important
finding is that users “want to know and have control over their information stored
in marketers’ databases.” This indicates that social media should be designed such
that people know where their data goes. However, throughout this chapter it is
evident that research on social media privacy has found concerns about social
privacy more salient. In fact, the focus on relationship boundaries is a key privacy
boundary to consider and measure in evaluating privacy concerns. Thus, having a
scale to measure relationship boundary regulation would allow researchers and
designers to better evaluate social media privacy.
Here we present validated relationship boundary regulation survey items
developed by Page et al. which predict adoption and usage for various social media
including Facebook, Twitter, LinkedIn, Instagram, and location-sharing social
media [90,93]. These survey items can be used to evaluate privacy concerns for use
of existing social media platforms, as well as capturing attitudes about new features
or platforms. The survey items capture attitudes about one’s ability to regulate
relationship boundaries when using a social media platform and are administered
with a 7-pt Likert scale (-3=Disagree Completely, -2=Disagree Mostly, -1 Disagree
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Slightly, 0=Neither agree nor disagree, 1=Agree Slightly, 2=Agree Mostly,
3=Agree Completely). These items measure both concerns and positive
expectations:
Attitude
Relationship
Boundary
Preservation
Concerns
(BPC)

Relationship
Boundary
Enhancement
Expectation
(BEE)

Survey Items
I’m worried others will use <platform> in a way that is out of
line with our relationship.
<Platform> exposes information that will negatively affect
my relationship with others.
I’m concerned that using <platform> will trigger changes in
behavior that hurt my relationships.
It is likely that using <platform> will negatively impact my
relationships with others.
Using <platform> will improve my relationships with others.
<Platform> supports new behaviors that will improve my
relationships.
Using <platform> enhances my relationships with others by
keeping us better informed.
I feel others will use <platform> in a way that pushes our
relationship in a positive direction.

When evaluating a new or existing social media platform, the Relationship
Boundary Preservation Concern (BPC) items can be used to gauge user’s concerns
about harming their relationships. A higher score would indicate that more support
for privacy management is needed on a given platform. The Relationship Boundary
Enhancement Expectation items (BEE) can also be used to evaluate whether users
expect that using the platform will improve the user’s relationships. A high score is
important to driving adoption and usage – having low concerns alone is not enough
to drive usage. Along similar lines, even if users have high concerns, they may be
counteracted by a perceived high level of benefits and so users remain frequent users
of a platform. For instance, Facebook, one of the most widely used platforms, was
shown to both invoke high levels of concern as well as high levels of enhancement
expectation [90]. However, note that high frequency of use does not necessarily
mean high levels of engagement (e.g., posting, commenting) or that users don’t
employ suboptimal workarounds (e.g., being vague in their posts) [91]. On the other
hand, Twitter has a higher level of concerns compared to perceived enhancement
and, accordingly, lower levels of usage [90].
In the validation studies, the set of survey items representing BPC were treated
as a scale and factor analysis used to compute a single score. Similarly, the ones
representing BEE were used to generate a single factor score to represent that
construct. These could be used to evaluate new features or platforms in the lab or
after deployment. For instance, after performing tasks on a new feature or platform,
the user can answer these questions and the designer can compare the responses
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between different designs in A/B testing, or to predict usage frequency and adoption
intentions (e.g., see [90,96] for detailed examples). Moreover, by correlating BPC
or BEE with demographics or other customer segmentations (e.g., age, whether they
are new customers, purpose for using the platform) product designers may be able
to identify attitudes that are connected with certain segments of their customer base
and address it directly.
Designing Privacy Features
When designing for privacy features, a crucial aspect to consider is individual
differences. Privacy is not one-size-fits all: there are many variations in how people
feel, what they expect, and how they behave. Because social media connects
individuals with diverse needs and expectations, and from a myriad of contexts, a
necessity in addressing social media privacy is understanding individual differences
in privacy attitudes and behaviors. Many individual differences have been identified
that shape privacy needs and preferences [18] and behaviors [3,6,37].
Scholars have established that privacy as a construct is not limited to
informational privacy (i.e., understanding the flow of data) but also includes social
privacy concerns that may be more interactional (e.g., accessibility), or
psychological in nature (e.g., self-presentation) [50,112]. Thus, a host of attitudes
and experiences could shape an individual’s view on what it means to have privacy
online. For example, people’s preferences for privacy tools could be heavily
influenced by the type of data being shared or the recipient of that data [30,69,129].
Likewise, prior experiences (negative or positive) could shape how people interact
online which could affect disclosure [64]. Context and relevance have also been
found to significantly influence privacy behavior online. Drawing from the
Contextual Integrity framework, many researchers argue that when people perceive
data collection to be reasonable or appropriate, they are more likely to share
information [85]. On the other hand, research has shown that when faced with
uncomfortable scenarios people employ privacy protective behaviors such as nondisclosure or falsifying information [105]. Research has also pointed to personal
characteristics that could shape digital privacy behavior such as personality, culture,
gender, age, and social norms [12,27,62,62,77,80,86,108].
While identifying concerns about damaging one’s relationships is important to
measure, understanding the individual differences that can lead someone to be
concerned can provide insight into addressing these concerns. For instance, through
a series of investigations, Page et al. uncovered a communication style that predicts
concerns about preserving relationship boundaries on many different social media
platforms [90,93,96]. This communication style is characterized by wanting to put
information out there so that the individual does not need to proactively inform
others. Those who prefer an FYI (For Your Information) communication style are
less concerned about relationship boundary preservation and, as a result, exhibit
higher levels of engagement, interactions, and use of social media than low FYI
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communicators. For example, the survey items that capture an FYI communication
style preference for location-sharing social media are: “I want the people I know to
be aware of my location, without having to bother to tell them”, “I would prefer to
make my location available to the people I know, so that they can see it whenever
they need it”, and “The people I know should be able to get my location whenever
they feel they need it.” Each item is administered with a 7-pt likert scale (Disagree
strongly, Disagree moderately, Disagree slightly, Neutral, Agree slightly, Agree
moderately, Agree strongly). For other social media platforms, the information type
is adjusted (i.e., “what I’m up to” instead of “my location”).
Consequently, this raises concern over implications for non-FYI communicators
since the design of major social media platforms are catered to FYI communicators
[90,93]. Drawing on this insight, Page demonstrated how considering the user’s
communication style when designing location-sharing social media interfaces can
alleviate boundary preservation concerns [96]. Certain design choices such as
choosing a request-based location sharing interaction can lower concerns for nonFYI communicators, while continuous location-sharing and check-in type
interactions that are typical in social media may be fine for FYI communicators.
This demonstrates that researchers should consider in the design of social media
individual differences that affect privacy attitudes. Another individual difference in
attitudes towards privacy features is a user’s apprehension that using common
features such as untag, delete, or unfriend/unfollow can act as a hindrance in their
relationships with others. Page et al. identified that while many use privacy features
and perceive them as a tool useful for protecting their privacy, there are also many
who are concerned about how using privacy features could hurt their relationships
with others (e.g., being worried about offending others by untagging or unfriending)
[91]. Instead, those individuals would use alternative privacy management tactics
such as vaguebooking (not sharing specific details and using vague posts).
Designers need to be aware that privacy features also need to be catered to
individual variations in attitudes as well or else they may be ineffective and unused
by certain segments of the user population.
Privacy Concerns and Social Disenfranchisement
A significant amount of research within the domain of social media non-use has
been focused on functional barriers that hinder adoption. In many cases, non-use is
traced to a lack of access (e.g., limited access to technology, financial resources, or
the internet). However, the push against adoption and subsequent usage can be
voluntary [133] due to functional privacy concerns such as concerns about data
breaches, information overload, or annoying posts [95]. Several social media
companies have also implemented features such as time limits to help users counter
overuse [141].
Likewise, it is equally important to consider social barriers that prevent social
media engagement for people who really could use the social connection. Sharing

26

about distressing experiences can be beneficial and reduce stigma, improve
connection and interpersonal relationships with one’s network, and enhance wellbeing [5,6,7,54]. However, Page et al. identified a class of barriers that highlight
social privacy concerns rooted in social anxiety or concerns about being overly
influenced by others on social media. This is in contrast to the prior school of
thought that focused primarily on functional motivations as barriers that influence
non-use (see Figure x) [95]. They point out that many who are already vulnerable
avoid social media due to social barriers such as online harassment or paralysis over
making decisions pertaining to online social interactions. Yet, they are also the ones
who could benefit greatly from social connection and who end up losing touch with
friends and social support by being off social media. They term this lose-lose
situation of negative social consequences that arise when using social media as well
as consequences from not using it, social disenfranchisement. They call on
designers to address such social barriers and to realize that in designing the user
experience to connect users so well, they are implicitly designing the non-user
experience of being left out. Given that social media usage may not always be a
viable option, designers should design to alleviate the negative consequences of
non-use.

Figure 1 Extension of Wyatt’s frame that divided non-users along the
dimensions of whether someone has used the technology in the past, and the
motivation for adoption (Extrinsic, e.g., organizationally imposed, versus Intrinsic,
e.g., desire to communicate through technology). Page et al. differentiate between
functional motivations/barriers of use (which has been the focus of much research)
versus social motivations/barriers to use. Other frameworks consider additional
temporal states of adoption (whether they are currently using and whether they will
in the future). See [95] for more detailed descriptions.
Guidelines for Designing Privacy-Sensitive Social Media
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Now that you have learned about various privacy problems related to social
media use, how do you apply that to designing or studying social media? Here are
some practical guidelines.
Identifying Privacy Attitudes. Measuring privacy attitudes is a tricky task. Using
existing informational privacy scales, users often say they are concerned, but this
does not end up matching their actual behavior. By approaching it from a boundary
regulation perspective, it will be easier to identify the proper balance between
sharing too much and sharing too little. The survey items described in this chapter
offer a way to measure concerns about boundary regulation as well as positive
expectations. Considering both are key to more accurately predicting user
behaviors.
Understanding Your Target Population. Some key characteristics are described
in this chapter. Identifying these in your target population can help you be aware of
individual differences that might affect privacy preferences on social media. When
you are measuring privacy concerns, matching the preferences of your audience
makes it more likely that they will have a good user experience. Pay particular
attention to traits that have been identified as being related to usage and adoption of
social media platforms, such as the FYI communication style which can be
measured using the survey items provided in this chapter.
Evaluating Privacy Features. Focus on understanding whether users perceive
your privacy features as useful or perhaps as posing a relational hindrance. The
survey items provided in this chapter can help you do so. When anticipating privacy
needs of your social media users, make sure you identify features that may impact
boundary regulation both positively and negatively. You can compare attitudes
between the existing feature and the newer version of the feature that will/has been
deployed. You can also correlate attitudes towards privacy features with individual
characteristics – some subpopulation of users may see privacy features as useful
while others may consider them a relational hindrance.

Chapter Summary
Social media has been widely adopted and quickly become an integral part of
social, personal, economic, political, professional, and instrumental welfare.
Understanding how mediated social interactions change the assumptions around
audience management, disclosure, and self-presentation are key to working towards
reconciling offline privacy assumptions with new realities. Moreover, given the
rapidly changing landscape of widely available social media platforms, researchers
and designers need to continually re-evaluate the privacy implications of new
services, features, and interaction modalities.
With the rise of networked individualism, an especially strong emphasis must be
placed on understanding individual characteristics and traits that can shape a user’s
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privacy expectations and needs. Given the inherently social nature of social
media, understanding social norms and the influence of larger cultural and structural
factors is also important for interpreting expectations of privacy and the
significance around various social media behaviors.
Privacy does not have a one-size-fits all solution. It is a normative construct that
is context dependent and can change over time, from culture to culture, and person
to person. It needs to be weighed across different individuals and against other
important goals and values of the larger group or society. Because people and their
social interactions can be complex, designing for social media privacy is usually not
a straightforward task. However, the consequences of not addressing privacy issues
can range from irritating to devastating. Using this chapter as a guide and taking the
steps to think through privacy needs and expectations of your social media
users, is an integral part of designing for social media.
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