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Abstract the fact that many of the known commitment schemes

are actually susceptible to this kind of attack.

We present a non-malleable commitment scheme that
retains its security properties even when concurrently 1.1  Non-Malleable Commitments
executed a polynomial number of times. That is, a man-
in-the-middle adversary who is simultaneously partici- In order to address the above concerns, Dolev,
pating in multiple concurrentommitment phasesf our Dwork and Naor (DDN) introduced the conceptrafn-
scheme, both as a sender and as a receiver, cannot makenalleable commitmen{42]. Loosely speaking, a com-
the values he commits to depend on the values he remitment scheme is said to be non-malleable if no adver-
ceives commitments to. Our result is achieved without sary can succeed in the attack described above. That is,
assuming an a-priori bound on the number of executions it is infeasible for the adversary to maul a commitment

and without relying on any set-up assumptions. to a valuev into a commitment to a “related” value

Our construction relies on the existencestandard The first non-malleable commitment protocol was
collision resistant hash functions and only requires a constructed by Dolev, Dwork and Naor [12]. The secu-
constant number of communication rounds. rity of their protocol relies on the existence of one-way

functions, and require®(log n) rounds of interaction,
wheren € N is a security parameter. A more recent
result by Barak presents a constant-round protocol for
The notion of commitment s central in cryptographic no.n—malleable commitment, whqse security relies on.the
protocol design. Often described as the “digital” ana- existence of trapdoor permutations and hash functions

logue of sealed envelopes, commitment schemes enablidhat are collision-resistant against sub-exponential sized

a party, known as theender to commit itself to a value circuits [2]. Even more recently, Pass and Rosen present
while keeping it secret from theeceiver This prop-

a constant-round protocol for the same task, assum-
erty is calledhiding. Furthermore, the commitment is

1 Introduction

ing only collision resistant hash function secure against

binding and thus in a later stage when the commitment POlynomial sized circuits [32].
is opened, it is guaranteed that the “opening” can yield
only a single value determined in the committing stage.
For some applications, the above security guarantees
are not sufficient and additional properties are required.
For instance, the definition of commitments does not
rule out the possibility that an adversary, upon seeing
a commitment to a specific value is able to commit
to a related value (say, — 1), even though it does not
know the actual value of. This kind of attack might
have devastating consequences if the underlying appli-
cation relies on théndependencef committed values
(e.g., consider a case in which the commitment scheme
is used for securely implementing a contract bidding
mechanism). The state of affairs is even worsened by

1.2 Concurrent Non-Malleable Commitments

The basic definition of non-malleable commitments
only considers a scenario in which two executions take
place at the same time. A natural extension of this
scenario (already suggested in [12]) is one in which
more than two invocations of the commitment protocol
take place concurrently. In the concurrent scenario, the
adversary is receiving commitments to multiple values
v1, ..., Um, While attempting to commit to related val-
uesdy, ..., U,. As argued in [12], non-malleability with
respect to two executions can be shown to guarantee
dividualindependence of any; from anywv;. However,

it does not rule out the possibility of an adversary to cre-
*This paper appeared in td€'th FOCS 2005. ate joint dependencies between more than a single in-
tWork done while at CSAIL, MIT, Cambridge, MA. dividual pair (see [12], Section 3.4.1 for an example in




the context of non-malleable encryption). Resolving this ously satisfies non-malleability and (unbounded) con-
issue has been stated as a major open problem in [12]. currency without having to rely on set-up assumptions.

Partially addressing this issue, some works have o 0

: ) Additional contributions.

demonstrated the existence of commitment schemes thaﬁrst commitment scheme t
remain non-malleable undé&ounded concurrentom-
position [30, 3]. That is, for any (predetermined) poly-
nomial p(-), there exists a non-malleable commitment
that remains secure as long as it is not executed mor
thanp(n) times, wherex € N is a security parameter.

One evident disadvantage of the above solutions is
that they require that the number of executions is fixed
beforethe protocol is specified, or otherwise no security
guarantee is provided. Less evidently, the length of the
messages in these protocols has to grow linearly with
the number of executions. Thus, from both a theoretical
and a practical point of view, these protocols are still
not satisfactory. What we would like to have isiagle
protocol that preserves its non-malleability even when
it is executed concurrently fany (not predetermined)
polynomial number of times.

Our proof also yields the
hat grictly non-malleable
with respect to commitmenst. Strict non-malleability
means that the simulation used to prove non-malleability
runs in strict (as opposed to expected) polynomial time.

his was the security notion originally defined (but not
achieved in) the DDN paper [12].

Our definitions of non-malleable commitments are
somewhat different (stronger) than the ones appearing
in the DDN paper [12]. Specifically, we formalize the
notion of two values being unrelated through the con-
cept of computational indistinguishability (rather than
using polynomial time computable relations). The main
reason for strengthening the definition is that it yields
a notion that is more intuitive and easier to work with
(especially in the concurrent setting). We wish to stress
that any protocol satisfying our definition also satisfies
the original one.

Technigues and ideas. Our construction follows the
paradigm introduced by Pass and Rosen (PR), of us-

We present a new protocol fotoncurrent non- ing a protocol for non-malleable zero-knowledge in or-
malleable commitments. Our protocol remains non- der to obtain (single execution) non-malleable commit-
malleable even when concurrently executed an (un- Ments [32]. While our construction relies on the same
bounded) polynomial number of times. We do not rely high-level structure, the analysis of the protocol is sig-
on any kind of set-up assumption (such as the existenchificantly different. The central observation that enables
of a common reference string). the analysis is that concurrent simulation of the underly-

The resulting commitment istatistically binding N9 (non-malleable) zero-knowledge protocol is not ac-
and satisfies non-malleabilitwith respect to commit- tually necessary for proving concurrent non—ma!leab|llty
ment The former condition implies that, except with ©f our commitments. Indeed, for our analysis to go
negligible probability, a transcript of a commitment cor- through, it will be sufficient to simulate only single
responds to a unique value, whereas the latter implies€xecution of the underlying zero-knowledge protocol.
that, upon concurrently participating in polynomially Thls_ will pe performed while concurrently extracting
many commitments, both as a receiver and as a senderMultiple witnesses for the statements proved b_y the ad-
the adversary is not able tsmmitto a sequence of re-  Versary. We call the above properye-many simula-
lated values. Here we assume that the adversary does tion extractability We prove that this property is in-
not get to see the de-commitment to any of the values deed satisfied by the non-malleable zero-knowledge pro-

he is receiving a commitment to until he is done with tocols of [30, 32]. To show this, we rely ommn-black
committing to all of his values. box simulation argument, which is delicately combined

with a black-boxextraction technique. (Here we use the
Theorem 1 (Concurrent non-malleable commit-  factthat concurrent extraction is significantly easier than
ment) Suppose that there exists a family of collision concurrent simulation (cf. [25]).)
resistant hash functions. Then, there exists a constant-
round statistically-binding commitment scheme that is 1 4 Related Work
concurrently non malleable with respect to commitment.

1.3 Our Results

A large body of previous work deals with the con-

To the best of our knowledge, this result yields the struction of non-malleable protocols assuming vari-

first instance of a non-trivial protocol that simultane- 0us kinds of trusted set-up. Known constructions in-
clude non-malleable commitment schemes assuming the

1In a different variant, called non-malleable commitmesith re-

spect to openindl5], the adversary is considered to have succeeded
only if it manages tade-committo a related value. This paper only
considers the notion of non-malleability with respect to commitments.

2This should not be confused with a previous result showing the ex-
istence of commitment schemes that are strictly non-malleability with
respect tmpening[32].



existence of a common reference string [15, 8], as versary does not get to see the de-commitment to any of
well as non-malleable commitment schemes and non-the values he is receiving a commitment to until he is
interactive non-malleableZ/C protocols assuming the done with committing to all of his values.
existence of a common random string [11, 10, 9]. Besides controlling the messages that it sends in
Several of the above works explicitly address the is- the left and right interactionsd has control over their
sue of multiple executions of non-malleable schemes [9, scheduling. In particular, it may delay the transmission
8, 6] (also calledeusabilityin the terminology of [8]). of a message in one interaction until it receives a mes-
Perhaps most notable amongst the works addressingsage (or even multiple messages) in the other interaction.
concurrency, is the one on Universally composable com- It can also arbitrarily interleave messages that belong to
mitments [6]. Universal composability implies con- different executions within an interaction.
current non-malleability. However, it is impossible to The adversaryA is trying to take advantage of his
construct universally composable commitments without participation in the commitments taking place in the left
making set-up assumptions [6]. interaction in order to violate the security of the com-
Other related works involve the task of session-key mitments executed in the right interaction. The honest
generation in a setting where the honest parties sharesender and receiver are not necessarily aware to the ex-
a password that is taken from a relatively small dictio- istence of the adversary, and might be under the impres-
nary [18, 29, 3]. These protocols are designed having asion that they are interacting one with the other. We let
man-in-the-middle adversary in mind, and only require v, ..., v,, denote the values committed to in the left in-
the usage of a “mild” set-up assumption (namely the ex- teraction and, . .., 9,, denote the values committed to
istence of a “short” password). Some of these works in the right interaction. The above scenario is depicted
explicitly address the issue of multiple protocol execu- in Figure 1 (with no explicit demonstration of possible
tion (cf. [18]), but their treatment is limited to the case interleavings of messages between different executions).
of sequential composition. A treatment of the full con-

current case appears in [23] (see also [7, 3]), but it relies C A R
on the existence of a common reference string. Com(w1) Com(ay)
N N S
2 Definitions Com{vy) — s Com(y)
N . L N
We assume familiarity with the standard defini- Com(vm) Com(3m)
tions of zero-knowledge and commitment schemes

(see [16]). Our definitions of non-malleability are some-
what stronger that the ones proposed by DDN [12].
Specifically, we formalize the notion of two values being
unre'ated through the Concept Of Computationa| indis- The traditional deﬁnition Of non'ma”eable Commit'
tinguishability (rather than using polynomial time com- ments [12] considers the case when= 1. Loosely

Figure 1. A concurrent man-in-the-middle adversary.

putable relations). speaking, it requires that the left interaction does not
“help” the adversan/ in committing to a value; that
2.1 The General Setting is somehow correlated with the value. In this work

we focus on non-malleability with respect to commit-
ment [12], where the adversary is said to succeed if it
manages teommitto a related value (even without be-
ing able to later de-commit to this value). Note that
this notion makes sense only in the case of statistically-
binding commitments.

Let (C, R) be a commitment scheme and consider
a man-in-the-middle adversaryA that is simultane-
ously participating in multiple concurrent executions of
(C, R). Executions in whichA is playing the role of
the receiver are said to belong to thedt interaction,
whereas executions in whichis playing the role of the L o -
sender are said to belong to thight interaction. We as- 2.2 Non-Malleability via Indistinguishability
sume for simplicity, and without loss of generality, that
the number of commitment schemes taking place in the  Following the simulation paradigm [21, 22, 19, 20],
left and right interactions is identical. The total number the notion of nhon-malleability is formalized by compar-
of the interactions in which the adversary is involved (ei- ing between anan-in-the-middl@nd asimulatedexecu-
ther as a sender or as a receiver) is not a-priori boundedtion. In the man-in-the-middle execution the adversary
by any polynomial (though it is assumed to be polyno- is simultaneously acting as a receiver in one interaction
mial in the security parameter). We assume that the ad-and as a committer in another interaction. In the simu-



lated execution the adversary is engaged in a single in-
teraction where it is acting as a committer.

The original definition of non malleability required
that for any polynomial time computable (non-reflexive)
relationR, the values committed to by the adversary in
the simulated execution is no (significantly) less likely
to satisfyR (v, ) = 1 than the value committed to by
the adversary in the man-in-the-middle execution [12].

To facilitate the formalization forn > 1, we choose
to adopt a slightly different definitional approach and
will actually require an even stronger condition (which
we are still able to satisfy with our protocol). Specifi-
cally, we require that for any adversary in a man-in-the-

sary has fully copied a specific commitment that has
taken place on the left), the valigis set to bel.*

The simulated execution. In the simulated execution a
simulator$ directly interacts withR. As in the man-in-
the-middle execution, the values, ..., v,, are chosen
prior to the interaction and receives some a-priori in-
formation aboutvy, ..., v, as part of its an auxiliary
input z. We letsim?_(vy, ..., v, z) denote a random

variable that describes the output ®f(which consists
of a sequence of values, . .., 7,,).

Definition 2.1 A commitment schemé, R) is said to
be concurrent non-malleable with respect to com-

middle execution, there exists an adversary that commitsitment if for every polynomiap(-), and every proba-

to essentially the same value in the simulated execution.

bilistic polynomial-time man-in-the-middle adversaty

By essentially the same value, we mean that the value ¢ participates in at mosk = p(n) concurrent execu-

committed to by the simulator is computationally indis-
tinguishable from the value committed to by the adver-
sary in the man-in-the middle execution.

Since copying cannot be ruled out, we will only be

interested in the case where copying is not considered
success. We therefore impose the condition that when-

ever the adversary hdslly copied a transcript of an in-
teraction in which it acts as a receiver, the valuthat

he has committed to in the corresponding execution is
set to be a special “failure” symbol, denotéed

2.3 Concurrent Non-Malleable Commitments

Let (C, R) be a commitment scheme, andlet N
be a security parameter. We consider man-in-the-middle
adversaries that are simultaneously participating in left
and right interactions in whiclm = poly(n) commit-
ments take place. We compare betweeman-in-the-
middleand asimulatedexecution.

The man-in-the-middle execution. In the man-in-
the-middle execution, the adversatyis simultaneously
participating inm left and right interactions. In the left
interactions the man-in-the-middle adversdrinteracts
with C receiving commitments to values, . .., v,,. In
the right interactionA interacts withR attempting to
commit to a sequence of related valdgs. . . , 0,,,. Prior

to the interaction, the values, ..., v,, are given toC'
as local input. A receives an auxiliary input, which
may contain a-priori information about, . .., v,,. Let
mim2 _(v1,...,vm,2) denote a random variable that
describes the values, . . ., 9,, to which the adversary
has committed in the right interactidnlf the transcript

of thes*" right commitment is identical to the transcript
of any of the left interactions (which means that adver-

3Since we are dealing with statistically binding commitments,
o1, ..., Um are (almost always) well defined.

tions, there exists a probabilistic polynomial time simu-
lator S such that the following ensembles are computa-
tionally indistinguishable:

(vl,...,vm,z)}

A
com

. {mim
V1,..,0m €{0,1}7,2€{0,1}*
S

* {Slmcom (vl’ t2e o Umy Z)}1)1,...,va{O,l}",ze{O,l}*

It can be seen that fofn = 1 any protocol that sat-
isfies Definition 2.1 also satisfies the original (relation
based) definition of non-malleability. Loosely speaking,
this is because the existence of a polynomial time com-
putable relatiorR that violates the original definition of
non-malleability could be used to distinguish between

the values ofnim?. (v, z) andsimZ _ (v, z).

com com

3 High-level Structure of the Proof

As mentioned in the introduction, our construction
follows the paradigm introduced by Pass and Rosen
(PR) for obtaining (single execution) non-malleable
commitments [32]. The commit phase of the PR proto-
col consists of having the sender engage in a (standard)
statistically binding commitment with the receiver and
thereafter also provideraon-malleablezero-knowledge
proof of knowledge of the value committed to. The re-
veal phase consists of sending the de-commitment infor-
mation of the statistically binding commitment used in
the commit phase. Our analysis proceeds as follows.

A simple simulator.  We first show that our non-
malleable commitment scheme has the property that the

4This approach allows; = v, as long as the man-in-the-middle
does not fully copy the messages from one of the left executions. This
is in contrast to the original definition which does not handle the case
of o = v (asR is non-reflexive). This means that the new approach
takes into consideration a potentially larger class of attacks.



left interaction can be simulated by simply (honestly)
committing to0™. This is in contrast to previous sim-
ulators for non-malleable commitments, which invari-
ably relied on the invocation of zero-knowledgesim-
ulator. Our new, “simple” simulator, naturally extends
to the concurrent setting (whereas simulators that re-
lied on zero-knowledge simulations encountered diffi-
culties). This observation alone allows us to obtain a
non-malleable commitment that is secure if there are an
unboundedhumber of concurrerieft interactions, but
only one right interaction.

Simulation-extractability. =~ Next, we show that the
commitment scheme is non-malleable when there are
an unboundednumber ofright interactions, but only

Constructing a family of n protocols. We start by re-
viewing Pass’ protocols7 K,g, Which rely on the zero-
knowledge protocol of Barak [1]. (See [1, 30, 32] for a
more detailed treatment.)

Letn € N, and letT : N — N be a “nice” func-
tion that satisfied'(n) = n*(1). ZK ,, relies on a “spe-
cial” NTIME(T (n)) relation, which is a a variant of
Barak’s relation. We start by describing this relation,
which we denote byRg;,,. Let {H,}, be a family of
hash functions where a functidne H,, maps{0,1}*
to {0,1}", and let Com be a statistically binding com-
mitment scheme for strings of length where for any
a € {0,1}", the length of Corfr) is upper bounded by
2n. The relationRg;, is described in Figure 2.

one left interaction. This is obtained by proving that
the zero-knowledge protocols that we use satisfy a, so
called, simulation-extractabilityproperty in the man-
in-the-middle setting. By simulation-extractability we
mean that there exists a combined simulator-extractor
that can simulate both the left and the right interaction
for the man-in-the middle adversary, while simultane-
ously outputting a witness for the statement proved by
the adversary in the right interaction. Furthermore, we

Instance: A triplet (h, ¢, 7) € H,x{0,1}"x{0, 1}P°¥ (™)

Witness: A programlIl € {0,1}", a stringy € {0,1}*
and a strings € {0, 1}P°(™),

Relation: Rsim({h,c,7),(Il,y, s)) = 1if and only if:
Lyl <|r| = n.
2. ¢ = Com(h(1I); s).
3. II(y) = r within T'(n) steps.

show that these zero-knowledge protocols also satisfy

“one-many” simulation-extractability property, namely
that the simulation-extractability property holds even if
there are amnboundechumber of concurrentght in-
teractions (while only one left interaction). The proof
of this result relies on a novelon-black boxsimulation
argument, which is delicately combined withback-
box extraction technique. (We note that our methied
herentlymakes use of the “mix” of non-black box and
black-box techniques.)

Combining the above ideas.Finally, using a hybrid ar-
gument, the above two techniques are combined in orde
to show that the commitment scheme is non-malleable

even when there are an unbounded number of left andg/(

right interactions.

4 A Simulation-Extractable ZX Protocol

The ZK protocols used in order to enable the above
analysis (and ultimately used in order to construct the
non-malleable commitment protocol) are constructed in
two steps: (1) Construct a family of zero-knowledge
protocols Z K+, that satisfy “one-many” simulation-
extractability. It turns out that the protocols of Pass [30]
in fact satisfy this property. Our main technical contri-
bution consists of proving this fact. (2) Relying on the
technique of Pass and Rosen [32], obtain a familg"of
protocols which satisfy the same property.

r

Figure 2. R.m - A variant of Barak’s relation.

Similarly to [1], ZK.,; makes use of a witness-
indistinguishable universal argumeftV(U ARG) [14,
13, 24, 26, 4]. Lef. be any language VP, letn € N,
let z € {0,1}" be the common input for the protocol,
and lettag € [n|. Z K., is described in Figure 3.

What differentiates between two protocalsi(i,,
and ZK ;, is the fact that the length of the verifier's
messages i K, is a parameter that depends tag.

The length of these verifier messages is also dictated by
the parametef(n). In our cas€(n) = ¢'(n) +n, where

n) upper bounds the total length of all prover and
verifier messages i#f K,¢, except for the “challenges”
r1,72.° (Note that although the statement proved in
Stage 2 of the protocol actually depends on the chal-
lengesry, r2 such an upper bound exists due to the “ef-
ficiency” of theU ARG used.)

Stand-alone zero-knowledge Our use ofZ K, relies
on the fact thatZ K., is a stand-alone zero-knowledge
proof of knowledgé. The stand-aloneC property of

5In [30], £(n) was instantiated to a slightly different value in order
to guarantee composition with other protocols. In this paper we do not
need this additional feature.

6We mention thatZ Kag is known to be sound only assuming
that the family{™}~ is collision resistant againgt(n)-sized cir-
cuits. Nevertheless, using ideas from [4], it is possible to show how
by slightly modifying the relatiorR;,,, one can guarantee soundness
under “standard” collision resistance.



Common Input: An instancer € {0,1}"
Parameters: Security parametéf®, length parametet(n)
Tag String: tag € [m].
Stage 0 (Set-up):

V — P:Sendh & H,,.
Stage 1 (Slot 1):

P — V : Sende; = Com(Q").

V — P:Sendr; & {0, 1}
Stage 1 (Slot 2):

P — V : Sendcz = Com(Q").

V — P Sendry & {0, 1}(mH1-te)Ln)
Stage 2 (Body of the proof):

P & V: A WIUARG(Pya, Vua) proving the OR of
the following three statements:

1. Fw € {0,1}PV=D st Ry (z,w) = 1.
2. 3(ILy, s) s.t. Rsim((h, c1,71), (IL,y, 5))
3. 3(IL,y, s) S.t. Rsim ((h, c2,72), (IL,y, 5))

=1.
=1.

Figure 3. The Pass protocol Z K 1.

Z K, follows using essentially the same simulation
techniques as Barak’s one [1]. The main difference to
be taken into consideration is the existence of multiple
slots in Stage 1.

We provide a brief sketch of how this simulation,
which we refer to as thetand-alone simulatigris per-
formed. In Stage 1 of the protocol (i.e., in Slot 1 and 2),
the simulator proceeds by committing to the program
of the residual verifier. Lellq, II, denote the respec-
tive programs, andi, sy the randomness used for the
commitments. In Stage 2 of the protocol, the simulator
proves that it committed to the program of the verifier
in Slot 1 More precisely, the simulator uses the tuple
(I11, c1, 81) as a witness fofh, ci, ) € Lgm (Where
Lg, is the language that correspondsig,,). Thisis a
valid witness, since: (1) by the definition &f; it holds
thatIl; (¢;) = r1, and (2) by the choice df(n), for ev-
erytag € [m], |ri| — |c;| > €(n) — |¢;| > n. Note that
the simulator could have alternatively committed to the
program of the verifier irSlot 2 This additional feature
will be useful to us in Section 4.1.

Proof of knowledge. In this paper, just as in [32], we
additionally require tha¥ K., is a proof of knowledge.
That is, for any prove”* and for anyz € {0,1}", if
P* convinces the honest verifiét thatz € L with non-
negligible probability then one can extract a witneass
that satisfiesRy, (x,w) = 1 in (expected) polynomial
time.”

"We note that the weak proof of knowledge property of a

4.1 Simulation-Soundness

As shown in [30], the protocolsZK,, are
simulation-soundc.f. Sahai [33]) with respect to each
other, i.e., a man-in-the-middle adversary that receives a
simulated proof o7 K+, (as part of its left interaction)
will not be able to break the soundness of the protocol
ZK 5, (as part of its right interaction), wheteg # tag.

We briefly review how this is proved, as this technique
will be useful to us. For more details, the reader is re-
ferred to [30, 32].

Suppose there exists a man-in-the middle adversary
A that manages to violate the soundness of protocol
Z K54, While receiving a simulated proof &f K ,;. We
show how to construct a cheating provet for a sin-
gle instance o7 K ;, by forwarding A’s messages in
Z K, to an external honest verifier and internally
simulating the messages &fK ., for A. One problem
that arises is that the code of the external verifiés not
available to us. This means that the straightforward sim-
ulation of the protocol K,; cannot be completed as
it is, since it explicitly requires possession of a “short”
description of the corresponding verifier messages. To
overcome this problem we resort to an alternative simu-
lation technique.

The alternative simulator. Note that except for the
“long” challenges;, r, sent by the verifier of K5, we

do have a description of all messages sent to the adver-
sary that is shorter thaifn) —n (sincel(n) = ¢'(n)+n,
where?’(n) upper bounds the total length of both prover
and verifier messages, except for the challenges).

In order to show that we can still perform a simulation,
even in the presence of these messages (for which we
do not have a short description), we use the fact that it
is sufficient to have a short description of the messages
sent inoneof the slots o7 K,;. As in [30], we separate
between two different schedulings:

There exist one “free” slot in Z K.,z in which nei-
ther of r1, ro are contained.In this case the “free”
slot in ZK..; can be used to perform the straight-
forward simulation.

The messages, 2 in ZK,;, occur in slot 1, 2 re-
spectively in ZK,;. By the construction of the
protocols it follows that the length of either the
first or the second challenge MK ;, is at least
¢(n) bits longer than the corresponding challenge
in ZK,g. Thus there exist a slot if K, such
that even if we include the verifier’s challenge from

W IUARG is not sufficient for our purposes. To guarantee the “tra-
ditional” proof of knowledge property, we have to use a “specialized”
version of W IU ARG's which provides this guarantee (cf. [32]).



the protocolZ K ., in the description, we still have
¢(n) — n bits to describe the other messages.

Bounded-concurrent simulation-soundness. As is
shown in [30], the protocolsZ K, retain both their

Consider a man-in-the-middle adversaty Let k
denote the number of rounds #K .., and letm be
an upper-bound on the number of right interactions that
A participates in. We describe a combined simulator-
extractorS which proceeds as follows:

zero-knowledge and simulation-soundness propertiessimulation of view. We start by describing a machine
even if the adversary is allowed to participate in an a- g|M that simulates the view aofi. This implies simu-

priori boundechumber of concurrent executioR#\s in
[32], this additional property is useful to us in order to
construct a family o™ protocols (see Section 4.3 and
[32] for more details).

4.2 Simulation-Extractability

lating all the left and the right interactions far. Note
that in the right interactionSIM is supposed to act as

a verifier and can therefore “emulate” those executions
by acting as the honest verifier. In the left interaction,
on the other hand$IM is supposed to act as a prover
and has to perform a “real” simulation. Towards this
goal, SIM performs the following modified version of

Recall that simulation-extractability means that there the stand-alone simulator.

exists a combined “simulator-extractor” that is able to
simulate both the left and the right interaction for a

man-in-the-middle adversary, while simultaneously ex-

(1) Pick random coing = (111,712, T1k) »--
(Pm.1,Tm,2s --» Tm,k) fOr emulating the honest verifiers
in the right interactions. The coins ; are used in the

tracting a witness to the statement proved in the right j** message in th&" interaction.

interaction. It has already been shown in [32] that
the family Z K, is simulation extractable. We show

(2) Messages in the right interactions are then emu-
lated by playing the role of the honest verifier with the

that this family satisfies an even stronger property: It fixed random coing. That is, in order to emulate the
is simulation-extractable even when the adversary par-;*" message in thé™ right interaction,SIM forwards

ticipates in arunboundechumber of concurrentight-

interactions (while only receiving one left interaction).
Let A be a man-in-the middle adversary that is simul-

taneously participating in one left interaction 6§ .,

acting as verifier, and an (unbounded) polynomial num-

ber of right-interactions of K+,¢, acting as prover. Let
view 4 (z, z, tag) denote the view ofd(z, z) when re-
ceiving a left-proof of the statement using tagtag,
and giving right-proofs of statements of its choice and
using tags of its choice.

Lemma 4.1 (“One-many” Simulation-extractability)

the message; ; to A.

(3) The left interaction is simulated as followSIM
considers the execution of and the emulation of the
right interactions (with the fixed random coiny as a
stand-aloneverifier and applies a close variant of the
stand-alone simulator in order to simulate the left inter-
action. LetII(-) denote the joint code ofl and the em-
ulation of the right interactions (including the coifs
Whereas the stand-alone simulator would have commit-
ted toIl(-), we instead leSIM commit to the program
IT'(i,-) defined as follows: it executds(-) if ¢ = 0
and otherwise executes the same cod&l@$ with the

Let A be defined as above. Then, there exists a Combine%xception that messages in e right interaction are

“simulator-extractor”, S such that for everyag € [n],
everyx € L and every auxiliary input € {0, 1}*, the
following holds:

1. The first output of5(z, z) is statistically indistin-
guishable fronview 4 (z, z, tag).

2. The second output df(x, z) contains witnesses
for all statements proved in accepting right inter-
actions in the view described by the first output of
S(z, z), which use tagsag # tag (i.e., which use
a different tag than the left interaction).

Proof Sketch: To simplify the proof we assume that
Z Ky, is perfectzero-knowledge. This extra assump-
tion will be lifted at the end of the proof.

8We mention that this requires adjusting the length parangéter
in a way that depends on the a-priori bound.

not emulated, rathdi(s, -) will expect to receive these
(external) messages as input.

ThereafterSIM proceeds exactly as the stand-alone
simulator, by additionally letting the inputto IT be set
to 0, in stage 2 of the protocol. Note that the additional
input ¢ to I’ is thus not used in the simulation. How-
ever, the possibility of using this additional input will
facilitate the task of extracting witnesses.

Extraction of witnesses. Once the view ofA has been
simulated, we turn to the extraction of witnesses to the
statements proved hy. Note that we need to extract
witnesses to all concurrent right interactions. Towards
this goal we rely on a variant of Lindell’s concurrent
extraction technique [25], combined with the alterna-
tive simulator technique described in Section 4.1. In a
sense, this can be seen as a (non-trivial) extension of the
method of Pass and Rosen [32] (which was used to show



a similar property for the significantly simpler case of We hint that this is done by relying on a variant of the
only one right interaction). sampling technique from [17]. W

More precisely, we describe a machBXT that pro-
ceeds as followsEEXT fixes the random coins of the sim-
ulatorSIM and iteratively extracts withesses for each of
the right interactions. More precisely, for eack [m)]
such that the®" right interaction was accepting in the
simulation bySIM (with fixed random coins), and the
tag of thei*" interaction is different from the tag of the
left interaction, perform the following steps (note that
otherwise we do not need to extract a witness):

Construct a stand-alone provgrfor thei*? right in-
teraction as follows. Perform the same simulation of the
left and the right interactions fof as was done b$IM
(using the same fixed random coins), except for the fol-
lowing differences:

(1) Messages in thé" right interaction are no longer
emulated internally, but forwarded externally.

4.3 Constructing a Family of2™ Protocols

We show how to extend the family of protocols
{Z K tag }tage[n] into a family of 2" protocols that satisfy
the one-many simulation-extractability property. One
approach for obtaining this is to rely on an-$lot” ver-
sion of {ZK.g} (i.e., usingn “slots” instead of only
2, see [30] for more details). The proof of one-many
simulation-extractability from Section 4.2 directly ex-
tends to this new (non-constant round) protocol.

Pass and Rosen [32], instead show how to obtain
a family of 2 constant-roundprotocols by running:
parallel executions of K.¢, using appropriately cho-
sen tags. This new family of protocols is denoted
(2) In the simulation of the left protocol, use the /2 Ktag}tage(o.1)- and is depicted in Figure 4. In
ternative simulator from Section 4.1 in order to com- the fu!l version of the paper, we show hO.W to modify the

combined simulator-extractor from section 4.2 to prove

plete stage 2 of the protocol. Note that #tand-alone thatnmZ K. - | imulati tractable. Just
simulator no longer can be used since the simulator has atnmz K aq 1S ONE-Many simulation-extractable. Jus

not (and cannot) commit to the external messages forasn [32], we h%re rely on the bounded-concurrent secu-
theith left interaction. On the other hand, since there rity Of {Z K tag }-

is only oneexternal interaction the alternative simulator
will succeed. The only change needed to the alternative] Common Input: An instancer € {0, 1}"

simulator is that we additionally provide the inputo Parameters: Security parametéf, length paramete(n)
I, in order to letll’ depend on the external messages
in interaction; (since this input is “short” the simulation
still succeeds).

Tag String: tag € {0,1}". Lettag = tag,, ..., tag,,.
The protocol:

We can now apply the (stand-alone) extractor, guar- P« V:Foralli € {1,...,n} (in parallel):
anteed by the proof of knowledge property0K;,,, to Run ZK ; 1ag,) With common inputz and
P; in order to extract a witness. In order to simplify the length parametef(n).
analysis, we consider an extractor that proceeds by feed V: Accept if and only if all runs are accepting.

ing (truly) random coins taP; until it obtains another
accepting transcript using the same prefix (note that we Figure 4. The Pass-Rosen protocokm Z K 144.
only start the extraction in the case that the simulation
by SIM resulted in an accepting transcript).

In the unlikely event when we obtain two accepting 5 Non-Malleable Commitments
transcripts using theamerandom challenges (in Stage

2 of the protocol), the extractor outputsl  (note that Using nmZ K, as a subroutine, we present a
this only happens if the coins sent by the extractor are construction of concurrent non-malleable commitments.
the same as the coins sent®iMm). Let Com be a statistically binding commitment scheme

(for simplicity, assume thaom is non-interactive), and

let (Gen, Sign, Verify) be a one-time signature scheme
secure against a chosen-message attack. Consider
the following protocol for non-malleable commitments
(which is a variant of the non-malleable commitment of
Correctness of the simulation-extraction. A proof of Pass and Rosen [32).

the correctness of the above simulatozan be found in
the full version. There it is also shown how the above  °In fact, since the protocolsKtag are all run in parallel in

. . . . . _ nmZKag, “bounded-parallel” security is here sufficient.
(S|mpl|f|ed) combined simulator-extractor can be mod 10The difference between the this protocol and the protocol of [32]

ifie_d to work even if only assuming th# K, is sta- is that here we also employ a signature scheme. We note that the im-
tistical zero-knowledge and not perfect zero-knowledge. portant difference, nevertheless, lies in the analysis of the protocol.

The output of S. Finally the combined simulator-
extractorS outputsfail wheneveEXT does so. Oth-
erwise, S outputs whateveSIM outputs, followed by
whateveEXT outputs.




Security Parameter: 1*.
String to be committed to: v € {0,1}*.
Commit Phase:

C — R: Letvk, sk « Gen(1*
Sendc = Com(v; s), vk.

C < R: Prove usingnmZK,; that there exist
v,s € {0,1}* so thatc = Com(wv; ).

C — R: LetT denote the transcript of the above i
teraction. Compute = Sign(sk, T"). Sendo.

). Picks € {0,1}"™.

-
T

R: \Verify that nmZK,; is accepting and that
Verify(vk, T, o) =

Reveal Phase:

C — R: Sendv ands.
R: Verify thatc = Com(v; s).

Figure 5. Conc. non-malleable commitmentmC.

The statistical binding property afnC follows from
the statistical binding o€om. The computational hid-
ing property follows from the computational hiding of
Com, as well as from the (stand along)C property of
nmZKq4 (See [32] of more details). It remains to show
thatnmC is concurrently non-malleable.

Theorem 5.1 nmC is concurrently non-malleable.

Proof: Consider a man-in-the-middle adversatyhat,
given access tex commitments to the values, .., v,,,
succeeds in committing to valueés, ..., 0,,,. We show
that for every such adversagy, there exists a simula-
tor S (which only participates in right interactions), that

Towards this goal, we define two intermediate hy-
brid machmesHZ,HlH First, considei;, which pro-
ceeds just adi; except that it executes the combined
simulator-extractor in order to simulai@enZKqq in
the i*! left interaction. (Note that this is possible since
we are only simulatingneleft interaction. All the other
left interactions are emulated internally by committing
honestly.) We show the following two claims.

Claim 5.2 The values committed to b‘}l are statisti-
cally close to the values committed to Hy.

Proof Sketch: The claim follows from thestatistical
indistinguishability property of the combined simulator-
extractor which is used b¥Z; (see [32] for a more for-
mal proof of a similar statement). Note that since the
values committed to are not efficiently computable from
the transcript, we need to rely on thtisticalindistin-
guishability of the simulation, even to guarantee com-
putational indistinguishability of these values. (Indeed
it would have been sufficient for the rest of the proof to
simply guarantee computational indistinguishability of
the values committed to.) [l

Claim 5.3 Except with negligible probabilityd; also
outputs the values committed to (instead of only the com-
mitments to these).

Proof Sketch: The claim, roughly speaking, fol-
lows from the correctness of the combined simulation-
extraction used byd;. More precisely, recall that the
combined simulator-extractor outputs witnesses for all
accepting right interactions that use a different tag than
the one used in the left interaction. Namely, values for
all (non-rejected) right-commitments that use a verifi-
cation keyvk for the signature scheme that is different

manages to commit to values that are indistinguishablefrom the one used in the left-commitment, are extracted.

from o4, ..., 0,,,. The simulatorS incorporatesA, and
internally emulates the left interactions fdrby simply
honestlycommitting to the string™. We show that the
values thatS commits td! are indistinguishable from
the values thatl commits to'?

Also, note that values for right-commitments that have
exactlythe same transcript as the left-commitment are
“trivially” extracted (as they are just).

It only remains to analyze what happens to right-
commitments that use the same verification key as the

Suppose, for contradiction, that this is not the case. |eft-commitment, but different transcripts. In this case,
Using a hybrid argument, this means that there exists anthe values committed to are not extracted. However,

i such that the values that the machinésand H,,
commit to are distinguishable, where the machihkgs
for k € [m] are defined as follows:H), proceeds as
S except that it emulates thg" left interaction forA
by committing tov;, if j < k, and0™ otherwise. We

based on the unforgeability of the signature scheme, this
event only happens with negligible probabitty. [l

Now, define the machlnéIHl which proceeds just
asH; except thatHhLl internally emulates thé" left-

show that this contradicts the “one-many” simulation- interaction by sending a commitment (usigm) to 0"

extractability property ohmZ K 4.

n case that the commitme@iom can be opened to two different
strings, we set the value of this commitmentlto

in the first message ofmC (instead ofv; asH; would),
before executing the combined simulator-extractor. It

13Note that even though the adversary has only seesigned mes-

2what we actually show is a somewhat stronger property than non- sage usingk, we still need to rely on signature scheme that is secure

malleability. Namely, that the values that the man-in-the-middle ad-

against achosen messagatack. This follows from the fact that the

versary commits to are (computationally) independent of the values he adversary can influence the choice of this message (since the message

receives commitments to.

is the transcript of the interaction).



follows from the computationally hiding property of [12] D. Dolev, C. Dwork and M. Naor. Non-Malleable Cryp-

Com that the values output b§i; andH; ; are compu- tographySIAM Jour. on Computing/ol. 30(2), pages 391—

tationally indistinguishablé! (Recall that botht/; and 437, 2000. Preliminary version @3rd STOC pages 542-

H, .1, not only output commitments, but also the actual ~ ©52, 1991

valugs that. these are commltmer.lts. to'). o ) [13] U. Feige, D. Lapidot and A. Shamir. Multiple Noninter-
Finally, it follows from the statistical indistinguisha- active Zero Knowledge Proofs under General Assumptions.

bility property of (the combined simulator-extractor for) Siam Jour. on Computing 19990l. 29(1), pages 1-28.

nmZK ., that the values committed to b, (which

in turn are statistically close to the values output by (1

H, ) are indistinguishable from the values committed

to by H; ;. We conclude that the values committed to

by H; andH,, ; are indistinguishable, which contradicts [15] M. Fischlin and R. Fischlin. Efficient Non-malleable

our assumptions. |l Commitment Scheme#n CRYPTO 2000pages 413-431,
2000.

4] U. Feige and A. Shamir. Witness Indistinguishability
and Witness Hiding Protocols. B2nd STOCp. 416-426,
1990.
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