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Abstract. To produce a program guaranteed to satisfy a given spec-
ification one can synthesize it from a formal constructive proof that a
computation satisfying that specification exists. This process is particu-
larly effective if the specifications are written in a high-level language that
makes it easy for designers to specify their goals. We consider a high-level
specification language that results from adding knowledge to a fragment
of Nuprl specifically tailored for specifying distributed protocols, called
event theory. We then show how high-level knowledge-based programs can
be synthesized from the knowledge-based specifications using a proof de-
velopment system such as Nuprl. Methods of Halpern and Zuck [15] then
apply to convert these knowledge-based protocols to ordinary protocols.
These methods can be expressed as heuristic transformation tactics in
Nuprl.

1 Introduction

Errors in software are extremely costly and disruptive. NIST (the National In-
stitute of Standards and Technology) estimates the cost of software errors to
the US economy at $59.5 billion per year. One approach to minimizing errors
is to synthesize programs from specifications. Synthesis methods have produced
highly reliable moderate-sized programs in cases where the computing task can
be precisely specified. One of the most elegant synthesis methods is the use
of so-called correct-by-construction program synthesis [4, 9]. Here programs are
constructed from proofs that the specifications are satisfiable. That is, a con-
structive proof that a specification is satisfiable gives a program that satisfies
the specification. This method has been successfully used by several research
groups and companies to construct large complex sequential programs, but it
has not yet been used to create substantial realistic distributed programs.

The Cornell Nuprl proof development system was among the first tools used
to create correct-by-construction functional and sequential programs [9]. Nuprl
has also been used extensively to optimize distributed protocols, and to specify
them in the language of I/O Automata [6]. Recent work by two of the authors [5]
has resulted in the definition of a fragment of the higher-order logic used by Nuprl
tailored to specifying distributed protocols, called event theory, and the extension
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of Nuprl methods to synthesize distributed protocols from specifications written
in event theory [5]. Event logic is a specification language closely related to
I/O automata. As has long been recognized [13], designers typically think of
specifications at a high level, which often involves knowledge-based statements.
For example, the goal of a program might be to guarantee that a certain process
knows certain information. It has been argued that a useful way of capturing
these high-level knowledge-based specifications is by using high-level knowledge-

based programs [13, 14]. Knowledge-based programs are an attempt to capture
the intuition that what an agent does depends on what it knows. For example,
a knowledge-based program may say that process 1 should stop sending a bit to
process 2 once process 1 knows that process 2 knows the bit. Such knowledge-
based programs and specifications can be given precise semantics [13, 14]. They
have already met with some degree of success, having been used both to help in
the design of new protocols and to clarify the understanding of existing protocols
[10, 15, 21].

In this paper, we add knowledge operators to event theory raising its level
of abstraction and show by example that knowledge-based programs can be
synthesized from constructive proofs that specifications in event theory with
knowledge operators are satisfiable. Our example uses the sequence-transmission

problem, where a sender must transmit a sequence of bits to a receiver in such a
way that the receiver eventually knows arbitrarily long prefixes of the sequence.
Halpern and Zuck [15] provide two knowledge-based programs for the sequence-
transmission, prove them correct, and show that many standard programs for
the problem in the literature can be viewed as implementations of their high-
level knowledge-based program. Here we show that these two knowledge-based
programs can be synthesized from the specifications of the problem, expressed
in event theory augmented by knowledge. We can then translate the arguments
of Halpern and Zuck to Nuprl, to show that the knowledge-based programs can
be transformed to the standard programs in the literature.

Engelhardt, van den Meyden, and Moses [11, 12] have also provided tech-
niques for synthesizing knowledge-based programs from knowledge-based speci-
fications, by successive refinement. We see their work as complementary to ours.
Since our work is based on Nuprl, we are able to take advantage of the huge li-
brary of tactics provided by Nuprl to be able to generate proofs. The expressive
power of Nuprl also allows us to express all the high-level concepts of interest
(both epistemic and temporal) easily. Engelhardt, van den Meyden, and Moses
do not have a theorem-proving engine for their language. However, they do pro-
vide useful refinement rules that can easily be captured as tactics in Nuprl.

2 Synthesizing Programs From Constructive Proofs

2.1 Nuprl: A Brief Overview

Much current work on formal verification using theorem proving, including Nuprl,
is based on type theory (see [8] for a recent overview). A type can be thought of
as a set with structure that facilitates its use as a data type in computation; this
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structure also supports constructive reasoning. The set of types is closed under
constructors such as × and →, so that if A and B are types, so are A × B and
A → B , where, intuitively, A → B represents the computable functions from A

into B . Constructive type theory, upon which Nuprl is based, was developed to
provide a foundation for constructive mathematics. The key feature of construc-
tive mathematics is that “there exists” is interpreted as “we can construct (a
proof of)”. A consequence of this approach is that the law of excluded middle
does not hold.

Definition 1. A program in Nuprl is an object of some type Pgm. A program
semantics is a function S of type Pgm → Sem assigning to each program Pg of

type Pgm a meaning of type Sem. A specification is a predicate X on Sem.

We take Pg |= X to be an abbreviation of X (S (Pg)), and Sat(X ) to be an
abbreviation for ∃Pg (Pg |= X ). Thus, the fact that a specification is satisfiable
is expressible in Nuprl. The key point for the purposes of this paper is that from
a constructive proof of Sat(X ), we can extract a program that satisfies X .

Constructive type logic is highly undecidable, so we cannot hope to construct
a proof completely automatically. However, experience has shown that, by having
a large library of lemmas and proof tactics, it is possible to “almost” automate
quite a few proofs, so that with a few hints from the programmer, correctness
can be proved. In any case, for an instance of this general constructive framework
to be useful in practice, the parameters Pgm, Sem, and S must be chosen so
that (a) programs are concrete enough to be compiled, and (b) specifications are
naturally expressed as predicates over Sem , and (c) there is a small set of rules

for producing proofs of satisfiability.
To use this general framework for synthesis of distributed, asynchronous algo-

rithms, we choose the programs in Pgm to be distributed message automata. Mes-
sage automata are closely related to IO-Automata [17] and are roughly equivalent
to UNITY programs [7] (but with message-passing rather than shared-variable
communication). We describe distributed message automata in Section 2.3. As
we shall see, they satisfy criterion (a) above.

The semantics of a program is the system, or set of runs, consistent with
it. Typical specifications in the literature are predicates on runs. We can view
a specification as a predicate on systems by saying that a system satisfies a
specification exactly if all the runs in the system satisfy it. To satisfy criterion (b)
above, we choose a formal definition of runs that builds in the fundamental order
structure and provides the operators for appropriately abstract specifications. To
do this we formalize runs as structures that we call event structures, much in the
spirit of Lamport’s [16] model of events in distributed systems. Event structures
are explained in more detail in the next section.

2.2 Event Structures

Consider a set AG of processes or agents; associated with each agent in AG

is a set of local variables. Agent i’s local state at a point in time is defined
as the values of its local variables at that time. There are no shared variables.
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Information is communicated by message passing. Sending a message on some
link l is understood as enqueuing the message on l , while receiving corresponds
to dequeuing the message. Communication is asynchronous and point-to-point:
for each link l there is a unique agent source(l) that can send messages on l , and
a unique agent destination(l) that can receive message on l .

Following Lamport [16], changes in the local state of an agent are modeled as
events. Intuitively, when an event “happens”, an agent either receives a message
or chooses some values (perhaps nondeterministically). As a result of receiving
the message or the (nondeterministic) choice, some of the agent’s local variables
are changed. Formally, events are elements of a type E . There is a one-to-one
function agent such that for any event e, agent(e) is the agent whose local state
changes during event e. The values of state variables before and after e happens
are described by binary functions when and after , typically written using infix
notation: if agent(e) = i and x is one of i ’s variables, then (x when e) describes
the value of x before e, and (x after e) describes its value after e.1 To each event
we associate a value and a kind. If the event happens as a result of a receiving
a message on some link l , then the event has kind rcv(l), and its value is the
corresponding message. Any other event has kind local(a), where a is the label of
the event, and its value is the set of values (nondeterministically) chosen by the
agent. The label of an event is just a syntactic identifier that makes it easier to
do proofs and state conditions. Note that, unlike Lamport [16], we do not have
events of kind send. We model the sending of a message on a link l by changing
the value of the local variable that describes the message enqueued on l. This
variable can be changed during any event; that is, any event can involve sending
a message. This way of modeling events has proved to be convenient.

For each i ∈ AG, the set of events e such that agent(e) = i is totally ordered.
Intuitively, this set of events is the agent i’s history. If first(e) holds, then e is the
first event in the history associated with agent(e); if not, then e has a predecessor
pred(e).

Every receive event e has a corresponding send event, denoted send(e); this
is the event where the message received at e was enqueued. Following Lamport
[16], we can define a causal order on events as the transitive closure of the sender-
receiver and predecessor relations. Thus, → is the least relation on events such
that e → e ′ if

– e ′ is a receive event and e is the corresponding send event, or
– agent(e) = agent(e)′ and e precedes e ′ in the total order associated with

agent(e), or
– for some event e ′′ we have e → e ′′ and e ′′ → e ′.

Intuitively, if e → e ′, then e is guaranteed to happen before e ′. We write e ≥ e ′

if e = e ′ or e → e ′.
Formally, an event structure consist of a collection of events satisfying some

natural properties: only finitely many messages can be sent when an event hap-
pens; the predecessor function is one to one; the causal order is well-founded;

1 State variables are typed, but to simplify our discussion we suppress all type decla-
rations.
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pred(e) is associated with the same agent as e; if e has kind rcv(l), then the agent
associated with send(e) is source(l); and, finally, the local variables of agent
agent(e) do not change between pred(e) and e; that is, (x after pred(e)) = (x when e).
The type (set) of event structures is definable in Nuprl.

2.3 Distributed Message Automata

A message automaton is a nondeterministic state machine associated with some
agent i ; it specifies when i can take actions and which actions it can take. The
actions in programs are essentially events in event structures. We view a receive

action as being out of the control of the agent; all other actions have associated
preconditions. At each point in time i nondeterministically decides which actions
to perform, among those whose precondition is satisfied.

Message automata are built from a small set of basic clauses. With each basic
clause cl in an automaton we associate a formula φcl in the language of event
structures. The event structures consistent with cl are the ones satisfying φcl . If
we prove a specification X is satisfiable using a set {φcl | cl ∈ C} of assumptions,
then the set C of the clauses used in the proof is a program satisfying X . This
is how we extract a program satisfying a specification from a proof that the
specification is satisfiable.

A basic clause does one of the following:

1. defines the initial value of one state variable;

2. defines the effect of one kind of event on one state variable;

3. defines the precondition for one kind of local event;

4. lists all the kinds of events that can change the value of one particular state
variable.

For convenience, we represent each of the basic clauses as a simple program
in a programming language. We give some examples here:

– A basic clause of the second type that says the message f(s, v) is sent by i
on link l when a local event of kind local(a) and value v occurs and i’s local
state is s, where f is some function (recall that, in our framework, sending
a message on link l amounts to changing the value of a local variable that
encodes messages enqueued on l) is represented by the program

a(v) sends f (state, v) on l .2

– A basic clause of the third type that says that an event a with value v occurs
only if precondition P holds is represented by the program

a(v) only if P(state, v).

2 Here the notation a(v) is just a compact way of saying that the value of an event of
kind local(a) is v , and does not refer to function application.
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– The program representing an instance of the last clause that says that all
the events that result in sending a message on a link l are on the list L is

only events in L send on l .

The programs representing instances of the first three clauses can be easily com-
piled into JAVA. The last clause is called a frame condition; it corresponds to a
promise not to add code.

A finite set C of basic clauses is feasible if there is an event structure (a
run) consistent with all the clauses in C (i.e., satisfying all the clauses φcl such
that cl ∈ C ). Every basic clause is feasible. A distributed message automaton

is a collection of message automata, one for each agent in the system. A frame
condition and an effect clause may be incompatible; that is, they may not be
simultaneously satisfiable. We can form more complicated programs from simpler
programs by composition. The composition A ⊕ B of two programs A and B is
just the union of the clauses from A and B . The rules restrict composition of
message automata to automata whose clauses are pairwise compatible. The set
(type) of distributed message automata is the smallest set of feasible clauses
containing the four basic clauses and closed under ⊕. By adding the appropriate
constants to Nuprl, we can ensure that each program is a term in the language.

The semantics of a distributed message automaton is the set of event struc-
tures that are consistent with it. In terms of the language used in Section 2.1,
an event structure is a run, and a set of event structures is a system. As we show
in the full paper, the semantics can formally be defined in Nuprl as a relation
Consistent(Pg, es) between a program (i.e., message automaton) Pg and event
structure es . The set of event structures consistent with Pg is denoted Sys(Pg).
The fact that Consistent is definable in Nuprl is critical: it means that we can
talk about whether an event structure is consistent with a program in Nuprl.

Recall that a specification is a predicate on systems, i.e., on the meaning of
programs. Many specifications that arise in practice are of a special type called
run-based specifications [13]. A run-based specification is given as a predicate on
runs (i.e., event structures). We can view a predicate P on runs as a predicate
on systems by taking P to hold of a system if it holds of every run of the system.
If P is a run-based specification, then Pg |= P exactly if

∀es .(Consistent(Pg, es) ⇒ P(es)) ∧ ∃es .Consistent(Pg, es).

We have derived from the formal semantics of distributed message automata
a set of seven useful Nuprl axioms for proving the satisfiability of a run-based
specification (see [5]). There are four base axioms, one for each basic clause, an
additional axiom for the combination of precondition and initialization clauses,
a composition axiom, and a refinement axiom. We now briefly discuss these
axioms.

The refinement axiom says that if P refines Q (that is, if P(es) implies Q(es)
for all event structures es) and A satisfies P , then A also satisfies Q :

A |= P ⇒ ∀es .(P(es) ⇒ Q(es)) ⇒ A |= Q .
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The composition axiom says that if two programs A and B are compatible (that
is, their clauses are pairwise compatible), denoted A||B , then A ⊕ B combines
the constraints of A and B :

(A |= P ∧ B |= Q ∧ A||B) ⇒ A ⊕ B |= P ∧ Q .

The axiom for each basic clause cl is just the corresponding formula φcl . We
give two examples of the axioms here; see [5] for the others.

The axiom corresponding to the basic clause “agent i initializes x to 5” is
∀e@i .first(e) ⇒ (x when e) = 5 , where ∀e@i .P is an abbreviation of the for-
mula ∀e.agent(e) = i ⇒ P . For the axiom corresponding to the precondition
clause, let state(e) be the state associated with event e; that is, the values of all
the local variables in event e. Similarly, let state(after(e)) be the values of the
variables after e. (This, of course, is just state(e ′) where e′ is the successor of
e in the history, if there is a successor.) The intended meaning of the precondi-
tion clause a(v) only if P(state, v) in a program for agent i is that, infinitely
often, agent i checks whether there is a some value v such that P (state(e), v)
holds; if so then, infinitely often, i chooses such a value v and an event of kind
local(a) and value v occurs. Moreover, an event of kind local(a) occurs only when
its value satisfies the precondition. Finally, the clause rules out finite event se-
quences where an event of kind local(a) could be performed after the last event,
but is not. The axiom φcl for this clause is the conjunction of two formulas. The
first is

∀e@i [∃e ′ ≥ e(kind(e ′) = local(a)) ∨ ∀v ′(¬P(state(after(e)), v ′))],

which says that either infinitely often an event of kind local(a) occurs, or in-
finitely often P is false, or the sequence is finite and P is false after the last event.
The second conjunct gives the obvious safety condition, namely, that P is a pre-
condition for an event of kind local(a): ∀e@i .kind(e) = local(a) ⇒ P(state(e), val(e)).

2.4 Example

As an example of a parameterized specification that we use later, consider the
following predicate Fair(P , f , l) on event structures, where P is a precondition, f
is a function, and l is a link. Fair(P , f , l) is a conjunction of a safety condition and
a liveness condition. The safety condition asserts that the value of every receive
event on link l is given by f of the state of the sender and that state satisfies
the precondition P . The liveness condition says that, infinitely often, either a
receive event on l occurs or else the precondition P fails. In the specification, we
abbreviate P(state(e), val(e)) by P@e; we similarly use f@e. The specification
is

Fair(P , f , l) ≡
∀e ′.kind(e ′) = rcv(l) ⇒ P@send(e ′) ∧ val(e ′) = f @send(e ′)
∧∀e@source(l).∃e ′ ≥ e.kind(e ′) = rcv(l) ∨ ∀v ′.¬(P(state(after(send(e ′))), v ′).
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This specification is satisfied by the following program Fair -Pg(P , f , l) for
agent source(l), which combines three basic clauses:

a(v) only if P(state, v) ⊕ a(v) sends f (state, v) on l ⊕ only events in local(a) send on l .

Lemma 1. Fair-Pg(P , f , l) satisfies the specification Fair(P , f , l). Moreover,

this can be proved using the seven axioms.

3 Adding Knowledge to Nuprl

3.1 Consistent Cut Semantics for Knowledge

To reason about knowledge in event structures we use a standard first-order
modal logic of knowledge and time. Assume that there are n processes. Consider
a first-order logic of knowledge and time, where formulas are formed by starting
with a set Φ of functions symbols, predicate symbols, and constant symbols of
various arities. We form atomic predicates and terms as usual in first-order logic,
and close under conjunction, negation, universal quantification, the temporal
operator , and the operators Ki, i = 1, . . . , n, one for each process i.

Typically semantics for knowledge are given with respect to a pair (r, m)
consisting of a run r and a time m, assumed to be the time on some external
global clock (that none of the processes necessarily knows about) [13]. In event
structures, there is no external notion of time. Fortunately, Panangaden and
Taylor [18] give a variant of the standard definition with respect to what they
call asynchronous runs, which are essentially identical to event structures. Thus,
we just apply their definition in our framework.

The truth of formulas is defined relative to a triple (Sys, E, c), consisting of
a system Sys (i.e., a set of event structures), and event structure E in Sys, and
a consistent cut c of E, where a consistent cut c in E is a set of events in E closed
under the causality relation. That is, if e′ is an event in c and e is an event in E
that precedes e′ (i.e., e → e′), then e must also be in c.

Define the equivalence relations ∼i, i = 1, . . . , n, on consistent cuts by taking
c ∼i c′ if i’s history is the same in c and c′. Intuitively, c ∼i c′ if process i cannot
tell c and c′ apart, given its information. Given two consistent cuts c and c′, we
say that c � c′ if, for each process i, process i’s history in c is a prefix of process
i’s history in c′.

Given a nonempty set of objects D and a system Sys, an interpretation
function π associates to each cut c and symbol s in Φ its interpretation, denoted
π(c, s), which is a predicate or function on D of the right arity. To extend this
interpretation to terms, we start with a valuation V , which associates with each
variable an element of D. For each variable x, we define π(c, x) = V (x). We then
define π(c, f(t1, . . . , tk)) by induction on the structure of terms, taking

π(c, f(t1, . . . , tk)) = π(c, f)(π(c, t1), . . . , π(c, tk)).

Using V and π, we define what it means for a formula φ to be true at the con-
sistent cut c in event structure E in system Sys, denoted (Sys, E, c, π, V ) |= φ,
by induction on the structure of φ, in the usual way. For example
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– (Sys, E, c, π, V ) |= Kiϕ iff ∀E′ ∈ Sys, and c′ cut of E′ such that c′ ∼i c, we
have (Sys, E′, c′, π, V ) |= ϕ

– (Sys, E, c, π, V ) |= ϕ iff for all cuts c′ of E such that c � c′, we have
(Sys, E, c′, π, V ) |= ϕ.

As usual, we take ♦φ to be an abbreviation of ¬ ¬φ, so that ♦φ is true at
(E, c) if there is some cut c′ extending c where φ is true. Similarly we write ♦- ϕ
if there was a time in past when ϕ was true, or ϕ holds at cut c. The complete
definition of |= is given in the appendix.

The satisfaction relation |= can be expressed as a formula in Nuprl. More
precisely, there is a translation T (which we define in the appendix) such that
for all tuples (Sys, E, c), domains D, interpretations π, valuations V , and formu-
las ϕ, T (Sys, E, c, D, π, V ϕ) is true iff (Sys, E, c, V, π) |= ϕ. There is a subtlety
though. First-order epistemic logic assumes the principle of excluded middle;
Nuprl is a constructive type theory that does not. To prove that T has the de-
sired properties, we need to assume the law of the excluded middle. We remark
that this assumption is necessary only for the purpose of this translation and
not for the proofs we present in Section 4.

3.2 Knowledge-Based Programs and Specifications

In this section, we show how we can extend the notions of program and speci-
fication presented in Section 2 to knowledge-based programs and specifications.
This allows us to employ the large body of tactics and libraries already devel-
oped in Nuprl to synthesize knowledge-based programs from knowledge-based
specifications.

We have identified programs with distributed message automata, where a
distributed message automaton is characterized by a set of clauses. We take a
knowledge-based message automaton to be a function that associates to each sys-
tem (i.e. set of event structures) a message automaton; intuitively, a knowledge-
based message automaton allows preconditions on actions to depend on the
knowledge of processes about the whole system. For the purposes of this pa-
per, we take knowledge-based programs (hereafter abbreviated kb programs) to
be knowledge-based message automata. Note that each standard program Pg

corresponds to the kb program that associates to each system the program Pg .
What should the semantics of a kb program be? As discussed in Section 2,

in the case of standard programs, a program semantics is a function S that
associates with every program Pg of type Pgm the system S (Pg) consisting
of all the runs consistent with Pg . As we have seen, the truth of a knowledge
test in a kb program depends on the whole system. Once we have a system,
we can determine the truth of the knowledge tests. A kb program then reduces
to a standard program. Thus, a kb program has type Pgmkb = Sem → Pgm .
Note that composing the semantic function S with a knowledge-based program
yields a function from systems to systems. A system Sys is said to represent a
kb program Pgkb if it is a fixed point of this function: Sys represents the kb
program Pgkb if S (Pgkb Sys) = Sys . Following Fagin et al. [13, 14], we take the
semantics of a kb program Pgkb to be the set of systems that represent Pgkb .
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Definition 2. A kb program semantics S kb is a function of type Pgmkb → P(Sem),
where P(Sem) is the type whose elements are sets of systems.

As observed by Fagin et al. [13, 14], it is possible to construct kb programs that
are represented by no systems, exactly one system, or more than one system.
It is also possible to construct sufficient conditions (which are often satisfied in
practice) that guarantee that a kb program is represented by exactly one system.
Note that, in particular, standard programs, when viewed as kb programs, are
represented by a unique system; indeed, S kb(Pg) = {S (Pg)}. Thus, we can view
S kb as extending S .

We next consider knowledge-based specifications (hereafter abbreviated kb

specifications). Recall that a (standard) specification is a predicate on runs.
Following [13, 14], we take a kb specification to be a predicate on systems.

Definition 3. A kb specification is an object of type Sem → P. A kb program

Pgkb satisfies a kb specification X kb, written Pgkb |= X kb, if all the systems rep-

resenting Pgkb satisfy X and S kb(Pgkb) 6= ∅; i.e., ∀Sys ∈ S kb(Pgkb). X kb(Sys)∧
S kb(Pgkb) 6= ∅.

3.3 Example

Recall that in Section 2 a specification Fair(P , f , l) was defined that requires
that, infinitely often, either a precondition P fails at the state of the source of
some link or a message is received on the link; the message is constructed by
applying the function f at the source of the link. The specification is satisfied
by a standard program Fair -Pg(P , f , l). Fair(P , f , l) can be generalized to a
kb specification Fairkb(Pkb , f kb , l) where, instead of using a precondition P and
function f , we use a kb predicate Pkb and a kb function f kb , both of which take
a system as an extra argument (in addition to the other arguments of P and f ).
Fairkb(Pkb , f kb, l) asserts that, in every run of the system, infinitely often either
the kb precondition fails or a receive event with the value given by f kb occurs
on link l :

Fairkb(Pkb , f kb , l) ≡
∀e ′.kind(e ′) = rcv(l) ⇒ Pkb@send(e ′) ∧ val(e ′) = f kb@send(e ′)
∧∀e@source(l).∃e ′ ≥ e.kind(e ′) = rcv(l) ∨ ∀v ′.¬(Pkb(state(after(e ′)), v ′)

Fairkb(Pkb , f kb, l) is satisfied by a kb program Fair -Pgkb(Pkb , f kb , l):

a(v) only if Pkb(state, v) ⊕
a(v) sends f kb(state, v) on l ⊕
only events in local(a) send on l

Fair -Pgkb(Pkb , f kb , l) associates to each system Sys the program Fair -Pg(Pkb(Sys), f kb(Sys), l);
in system Sys , a process following Fair -Pgkb(Pkb , f kb, l) sends a message with
value determined by f kb(Sys) exactly when Pkb(Sys) is true.

Lemma 2. Fair-Pgkb(Pkb , f kb , l) satisfies the specification Fairkb(Pkb , f kb , l).



Knowledge-Based Synthesis of Distributed Systems Using Event Structures 11

4 The Sequence Transmission Problem

In this section, we illustrate how programs can be extracted from knowledge-
based specifications using the Nuprl system.We do the extraction in two stages.
In the first stage, we use Nuprl to prove that the specification is satisfiable. The
proof proceeds by refinement: at each step, a rule or tactic (i.e. sequence of rules
invoked under a single name) is applied, and new subgoals are generated; when
there are no more subgoals to be proved, the proof is complete. The proof is
automated, in the sense that subgoals are generated by the system upon tactic
invocation. From the proof, we can extract a knowledge-based program Pgkb

that satisfies the specification. In the second stage, we find standard programs
that implement Pgkb .

We illustrate this methodology by applying it to one of the problems that has
received considerable attention in the context of knowledge-based programming,
the sequence transmission problem (stp). The stp involves a sender S that has
an input tape with a (possibly infinite) sequence X = X [0 ],X [1 ], . . . of bits, and
wants to transmit X to a receiver R; R must write this sequence on an output
tape Y . A solution to the problem must satisfy two conditions:

1. (safety): at all times, the sequence Y of bits written by R is a prefix of X ,
and

2. (liveness): every bit X [k ] is eventually written by R on the output tape.

Halpern and Zuck [15] define two kb programs that solve this problem, and show
that a number of standard programs in the literature, like Stenning’s algorithm
[20], the alternating bit protocol [3], and Aho, Ullman and Yannakakis’s [1]
algorithms are all particular instances of these programs. Sanders [19] derives
a number of kb and standard programs for the same problem, with a focus on
the more practical aspects of program development. Our method uses ideas from
both of these earlier works.

If messages cannot be lost, duplicated, reordered, or corrupted, then S could
simply send the bits in X to R in order. However, we are interested in solutions
to the stp in contexts where communication is not reliable. Without some con-
straints, the stp is unsolvable; following [15], we assume (a) that all corruptions
are detectable and (b) a weak fairness condition: all messages sent infinitely often
are eventually received.

The safety and liveness conditions above are run-based specifications. As
argued by Fagin et al. in [13], it is often better to think in terms of knowledge-
based specifications for this problem. The real goal of the stp is to get the
receiver to know the bits. Writing KR(X [i ]) as an abbreviation for KR(X [i ] = 0 )
∨ KR(X [i ] = 1 ), we really want a knowledge-based condition of the form

ϕkb def
≡ ∀i ♦KR(X [i ]).

One way to achieve this condition is by requiring that the receiver makes progress:
for each i , if for all j < i there was a time when R knew X [j ], then eventually
R knows X [i ].
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Intuitively, the sender is responsible for R’s progress. But how can S ensure
that R learns the ith bit? For any finite number n, it is possible that a message
sent n times is not received. Fortunately, the fairness condition ensures that if
X [i ] is sent an unbounded number of times, R will receive it. Thus, S can ensure
that R learns the ith bit if, infinitely often, either S sends X [i ] or S knows that
R knew X [i ] at some time in the past. This is similar in spirit to the specification
Fairkb(Pkb , f kb, l) described in Example 3.3. In this case, l is the communication
link from S to R, f kb encodes the least bit that S does not know that R knew
at some point in the past, i.e., the pair (i, X [i]) for the least index i such that
¬KS♦- KRX [i ] holds. Pkb is instantiated with a test on S ’s knowledge such that
whenever Pkb fails, ∀i ♦- KRX [i ] holds. Thus, we take Pkb ≡ ∃i ¬KS (♦- KRX [i ])
Note that, unless at some point S knows that R knows the whole sequence Pkb

will be true. (Indeed, in many settings, we can just take Pkb to be the formula
true.) We abbreviate this specification as Fairkb(Pkb

S , f kb
S , lSR).

How does the sender learn which bits the receiver knows? One possibility is
for S to receive from R a request to send X [i ]. This can be taken by S to be a
signal that R knows all the preceding bits. R’s program for sending this request
to S can again be viewed as an instance of the specification Fairkb(Pkb , f kb , l),
this time for l the communication link from R to S , and f kb returning the least
index i such that R never knew X [i ]. We take Pkb to be ∃i¬♦- KRX [i] (again, in
many contexts, we can take it to be simply true) and abbreviate this specification
as Fairkb(Pkb

R , f kb
R , lRS ).

Up to this point we have only used our intuition to guess a plausible re-
finement for our initial specification ϕkb . We can now use the system to verify
this intuition. That is, we prove that the satisfiability of ϕkb follows from the
satisfiability of each of Fairkb(Pkb

R , f kb
R , lRS ) and Fairkb(Pkb

S , f kb
S , lSR) separately:

Goal: |= ϕkb

Subgoal 1: |= Fairkb(Pkb
R , f kb

R , lRS )
Subgoal 2: |= Fairkb(Pkb

S , f kb
S , lSR)

Subgoal 3: (|= Fairkb(Pkb
R , f kb

R , lRS)) ∧ (|= Fairkb(Pkb
S , f kb

S , lSR)) ⇒ (|= ϕkb)

The proof is carried out in Nuprl in two steps. Using Lemma 2, we can prove
that there exist kb programs, Fair -Pgkb(Pkb

R , f kb
R , lRS) and Fair -Pgkb(Pkb

S , f kb
S , lSR),

respectively, that satisfy both fairness specifications; i.e.,

Fair -Pgkb(Pkb
R , f kb

R , lRS ) |= Fairkb(Pkb
R , f kb

R , lRS )

Fair -Pgkb(Pkb
S , f kb

S , lSR) |= Fairkb(Pkb
S , f kb

S , lSR).

Finally we have to check that the combination of the two programs satisfies
the conjunction of the specifications satisfied by each program separately. This
means that we have to inspect the frame conditions for both programs, i.e.
the conditions that allow only R to send messages of the form i to S , and
only S to send pairs 〈i ,X [i ]〉 to R. Since messages sent by the programs go on
separate links, the frame conditions are easily seen to be compatible with the
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effect clauses. Thus, we can prove

Fair -Pgkb(Pkb
R , f kb

R , lRS ) ⊕ Fair -Pgkb(Pkb
S , f kb

S , lSR) |= ϕkb .

Using the program notation of Fagin et al. [13], Fair -Pgkb(Pkb
S , f kb

S , lSR) is
the following program:

if ∃i KS(♦- KRX [0] ∧ . . . ∧ ♦- KRX [i − 1]) ∧ ¬KS(♦- KRX [i])
then sendlSR(〈i, X [i]〉) else skip

and Fair -Pgkb(Pkb
R , f kb

R , lRS ) is

if ∃i ♦- KRX [0] ∧ . . . . . . ∧ ♦- KRX [i − 1] ∧ ¬♦- KRX [i] then sendlRS(i) else skip.

Notice that whenever S sends a message 〈i, X [i]〉, i is the minimum index
for which ¬KS(♦- KRX [i]); similarly, R always sends the minimum i for which
¬♦- KRX [i]. We can make this explicit by letting S and R have local variables,
say i and j, to keep track of these minimum indeces. i and j are initially set
to 0; S increments i from the current value v to v + 1 whenever he learns that
♦- KRX [v] holds, and similarly, R increments j from v to v + 1 whenever he
learns X [v]. The knowledge test in the sender program can then be rewritten
as ¬KS(♦- KRX [v]), for v the current value of i, and the knowledge test for the
receiver becomes ¬♦- KRX [j]; thus the derived program is essentially one of the
knowledge-based programs considered by Halpern and Zuck in [15].

This is not surprising, since our derivation followed much the same reasoning
as that of Halpern and Zuck. However, note that we did not first give a kb
program and then verify that it satisfied the specification. Rather, we derived
the kb programs for the sender and receiver from the proof that the specification
was satisfiable. And, while Nuprl required “hints” from us in terms of what to
prove, the key ingredients of the proof, namely, the specification Fair(P , f , l) and
the proof that Fair -Pg(P , f , l) realizes it, were already in the system, having been
used in other contexts. Thus, this suggests that we may be able to apply similar
techniques to derive programs satisfying other specifications in communication
systems with only weak fairness guarantees.

This takes care of the first stage of the synthesis process. We now want to find
a standard program that implements the knowledge-based program. As discussed
by Halpern and Zuck [15], the exact standard program that we use depends on
the underlying assumptions about the communications systems. Here we sketch
an approach to finding the standard program.

The first step is to identify the exact properties of knowledge that are needed
for the proof. We can inspect the proof and identify which properties of the
knowledge operators KS and KR seem to be used. We replace ♦- (KR(X [i ] = v))
by an abstract predicate Q(X [i ] = v) and KS (♦- KR(X [i ] = v)) by P(X [i ] = v).
As before, we abbreviate P(X [i ] = 0 ) ∨ P(X [i ] = 1 ) as P(X [i ]), and Q(X [i ]) for
Q(X [i ] = 0 ) ∨ Q(X [i ] = 1 ). We add as hypotheses all the identified properties,
now as properties of Q and P , and check whether the former proof still applies.
If not, we add whatever additional properties are needed. Note that we can use
Nuprl to automate these checks.
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This approach enables us to prove that the specification is satisfiable in a
more general setting. The specification is now written in terms of P and Q ,
and denoted ϕ̃kb . Fairkb(Pkb

R , f kb
R , lRS) is replaced by Fairkb(Q̃, f̃R, lRS) with

Q̃
def
≡ ∃i ¬Q(X [i ]), and similarly, Fairkb(Pkb

S , f kb
S , lSR) becomes Fairkb(P̃ , f̃S , lSR)

with P̃
def
≡ ∃i ¬P(X [i ]); whenever Q̃ and P̃ hold, f̃R and f̃S return the minimum

index i such that ¬Q(X [i ]), and ¬P(X [i ]), respectively.
The new theorem states that, under suitable hypotheses about P and Q ,

ϕ̃kb is satisfiable since both Fairkb(Q̃ , f̃R, lRS ) and Fairkb(P̃ , f̃S , lSR) are satis-
fiable. One hypothesis we require is that P and Q must be sound tests, this
is P(X [k ] = v) and Q(X [k ] = v) both imply X [k ] = v ; this is clearly true of
knowledge predicates. We must also assume that after R receives a message of
the form 〈i , v〉, Q(X [i ] = v) holds; similarly, after S receives some message i ,
∀j < i P(X [j ]) holds. The extracted program is

Fair -Pgkb(Q̃ , f̃R, lRS) ⊕ Fair -Pgkb(P̃ , f̃S , lSR),

where Fair -Pgkb(P̃ , f̃S , lSR), written using Fagin et al. notation, is

if ∃i P (X [0]) ∧ . . . P (X [i − 1]) ∧ ¬P (X [i]) then sendlSR(〈i, X [i]〉) else skip,

and Fair -Pgkb(Q̃ , f̃R, lRS ) is

if ∃i Q(X [0]) ∧ . . . Q(X [i − 1]) ∧ ¬Q(X [i]) then sendlRS(i) else skip.

Clearly, this is a generalization of the first kb-program for the stp. Furthermore, it
is clear that other predicates P and Q satisfy these hypotheses. For example, sup-
pose that S has a state variable iS such that P(X [0 ]) ∧ . . .P(X [is − 1 ]) ∧ ¬P(X [iS ])
holds at the current state of S ; similarly, R has a state variable iR such that
Q(X [0 ]) ∧ . . . ∧ Q(X [iR − 1 ]) ∧ ¬Q(X [iR]) holds. We can then simply define

P ′(X [k ])
def
≡ iS > k and Q ′(X [k ])

def
≡ iR > k ; the resulting program is exactly

Stenning’s [20] protocol.
The key point here is that by replacing the knowledge tests by weaker pred-

icates that imply them and do not explicitly mention knowledge, we can derive
standard programs that implement the knowledge-based program. We believe
that other standard implementations of the knowledge-based program can be
derived in a similar way, although we have not yet concluded the derivation. We
hope to report on this shortly.
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A Translating |= into Nuprl

Using valuation V and interpretation π, the fact that formula φ is true at the con-
sistent cut c in event structure E in system Sys is denoted (Sys, E, c, π, V ) |= φ
and defined by induction on the structure of φ as follows:

– if P is a predicate symbol in Φ of some arity k, and t1, . . . , tk are terms, then
(Sys, E, c, π, V ) |= P (t1, . . . , tk) iff π(c, P )(π(c, t1), . . . , π(c, tk))

– (Sys, E, c, π, V ) |= ¬ϕ iff (Sys, E, c, π, V ) 6|= ϕ
– (Sys, E, c, π, V ) |= ϕ1 ∧ ϕ2 iff (Sys, E, c, π, V ) |= ϕ1 and (Sys, E, c, π, V ) |= ϕ2

– (Sys, E, c, π, V ) |= ∀x.ϕ iff, for all d ∈ D, (Sys, E, c, π, V [x/d]) |= ϕ, where
V [x/d] is the valuation that agrees with V on all variables except possible
x, and V [x/d](x) = d

– (Sys, E, c, π, V ) |= Kiϕ iff for all E′ ∈ Sys and cuts c′ of E′ such that c′ ∼i c,
(Sys, E′, c′, π, V ) |= ϕ

– (Sys, E, c, π, V ) |= ϕ iff for all cuts c′ of E such that c � c′, we have
(Sys, E, c′, π, V ) |= ϕ

– (Sys, E, c, π, V ) |= ♦ϕ iff there exists a cut c′ of E such that c � c′ and
(Sys, E, c′, π, V ) |= ϕ

– (Sys, E, c, π, V ) |= ♦- ϕ iff there exists a cut c′ of E such that c′ � c and
(Sys, E, c′, π, V ) |= ϕ.

We can now define the translation T by induction on the structure of formu-
las:

– if P is a predicate symbol in Φ of some arity k, and t1, . . . , tk are terms, then
T (Sys, E, c, D, π, V, P (t1, . . . , tk)) = π(c, P )(π(c, t1), . . . , π(c, tk)

– T (Sys, E, c, D, π, V,¬ϕ) = ¬(T (Sys, E, c, D, π, V, ϕ))
– T (Sys, E, c, D, π, V, ϕ1 ∧ ϕ2)) = (T (Sys, E, c, D, π, V, ϕ1))∧(T (Sys, E, c, D, π, V, ϕ2))
– T (Sys, E, c, D, π, V, (∀x.ϕ)) = ∀x.(T (Sys, E, c, D, π, V, (ϕ(V x)))
– T (Sys, E, c, D, π, V, Kiϕ) = ∀E′.E′ ∈ Sys ⇒ ∀c′.c′ ∼i c ⇒ (T (Sys, E′, c′, D, π, V, ϕ))
– T (Sys, E, c, D, π, V, ϕ) = ∀c′.c � c′ ⇒ (T (Sys, E, c′, D, π, V, ϕ))

From this definition it follows that, assuming the principle of excluded middle,
T (Sys, E, c, D, π, V ϕ) is provable iff (Sys, E, c, V, π) |= ϕ.

Proposition 1. Assuming the principle of excluded middle, for all tuples (Sys, E, c),
domains D, interpretations π, valuations V , and formulas ϕ, T (Sys, E, c, D, π, V, ϕ)
is provable iff (Sys, E, c, V, π) |= ϕ.


