Typhoon: An Archival Systemfor Tolerating

High Degrees of File Server Failure

Matthew Delco, HakimWeatherspoon, ShelleyZhuang

Co mputer Science Division ˘ EECS

University of California, Berkeley

Abstract

T yphoon is a backup/archival systemthat is designed to increase the availability of data b yallo wing file servers to distribute archival copies of files across an arbitraryset o f servers. T he system uses linear-time erasure codes as a means to recreate data in the event that one or more servers fail. T he implementation that is described can tolerate failure rates that approach 50% while only using an aggregate amo unt of disk space that is co mparable to a conventional file mirroring system. As a result, files will still be available in the event o f server failures, provided that a sufficient amo unt o f the data networ k is still functio ning.

Keywords: Archive, Erasure Codes, Data Storage, and Availability.

1. Introduction

As co mputer s beco me more prevalent in ever yday life, our dependence and reliance on electronic data has progressively increased. T his reliance on data, both in ter ms of explicit and imp licit dependencies, is mo st noticeable when our access to important infor mation or data is restricted due to a server failure. We have developed an archival data system called T yphoon that addresses this issue b yallo wing files to remain available to users b ydisbur sing copies of files to other servers in a net wor k.

Rather than distributing whole copies of files,

T yphoon only places a portion of a file o n each server. Before distributing data to other servers, each file is encoded using an erasure code that will allo w

T yphoon to auto matically recover the file in the event that one or more servers ( up to one-half) beco me inoperable. T his degree of availabilitysharply contrasts most conventional data systems that become unavailable after a single server has failed.

In section 3 we provide an overviewo f erasure codes and describe the encoding and decoding algorithms for a particular type of erasure codes called ^T ornado Codes.~ Section 4 describes the overall architecture of the T yphoon archival system.

A perfor mance analysis o f the systemis provided in section 5, and section 6 discusses future work.

2. Related Work

T ornado Codes have been the focus of numerous papers, with [ AL95], [LMS97], and [LMS99] being the mo st prevalent examples. Many other papers also provide supplementar ytheor yfor ho w the codes work, or ho w then can be improved. Such papers include [LMS98a], [LMSD98b], [LMSD98c],

[SS96], and [SS99]. One of the most co mmo nly cited applications for T ornado Codes is related to

Reliable Multicast and For ward Error Correction

(FEC). T he original idea for this use o f erasure codes is typically accredited to [RV97], which used an implementation of Reed Solomon codes utilizing

Vander monde Matrices. One example of a relatively efficient Reed Solo mo n Code utilizing Cauchy

Matrixes is described in [BKL95].

[BLM98a] and [BLM98b] are among the first papers to propose an application for linear -time erasure codes, and theyare also the first papers to refer to these codes as T ornado Codes. [BLM98a] describes a system for reliablydistributing large files to multiple clients over an unreliable broadcast medium, such as multicast. T he ^Digital Fountain~ continuouslybroadcasts an encoded file in a cyclic manner in order to allowclients to do wnload portions of the files at arbitrar ypoints in time. [BLM98b] describes a similar systemthat uses multiple servers and/or layered multicast in order to increase the transmission rate of data. Both of these systems are designed for one-way, read-only transmissions of data to client co mputers.

T he ^Inter memor y~ project is working to create a long-ter m, distributed data storage system. T he philosophyo f the project is described in [GY98].

T heir prototype operates in a manner similar to

T yphoon, except that the system uses Reed Solo mon

Codes, has a much higher overhead in ter ms of the total amount of disk space used for each file, and can not tolerate as manysimultaneo us ser ver failures.

T he working prototype, as described in [CEGS98], is a read-onlysystem.

[K99] provides an overview of ^OceanStore~, which is a research project working to create a ubiquitous, highly-available, reliable, and persistent data storage system. Altho ugh the system is similar to Inter memor y, it does provide some other key benefits, such as secure data (e.g., use o f encr yption, and untrusted networks/ser vers), read-wr ite behavior, and data introspection (for moving data closer to clients in order to increase perfor mance). T yphoon was specificallydeveloped with OceanStore in mind, although it is still suitable for other applications.

3. Erasure Codes

Erasure Codes co mprise a key aspect to the

T yphoon System, since theyare what makes it possible for T yphoon to cope with multiple server failures. T he idea of an erasure code is to partition data into blocks and augment the blocks with redundant infor matio n so that error recoveryis possible if so me part of the infor mation is lost. In the case of T yphoon, these blocks are rando mly distributed to other servers.

T he ^Reed Solo mon~ family of erasure codes are quite popular, but their quadratic co mputation time makes thempractical to use on only the smallest o f files. So me types of Reed Solo mo n Codes (e.g.,

Cauchy-based Reed Solo mon) have slightly smaller comp utatio nal requirements, but these types of codes are still unreasonably slo w. T o help make the

T yphoon System a realistic solution, we created and developed an erasure code algorithmthat belongs to the linear-time erasure code familycalled ^T ornado

Codes.~

A T ornado Code is much more efficient than a

Reed Solo mon Code, but this is largely because

T ornado Codes were invented through the use of probabilistic assump tions and proofs. As a result,

T ornado Codes typically require a larger amo unt of data, compared to a Reed Solomon Code, before an arbitraryfile can be restored. For example, a ½ rate

Reed Solo mon Code can decode a file using exactly half of an encoded file, while a T ornado Codes would require slightly more than half of the data (5 to 10% is typical, although the value can var y). T he net result is a tradeoff between a slight increase in network traffic for a drastic drop in computational requirements.

3.1 Encoding Algorithm

T he encoding process that is used b ya T ornado

Code is simple to describe, yet it can be difficult to implement in a correct manner. After partitioning a file into a set of equal size frag ments called ^data

nodes~, the algorithm creates a set of ^check nodes~ that are equal in size and population to the data nodes. Using a series o f specially designed bipartite graphs (as depicted in Figure 1), each check nodes is assigned two or more nodes to be its neighbors, and the contents o f the check node is set to be the bit-wise

XOR of the value of its neighbors. Because each of the nodes are sequentiallynumb ered, the encoded file can then be distributed in pieces co ntaining one or more nodes.

T he aspect that makes T ornado Codes interestin g is the graph that is used b ythe encoding and decoding process. T he derivation process can be quite co mplex for creating graphs with an efficient structure ( where efficiency is defined in ter ms o f the average number of nodes that are required to reconstruct a file). T he research papers that provide the specifications for T ornado Codes involve a great deal of mathematical theor y. So me of the papers also contain errors that can exacerbate the difficultyin implementing a T ornado Code. We have included an appendix to this paper that provides a detailed explanatio n for implementing a particular type of

T ornado Code. In the spirit of [PL99], the explanatio n is tar geted for persons who do not have a solid foundation in statistics or mathematical theor y.

Data Nodes

Data File

Check

Nodes

Figure 1 : Simple Exa mple of Graph Structure

3.2 Decoding Algorithm

T he decoding process is symmetric to the

encoding process, except that the check nodes are

no wused to restore their neighbors. A check node

can onlyreco ver data if the contents of that node is

kno wn, and only one left-neighbor of that node is

missing. T o restore the missing node, the contents of

the check node is XORed with the contents of its left-

neighbors, and the resulting value is assigned to the

missing neighbor.

Because the T ornado Code graph is created to

satisfya certain set o f constraints, if the nodes were

received with a rando mdistributio n, then there is a

high probabilitythat the decode process will succeed.

T his success is ^guaranteed~ by the fact that during

the decode process there will always be at least one

check node that is missing only o ne neighbor. If the

nodes were received using some other type of

distribution, then the decoding process will still

succeed, provided that a sufficient number of nodes

are received. As a result, the inventors of T ornado

Codes suggest that nodes be transferred over a

network in rando morder in order to minimize the

effect of certain types of network data loss behavior

(e.g., bursts).

4. Architecture

We have implemented three variants of T yp hoon.

T he first two are identical except that one uses a

CauchyReed Solo mon Code, while the other uses the

T ornado Code that we developed for this project.

T hese two systems were developed to model the

overall structure of ^OceanStore~, a global ubiquito us

data storage project at UC Berkeleythat utilizes

crypto graphyto ensure the privacy of data. T his

model is co mprised of a client machine that generates

read/write requests, a caching server for increasing

the speed at which client requests are serviced, and

one or more sets of server s (called ^pools~). Each

server is running a ^replication mechanism~ and a

^filestore.~

T he replication mechanism encodes (decodes) a

file and co mmunicates with the filestores to distribute

(gather) pieces of a file. A filestore´s o nlytask is to

store, or transmit, fragments of a file. In addition, a

^Naming and Locatio n Service~ (NLS) is also

provided to track which pool should be used to store

or retrieve a particular file. For file updates we used

a versioning scheme where the NLS assigns a uniq ue

internal name to each ver sion of a file.

T hese two systems were developed using straight-

for ward techniq ues and could therefore benefit

greatlyfro ma series of optimizations. T he third implementation we created is a multithreaded system

that contains a reasonable level o f optimizatio ns, but

its scope is limited to the activities that occur within a

server set (i.e., there is no caching mechanism, file

requests originate at the server, and the role of the

NLS has been exter nalized).

4.1 OceanStore-based Implementations

T o retrieve or store file fragments, a request is

sent to the members of a particular set o f server s,

called a ^pool~. T hese requests are made on an

individ ual per-ser ver basis, and the member-list for

each pool is provided bythe NLS. T he NLS service

is a simple single-server daemon that was used in

place of a full-scale OceanStore implementation that

has yet to be developed.

After a request has been received bya server, it

must choose whether to respond to the request.

Because a server can choose to ignore a request, each

member of the pool has the freedo mto perfor mload

balancing b yaccepting new requests only when the

load of the server is not excessive. If the majorityof

the pool members are busy, then other mechanisms

(such as rebroadcasts of requests, or a priority

mechanism) wo uld be necessar y in order to prevent

certain for ms of starvatio n.

In the case where a server is archiving a file, the

contents of the file is rando mly distrib uted to willing

servers after the encoding process has co mpleted.

T he retrieval process is similar, except that multiple

simultaneous data streams are being sent to

requesting ser ver. Altho ugh the decoding process

does add some latency to a file request, so me of this

latencyis offset b ythe lar ge aggregate rate at which

the server receives file fragments fro mmultiple

servers simultaneously.

At stated above, the OceanStore implementation

was created to provide a means for experimenting

with the co mplete end-to -end model of the

OceanStore project. In evaluating this systemfor

performance, we disabled caching in order to amplify

the system load during performance evaluatio n. As

expected, the naming system and the single-threaded

nature of the implementation both ser ved to increase

latencyand degrade overall perfor mance.

4.2 Server Set Implementation

T his implementation was designed to be an

efficient, bare-bones system that would allo wus to

gauge the upper limits on perfor mance, and to stud y

ho wa T yphoon systemwo uld handle networ k related

issues such as latencyand packet loss. T he

simplicityo f the systemmade it feasible for us to experiment with vario us mechanisms for improving

performance, such as multithreading and MMX.

Instead of an explicit naming service, this

implementation has the abilityto use either server

lists or multicast to identifythe member s of a pool.

A ser ver list is a static-assignment approach that

wo uld be useful for situations where changes in

server topologies are infrequent, or in cases where a

central directorymechanism is not available. A

similar approach would involve using a DNS-like

naming hierarchyas a wayto assign ser vers to

particular groups.

In the case o f multicast, a server would implicitly

join one or more pools bylistening to particular

multicast sessions. T his approach for pool

management is ideal for server configurations that

change on a frequent basis. Because of issues with

the UC Berkeley network, we were unable to fully

evaluate the benefits of using multicast.

Altho ugh multicast makes it possible to

selectivelybroadcast a request to multiple ser vers

using a single IP packet, we did not find significant

savings in ter ms of latency( which is not surprising,

considering that the broadcast could not transmit

beyo nd a single subnet). One aspect we have yet to

stud yis whether multicast might prove beneficial on

a large scale basis, since the ser ver list approach

involves sending a ^rapid-fire~ series o f request

packets that could potentially be dropped bya

network router.

4.2.1 MMX Enhancement

T he ^Server Set~ implementation was designed to

be compatible with both UNIX and Windo ws witho ut

requiring anycode to be ported. Altho ugh mo st of

our experiments were run on Sun Ultra 5s using

Solaris 5.7, we did occasionally use Microsoft

Windo ws� to experiment with various aspects of the

system. One of the more notable experiments

involved enhancing the XOR portion of our T ornado

Code algorithm b ywriting assemblycode that

utilizes the MM X features of the Intel Pentium II

Processor.

T he MMX instruction set allows for 64-bits to be

loaded frommemor y, XORed with another 64-bit

register, and stored back to memor y using onlythree

assembly instr uctions. Co mpared to the naïve

approach of XORing data arrays in increments of 8 -

bit chars, MMX runs faster b ya factor of 1.9. After

optimizing the assembly instructions for the

processor´s dual-pipelines, the perfor mance factor

increased to 2.3.

Ho wever, after adding a few lines in our C++

code that cast the data to arrays of 32-bit integers, we

found that MMX o nlyprovided a 50% improvement over XORing 32-bits at a time. Due to Amdahl´s

law, the overall improvement to the execution time o f

the encoding algorithm is o nly2.07%.

4.2.2 Multithreading

As expected, multithreading does provide a

significant perfor mance boost (as sho wn in the next

section). T o our kno wledge, this system is the first to

use threads to overlap the CPU-bound nature of

T ornado Codes with the I/O-bound nature of network

communication. So me of the perfor mance gains we

observed were noticeablybetter than what we

expected.

All prior systems using T ornado Codes alternate

an encoding phase with a data transfer phase. T hese

systems not onlyunder utilize resources, but they can

also cause an excessive amo unt of data to be

transferred over a networ k since a decoding phase

must occur before it can be deter mined if a sufficient

amount of data has been received for reconstructing a

file. With our implementation, a server can

simultaneouslyreceive and decode data, and is thus

able to immediately cease the retrieval process once

the entire file has been recovered.

5. Performance

In this sectio n, we discuss and analyze the

performance of implementations of the T yphoon

System. Our primar ygoals were to obtain an

estimate on the upper limit o f the speed of the

system, co mpare the results of the T ornado Code

systemagainst the Reed Solomo n system, and to

examine ho wthe systemper for med when driven b ya

24-hour trace of NFS requests.

5.1 Estimated Bounds on Performance

One o f the fir st experiments we performed was to

evaluate the throughp ut of the algorithms on our test

machines (Sun Ultra 5s). We found that the speed at

which data is encoded using our T ornado Code was

dependent more on the size of the individual nodes in

the graph than the size of the files. For example, if

each node stores 1Kb, then the algorithm averages

4.91 MB/sec.

As the node sizes decreases, the throughput also

decreases because a larger number of nodes are no w

needed to encode or decode a file. T his increase in

node count also increases the size o f the graphs,

which leads to a higher amo unt of over head. As a

result, using 512B nodes results in an average

throughp ut of 3.80 MB/sec, and 256B nodes average

2.62 MB/sec.

In heavy-use situations we exp ect the average

throughp ut to decrease due to the additional overhead

fro mcontext s witches, VM activity (e.g. increased

page swaps) , and contention for the net wor k. Once

of the foundational assumptions of the OceanStore

project is that fast net wor ks will be available, so we

did not model the networ k as the bottleneck.

Because our load-balancing technique (as described

above) calls for heavily-loaded servers to not respond

to requests, we did not model network peers as a

potential bottleneck.

We should also mentio n that it is not possible to

use large nodes for small files. T his is because the

decoding process perfor ms better with a lar ger

number of nodes. Our T ornado Code implementation

is largely based on [LM S99], which reports that the

amount of data overhead (i.e., the quantity of data

which exceeds the amo unt needed b ya Reed

Solo mon Code) is approximately equal to the original

file size times 1/(node count

0.25 ).

T his overhead estimate suggests that a graph must

have at least 10,000 nodes before the overhead is less

than 10%, and our observatio ns concur with this

estimate. In light o f these findings, a Reed Solo mon

code wo uld be a better choice for particularlysmall

files. In addition, files of inconseq uential size, such

as four b ytes, wo uld have to be inflated in size (e.g.,

through replication or auto matic ^tarring~ with other

small files) so that there is a sufficient amo unt o f data

to spread over multiple servers.

5.2 Reed Solomon vs. Tornado Code

As expected the perfor mance of the T orna do Code

systemis far superior to the Reed-Solo mon system.

T he Reed-Solo mon based T yphoo n system requires

an average of 1877 seconds to gather and decode a 3

MB file, and it takes an average 1306 seconds to

encode and distribute a 3 MB file. In contrast, the

multithreaded, T ornado-based T yphoon systemtakes

only1.5 seconds to retrieve a 3 MB file, and 1.313

seconds to store the file.

Figures 2 and 3 sho w the average time for the

multithreaded T yphoon system to store and retrieve

files o f various sizes. Figure 2 sho ws that almost

exactlyhalf of the time is spent to create, at run-time,

the graph that is to be used to encode the file. We

found this result surprising, and will co nsider other

options for future versions of the system.

5.3 NFS File Traces

T o analyze our T ornado System´s abilityto

handle a ^real~ wor kload, we created an experiment

to drive our OceanStore implementation using a trace of NFS disk requests. T he trace was obtained b y

extracting the NFS calls present in the Instructio nal

Workload (INS) trace collection fro mRoselli &

Anderson [RA].

Because T yphoon o nlysupports the reading and

writing of files, the INS traces were first filtered to

EncodeTimeforVariousFileSizes

UsingMulthreadedTornadoCodeImplementation

0

500

1,000

1,500

2,000

2,500

3,000

3,500

4,000

4,500

5,000

1 2 3 4 5 6 7 8 9 10

SizeofFile(MB)

Encode Time (ms)

TotalEncodeTime

CreateGraph

A v e r a g e F ile R e tr i e v a l T i m e

0

5 0 0

1 ,0 0 0

1 ,5 0 0

2 ,0 0 0

2 ,5 0 0

O ne M e g Tw o M e g s Thre e M e g s F o ur M e g s

S iz e o f F ile

Time (ms)

To ta l D e c o d e T i m e

S i m l. D e c o d e a nd Tra ns fe r

Ti m e to C r e a te G ra p h

Tra ns fe r Ti m e fo r 1 /2 D a ta

D i s k W ri te Ti m e

Figure 2: Average Time to Encode File and Store

on other Servers in a Pool

Figure 3: Average time for Typhoon Systemto

retrieve file frag ments and recreate a file contain onlyopen systemcalls, and then processed to

change open system calls to retrieve or store requests

to the T yphoon system. T he type of request was

derived using the open mode of the NFS request.

T he INS trace contained file request infor mation

for nineteen servers, so we used an equal number of

servers in the T yphoon System. We found that the

T yphoon System can handle the workload of the

traces, even when those traces are executed at three

times the nor mal rate.

5.4 Network Latency

As part of our analysis we also studied ho wthe

T ornado based T yphoon system tolerates latency

when servers are geo graphically apart. We

constructed a tool that allo ws us to create arbitrary

server topologies interactively using a graphical

interface. An example screenshot fro mthe program

is sho wn in Figure 4. After a server topologyis

created, each of the constituents of our T yp hoon

implementation are auto matically updated to

artificially simulate a particular amount of latency.

When a request arrives, the server purposelyrelays a

response b yan amount that is proportional to the

physical distance between the two devices.

One of our first observatio ns is that the impact of

large network latencies between particular peers can

be reduced bysending requests to a larger number of

comp uters. For examp le, if a request is sent to only

60% of the devices that are storing fragments for a

particular file, then it will be necessar yto wait for all

of those devices to respond.

Ho wever, bysending requests to a larger

^audience~ (e.g., 80% of server s), then you have the

option of onlyusing the subset o f tho se servers that

are the quickest to respond. Because of scalability

concerns, it is not advisable to ^overestimate~ the

number of requests b ya large amo unt (e.g., 90 or

100%). An inter mediate solution (one that we used)

involves a second phase that tries to obtain alter nates

for slo wservers. T his seco nd phase was used when

too fewservers respond to a request within a

specified time period (which was generally the time to compute the T ornado Code graph, plus five

seconds).

5.5 Server Failure

Our imple mentatio ns of the T yphoon System

were able to successfullycope with the loss of

servers. In general, we fo und that a failure rate that

exceeds 40 or 45% has the potential to prevent a file

fro mbeing recreated. T his percentage is not 50% for

two reasons. T he first reason is that T ornado Codes

require slightly more than half the file, and the

second reason is that we did not fully rando mize the

way in which file fragments were stored on servers.

Instead of sending each file fragment to a rando m

recipient, a sequential sequence of file fragments

were placed in a net wor k packet. T he quantity of file

fragments per packet is dependent on ho w many

could fit in a packet of a specified length. Altho ugh

each packet is sent rando mly to a particular host, this

transmission method means that the loss of a ser ver

will cause small seq uences of the encoded file to be

lost.

T his implementation approach essentially trades a

reduction in transmissio n time for an increase in the

time to retrieve a file. Given that T yp hoon is an

archive system, we expect that the quantity of writes

will exceed the number of reads, and that there is

so me importance placed on how q uicklya file is

distributed to other servers.

In situations where file reads are more numerous,

retrieval times have extreme imp ortance, or network

band width is a premium, the use of a fullyrando m

distribution scheme is likely to be more beneficial.

One wayto implement this approach is to use ^outp ut

buffers~ that work in a manner similar to the GRACE

hash-join algorithm, whereb yan outp ut buffer is

allocated for recipient and each node is rando mly

placed in an output b uffer. Once a buffer is filled, the

contents is sent to the corresponding recipient.

6. Future Work

T here are a number of aspects to the T y phoon

Systemthat still need to be explored. One change

that could increase perfor mance wo uld involve

replacing the run-time graph creation approach with

an implementatio n that loads pre-built grap hs fro m

disk. It wo uld not be feasible to store ever ysize

graph on disk, but a more reasonable approach would

involve co mposing large graphs using a set of smaller

pre-built grap hs that are stored on disk.

We did experiment with taking certain shortcuts

in the hopes of reducing the time to create a graph.

Altho ugh so me techniques did have a marginal

Figure 4: Exa mple Server Topology improvement, we found that all o f our optimizatio ns providing a large improvement in perfor mance ended up creating inferior graphs that severelyhindered the system´s abilityto successfully recreate a file.

Data security is also an issue. One of the fir st discussions on securityand its relatio n to deliberate server and/or network loss is [R89]. T he paper proposes distributing data as a means to achieve security and reliability of data. Altho ugh this paper presents more questions than answers, it does present so me useful co nsiderations (and a few mathematical equations) that would be useful to keep in mind for an full fledged imp lementation of the system.

So me of the obvious ways to attack the current systeminvolve sending corrupt file fragments to a server that is in the process of retrieving a file. Such an attack co uld cause incorrect files to be constructed. Even if a server can detect that the resulting file is corrupt, an implementatio n that performs a ^retr y~ could leave itself open to ^denial of service~ attacks because a malicious person could also cause those retries to fail.

One possible solution is to use a for mof signatures for each file fragment, but this co uld potentiallyadd a significant amount of over head

(both in ter ms of data storage and encoding/decoding time). Many of these security concer ns, and other issues for T yphoon, will be addressed bythe

OceanStore project.

Another item on our list is to address so me of the concerns regarding disk behavior in a T yp hoon

System. T his issue needs to be addressed based on the average number of fragments (per file) that are stored on each server. For example, if the ratio of file fragments to ser vers is significant (e.g., because fewer than 100 servers belong to a pool), then a file systemsuited for sequential writes, such as LFS

[SBM93], mayprove beneficial. Situations that involve hundreds of servers wo uld require a more original approach, especiallyin light of the ever - increasing disk block size of mo st file systems.

Coordination of network traffic could also be explored. For large file transfers we fo und that the

network band width was co mpletelymonopolized during the data transfer period of a file. Although this behavior is expected (and desired) for rapidly transferring a single file, it´s likely to enco unter scalabilityproblems for a large number of simultaneous connections on a shared Ethernet

(especiallyfor implementations using UDP).

Disbursing server s over a wider geographic area does increase the amount of variation in latency between various ser vers, and this might help to reduce the magnitude of surges. We did find that packet sur vival rates impro ved bya noticeable margin on fully-switched netwo rks, so this (and

OceanStore´s assumption o f fast, high-band width networks) will help to alleviate this concer n.

7. Conclusions

Using our three implementations of the T yphoon

System, we have demo nstrated that it is possible to maintain the accessibility of files in the event of server failures. T he use o f T ornado Codes provides a significant perfor mance advantage over a system based on Reed Solo mon Codes. In addition, the systemcan sustain a workload that was simulated using a series of file traces.

Altho ugh the file retrieval time s are not outstanding, they are quite respectable, especially when co mpared to tape-based backup systems (or the prospect of no file access at all). In addition, we have identified several avenues that can be explored for increasing the perfor mance of the system.

T he overall T yphoon system is a realistic and viable solution that can be useful in many real-wo rld situations. We also feel that the system´s level of availability and perfor mance wo uld also make it possible for the original copies of old or rarelyused files to be deleted fro mthe home machine. T his wo uld help to free disk space on machines, and the files co uld still be retrieved in the future b yrelying on the file fragments that are stored on other servers.

References

[ABE94] A. Albanese, J. Blomer, J. Edmonds, M. Lub y, M. Sudan, PriorityEncoding T ransmission, in Proc. 35th

Symposium on Foundations on Co mp uter Science (FOCS), pp. 604-613, 1994.

[ABN92] N. Alo n, J. Bruck, J. Naor, M. Naor, and R. M. Roth, ^Co nstructio n of asymptoticallyg ood lo w-rate error-correcting codes through pseudo-rando mgraphs~, IEEE T ransactions on I nfor mation T heor y,

38(2):509-516, March 1992.

[AL95] N. Alo n, J. Edmonds, M. Luby, ^Linear T ime Erasure Codes With Nearly Optimal Reco very~, Proc. of the 36th Annual Symp. on Foundations o f Co mp uter Science, 1995.

[AL96] N. Alo n, M. Lub y, ^Linear T ime Erasure Codes With NearlyOptimal Recover y~, IEEE T ransactions on

Infor mation T heor y, 42(6):1732-1736, November 1996.

[B93] Jean-Chr ysosto me Bolot, ^End-to-E nd Packet Delayand Loss Behavior in the Internet~, Proceedings of

ACM SIGCOMM ´93, August 93.

[BKL95] Johannes Blo mer, Malik Kalfane, Richard Karp, Marek Karpinski, Michael Lub y, David Zucker man,

^An XOR-Based Erasure-Resilient Coding Scheme~, ICSI T R-95-048, August 1995.

[BLM98a] J. Byers, M. Lub y, M. Mitzenmacher, Ashuto sh Rege, ^A Digital Fountain Approach to Reliable

Distributio n of Bulk Data~, Proceedings of ACM SIGCOMM ´98, September 1998.

[BLM98b] J. Byers, M. Lub y, M. Mitzenmacher, ^Accessing Multiple Mirror Sites in Parallel: Using T ornado

Codes to Speed Up Downloads~, International Co mputer Science Institute (ICSI) T echnical Report

T R-98-021, July1998.

[CEGS98] Y. Chen, J. Edler, A. Goldberg, A. Gottlieb, S. Sobti, and P. Yianilos, ^Prototype I mple mentation of

Archival Inter memor y~, available fro m http://www.intermemory.org/ .

[GY98] A. V. Goldberg, P. N. Yianilos, ^T owards an Archival Intermemor y~, in Proc. IEEE International

Forumon Research and T echnologyAdvances in Digital libraries, pp. 147-156, April 1998

[K99] J. Kubiato wicz, ^OceanStore: An Oceanic Data Utilityfor Ubiquitous, Highly-Available, Reliable, and

Persistent Storage~, available through http://www.cs.berkeley.edu/~kubitron/ .

[LMS97] M. Lub y, M. Mitzenmacher, M. A. Shokrollahi, D . Spielman, V. Stemann, ^Practical Loss-Resilient

Codes~, Proc. 29 th Symp. on T heoryof Co mputing, pp. 150-159, 1997.

[LMS98a] M. Lub y, M. Mitzenmacher, M. A. Shokrollahi, ^Analysis of Rando mProcesses via And-Or T ree

Evaluation~, Proc. 9th Symp. on Discrete Algorithms, pp. 249-258, 1998.

[LMS98b] M. Lub y, M. Mitzenmacher, M. A. Shokrollahi, D. Spielman, ^Analysis o f Lo w DensityCodes and

I mproved Designs Using Irregular Graphs~, Proc. 30 th Symp. on T heor yof Co mp uting, 1998.

[LMS98c] M. Lub y, M. Mitzen macher, M. A. Shokrollahi, D. Spielman, ^Improved Lo w DensityParity Check

Codes Using Irregular Graphs and Belief Propagation~, Proc. of the 1998 Informational Sympo sium on

Infor mation T heor y.

[LMS99] M. Lub y, M. Mitzenmacher, M. A. Shokrollahi, D. Spiel man, V. Stemann, ^Efficient Erasure Codes~, to be published in Proc. 31 st Symp. on T heoryo f Co mp uting, 1999.

[PL99] J. Plank, ^A T utorial on Reed-Solo mon Coding for Fault-T olerance in RAI D-like Systems~, available through http://cs.utk.edu/~plank/, Februar y1999.

[R89] Michael O. Rabin, ^E fficient Dispersal of Infor matio n for Security, Load Balancing, and Fault

T olerance~, Journal of the ACM, 36(2):35-348, April 1989.

[RA] DrewRoselli and T homas E. Anderson, ^Characteristics of File System Workloads~ , Dept. of Co mputer

Science, Univer sityo f California-Berkeley.

[RV97] L. Rizzo and L. Vicisano, ^A Reliable M ulticast data Distribution Protocol based on software FE C techniques~, Proc of HPCS ´97, Greece, June 1997.

[S] Daniel A. Spielman, ^Finding Goo d LDPC Codes^, Dept. of Mathematics, MIT .

[S95] D. Spielman, ^Linear -T ime Encodable and Decodable Error-Correcting Codes~, Proceedings o f the 27th

Annual ACM Sympo sium on T heoryof Co mputing, pp. 388-397, 1995.

[SBM93] M. Seltzer, K. Bostic, M. McKusick, and C. Staelin, ^An I mplementation of a Log-Str uctured File

Systemfor UNIX~, In Proc. ofthe 1993 Winter USENIX, pp. 307-326, January1993.

[SS96] M. Sipser and D. Spielman, ^Expander Codes~, IEEE T ransactions on Infor matio n T heory, 42(6):1710-

1722, 1996.

[SS99] M. A. Shokrollahi, R. Storn, ^Design of E fficient Erasure Codes with Differential E volution~, Bell

Labs, 1999.

Appendix: Tornado Code Algorithm

T he follo wing is a straightforward, step-b y-step, algorithm for a Tornado Code encoder or decoder. For a more theoretical explanation o f the grap h, or the properties that it possesses, please refer to [AL95], [LMS97], and/or

[LMS99]. T hese papers also provide an algorithm for verifying that a particular grap h structure meets the requirements of the probabilistic assumptions for T ornado Codes, which we have o mitted due to a lack of space.

A. Co mputing the Graph

1. Select a ^rate~ for the code, represented bythe variable B. For our implementation we used ½.

2. Select a maximum degree for the left n odes, represented b ythe variable D. The value of D can affect both encode/decode time, and the amount of data overhead that must be received in order to decode a file. One paper claimed that D=1/epsilon, where epsilon represents a fraction of data overhead during decoding. After some experimentation, we selected a fixed value of 15. This value, according to the equation listed above, provides an inefficiencyof 6.67%. We found that, for the files that we were using to evaluate our implementation, 15 is a local minimum for data transmission inefficiency.

3. Compute H(D), which is equal to the sum from i=1 to i=D of (1/i). This result is approximatelyequal to ln(D).

4. Compute the average left degree A

L

= H(D)*( D+1)/D

5. Compute the average right degree A

R

= A

L

/B

6. Solve for the variable a so that a e a /(e a -1)=A

R

. For this variable, we estimated and set a to equal A

R

.

7. Set g equal to B/D 2 , which represents the fraction of right nodes that would be used is a special secondaryset of check nodes. In our own experience, this value never resulted in a node count that was greater than zero, and we therefore ignored this secondaryset. For a description of whythis set might be need, and how to implement this secondaryset, please refer to the papers mentioned above.

8. Compute the number of data nodes to be in the graph, which is the ceiling of: size of file / size of nodes. The overall efficiencyfor this algorithm is 1/k 0. 25

(where k represents the number of data nodes), so using a large node size to minimize the node count isn´t the best idea for situations where it is important to have a low overhead.

9. Compute m, the ^depth~ of the graph. The value of m should be selected so that B m+1 *k is approximatel yequal to k 0.5 .

The final graph that is used for encoding/decoding will be comprised of a series of depth+2 bipartite graphs that join together to share nodes such that the right nodes of the i th bipartite graph will become the left nodes for the ^i+1~ st bipartite graph. The data nodes comprise the left side of the first bipartite graph, and the number of check nodes on the right side of a bipartite graph is B times the number of nodes on the left side. The last bipartite graph is an exception, since it uses the same left nodes as the next-to-the-last bipartite graph (these graphs do not share right nodes). As a result, the most significant difference between the last two bipartite graphs is that theywill have a different arrangement of edges connecting left nodes to right nodes.

For each bipartite graph, so do the following:

10. Calculate the degree of each of the left nodes.

a) For each value of i from 2 to D+1, set the fraction of left nodes with degree i to be l i

=A

L

/(H(D)*i*(i-1)) b) Randomlyassign each of the nodes a particular degree suc h that the distribution matches that in part a.

11. Calculate the degree of each of the right nodes.

a) For each value of i from 2 to 2D+1, the fraction of left nodes with degree i is p i

=(A

R

*e - a )* ( a i-1

)/( (i-1)!)

b) The summation of the fractions in part a maynot total to one (in fact, it shouldn´t since the original definition for part a is in terms of edges, rather than nodes, with the range for i starting at 1. It is recommended that this missing fractional component should be added to p

2

.

c) Th e number of right nodes is equal to the B times the number of left nodes.

d) Randomlyassign each of the nodes a particular degree such that the distribution matches that in part a.

12. Since computer arithmetic is not exact, you mayneed to adjust the de grees of certain nodes so that the total number of edges leaving the left nodes is equal to the number of edges leaving the right nodes.

a) The ^correct~ number of edges in the graph should be A

L

* (number of left nodes). For our implementation, we compare the number of left edges and right edges to see which comes closer to this correct value and then adjust the other side of the graph to match the ^winner´s~ edge count.

b) In our own implementation, when computing the values for part a of steps 10 and 11 we also calculated the number of nodes of each degree to ensure that the total number of nodes in those calculations matches the number that we had to work with. When adjustments are necessary, we pick a node out at random and (depending on the situation) increment or decrement that node´s degree b yone. We continue to pick nodes until the desired node and edge counts are correct˙we first adjust the node counts before adjusting the edge counts.

13. Randomlyconnect the edges in the graph with a left no de and a right node.

a) For each edge, randomlypick a left node and randomlypick a right node. If either node alread yhas all of its edges, then select another node at random.

b) One option would have been to process the left nodes sequentially, and thus onlychoose the right nodes at random.

We found that the process does run faster, but it produces poor results. In most cases the last few left nodes have multiple edges to the same right node due to imperfections in the randomization process. For our implementation we did use a randomization algorithm that had a better randomization behavior than C/C++´s rand() function, but we felt that a cryptograph y-qualityrandomization algorithm would have been too computationallyexpensive.

14. As mentioned abov e, the size of the graph that is furthest from the data nodes is equal in size to the next-to-the-furthest graph, and both of these graphs share the same left nodes. This is referred to the authors´ of Tornado Codes as a

^double heavy-tail distribution~.

B. Encoding/Decoding process, Using the Graph

For encoding the file, set the value of each right node to be the XOR of the value of its left-neighbors. For decoding a file, look for check nodes that have been received and are missing onlyone left-neighbor. Restore that neighbor b yassigning it the value of the check node´s value XORed with all of check node´s other neighbors. Improved performance, in terms of transmission overhead, maybe obtained b yrestoring check nodes that are not been received, but are not missing an y neighbors. The check node can be restored using the same technique as the encoding process. Byrestoring these check nodes, you maybe able to assist the decoding process for other bipartite graphs.