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State placement Is important
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typical network stacks, both servers and

clients hold per-connection state

Requires resources
_imits scalability
ncreases vulnerability to DoS attack

Poses barriers to migration
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e State problems are inherent to TCP+Sockets



Trickles approach

 Make one end stateless

 Migrate all state to client, recreate state at
server via continuations
— Encapsulate server state

— Piggyback on request and data packets
— Secure continuations with tamper-resilient MAC

* Any server replica can service any reguest
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TriCkleS properties o Point-to-point performance
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Summary

e Trickles enables stateless connection
oriented services

— Scale well
— Resist DoS attacks
— Require less resources

 Makes possible gualitatively different kinds
of services

— Geographically-distributed anycast services
with long-lived connections



